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METHOD AND SYSTEM FOR DATA 
EXCHANGE AMONG DATA SOURCES 

RELATED DATA 

[0001] This application claims priority from US. Provi 
sional Patent Application No. 60/920,739, ?led on Mar. 29, 
2007, entitled “Method and System for Synchronization of 
Data Among Data Sources,” the entirety of Which is incorpo 
rated herein as if set forth in full. 

COPYRIGHT NOTICE 

[0002] A portion of the disclosure of this patent document 
contains material to Which a claim for copyright is made. The 
copyright oWner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclo 
sure, as it appears in the Patent and Trademark Of?ce patent 
?le or records, but reserves all other copyright rights Whatso 
ever. 

TECHNICAL FIELD OF THE DESCRIPTION 

[0003] Embodiments of the disclosure relate generally to 
data exchanges and more particularly to systems and methods 
for joining search results in collaborative data exchanges. 

BACKGROUND 

[0004] NetWorked computer systems may alloW partici 
pants of a data exchange network to derive value from data 
Which other participants might possess concerning an entity 
or subject of common interest. HoWever, certain policies, 
issues, considerations, etc. often demand that a particular 
participant not share certain data With other participants. 
Sometimes, the restricted data concerns all aspects regarding 
a particular subject. Sometimes, the restriction applies only to 
certain participants. In other situations, the restriction applies 
to only certain aspects of the data related to the subject. In 
some situations, a combination of these types of restrictions 
and other factors might apply and cause the affected partici 
pant to constrain its activities accordingly. 
[0005] Each of the participants might be associated With a 
node in a netWork over Which the participants communicate 
and exchange data. Due to the Wide variety of possible par 
ticipants, any particular participating computer (PC) system 
might be quite sophisticated With stringent data management 
policies in place and enforced. Some PC systems might use 
sophisticated indexing techniques, document management 
applications, and the like to organiZe the records therein. For 
instance, a particular participant might be an insurance com 
pany With a state-of-the-art PC system. Another participant 
might be a hospital With a PC system Without data manage 
ment controls and feW processing resources. Yet another par 
ticipant might be a physician Who uses a rudimentary PC 
system in or associated With the physician’s o?ice. 
[0006] Another factor concerns the number and siZe of ?les 
in the data exchange. Some participants might have only a feW 
records regarding a limited number of subjects. Other partici 
pants might have numerous records regarding multitudes of 
subjects. Any of these records might contain quite a signi? 
cant amount of data While other records might contain data of 
little use. Additionally, all or portions of PC systems of some 
participants might be unavailable from time to time for a 
number of reasons thereby depriving other participants of 
data stored therein. 
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[0007] Permutations of the foregoing factors and others 
complicate attempts to share data among data exchange par 
ticipants in an e?icient and mutually bene?cial manner. 

SUMMARY OF THE DESCRIPTION 

[0008] Embodiments of the present disclosure provide sys 
tems and methods for joining search results in collaborative 
data exchanges. Various embodiments eliminate, or at least 
substantially reduce, the shortcomings of prior art systems 
and methods for joining search results in data exchanges. 
[0009] Various embodiments provide a Master Data 
Exchange (MDX) With mechanisms for delivering substan 
tial business value to ecosystems of organizations interested 
in sharing selected data for mutual bene?t. Operational 
MDXs, constructed in accordance With various embodi 
ments, are available from Initiate Systems, Inc. of Chicago, 
Ill. Embodiments disclosed herein use a variety of architec 
tures including, but not limited to, centraliZed, peer-to-peer, 
peer-to-peer With a common search service, and hybrid archi 
tectures. Various embodiments support successful, multi 
party data sharing solutions despite many factors Which have 
impeded previously available systems. 
[0010] Various embodiments provide methods for joining 
search results in data exchanges. In some embodiments, par 
ticipants of a MDX maybe characteriZed as loosely collabo 
rative. In some embodiments, the environment is such that at 
least one participant is constrained from sharing at least a 
portion of data regarding a particular subject. The constrained 
participant is further constrained to be separate from the other 
participants. Methods according to some embodiments 
include receiving a set of results from the constrained partici 
pant Which exclude the data affected by the data sharing 
constraint. The results from the constrained participant nev 
er‘theless contain some data regarding the subject to Which the 
data sharing constraint applies. Methods can also include 
receiving a set of results from another participant(s). In some 
embodiments, the results are virtual. These virtual results do 
not necessarily persist in the entity, device, processor, hub, 
etc. Which processes them. HoWever, they can persist therein 
if desired. The method of some embodiments also includes 
determining Whether any portions of the results correspond to 
the same subject. In some embodiments, the method can 
include joining portions of the results corresponding to the 
same subject in a hub. 

[0011] In some embodiments, the results are sent in 
response to a query made by the hub and common to all of the 
participants.As part of the method, a user selected con?dence 
level associated With the results can be satis?ed. If desired, 
the con?dence level can be adjusted; the query repeated in 
real-time; and corresponding portions of the neW results 
joined in real-time. False positive and false negative rates 
associated With the results may be speci?ed. In various 
embodiments, the joining can be a probabilistic joining. 
Some embodiments alloW for the results to be normaliZed 
before it is determined Whether any of the results correspond 
to the same subject (and are joined accordingly). 
[0012] When a discrepancy appears betWeen the different 
results, the method can include notifying the participants 
(including the constrained participant) that the discrepancy 
exists. The joined results, in various embodiments, may be 
adjusted to account for the discrepancy. In some embodi 
ments, the participants may request the joined and adjusted 
results; the joined and adjusted results may be sent to the 
participants, or a combination thereof may occur. 
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[0013] Various embodiments disclosed herein include 
computer readable media comprising instructions executable 
by a machine which when executed cause the machine to join 
query results in a loosely collaborative data exchange in 
accordance with methods described herein. In some embodi 
ments, the instructions cause the machine to satisfy a user 
selected con?dence level associated with the results. The 
instructions can allow the con?dence level to be adjusted and 
some embodiments allow the query to be repeated in real 
time. The methods of some embodiments may also include 
normalizing the results before performing a probabilistic 
joining of the results. False positive and false negative rates 
may also be speci?ed in methods of some embodiments. 
[0014] Systems for joining results in a loosely collaborative 
data exchange are provided in various embodiments. The 
systems include various participants of which one, or more, 
are constrained from sharing some data with the other par 
ticipants. The constrained participant is also constrained to be 
separate from the other participants. The systems can include 
a hub in communication with the participants and which 
includes a processor, a display, and a computer readable 
memory in communication with each other. The computer 
readable medium can carry instructions which cause the pro 
cessor to for join search results in manners similar to those 
disclosed herein. 
[0015] As is apparent to those skilled in the art, various 
embodiments provide numerous advantages. Some embodi 
ments support many, if not all, of the various data exchange 
architectures disclosed herein including centraliZed, peer-to 
peer, peer-to-peer with common search, and hybrid architec 
tures. Various embodiments provide superior accuracy and 
completeness of search results as well as the ability to provide 
meaningful search results despite many factors complicating 
such endeavors. Some embodiments leverage an understand 
ing of relationships between data to improve the accuracy, 
completeness, and precision of the returned results. Embodi 
ments can scale from small applications to large, global, (and 
larger) applications involving millions, billions, or larger 
numbers of records. Embodiments nonetheless can return 
search results in less than a second. Various embodiments 
provide these advantages to a wide range of exchange partici 
pants including, but not limited to, health organizations, 
insurance companies, police departments, law and regulatory 
enforcement agencies, etc. Nodes in various embodiments 
can run hub related data exchange methods disclosed herein. 
In some embodiments, nodes use a portal to act as a proxy for 
the data exchange. 

BRIEF DESCRIPTION OF THE FIGURES 

[0016] A more complete understanding of the disclosure 
and the advantages thereof may be acquired by referring to 
the following description, taken in conjunction with the 
accompanying drawings in which like reference numbers 
generally indicate like features and wherein: 
[0017] FIG. 1 is a block diagram view of one embodiment 
of a loosely collaborative data sharing environment. 
[0018] FIG. 2 is a block diagram of one embodiment ofa 
centraliZed, loosely collaborative, data exchange. 
[0019] FIG. 3 is a block diagram of one embodiment ofa 
peer-to-peer, loosely collaborative, data exchange. 
[0020] FIG. 4 is a block diagram of one embodiment ofa 
peer-to-peer, loosely collaborative, data exchange with a 
common search hub. 
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[0021] FIGS. 5 is a block diagram of one embodiment of a 
hybrid, loosely collaborative, data exchange which includes 
features of centraliZed and peer-to-peer data exchanges. 
[0022] FIG. 6 is a ?owchart illustrating one embodiment of 
a method for sharing data in a loosely collaborative data 
exchange. 
[0023] FIG. 7 is block diagram illustrating one embodi 
ment of a search hub. 

[0024] FIG. 8 is a block diagram illustrating one embodi 
ment of a search hub index system. 
[0025] FIG. 9 is a ?owchart illustrating one embodiment of 
a method for adding and updating matching data to a search 
hub index system. 
[0026] FIG. 10 is a ?owchart illustrating one embodiment 
of a method for querying a search hub index system. 
[0027] FIG. 11 is a ?owchart illustrating one embodiment 
of a method for processing exceptions which may be executed 
by a search hub index system. 
[0028] FIG. 12 is a ?owchart illustrating one embodiment 
of a method for inserting new matching data into a search hub 
index system. 
[0029] FIG. 13 is a ?owchart illustrating one embodiment 
of a method for updating existing matching data. 
[0030] FIG. 14 is a ?owchart illustrating one embodiment 
of a method for matching/ linking matching data. 
[0031] FIG. 15 is a ?owchart illustrating one embodiment 
of a method for adding an identity rule to a search hub index 
system. 
[0032] FIG. 16 is a ?owchart illustrating one embodiment 
of a method for adding a non-identity rule to a search hub 
index system. 
[0033] FIG. 17 is a ?owchart illustrating one embodiment 
of a method for deleting matching data from a search hub 
index system. 
[0034] FIG. 18 is a ?owchart illustrating one embodiment 
of a method for querying a search hub index system for 
matching data about a particular entity 
[0035] FIG. 19 is a ?owchart illustrating one embodiment 
of a method for querying a search hub index system to locate 
information. 
[0036] FIG. 20 is a ?owchart illustrating one embodiment 
of a method for querying records. 
[0037] FIG. 21 is a ?owchart illustrating one embodiment 
of a method for generating weights associated with attributes 
of matching data. 

DETAILED DESCRIPTION 

[0038] Preferred embodiments of the disclosure are illus 
trated in the FIGURES, like numerals being used to refer to 
like and corresponding parts of the various drawings. 
Embodiments of the disclosure provide systems and methods 
for joining results in collaborative data exchanges. 
[0039] Before discussing speci?c embodiments, an 
embodiment of a hardware architecture for implementing 
certain embodiments is described herein. One embodiment 
can include a computer communicatively coupled to a net 
work (the Internet in some embodiments). As is known to 
those skilled in the art, the computer can include a central 
processing unit (“CPU”), at least one read-only memory 
(“ROM”), at least one random access memory (“RAM”), at 
least one hard drive (“HD”), and one or more input/output 
(“I/O”) device(s). The I/O devices can include a keyboard, 
monitor, printer, electronic pointing device (such as a mouse, 
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trackball, stylist, etc.), or the like. In various embodiments, 
the computer has access to at least one database over the 
network. 
[0040] ROM, RAM, and HD are computer memories for 
storing computer-executable instructions executable by the 
CPU. Within this disclosure, the term “computer-readable 
medium” is not limited to ROM, RAM, and HD and can 
include any type of data storage medium that can be read by 
a processor. In some embodiments, a computer-readable 
medium may refer to a data cartridge, a data backup magnetic 
tape, a ?oppy diskette, a ?ash memory drive, an optical data 
storage drive, a CD-ROM, ROM, RAM, HD, or the like. 
[0041] The functionalities and processes described herein 
can be implemented in suitable computer-executable instruc 
tions. The computer-executable instructions may be stored as 
softWare code components or modules on one or more com 

puter readable media (such as non-volatile memories, volatile 
memories, DASD arrays, magnetic tapes, ?oppy diskettes, 
hard drives, optical storage devices, etc. or any other appro 
priate computer-readable medium or storage device). In one 
embodiment the computer-executable instructions may 
include lines of complied C++, Java, HTML, or any other 
programming or scripting code. 
[0042] Additionally, the functions of the disclosed embodi 
ments may be implemented on one computer or shared/dis 
tributed among tWo or more computers in or across a netWork. 

Communications betWeen computers implementing embodi 
ments can be accomplished using any electronic, optical, 
radio frequency signals, or other suitable methods and tools 
of communication in compliance With knoWn netWork proto 
cols. 
[0043] As used herein, the terms “comprises, compris 
ing,” “includes,” “including,” “has,” “having” or any other 
variation thereof, are intended to cover a non-exclusive inclu 
sion. In some embodiments, a process, article, or apparatus 
that comprises a list of elements is not necessarily limited 
only those elements but may include other elements not 
expressly listed or inherent to such process, article, or appa 
ratus. Further, unless expressly stated to the contrary, “or” 
refers to an inclusive or and not to an exclusive or. In some 

embodiments, a conditionA or B is satis?ed by any one of the 
folloWing: A is true (or present) and B is false (or not present), 
A is false (or not present) and B is true (or present), and both 
A and B are true (or present). 
[0044] Additionally, any examples or illustrations given 
herein are not to be regarded in any Way as restrictions on, 
limits to, or express de?nitions of, any term or terms With 
Which they are utiliZed. Instead, these examples or illustra 
tions are to be regarded as being described With respect to one 
particular embodiment and as illustrative only. Those of ordi 
nary skill in the art Will appreciate that any term or terms With 
Which these examples or illustrations are utiliZed Will encom 
pass other embodiments Which may or may not be given 
thereWith or elseWhere in the speci?cation and all such 
embodiments are intended to be included Within the scope of 
that term or terms. Language designating such nonlimiting 
examples and illustrations includes, but is not limited to: “for 
example”, “for instance , e.g. , in one embodiment”. 

Data Exchange Environments 

[0045] Data exchanges alloW participants of the exchange 
to derive mutual bene?t by sharing data. Some data 
exchanges may be limited to a small number of participants. 
Other data exchanges may be Widespread and involve numer 
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ous participants physically located across a city, a region, a 
state, a nation, the entire planet and even, noWadays, partici 
pants in space. Value generated from a data exchange tends to 
increase monotonically as the number of participants in the 
data exchange increase. 
[0046] As illustrated in FIG. 1, data exchange environment 
100 poses several issues for the design, operation, and main 
tenance of data exchanges. Environment 100 includes a mul 
tiplicity of participants Which might include: physician’s 
o?ice 102 in Austin, Tex.; Travis County regional health data 
organization (RHIO) 104; hospital 106 in California; insur 
ance company 108 in Seattle; Wash.; the United States federal 
government 110; a sub-division 112 of the US. government 
such as the Social Security Administration; etc. Each of these 
potential data exchange participants 102, 104, 106, 108, 110, 
and 112 create, maintain, delete, and otherWise manipulate 
records regarding various subjects, entities, persons, etc. 
Each potential participant might have varying degrees of 
rigor associated With the maintenance of the data contained in 
their records. Each potential participant 102, 104, 106, 108, 
110, and 112 might have computer systems of varying 
degrees of sophistication and capability. As a result, the qual 
ity, consistency, and completeness of data at each disparate 
participant 102, 104, 106, 108, 110, and 112 is highly likely to 
vary markedly although this condition need not be the case. 
As a result of these factors and others sharing data among 
potential participants 102, 104, 106, 108, 110, and 112 might 
be problematic. 
[0047] Certain concerns, policies, laWs, etc. constrain 
potential participants 102, 104, 106, 108, 110, and 112 from 
sharing certain portions of their records With one and other. 
For instance, the Health Insurance Portability and Account 
ability Act (HIPAA) of 1996 places constraints on sharing 
medical information speci?c to patients With third parties. In 
other scenarios, potential participants such as physician 102, 
RHIO 104, hospital 106, insurance company 108, etc. may 
share a limited set of data related to their treatment of their 
patients (or customers or policy holders as the case may be) 
With each other. LikeWise, some potential participants such as 
US. government subdivisions 114 and 116 (as illustrated, 
here, the FBI and the CIA) might ?nd it imprudent to share 
data regarding some subjects and entities With other partici 
pants such as hospital 106. Potential participants 102, 104, 
106, 108, 110, 112, 114, and 116 though can share certain 
pieces of data about these subjects Without running afoul of 
the concerns associated With the requirement (legal, custom 
ary, or otherWise) for treating other data as sensitive, secure, 
con?dential, secret, etc. As a result, each disparate participant 
102, 104, 106, 108, 110, 112, 114, and 116 typically imple 
ments its oWn independent, sometimes custom tailored, data 
security policies, practices, standards, etc. Each disparate 
participant might also implement its oWn independent, some 
times custom tailored, data sharing policies, practices, stan 
dards, etc. In some cases, some of the disparate participants 
102, 104, 106, 108, 110, 112, 114, and 116 might also be 
forbidden from joining, integrating, linking, etc. data Which it 
oWns With the data oWned by other participants. Certain par 
ticipants 102, 104, 106, 108, 110, 112, 114, or 116 can con 
strain themselves from sharing data With others, obtaining 
data from others, linking its data With that of others, or a 
combination thereof. 

[0048] Each potential participant 102, 104, 106, 108, 110, 
112, 114, and 116 though might derive bene?t from obtaining 
data Which can be shared (despite the constraints disclosed 
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above) about some subject of interest. For example, if physi 
cian 102 concludes that an operation might be required on a 
given patient Who cannot communicate (in some embodi 
ments, because of trauma sustained in an accident) physician 
102 might desire to query all other healthcare related partici 
pants to determine Whether the patient has any conditions, 
previous operations, concerns, etc. about Which physician 
102 could bene?t from learning. In other embodiments, a 
participant such as the FBI 114 might Want to investigate a 
particular person Who has attracted their attention as a poten 
tial terror or crime Witness, person of interest, suspect, etc. In 
such situations, obtaining reported addresses and other data 
of the subject from other potential participants 102, 104, 106, 
108, 110, 112, and 116 and from its oWn records might be 
bene?cial to FBI 114. 

[0049] On occasion, participants 102, 104, 106, 108, 110, 
112, 114, or 116 appear, dissolve, split, merge, move, or 
otherWise become modi?ed as a result of various factors. In 
one embodiment, physician 102 might move, have tWo or 
more of?ces, spin off a laboratory, etc. RHIO 104 might 
reorganiZe. Hospital 106 might merge With a larger health 
care corporation. Insurance company 108 might migrate to a 
neW IT system. Agency 112 might become subject to a neW 
laW, treaty, regulation, etc. dictating neW or modi?ed data 
security and sharing policies. FBI 114 and CIA 116 may 
launch a joint task force to stop a cross border terrorist attack. 
Keeping track of these changes to environment 100 of FIG. 1 
requires some degree of effort, resources, etc. Attempting to 
do so at each participant 102, 104, 106, 108, 110, 112, 114, 
and 116 requires additional effort, resources, etc. and intro 
duces another level of complication to the task of consistently 
?nding complete data of high quality. 
[0050] Performance issues arise When attempts are made in 
environment 100 to share data. Each participant 102, 104, 
106, 108, 110, 112, 114, and 116 can oWn a data farm (typi 
cally in the form ofone or more records 102', 104', 106', 108', 
110', 112', 114', and 116') Which tends to increase in siZe and 
complexity While the data exchange(s) Which the farm is in 
may also be increasing in siZe and complexity. Data 
exchanges can be con?gured to operate across portions of the 
data farms 102',104',106',108',110',112',114',and 116' or 
across the entire assembly of data farms 102', 104', 106', 108', 
110', 112', 114', and 116'. In some data exchanges, potentially 
billions of records (or more) might be involved. 
[0051] Data retrieval volumes may be relatively small as 
When records of interest from a feW participants such as 
physician 102 and hospital 106 are involved in an exchange 
related to a particular patient. Applications exist, hoWever, 
Which involve ascertaining Which particular records, from 
among a multitude ofrecords 102', 104', 106',108', 110',112', 
114', and 116' are of interest. In some data exchanges, many 
requests for data may be occurring simultaneously, placing 
potentially con?icting demands on the processing and 
throughput resources associated With the data exchange and 
participants 102, 104, 106, 108, 110, 112, 114, and 116. In 
some data exchanges involving laW enforcement activities, 
agents across a country(s) might need to access data many 
times during their daily activities. In some situations, these 
needs can arise, potentially, each time an inquiry, investiga 
tion, arrest, Warrant, or summons is made. Large request 
volumes can therefore arise in many situations. 

[0052] When a particular participant 102, 104, 106, 108, 
110, and 112 Wishes to obtain data from another participant, 
the participant desiring additional data may request that each 
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of the other participants search their respective records 102', 
104', 106', 108', 110', 112', 114', and 116' based on search 
criteria selected by the requesting participant. Each partici 
pant, including the requesting participant, can search their 
respective records for data With attributes matching the search 
criteria. Results of the searches may then be returned to the 
requesting participant. Since each participant 102, 104, 106, 
108, 110, 112, 114, and 116 conduct their oWn search, in this 
scenario, it can be expected (even if each participant searched 
the exact same data) that the results might vary betWeen 
participants. One reason, among many, that the results might 
vary betWeen participants is that each participant 102, 104, 
106,108,110,112,114,and 116 might use a different search 
algorithm. Another reason that the results might differ 
betWeen even identical search requests is that PC systems of 
some participants might be unavailable during one search and 
available during the next, identical search. In one scenario, an 
unavailable participant might have conclusive evidence of the 
existence of the search subject. The requesting participant, 
though, Would receive no, or a null response. In the current 
scenario, the requesting participant might therefore miss a 
match or come to believe that it has identi?ed a neW or 
redundant unmatched subject. 
[0053] In some scenarios, some search algorithms may pro 
duce returns With better “false positive” rates, better “false 
negative” rates, or a combination thereof than other search 
algorithms. A false positive can occur When a search algo 
rithm identi?es a record, Which fails to match the search 
criteria, as matching the search criteria. Many previously 
available algorithms return the incorrect, false positive result 
to the search requester thereby degrading the accuracy of the 
search results. A false negative can occur When a system fails 
to identify a record as matching the criteria When the record 
does match the search criteria. Many previously available 
algorithms fail to return the incorrect, false negative to the 
search requestor thereby degrading the accuracy and com 
pleteness of the search results. 
[0054] A scenario can illustrate the concept of a false posi 
tive. Suppose that a father and son have the same name, same 
address, and same telephone number. They are obviously not 
the same person. Yet, a search request relating to the father 
might also erroneously return some records for the son. If the 
age of the target subject had been included in the original 
search request then it Would be possible to determine Which 
records Were associated With the father and Which Were asso 
ciated With the son. In this scenario, any records that are 
associated With the son and Which are returned in error are 
false positives. In this scenario, some searching algorithms 
might identify the son’s records as matching the search crite 
ria, as Well they might. In fact, they do not match the intent of 
the search Which is to locate records associated With the 
father. In the foregoing scenario, the search criteria Were not 
speci?c enough and resulted in an overly broad search. 
[0055] Another scenario can illustrate the concept of a false 
negative Which can be more problematic in a data exchange 
than a false positive. Suppose that a search request is made for 
a Woman for Whom records that relate to a time before she Was 
married exist in a particular system. A search using her mar 
ried name as the search criteria might result in records asso 
ciated With her maiden name being discarded, despite the fact 
that they relate to the subject of the search. In this scenario, the 
search results are incomplete. A system generating false 
results Will often return the false positive but often Will elimi 
nate the false negative from the search results (or fail to 








































