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(57) ABSTRACT 

Account holders may specify vendor-speci?c charge restric 
tions for charging transactions against their accounts, Where 
each vendor-speci?c charge restriction includes a unique 
identi?er for the corresponding vendor to Which the charge 
restriction is applicable. The charge restriction may be an 
exclusion from approval of all charge authorization requests, 
an amount limit on charge authorization requests Which may 
be approved, a “rebill” limit on the number of times subse 
quent charge authorization requests may be approved, or a 
combination of such restrictions and/or other restrictions. 
When a charge authorization request is received for a charge 
against an account having vendor-speci?c charge restrictions 
set by the account holder, the vendor identi?er is extracted 
from the charge authorization request and employed to deter 
mine Whether any charge restrictions are applicable to the 
requesting vendor. The vendor-speci?c charge restrictions for 
a particular vendor may be speci?ed by the account holder 
either before or after an initial charge transactions involving 
that vendor, With the vendor identi?er either manually entered 
by the account holder or automatically extracted from an 
account transaction record. 
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PERSONALLY CUSTOMIZABLE CREDIT 
CARD ACCOUNTS 

PRIORITY CLAIM 

[0001] The present application is a continuation of US. 
patent application Ser. No. 11/063,143, ?led on Feb. 22, 2005, 
entitled “Personally Customizable Credit Card Accounts”. 
Applicants claim bene?t of priority under 35 U.S.C. §120 to 
US. patent application Ser. No. 11/063,143, Which is incor 
porated by reference herein in its entirety and for all purposes. 

BACKGROUND OF THE INVENTION 

[0002] 1. Technical Field 
[0003] The present invention generally relates to charge 
accounts and in particular to security of and control over 
charge account use. Still more particularly, the present inven 
tion relates to account holder control over charge authoriza 
tions using charge account numbers. 
[0004] 2. Description of the Related Art 
[0005] A major obstacle to broad public acceptance anduse 
of e-business is reluctance of consumers to reveal their credit 
or debit card numbers over the Internet due to security con 
cerns, both real and perceived. One fear is interception of the 
card number by a third party, although secure socket layer 
(SSL) encryption employed in secure Internet transactions 
renders such interception extremely improbable. HoWever, 
the perception on the part of account holders remains. 
[0006] Another concern, one having much more basis in 
reality, involves automatic reneWal and rebilling by an enter 
prise upon expiration of a membership subscription. 
Although reputable businesses offer procedures to cancel 
membership subscriptions, the risk of either a potential argu 
ment over cancellation or an error or delay in cancellation, 
While rebilling continues, is enough to prevent some consum 
ers from even considering using their charge accounts on the 
Internet. 
[0007] Various methods have been employed or proposed 
for improving security and reducing the risk of unauthorized 
rebilling in charge account use. “Single use” charge account 
numbers, for example, employ numbers associated With an 
account Which are only valid for a single charging activity. 
After the account number has been used once, charging 
authorization on that account number is denied for all subse 
quent charge requests. This approach, hoWever, places a tre 
mendous burden on the existing credit card numbering 
scheme since only a ?nite range of unique numbers exists. 
Single use account numbers Would quickly run through the 
entire range of permutations. Much larger ranges of numbers 
than are currently employed Would be required for this solu 
tion to be practical. 
[0008] An alternative solution involves adding pre?xes or 
suf?xes to existing account numbers to create single use 
account numbers for that account. HoWever, this requires a 
larger number of digits for account numbers than are cur 
rently employed (typically sixteen) to uniquely identify an 
account, Which Would cause much existing software depend 
ing on the current number of digits Within account numbers to 
function improperly. Moreover, While single use account 
charging activity is desirable in some situations, modi?cation 
of all charging activity to involve single use account numbers 
is not desirable for many types of transactions. 

[0009] It Would be desirable, therefore, to enable an 
account holder to establish single use charging functionality 
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for an account in selected situations, While retaining the abil 
ity to generally employ unrestricted charging transactions in 
other situations. It Would further be advantageous for the 
account holder to be able to establish such single use limita 
tions either before or after the charging transaction. 

SUMMARY OF THE INVENTION 

[0010] It is therefore one object of the present invention to 
provide improved charge accounts. 
[0011] It is another object of the present invention to pro 
vide improved security of and control over charge account 
use. 

[0012] It is yet another object of the present invention to 
provide account holder control over charge authorizations 
using charge account numbers. 
[0013] The foregoing objects are achieved as is noW 
described. Account holders may specify vendor-speci?c 
charge restrictions for charging transactions against their 
accounts, Where each vendor-speci?c charge restriction 
includes a unique identi?er for the corresponding vendor to 
Which the charge restriction is applicable. The charge restric 
tion may be an exclusion from approval of all charge autho 
rization requests, an amount limit on charge authorization 
requests Which may be approved, a “rebill” limit on the num 
ber of times subsequent charge authorization requests may be 
approved, or a combination of such restrictions and/or other 
restrictions. When a charge authorization request is received 
for a charge against an account having vendor-speci?c charge 
restrictions set by the account holder, the vendor identi?er is 
extracted from the charge authorization request and 
employed to determine Whether any charge restrictions are 
applicable to the requesting vendor. The vendor-speci?c 
charge restrictions for a particular vendor may be speci?ed by 
the account holder either before or after an initial charge 
transactions involving that vendor, With the vendor identi?er 
either manually entered by the account holder or automati 
cally extracted from an account transaction record. 

[0014] The above as Well as additional objectives, features, 
and advantages of the present invention Will become apparent 
in the folloWing detailed Written description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself hoWever, as Well as a preferred mode of use, further 
objects and advantages thereof, Will best be understood by 
reference to the folloWing detailed description of an illustra 
tive embodiment When read in conjunction With the accom 
panying draWings, Wherein: 
[0016] FIG. 1 depicts a high-level block diagram of a credit 
card authorization system, in Which a preferred embodiment 
of the present invention may be implemented; 
[0017] FIG. 2 a block diagram of charge account informa 
tion including vendor-speci?c charge restrictions speci?ed 
by the charge account holder in accordance With a preferred 
embodiment of the present invention; and 
[0018] FIG. 3 depicts a high level How chart for a process of 
processing charge authorization requests utilizing vendor 
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speci?c charge restrictions speci?ed by the charge account 
holder in accordance With a preferred embodiment of the 
present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0019] With reference noW to the ?gures, and in particular 
With reference to FIG. 1, a high-level diagram of a charging 
transaction authorization system in accordance With a pre 
ferred embodiment of the present invention is depicted. Sys 
tem 102 includes a number of requesting units 104a-104n 
(Where n is any integer) operating by vendor enterprises for 
the purposes of requesting charging transactions. As used 
herein, “charging transactions” and “charge account” refer to 
any transaction or account relating to payment by transfer of 
credit or funds through a third party account provider utilizing 
an account number, including Without limitation credit card 
transactions and accounts, debit card transactions and 
accounts, “check card” transactions and checking accounts, 
and the like. 
[0020] Requesting units 104a-104n are capable of generat 
ing charge authorization requests for transmission over the 
Internet 106 to a charge authorization server 108 or similar 
charge authorization clearing facility. Charge authorization 
server 108 maintains a database 110 containing information 
regarding charge accounts Which may be accessed utilizing 
the charge account number, including available credit or 
deposit balance for the account. Database 110 also includes 
vendor-speci?c charge restrictions speci?ed by the account 
holder, described in further detail beloW. A user unit 112, 
connected to charge authorization server 108 via Internet 106, 
alloWs account holders to set or change vendor-speci?c 
charge restrictions for their account(s). Charge authorization 
server 108 provides an interface alloWing account holders to 
apply such vendor-speci?c charge restrictions to their 
account information Within database 110. 
[0021] Charge authorization requests transmitted by any of 
requesting units 104a-104n and received by charge authori 
zation server 108 are processed by charge authorization 
server 108 utilizing the account information associated With 
the charge account number Within the charge authorization 
request. The charge authorization requests also contain ven 
dor identi?cation information, Which includes a unique ven 
dor identi?er for the vendor requesting the charge authoriza 
tion and may optionally include the vendor name. Charge 
authorization server 108 employs the vendor identi?er and/or 
name in processing charge authorization requests utilizing 
account information Within database 110. Other information, 
such as an identi?cation of the account to be credited by the 
charge authorization, may also be contained Within charge 
authorization requests in accordance With the knoWn art. 
[0022] Although the exemplary embodiment depicts trans 
actions being performed over the Internet 106, some or all of 
the transactions described above may occur betWeen data 
processing systems having direct communications, such as 
requesting units Which directly dial-up the charge authoriza 
tion server over a telephone connection. 

[0023] Referring to FIG. 2, Which is intended to be read in 
conjunction With FIG. 1, a block diagram of charge account 
information including vendor-speci?c charge restrictions 
speci?ed by the charge account holder in accordance With a 
preferred embodiment of the present invention is illustrated. 
Database 110 contains a plurality of charge account records 
202a-202n for different charge accounts (Which may include 
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checking accounts), each identi?ed by a unique charge 
account number. Each charge account record 202a-202n con 
tains the charge account number 204, together With a current 
available balance or credit amount 206. 

[0024] Each charge account record 202a-202n also 
includes a listing of “alloWed” vendors 208, “excluded” ven 
dors 210, or both. AlloWed and excluded vendors listings 208 
and 210 are speci?ed by the account holder and are employed 
in processing charge authorization requests. Charge authori 
zation requests Which Would violate the restrictions speci?ed 
by the account holder Within alloWed and excluded vendors 
listings 208 and 210 are declined; charge authorization 
requests Which Would not violate the restrictions speci?ed by 
the account holder may be approved. 
[0025] AlloWed vendors listing 208 contains an entry for 
each vendor speci?ed by the account holder, Where each entry 
includes a unique (typically numeric or alphanumeric) iden 
ti?er 212 for the vendor, and may also contain the vendor’s 
name 214. Each entry Within alloWed vendors listing 208 may 
also contain an amount limit 216 speci?ed by the account 
holder, designating an amount limit for each charge Which 
may be approved for that vendor. The amount limit 216 may 
be unde?ned to alloW approval of any amount, or may be a 
?nite dollar amount, and may also have a default value. 
[0026] While the amount limit 216 could be simply a per 
charge limit for the corresponding vendor, such a limitation 
Would alloW a number of smaller charges to be pushed 
through. Instead, amount limit 216 should preferably be a 
time-based limit (e.g., $100 per month). In this manner, no 
consideration is given to Whether the charges by the vendor 
are a single charge for the full amount, or a number of smaller 
charges. Charges in excess of the speci?ed amount limit 216 
during the corresponding period Will be declined. 
[0027] Each entry Within alloWed vendors listing 208 may 
also have a “rebill” limit 218, Which speci?es either an abso 
lute number of subsequent charge authorizations Which may 
be approved for the corresponding vendor or a number of 
billing periods during Which charge authorization may be 
approved up to the amount limit 216. After charge authoriza 
tion requests for the speci?ed number of billings or billing 
periods have been approved, sub sequent charge authorization 
requests Will be declined. In this manner, the number of 
rebillings by a particular vendor may be controlled by the 
account holder. Rebill limit 218 and amount (per billing 
period) limit 216 combine to provide control over both the 
amount and the duration of charges by a particular vendor 
(e.g., $100 per month for 12 months). 
[0028] Excluded vendors listing 210 similarly contains an 
entry for each vendor speci?ed by the account holder to be 
subject to special charge restrictions, With each entry contain 
ing a unique identi?er 220 for the vendor and, optionally, the 
vendor’s name 222. Charge authorization requests from ven 
dors identi?ed Within excluded vendors listing 210 Will 
alWays be declined. 
[0029] AlloWed and excluded vendors listings 208 and 210 
each include a ?ag, a decline-all-others ?ag 224 Within 
alloWed vendors listing 208 and an approve-all-others ?ag 
226 Within excluded vendors listing 210. Decline-all-others 
?ag 224, When set, causes all charge authorization requests 
from any vendors not speci?cally identi?ed Within the 
approved vendors listing 208 to be declined. Approve-all 
others ?ag 226, When set, causes all charge authorization 
requests from any vendors not identi?ed Within the excluded 
vendors listing 210 to be approved, subject to amount and 
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rebill limitations (if any) set in approved vendors listing 208. 
Decline-all-others ?ag 224 and approve-all-others ?ag 226 
should be mutually exclusive, and shouldnot bothbe set at the 
same time. 

[0030] Vendors may be added to either alloWed and 
excluded vendors listings 208 and 210 by an account holder 
either through manual entry of vendor information, or by 
selection of a transaction Within account records and auto 
matic extraction of vendor information (vendor identi?er and 
name) from the account transaction records. A dictionary of 
vendor identi?ers indexed by vendor name may be provided 
to the account holder for adding vendors to listings 208 and 
210. In this manner, vendor-speci?c charge restrictions, 
including charge amount and rebilling limits, may be speci 
?ed by the account holder either before or after an initial 
charge transaction. 
[0031] Referring back to FIG. 1, the account holder 
employs user unit 112 to set or change vendors Within the 
alloWed and excluded vendors listings for their account infor 
mation Within database 110. Requesting units 104a-104n 
generate and transmit charge authorization requests relating 
to the account holder’s account, Which are received by charge 
authorization server 108 and processed for approval utilizing 
the account information Within database 110. If a restriction 
set by the account holder Within the alloWed and excluded 
vendors listings Would be violated by a received charge 
authorization request, the charge authorization request is 
declined in the response generated by charge authorization 
server 108. If a received charge authorization request Would 
not violate account holder restrictions, the charge authoriza 
tion request may be approved, subject to other limitations 
such as available balance. 

[0032] With reference noW to FIG. 3, a high level How chart 
for a process of processing charge authorization requests 
utilizing vendor-speci?c charge restrictions speci?ed by the 
charge account holder in accordance With a preferred embodi 
ment of the present invention is depicted. The process begins 
at step 302, Which depicts receiving a charge authorization 
requests including a vendor identi?er and a charge amount 
(together With a unique charge account number) at a charge 
authorization server. The process ?rst passes to step 304, 
Which illustrates extracting the charge amount, the vendor 
identi?er, and the charge account number from the charge 
authorization request. 
[0033] The process next passes to step 306, Which depicts a 
determination of Whether the charge amount exceeds an avail 
able credit limit or account balance for the account identi?ed 
by the account number Within the charge authorization 
request. If not, the process proceeds to step 308, Which illus 
trates a determination of Whether the vendor identi?er from 
the charge authorization request matches a vendor identi?er 
Within an alloWed vendors listing associated With the subject 
account. If so, the process proceeds to step 310, Which depicts 
a determination of Whether an amount limit or a rebill limit 
speci?ed by the account holder for the identi?ed vendor 
Would be exceeded by the requested charge to the account. 
[0034] If a speci?ed amount or rebill limit Would be 
exceeded, the process proceeds to step 316, Which illustrates 
declining the charge authorization request; if speci?ed 
amount or rebill limits Would not be exceeded (or if none are 
speci?ed), the process proceeds instead to step 314, Which 
depicts approving the charge authorization request. 
[0035] Referring back to step 308, if the vendor identi?er 
from the charge authorization request does not match any 
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entry Within the alloWed vendors list associated With the 
account to be charged, the process proceeds instead to step 
312, Which illustrates a determination of Whether the vendor 
identi?er matches a vendor identi?er Within any entry in an 
excluded vendors listing associated With the account. If so, 
the process proceeds to step 316, Which illustrates declining 
the charge authorization request; if not, the process proceeds 
instead to step 314, Which depicts approving the charge 
authorization request. From either of step 314 or 316, the 
process then proceeds to step 318, Which depicts the process 
becoming idle until another charge authorization request is 
received. 
[0036] The exemplary process of FIG. 3 is a simplistic 
example subject to myriad variations Within the spirit and 
scope of the present invention. For example, the determina 
tion of Whether vendor-speci?c charge restrictions (steps 308 
and 310) have been speci?ed by an account holder for the 
requesting vendor may be performed before the charge 
amount is compared to the available credit or account balance 
for the account. Moreover, additional steps may be performed 
to check the state of exclude-all-others and alloW-all-others 
?ags as described above before approving or declining a 
charge authorization request. 
[0037] The present invention improves the security of 
employing charge accounts by permitting vendor-speci?c 
charge restrictions by the account holder. The account holder 
can thus achieve “single use” charging With respect to a 
particular vendor by setting charge restrictions for that ven 
dor, either before or after the charging transaction. Amount 
limits may be speci?ed by the account holder for budgeting 
purposes, and rebill limits may be speci?ed by the account 
holder to avoid billing disputes. 
[0038] It is important to note that While the present inven 
tion has been described in the context of a fully functional 
data processing system and/or netWork, those skilled in the art 
Will appreciate that the mechanism of the present invention is 
capable of being distributed in the form of a computer usable 
medium of instructions in a variety of forms, and that the 
present invention applies equally regardless of the particular 
type of signal bearing medium used to actually carry out the 
distribution. Examples of computer usable mediums include: 
nonvolatile, hard-coded type mediums such as read only 
memories (ROMs) or erasable, electrically programmable 
read only memories (EEPROMs), recordable type mediums 
such as ?oppy disks, hard disk drives and CD-ROMs, and 
transmission type mediums such as digital and analog com 
munication links. 
[0039] While the invention has beenparticularly shoWn and 
described With reference to a preferred embodiment, it Will be 
understood by those skilled in the art that various changes in 
form and detail may be made therein Without departing from 
the spirit and scope of the invention. 

What is claimed is: 
1. A system for limiting charging transactions, comprising: 
means, responsive to receiving a charge authorization 

request for a charge on a charge account designated by a 
unique charge account number, for determining Whether 
an account holder for the charge account has speci?ed 
vendor-speci?c charge restrictions for charges against 
the charge account; 

means, responsive to determining that the account holder 
has speci?ed vendor-speci?c charge restrictions for the 
charge account, for determining a vendor identi?er from 
the charge authorization request and comparing the ven 
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dor identi?er to a list of vendor identi?ers for the vendor 
speci?c charge restrictions; and 

means, responsive to identifying a match betWeen the ven 
dor identi?er from the charge authorization request and 
a vendor identi?er Within an entry in the list of vendor 
identi?ers for the vendor-speci?c charge restrictions, for 
employing a charge restriction associated With the 
matching entry in responding to the charge authorization 
request. 

2. The system of claim 1, Wherein the means for determin 
ing Whether an account holder for the charge account has 
speci?ed vendor-speci?c charge restrictions for charges 
against the charge account further comprises: 
means for employing the unique charge account number to 

retrieve account records for the charge account. 
3. The system of claim 1, Wherein the means for determin 

ing a vendor identi?er from the charge authorization request 
and comparing the vendor identi?er to a list of vendor iden 
ti?ers for the vendor-speci?c charge restrictions further com 
prises: 

means for comparing the vendor identi?er from the charge 
authorization request to each vendor identi?er Within an 
entry in an alloWed vendors listing associated With the 
charge account; and 

means for comparing the vendor identi?er from the charge 
authorization request to each vendor identi?er Within an 
entry in an excluded vendors listing associated With the 
charge account. 

4. The system of claim 3, Wherein the means for employing 
a charge restriction associated With the matching entry in 
responding to the charge authorization request further com 
prises: 

means for determining Whether a charge amount from the 
charge authorization request Would exceed an amount 
limit speci?ed Within an entry in the alloWed vendors 
listing; and 

means for determining Whether the charge Would exceed a 
rebill limit speci?ed Within an entry in the alloWed ven 
dors listing. 

5. The system of claim 3, Wherein the means for employing 
a charge restriction associated With the matching entry in 
responding to the charge authorization request further com 
prises: 

means for determining Whether the alloWed vendors listing 
speci?es that charge authorization requests from all ven 
dors not identi?ed Within the alloWed vendors listing are 
to be declined. 

6. The system of claim 3, Wherein the means for employing 
a charge restriction associated With the matching entry in 
responding to the charge authorization request further com 
prises: 

means for determining Whether the excluded vendors list 
ing speci?es that charge authorization requests from all 
vendors not identi?ed Within the excluded vendors list 
ing are to be approved. 

7. The system of claim 1, further comprising: 
means for approving the charge authorization request if no 

charge restriction speci?ed by the account holder for the 
charge account Will be violated by the charge; and 

means for declining the charge authorization request if any 
charge restriction speci?ed by the account holder for the 
charge account Will be violated by the charge. 

8. A computer program product Within a computer usable 
medium for limiting charging transactions, comprising: 
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instructions, responsive to receiving a charge authorization 
request for a charge on a charge account designated by a 
unique charge account number, for determining Whether 
an account holder for the charge account has speci?ed 
vendor-speci?c charge restrictions for charges against 
the charge account; 

instructions, responsive to determining that the account 
holder has speci?ed vendor-speci?c charge restrictions 
for the charge account, for determining a vendor identi 
?er from the charge authorization request and compar 
ing the vendor identi?er to a list of vendor identi?ers for 
the vendor-speci?c charge restrictions; and 

instructions, responsive to identifying a match betWeen the 
vendor identi?er from the charge authorization request 
and a vendor identi?er Within an entry in the list of 
vendor identi?ers for the vendor-speci?c charge restric 
tions, for employing a charge restriction associated With 
the matching entry in responding to the charge authori 
zation request. 

9. The computer program product of claim 8, Wherein the 
instructions for determining Whether an account holder for 
the charge account has speci?ed vendor-speci?c charge 
restrictions for charges against the charge account further 
comprise: 

instructions for employing the unique charge account num 
ber to retrieve account records for the charge account. 

10. The computer program product of claim 9, Wherein the 
instructions for determining a vendor identi?er from the 
charge authorization request and comparing the vendor iden 
ti?er to a list of vendor identi?ers for the vendor-speci?c 
charge restrictions further comprise: 

instructions for comparing the vendor identi?er from the 
charge authorization request to each vendor identi?er 
Within an entry in an alloWed vendors listing associated 
With the charge account; and 

instructions for comparing the vendor identi?er from the 
charge authorization request to each vendor identi?er 
Within an entry in an excluded vendors listing associated 
With the charge account. 

11. The computer program product of claim 10, Wherein 
the instructions for employing a charge restriction associated 
With the matching entry in responding to the charge authori 
zation request further comprise: 

instructions for determining Whether a charge amount from 
the charge authorization request Would exceed an 
amount limit speci?ed Within an entry in the alloWed 
vendors listing; and 

instructions for determining Whether the charge Would 
exceed a rebill limit speci?ed Within an entry in the 
alloWed vendors listing. 

12. The computer program product of claim 11, Wherein 
the instructions for employing a charge restriction associated 
With the matching entry in responding to the charge authori 
zation request further comprise: 

instructions for determining Whether the alloWed vendors 
listing speci?es that charge authorization requests from 
all vendors not identi?ed Within the alloWed vendors 
listing are to be declined. 

13. The computer program product of claim 11, Wherein 
the instructions for employing a charge restriction associated 
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With the matching entry in responding to the charge authori 
zation request further comprise: 

instructions for determining Whether the excluded vendors 
listing speci?es that charge authorization requests from 
all vendors not identi?ed Within the excluded vendors 
listing are to be approved. 

14. The computer program product of claim 11, further 
comprising: 
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instructions for approving the charge authorization request 
if no charge restriction speci?ed by the account holder 
for the charge account Will be violated by the charge; and 

instructions for declining the charge authorization request 
if any charge restriction speci?ed by the account holder 
for the charge account Will be violated by the charge. 

* * * * * 


