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A computer implemented method, apparatus, and computer 
program product for processing markup language security 
messages. A template corresponding to a markup language 
security message is identi?ed. The markup language security 
message is parsed for Variable Values using the template. A 
transition sequence is generated that represents the entire 
markup language security message. Each transition in the 
transition sequence is associated With a portion of the markup 
language security message. A lightWeight data model of the 
markup language security message is populated using the 
transition sequence. The lightWeight data model includes 
nodes for the Variable Values and a set of selected constant 
Values. 
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METHOD AND APPARATUS FOR 
PROCESSING EXTENSIBLE MARKUP 

LANGUAGE SECURITY MESSAGES USING 
DELTA PARSING TECHNOLOGY 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 
[0002] The present invention relates generally to a data 
processing system and inparticular to a method and apparatus 
for Web services. More particularly, the present invention 
relates to a computer implemented method, apparatus, and 
computer usable program code for processing of extensible 
markup language (XML) security messages using delta pars 
ing technology With a lightWeight data model. 
[0003] 2. Description of the Related Art 
[0004] A Web service is a collection of protocols and stan 
dards for enabling an application to interact and exchange 
data With one or more other applications over the Internet. An 
application that is available over the Internet may be referred 
to as a Web application or a Web service application. Web 
services enable applications on different hardWare, softWare, 
databases, or netWork platforms to interact With each other 
over the Internet. 

[0005] Web services provide self-contained, modular, plat 
form-independent applications. Web service applications are 
not limited to any one operating system platform or program 
ming language for applications to communicate and 
exchange data. For example, encoding Web services mes 
sages in extensible markup language @(ML) enables an 
application on a computer running a Unix® operating system 
to interact With an application associated With a computer 
running a Windows@ operating system. Likewise, an appli 
cation Written in Java® can interact With an application Writ 
ten in a different programming language, such as practical 
extraction and report language (Perl®). Thus, a Web service is 
like an application programming interface (API) that alloWs a 
client to execute an application on a remote computing device 
as if the application Were present on the client’s oWn system. 
[0006] Web services may be implemented using service 
oriented architecture (SOA) in Which the basic unit of com 
munication and data exchange betWeen applications is a mes 
sage. Web services message-level communications betWeen 
applications are generally performed in extensible markup 
language format. Web services exchange extensible markup 
language documents and messages over the Internet using 
standards such as transmission control protocol/ Internet pro 
tocol (TCP/IP), hypertext transfer protocol (HTTP), simple 
object access protocol (SOAP), Web service de?nition lan 
guage (WSDL), and other standards and protocol layers for 
exchanging data over the Internet. 
[0007] Web services enable business applications to be 
shared, combined, and used by heterogeneous computing 
devices Within a business or enterprise. Web services also 
alloW those business applications to be shared With custom 
ers, suppliers, vendors, and business partners. Due to the 
varied and Widespread uses of Web services, security of Web 
services messages is important to ensure trust and privacy for 
users, as Well as to avoid malicious and intentional changes of 
Web services messages, man-in-the-middle attacks, and repu 
diations by senders. 
[0008] Web Services Security (WS-Security) de?nes data 
structures describing digital signatures, encryption, and other 
security devices that can be implemented on top of a simple 
object access protocol message to secure message data. When 
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Web Services Security is applied to a Web Services message, 
the message may be referred to as a security message. Simple 
object access protocol is the basic messaging protocol for 
exchanging extensible markup language messages, such as 
security messages. The simple object access protocol may be 
thought of as an envelope that encloses an extensible markup 
language message. Web Services Security provides enhance 
ments to simple object access protocol messaging to provide 
increased security of message data exchanged by Web ser 
vices. Many of the security features and protocols used in a 
security message may be found in the simple object access 
protocol envelope associated With the message. 
[0009] HoWever, Web Services Security processing typi 
cally requires that the entire content of an extensible markup 
language security message be parsed and stored in memory as 
a tree-based data model, such as document object model 
(DOM). Document object model tree-type data models can 
result in considerable overhead for creating the data model, as 
Well as for traversing the possibly extensive nodes and 
branches in the data model to access needed data values. 
Thus, currently available Web Services Security message 
processing may result in decreased performance due to the 
overhead associated With processing the extensible markup 
language security message in addition to the overhead asso 
ciated With the verbosity of extensible markup language mes 
sages. 

SUMMARY OF THE INVENTION 

[0010] The illustrative embodiments provide a computer 
implemented method, apparatus, and computer usable pro 
gram code for processing markup language security mes 
sages. In one embodiment, a template corresponding to a 
markup language security message is identi?ed. The markup 
language security message is parsed for variable values using 
the template. The template is stored in a cache. The cache can 
store multiple templates using transitions. Each transition in 
the cache is associated With a portion of the markup language 
security message. A transition sequence is generated that 
represents the entire markup language security message. A 
lightWeight data model of the markup language security mes 
sage is populated using the transition sequence. Variable val 
ues in the lightWeight data model are populated using an 
original data encoding for the markup language security mes 
sage Without any data conversion. The lightWeight data model 
includes nodes for the variable values and a set of selected 
constant values. The markup language security message may 
be an extensible markup language security message. 
[0011] The lightWeight data model may be generated using 
the template. A set of unneeded constant values from a plu 
rality of constant values in the template may be identi?ed. 
Constant values in the template that are required to process 
the markup language security message are selected to form 
the set of selected constant values. The lightWeight data 
model includes a node for each variable value in the variable 
values in the security message and a node for each constant 
value in the set of selected constant values. A node for a value 
in the set of unneeded constant values is absent from the 
lightWeight data model. 
[0012] Thus, information that is not required for processing 
the security message is absent from the lightWeight data 
model. Processing security messages may include generating 
a digital signature, verifying a digital signature, encrypting 
data, or decrypting data. The lightWeight data model may be 
used to add a digital signature to a portion of the markup 
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language security message, verify a digital signature in the 
markup language security message, encrypt a portion of the 
markup language security message, or decrypting an 
encrypted portion of the markup language security message. 
[0013] The lightWeight data model may be stored in a 
cache. The cache may be an automaton. 
[0014] In response to receiving a second markup language 
security message, a determination may be made as to Whether 
a result of a canonicaliZation of a markup language security 
message stored in a canonicaliZation automaton is a match 
With the second markup language security message. In 
response to identifying a match betWeen a result of canoni 
caliZation stored in the canonicaliZation automaton and the 
second markup language security message, a canonicaliZa 
tion of the second markup language security message may be 
skipped. 
[0015] In response to receiving a second markup language 
security message, a determination may be made as to Whether 
a result of a transformation of a previous markup language 
security message stored in the transformation automaton is a 
match With the second markup language security message. In 
response to identifying a match betWeen a result of transfor 
mation of a previous markup language security message 
stored in the canonicaliZation automaton and the second 
markup language security message, a transformation of the 
second markup language security message may be skipped. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself, hoWever, as Well as a preferred mode of use, further 
objectives and advantages thereof, Will best be understood by 
reference to the folloWing detailed description of an illustra 
tive embodiment When read in conjunction With the accom 
panying draWings, Wherein: 
[0017] FIG. 1 is a pictorial representation of a netWork of 
data processing systems in Which illustrative embodiments 
may be implemented; 
[0018] FIG. 2 is a block diagram ofa data processing sys 
tem in Which illustrative embodiments may be implemented; 
[0019] FIG. 3 is a block diagram illustrating a data?oW 
When a client requests access to Web services in accordance 
With an illustrative embodiment; 
[0020] FIG. 4 a diagram illustrating a Web services security 
message in accordance With an illustrative embodiment; 
[0021] FIG. 5 is a diagram illustrating a secured message 
template in accordance With an illustrative embodiment; 
[0022] FIG. 6A is a diagram illustrating mapping data val 
ues from a transition sequence to a lightWeight data model in 
accordance With an illustrative embodiment; 
[0023] FIG. 6B is a diagram illustrating mapping data val 
ues from a transition sequence to a lightWeight data model in 
accordance With an illustrative embodiment 

[0024] FIG. 7 is a diagram illustrating a logical structure of 
a lightWeight data model for an extensible markup language 
digital signature in accordance With an illustrative embodi 
ment; 
[0025] FIG. 8 is a diagram illustrating a logical structure of 
a lightWeight data model for extensible markup language 
encryption in accordance With an illustrative embodiment; 
[0026] FIG. 9 is a diagram illustrating a process for vali 
dating a digest value included in a Web services security 
message in accordance With an illustrative embodiment; 
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[0027] FIG. 10 is a diagram illustrating a construction of a 
post-transform template in accordance With an illustrative 
embodiment; 
[0028] FIG. 11 is a diagram illustrating a process for vali 
dating a signature value included in a Web services security 
message based on a lightWeight data model in accordance 
With an illustrative embodiment; 
[0029] FIG. 12 is a diagram illustrating a process for 
decrypting encrypted data included in a Web services security 
message based on a lightWeight data model in accordance 
With an illustrative embodiment; 
[0030] FIG. 13 is a diagram illustrating a process for cal 
culating digest values of a portion of a Web services security 
message based on a lightWeight data model in accordance 
With an illustrative embodiment; 
[0031] FIG. 14 is a diagram illustrating a process for cal 
culating a signature value based on a lightWeight data model 
in accordance With an illustrative embodiment; 
[0032] FIG. 15 is a diagram illustrating a process for 
encrypting a portion of a message based on a lightWeight data 
model in accordance With an illustrative embodiment; and 
[0033] FIG. 16 is a ?owchart for a process to generate a 
lightWeight data model for an extensible markup language 
security message in accordance With an illustrative embodi 
ment. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0034] With reference noW to the ?gures and in particular 
With reference to FIGS. 1-2, exemplary diagrams of data 
processing environments are provided in Which illustrative 
embodiments may be implemented. It should be appreciated 
that FIGS. 1-2 are only exemplary and are not intended to 
assert or imply any limitation With regard to the environments 
in Which different embodiments may be implemented. Many 
modi?cations to the depicted environments may be made. 
[0035] With reference noW to the ?gures, FIG. 1 depicts a 
pictorial representation of a netWork of data processing sys 
tems in Which illustrative embodiments may be implemented. 
NetWork data processing system 100 is a netWork of comput 
ers in Which embodiments may be implemented. NetWork 
data processing system 100 contains netWork 102, Which is 
the medium used to provide communications links betWeen 
various devices and computers connected together Within 
netWork data processing system 100. NetWork 102 may 
include connections, such as Wire, Wireless communication 
links, or ?ber optic cables. 
[0036] In the depicted example, Web services server 104 
and server 106 connect to netWork 102 along With storage unit 
108. Web services server 104 is a server providing access to 
one or more applications to users on netWork 102 as a Web 

service. Web services server 104 is any type of computing 
device employing a Web services protocol stack to enable 
users at a remote computing device to access and execute 
applications on Web services server 104 by means of netWork 
102. 
[0037] Server 106 is any type of server, including but not 
limited to, an application server, a Web services server, or any 
other type of server. In addition, server 106 may also request 
access to and/or execution of one or more Web services appli 
cations available on Web services server 104. LikeWise, Web 
services server 104 may also request access to and/ or execu 
tion of one or more Web services applications available on 
server 106. 
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[0038] Clients 110, 112, and 114 connect to network 102 
and request to access and/or execute applications on Web 
services server 104. These clients 110, 112, and 114 may be, 
for example, personal computers or netWork computers. In 
the depicted example, Web services server 104 provides data, 
such as boot ?les, operating system images, and applications 
to clients 110, 112, and 114. Clients 110, 112, and 114 are 
clients to Web services server 104 in this example. Network 
data processing system 100 may include additional servers, 
clients, applications, and other devices not shoWn. 

[0039] In the depicted example, netWork data processing 
system 100 is the Internet With netWork 102 representing a 
WorldWide collection of netWorks and gateWays that use the 
Transmission Control Protocol/Internet Protocol (TCP/IP) 
suite of protocols and Web services protocol stack to commu 
nicate With other computing devices and applications con 
nected to netWork 102. At the heart of the Internet is a back 
bone of high-speed data communication lines betWeen major 
nodes or host computers, consisting of thousands of commer 
cial, governmental, educational and other computer systems 
that route data and messages. Of course, netWork data pro 
cessing system 100 also may be implemented as a number of 
different types of netWorks, such as for example, an intranet, 
a local area netWork (LAN), a Wireless netWork, a Wide area 
netWork (WAN), an Ethernet, or the Internet. FIG. 1 is 
intended as an example, and not as an architectural limitation 
for different embodiments. 

[0040] With reference noW to FIG. 2, a block diagram of a 
data processing system is shoWn in Which illustrative embodi 
ments may be implemented. Data processing system 200 is an 
example of a computer, such as Web services server 104 or 
client 110 in FIG. 1, in Which computer usable code or 
instructions implementing the processes may be located for 
the illustrative embodiments. 

[0041] In the depicted example, data processing system 200 
employs a hub architecture including a north bridge and 
memory controller hub (MCH) 202 and a south bridge and 
input/output (I/O) controller hub (ICH) 204. Processing unit 
206, main memory 208, and graphics processor 210 are 
coupled to north bridge and memory controller hub 202. 
Processing unit 206 may contain one or more processors and 
even may be implemented using one or more heterogeneous 
processor systems. Graphics processor 210 may be coupled to 
the MCH through an accelerated graphics port (AGP), for 
example. 
[0042] In the depicted example, local area netWork (LAN) 
adapter 212 is coupled to south bridge and I/O controller hub 
204 and audio adapter 216, keyboard and mouse adapter 220, 
modern 222, read only memory (ROM) 224, universal serial 
bus (USB) ports and other communications ports 232, and 
PCI/PCIe devices 234 are coupled to south bridge and I/O 
controller hub 204 through bus 238, and hard disk drive 
(HDD) 226 and CD-ROM drive 230 are coupled to south 
bridge and I/ O controller hub 204 through bus 240. PCI/PCIe 
devices may include, for example, Ethernet adapters, add-in 
cards, and PC cards for notebook computers. PCI uses a card 
bus controller, While PCIe does not. ROM 224 may be, for 
example, a ?ash binary input/output system (BIOS). Hard 
disk drive 226 and CD-ROM drive 230 may use, for example, 
an integrated drive electronics (IDE) or serial advanced tech 
nology attachment (SATA) interface. A super I/O (SIO) 
device 236 may be coupled to south bridge and I/ O controller 
hub 204. 
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[0043] An operating system runs on processing unit 206 
and coordinates and provides control of various components 
Within data processing system 200 in FIG. 2. The operating 
system may be a commercially available operating system 
such as Microsoft® WindoWs® XP (Microsoft and WindoWs 
are trademarks of Microsoft Corporation in the United States, 
other countries, or both). An object oriented programming 
system, such as the Java® programming system, may run in 
conjunction With the operating system and provides calls to 
the operating system from Java programs or applications 
executing on data processing system 200. Java and all Java 
based trademarks are trademarks of Sun Microsystems, Inc. 
in the United States, other countries, or both. 
[0044] Instructions for the operating system, the object 
oriented programming system, and applications or programs 
are located on storage devices, such as hard disk drive 226, 
and may be loaded into main memory 208 for execution by 
processing unit 206. The processes of the illustrative embodi 
ments may be performed by processing unit 206 using com 
puter implemented instructions, Which may be located in a 
memory such as, for example, main memory 208, read only 
memory 224, or in one or more peripheral devices. 

[0045] The hardWare in FIGS. 1-2 may vary depending on 
the implementation. Other internal hardWare or peripheral 
devices, such as ?ash memory, equivalent non-volatile 
memory, or optical disk drives and the like, may be used in 
addition to or in place of the hardWare depicted in FIGS. 1-2. 
Also, the processes of the illustrative embodiments may be 
applied to a multiprocessor data processing system. 
[0046] In some illustrative examples, data processing sys 
tem 200 may be a personal digital assistant (PDA), Which is 
generally con?gured With ?ash memory to provide non-vola 
tile memory for storing operating system ?les and/or user 
generated data. A bus system may be comprised of one or 
more buses, such as a system bus, an I/O bus and a PCI bus. Of 
course the bus system may be implemented using any type of 
communications fabric or architecture that provides for a 
transfer of data betWeen different components or devices 
attached to the fabric or architecture. 

[0047] A communications unit may include one or more 
devices used to transmit and receive data, such as a modem or 
a netWork adapter. A memory may be, for example, main 
memory 208 or a cache such as found in north bridge and 
memory controller hub 202. A processing unit may include 
one or more processors or CPUs. The depicted examples in 
FIGS. 1-2 and above-described examples are not meant to 
imply architectural limitations. For example, data processing 
system 200 also may be a tablet computer, laptop computer, 
or telephone device in addition to taking the form of a PDA. 
[0048] The illustrative embodiments recogniZe that exist 
ing extensible markup language messaging security uses a 
structured tree data model similar to document object model 
(DOM) to process extensible markup language security mes 
sages. The structured tree data model may result in perfor 
mance bottlenecks due to document object model tree con 
struction, unnecessary data handling, and document object 
model tree traversal. 
[0049] The illustrative embodiments provide a computer 
implemented method, apparatus, and computer usable pro 
gram code for processing markup language security mes 
sages. In one embodiment, a template corresponding to a 
markup language security mes sage is identi?ed. The template 
contains constant values and variable values. Constant values 
are values that tend to remain constant or the same in multiple 
























