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ABSTRACT 

A communication system associated With premises poWer 
distribution lines can be used to transmit audio data via the 
distribution lines. First and second transceivers can commu 
nicate bi-directionally over the distribution lines to transmit 
the audio data. The audio data can be provided by a computer 
coupled to one of the transceivers. One or more portions of the 
premises poWer distribution lines can be used as radiators to 
Wirelessly transmit the audio data to one or more devices. 
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POWER LINE AUDIO COMMUNICATION 
SYSTEM 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 11/330,653, ?led Jan. 11, 2006, Which is 
a continuation of US. patent application Ser. No. 10/996, 184, 
?led Nov. 22, 2004, now US. Pat. No. 7,034,663, Which is a 
continuation of US. patent application Ser. No. 10/229,379, 
?ledAug. 27, 2002, now US. Pat. No. 6,822,555, Which is a 
divisional of US. patent application Ser. No. 09/713,675, 
?led Nov. 15, 2000, now US. Pat. No. 6,441,723, Which 
claims bene?t of US. Provisional Patent Application No. 
60/1 65,553, ?led Nov. 15, 1999, all ofWhich are incorporated 
herein by reference. 

FIELD 

[0002] The present invention relates to a poWer line com 
munications system and, in particular, to such a system that 
provides through premises poWer distribution lines highly 
reliable communication links among signal receiving devices 
electrically coupled or located in proximity to the premises 
poWer distribution lines 

BACKGROUND 

[0003] TWo main companies that have established many 
years of success With loW cost consumer poWer line commu 
nications equipment are X-10 and Phonex. The X-10 prod 
ucts are the current industry standard for loW bandWidth 
communications over poWer lines for control applications. 
[0004] The X-10 technology is incorporated into a Wide 
range of products that meet the loW bandWidth requirements, 
but the X-10 products are far from reliable. In fact, the reli 
ability is suf?ciently unreliable that the X-10 technology 
should not be implemented in life safety devices like smoke 
detectors and is usually relegated to lighting control applica 
tions. The Phonex technology is incorporated into telephone 
extension and modem extension devices that have higher 
bandWidth than is needed for control and alarm communica 
tion. HoWever, even higher reliability is needed When security 
or ?re alarm messages need to be communicated. What is 
needed, therefore, is a highly reliable, loW bandWidth poWer 
line communication technology for the communication of 
control, alarm, and short messaging data through the poWer 
distribution lines in homes and of?ces 

SUMMARY OF INVENTION 

[0005] The present invention is a highly reliable poWer line 
communication system that is implemented With a novel 
poWer line transceiver. The invention can be incorporated in 
alarm and control systems, messaging systems, and home 
server music systems. The addition of an RF bridge and 
tWo-Way RF communications to poWer line communications 
enables use of the poWer lines as an antenna. 

[0006] The present invention exhibits the folloWing prop 
er‘ties that overcome problems With the existing products that 
are used for loW bandWidth control and alarm reporting appli 
cations: much better signal to noise ratios, for much higher 
reliability; signals can couple across line-cuts in emergency 
alarm conditions; signals couple across phase Wiring, so that 
no phase bridges are required; a signi?cantly higher number 
of device addresses and message types are available; commu 
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nication continues even after complete loss of AC poWer; full 
tWo-Way communication protocol incorporates error check 
ing; and acknoWledgments of all alarm and control messages 
for high reliability. 
[0007] These improvements provided by the present inven 
tion are accomplished through the six innovations summa 
riZed beloW. 

[0008] The ?rst innovation entails transmission of signals 
using the frequency bands betWeen 2-40 MHZ, and does not 
rely on AC Zero crossings to communicate. Use of the higher 
frequency band (2-40 MHZ) alloWs for faster communication 
baud rates than those used by X-10 products and for signi? 
cantly more device addresses and message types. Not relying 
onAC Zero crossings, along With the use of battery back-up in 
life safety and security equipment, alloWs the equipment to 
continue communicating even after complete loss of AC 
poWer. 

[0009] The second innovation is the achievement of regu 
latory approval under Federal Communications Commission 
(FCC) Part 15 as an “intentional radiator.” PoWer line com 
munication devices have never been listed this Way before. 
HoWever, in the case of life safety equipment, such as smoke 
detectors or security alarm equipment, it is important to be 
able to ensure communication even if the poWer distribution 
lines become severed or are intentionally cut. Listing a device 
as an intentional radiator alloWs for higher transmission 
poWer of 10-1000 times more than devices listed as uninten 
tional radiators. This higher poWer, along With the higher 
frequencies, also enables signals to easily couple across 
phases and across severed or broken lines. 

[0010] The third innovation entails the use of any of the 
folloWing bands under FCC regulations: 13.553-13567 
MHZ, 26.96-27.28 MHZ, and 40.66-40.70 MHZ for loW band 
Width communications requiring extremely high reliability 
such as for life safety and security alarm and control applica 
tions; and 1705-10 MHZ for high bandWidth communica 
tions, in Which the bandWidth is 10 percent or more of the 
center frequency, requiring good reliability. These are the 
only bands in the 240 MHZ area that the FCC alloWs for 
higher poWer emissions because of the listing as an inten 
tional radiator. (The terms loW and high bandWidth are, of 
course, relative terms. The bandWidth of a band is limited by 
the difference betWeen the loW and high frequencies of the 
band. The 13.553-13567 MHZ band is, therefore, limited to a 
bandWidth of 14 kHZ, or about 1 percent of the carrier fre 
quencies.) 
[0011] The fourth innovation entails coupling of commu 
nications betWeen the tWo poWer distribution lines instead of 
betWeen one poWer line and ground. PoWer line communica 
tions devices apparently have not been sold in this con?gu 
ration before. This reduces a number of problems inherent 
With grounds and meets the criteria for FCC limits on con 
ducted emissions for intentional radiators. 

[0012] The ?fth innovation entails the addition of an RF 
signal bridge and tWo-Way RF signal communication to trans 
mit signals from the poWer distribution lines, using them as an 
antenna. 

[0013] The sixth innovation entails the use of an RF signal 
bridge to implement tWo-Way communication betWeen bat 
tery operated devices. 
[0014] Additional objects and advantages of this invention 
Will be apparent from the folloWing detailed description of 
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preferred embodiments thereof Which proceeds With refer 
ence to the accompanying drawings 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIGS. 1A and 1B (collectively, “FIG. 1”) together 
form an electrical circuit schematic diagram of a preferred 
embodiment of a loW data bandWidth poWer line transceiver 
designed in accordance With the invention. 
[0016] FIG. 2 is a pictorial diagram shoWing different types 
of loW data bandWidth alarm and control products imple 
mented With the transceiver of FIG. 1 and interconnected by 
communication links over premises poWer distribution lines. 
[0017] FIG. 3 is a pictorial diagram shoWing multiple 
smoke detectors distributed throughout a dWelling and in data 
communication by poWer line communication links using 
premises poWer distribution lines. 
[0018] FIG. 4 is a pictorial diagram shoWing the use of an 
RF signal bridge for multiple structure or cross transformer 
communication in a ?re system of the type shoWn in FIG. 3. 
[0019] FIG. 5 is a pictorial diagram shoWing the use of an 
RF signal bridge betWeen a thermostat and a security system 
installed in the same premises. 
[0020] FIG. 6 is a pictorial diagram of a sense/respond 
system implemented in a Master-Slave response command 
structure. 

[0021] FIG. 7 is a How diagram shoWing the processing 
steps carried out by a Master Unit and Response Slave devices 
of the system of FIG. 6 in accordance With the prior art. 
[0022] FIG. 8 is a How diagram shoWing the processing 
steps carried out by a Master Unit and Response Slave devices 
of the system of FIG. 6 in accordance With the present inven 
tion. 
[0023] FIG. 9 is a pictorial diagram of a digital jukebox set 
up in a multiple-room facility. 
[0024] The foregoing and other objects, features, and 
advantages of the invention Will become more apparent from 
the folloWing detailed description, Which proceeds With ref 
erence to the accompanying ?gures. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

Transceiver Circuitry 
[0025] FIG. 1 is an electrical circuit schematic diagram of a 
preferred embodiment for a loW data bandWidth poWer line 
transceiver, Which incorporates a number of features 
designed to keep costs loW While enabling highly reliable 
communications. For example, the transceiver uses one fre 
quency control crystal, tuned to 13.56 MHZ, that generates 
the AM modulated transmission signals. The folloWing is a 
full description of the circuit operation implemented in a 
lamp module, Which is called a Dialog LC-Lamp Module. 
[0026] The Dialog LC-Lamp Module contains six basic 
circuits combined to provide the folloWing functions: logic 
and receiver poWer supply, transmitter poWer supply, 
receiver, microprocessor, lamp poWer control, and transmit 
ter. 

Logic and Receiver PoWer Supply 

[0027] The logic and receiver poWer supply delivers 5 volt 
poWer to the logic, control, receiver and transmitter oscillator 
buffer circuits. The 120 volt AC source is reduced to a 10 volt 
square Wave through a combination of a series nonpolariZed 
capacitor, C1, and Zener diodes, D16 and D17. The pulsating 
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AC is passed through diode D2 and is ?ltered by C4, With the 
resulting negative DC voltage applied to series regulator 
formed by Q4, R15, and D6. The output of this regulator is the 
negative side supply labeled as V1—. The microprocessor, 
transmitter logic, and receiver circuits are connected betWeen 
COM (the positive end of the 5 volts provided by the series 
regulator) and V1—. 

Transmitter PoWer Supply 

[0028] The transmitter poWer supply provides positive 20 
volts to the transmitter output stage. The 120 volt AC source 
is reduced to a 20 volt square Wave through a combination of 
a series-connected nonpolariZed capacitor, C41, and Zener 
diode, D3. The pulsating AC is passed through diode D1 and 
is ?ltered by C3, With the resulting positive DC voltage 
applied to the collectors of Q1 and Q6 through the radio 
frequency output circuit formed by T1, L2, and associated 
capacitors. The transmitter output transistors operate in Class 
C, Which means that they do not draW current unless there is 
drive current ?oW into their bases from the transmitter oscil 
lator-buffer integrated circuit, U1. Normal transmitter opera 
tion is short bursts of energy lasting approximately 0.025 
second. These short bursts draW doWn the voltage across C3 
to less than 10 percent. Thus, only a loW charging current into 
C3 is provided through the series capacitor, C41, and diode, 
D1. This reduces the siZe requirement for C41 and the quies 
cent poWer dissipation of the circuit. 

Receiver 

[0029] The receiver is comprised of an input frequency 
selective band-pass ?lter, a transistor gain stage, Q2, folloWed 
by a shunt diode limiter formed by D13 and D14, an inte 
grated circuit limiter/ ampli?er, U2, and a transistor ampli?er, 
Q3. The input band-pass ?lter limits the possibility of inter 
ference from out-of-band signals and reduces the amount of 
ambient noise passed on through the receiver. The RF ampli 
?er stage adds gain to the overall receiver. The receiver con 
?guration is a TRF (Tuned Radio Frequency) circuit. This 
provides maximum simplicity and minimum parts count for a 
receiver With this overall capability. The integrated circuit 
limiter-ampli?er is a device designed for FM receiver use 
With 90 dB of amplitude limited gain. One of the outputs of 
the limiter-ampli?er is an RSSI (Received Signal Strength 
Indicator) signal. This signal is normally used to provide 
signal strength indication to the receiver user and to provide 
input to the stereo/mono selection circuit of an FM broadcast 
receiver. In this case, the RSSI signal is being used as an 
envelope detector because it provides a faithful reproduction 
of the CW (Continuous Wave) signals used for communicat 
ing data by the system. The limiter diodes, D13 and D14, are 
required to increase the dynamic range handling capability of 
the receiver. Without the limiter diodes, severe pulse distor 
tion occurs, particularly With high level input signals. 

Microprocessor 

[0030] A microprocessor, U3, receives the reconstructed 
data output pulses from the receiver and converts their data 
representations into functional commands for the module. 
Besides communication handshaking and protocol process 
ing, microprocessor U3 responds to received commands to 
control a Triac, Q5, Which delivers AC poWer to lamps 
plugged into socket J2. Microprocessor U3 monitors the AC 
voltage delivered to the module as Well as the AC voltage 
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across Triac Q5. The input AC voltage is reduced by high 
value series resistors and limited to logic levels by diodes, D9 
to D12. The resulting signals provide the processor With 
Zero-crossing times for the incoming AC voltage Wave. The 
microprocessor times the tum-on of Triac Q5 from the Zero 
crossing so Triac Q5 can thus control the brightness of the 
external lamp. 

Lamp PoWer Control 

[0031] The lamp poWer control is accomplished by control 
of the conduction angle of the Triac Q5. When Triac Q5 is 
turned on for the full conduction cycle of the AC Wave, the 
external lamp is turned on at full brightness. Shorter conduc 
tion times reduce the brightness of the lamp accordingly. 
Values stored in the microprocessor controller establish dis 
crete conduction angles so Triac Q5 can be turned on at ?xed 
levels. Thus, commands can be issued to set the on-time of 
Triac Q5 to speci?c levels of brightness. The sharp conduc 
tion angles possible With rapid tum-on of Triac Q5 is damp 
ened by inductor L1, Which is in series With the AC voltage 
supplied to the external lamp. 

Transmitter 

[0032] The transmitter is composed of a crystal controlled 
oscillator including a crystal X1 tuned to 3.56 MHZ, logic 
gate U1A, and associated discrete components; transmitter 
buffer formed by logic gates U1B, U1C, and U1D; and a 
transmitter output stage composed of Q1 and Q6. Oscillations 
at the transmitter output frequency are generated by the trans 
mitter oscillator circuit, buffered by the additional logic gates 
U1B, U1C, and U1D, and capacitively coupled to the bases of 
Q1 and Q6. Information in the form of data is provided by 
microprocessor U3, Which turns on the operation of all the 
logic gates U1A-U1D With a logic level high signal. When 
microprocessor U3 sends a logic level loW signal to the logic 
gates U1A-U1D, all oscillations are stopped and no signal is 
delivered to Q1 and Q6, turning them off completely. No 
complex transmit/receive sWitching is required With this sys 
tem because the transmitter does not load the input of the 
receiver during receive operation and the receiver represents 
a very light load to the transmitted output signal. The trans 
mitter output is nominally 1 Watt, Which is signi?cant for a 
device communicating over poWer distribution lines but suf 
?ciently loW so as to not adversely affect the receiver or its 
input circuit. 
Innovative Applications Implemented With the Transceiver 
[0033] The above-described poWer line communication 
transceiver design enables the creation of neW, loW cost prod 
ucts that provide improved performance over existing tech 
nologies. They fall into four different product categories: loW 
data bandWidth alarm and control products, ?re systems using 
poWer line communications, messaging products using 
poWer line communications, and home server music systems 
With poWer line distribution. These are each described sepa 
rately beloW. 

LoW Data BandWidth Alarm and Control Products 

[0034] LoW data bandWidth alarm and control products can 
be implemented With the same basic transceiver design 
shoWn in FIG. 1 and described above With particular refer 
ence to a lamp module referred to as the Dialog LC-Lamp 
Module. They use the speci?ed loW bandWidth frequency 
bands (13553-13567 MHZ, 26.96-27.28 MHZ, and 40.66 
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40.70 MHZ) and a common overall protocol. They are, there 
fore, capable of interacting and Working concurrently in a 
system, even though their functions can vary signi?cantly. 
This group of products includes four basic product types: 
lighting and electrical control devices, smoke detectors or 
haZardous gas sensors, alarm reporting and security sensors, 
and electrical equipment monitoring. The lighting and elec 
trical control devices include lamp modules that can turn on 
and off lamps, or dim them if desired; appliance modules that 
can turn on and off electrical appliances; light bulb socket 
modules that can turn on and off, or dim, lights; and control 
devices that are used to activate and control the lighting and 
electrical appliances. 
[0035] FIG. 2 is a pictorial diagram shoWing the four basic 
product types interconnected With poWer line communication 
(PLC). The main improvements in these products stem from 
the innovations discussed With reference to FIG. 1 in connec 
tion With the transceiver design and include increased reli 
ability for control and supervision of these products. 
[0036] With reference to FIG. 2, a poWer line communica 
tion system 20 enables an appliance module 22 to sense and 
communicate to a system domain controller 24 the removal or 
disconnection of an appliance 26 from poWer distribution 
lines 28. This can be accomplished by an impedance sensing 
circuit built into the appliance module 22, Which sensing 
circuit enables appliance module 22 to report an alarm or alert 
When an appliance 26 has been removed. A lamp module 30, 
Which represents the Dialog LC-Lamp Modules, can control 
the brightness ofa light bulb in a lamp 32. 
[0037] A light bulb socket module 34 includes an input 
connector that alloWs external connection of a combination 
motion/daylight sensor. This added sensor enables socket 
module 34 to turn on and off lights When motion is sensed, 
When daWn or dusk arrives, or in combination When motion is 
sensed only after dusk and before daWn, such as in outdoor 
applications. Socket module 34 also sends out a motion or 
daylight sensor alert message onto the poWer distribution 
lines 28 for communication to other devices, such as other 
light sWitches or an alarm system 36. 
[0038] Appliance module 22 or other such equipment con 
trol module can optionally include an infrared transceiver for 
communication to TVs, VCRs, stereophonic or other remote 
controlled equipment. Alarm system 36 can automatically 
activate such equipment to mimic “at home” activity When 
alarm system 36 has been armed in the “aWay” mode, or can 
silence an audio or sound system in the case of a ?re alarm, for 
example. They can also be used to receive signals from a 
hand-held remote control device to turn on and off lights or 
electrical appliances. 
[0039] The equipment modules do not need thumb Wheel or 
dip sWitches for address selection because they can include 
either pre-assigned addresses or addresses automatically 
assigned by system domain controller 24 When the modules 
are enrolled into the system. One technique for enrolling 
modules into the system is described in International Appli 
cation No. PCT/US 99/23386, ?led Oct. 6, 1999 and pub 
lished as International Publication No. WO 00/21053, Apr. 
13, 2000. 
[0040] The full tWo-Way communication links betWeen the 
appliance and lighting control modules 22, 30, and 34 permits 
the use of a simple LED display to indicate the status of those 
lights and appliances. Thus, When turning on or off a light in, 
for example, the backyard or a detached garage, a person can 
easily see that the light has turned on or off by the LED 
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located over the switch. If motion detectors are connected to 
some of the lamp modules 30, for example, this display Would 
shoW When those lights turned on or off. 
[0041] A smoke detector 40 and a hazardous gas sensor (not 
shoWn) are life safety products that need to operate in a 
reliable communication system. As indicated in the back 
ground of the invention, current X-lO products cannot reli 
ably Work With life safety products because of poor reliability 
cessation of communication operation upon a loss of AC 
poWer. The transceivers of the present invention do not 
depend upon the AC Zero crossings and use a much higher 
frequency to permit communication When AC nonZero volt 
age is present, or With battery back-up during complete loss of 
AC voltage. 
[0042] A smoke detector that includes a heat detector can 
send heat information to thermostat control devices, provid 
ing heat information throughout the building, as Well as send 
ing an alarm report to a monitoring station in, for example, 
system domain controller 24, When temperatures fall to freeZ 
ing or beloW. 
[0043] Alarm reporting and security sensors include dialers 
42 and modems With poWer line communication capabilities, 
as Well as interface modules 44, to alloW output messages 
from alarm control panel 24 to control the poWer line devices 
22, 28, and 30 and to alloW for sensors to send input messages 
to alarm control panel 24. Also included are sirens 46 and 
other annunciators, such as voice annunciators, that can indi 
cate alarm conditions by signaling through poWer lines 28, 
and security sensors, such as motion sensors, that can com 
municate alarm messages by Way of poWer lines 28 to alarm 
control panel 24. 
[0044] There are three additional innovations included in 
this product type and result from the feature that, in case of 
telephone line loss or line cut problems, dialer or modern 
modules are capable of communicating to neighboring dWell 
ings that have similar systems. The ?rst innovation relates to 
communications to devices poWered off the same electric 
transformer. Since the transceivers operating as intentional 
radiators are capable of transmitting much more poWer, they 
can communicate reliably to other devices poWered off the 
same AC transformer. Typically 26 dWellings can be poWered 
by one electric transformer. If the telephone line at protected 
premises is cut and there is an urgent system alarm, the 
modem sends out a high poWer distress signal over the poWer 
distribution lines. If a neighboring system With an operating 
telephone line responds, the alarm information Will be 
relayed to the neighboring system so that it can dial out the 
urgent alarm signals. This enables neighboring systems to 
increase the security levels of their systems With little extra 
cost. 

[0045] The present invention operates differently from the 
system of US. Pat. No. 4,731,810 (’8l0 patent), Which 
describes a Neighborhood Home Security System that reports 
alarm messages by Way of the AC Wiring to neighboring 
homes. The system of the ’8l0 patent does not use circuitry 
implemented With any of the advances inherent in the trans 
ceiver design of the present invention. The system of the ’8 l 0 
patent requires a security control dialer to include telephone 
line-cut inputs to tell it to send the alarm messages to neigh 
boring systems. It does not attempt to communicate to the 
neighboring systems before then. The system of the present 
invention is, hoWever, alWays communicating messages 
using the AC poWer lines that connect to all of the neighboring 
systems. 
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[0046] The present system can also request neighboring 
systems to dial out simply because the premise telephone line 
is busy or in use, and does not require the telephone line to be 
cut or become operational. The present system can, for 
example, send a message by Way of an available neighboring 
telephone line rather than disconnect the premises telephones 
that are in use. If no neighboring telephones are available, 
then the premise telephones Will be disconnected to seiZe the 
line for dial out. If the call cannot be completed, irrespective 
of Whether the telephone lines have been cut, the system can 
then repeat requests for neighboring systems to dial out. In the 
case of genuine emergencies, even a neighboring system 
could be requested to disconnect its premises telephone to 
seiZe the line for dial out. The practice of all of these functions 
Would, of course, require the prior approval and support of all 
the neighboring system oWners. 
[0047] The second innovation relates to installations in 
apartments or dormitory-type dWellings. In these cases, a 
modem or dialer need not be included in each living area. One 
modem or dialer can receive or send signals to or from any of 
the living units and thereby result in signi?cant cost savings in 
installation and equipment. It also enables facility managers 
to have access to valuable status information, such as the 
proper operation of smoke detectors, or burglar alarm mes 
sages. 

[0048] The third innovation relates to a system interface 
betWeen the AC transceivers and a typical security control 
panel. These panels, especially When a smoke detector or 
other ?re sensor is used, enable the use of supervised sirens or 
alarm annunciators. This is to ensure that the Wires connect 
ing the control panel to the siren are operational When the time 
for an alarm arrives. The panel supervises this link and auto 
matically annunciates any trouble With the connection. Since 
the present system uses a full tWo-Way communication pro 
tocol, together With full supervision of all devices on the 
system, the control panel interface module offers for the ?rst 
time a siren capable of AC Wiring communication With full 
supervision. The module is Wired to the control panel in the 
same Way as a siren is connected. HoWever, the module 
instead connects to the AC Wiring and communicates to a 
remote siren. The siren also includes a battery in case of AC 
poWer loss. The siren can annunciate the same signal sent out 
from the control panel to the interface module, and the inter 
face module indicates a loss of supervision by simulating a 
cut in the connection to the control panel, in the same manner 
as the panel usually detects a loss of connection. 

[0049] The last product type in this group is electrical 
equipment monitoring. This includes products that can moni 
tor meters, such as utility meters, or electrical appliances such 
as dishWashers, Washing machines, ovens, refrigerators, and 
similar product types. An inexpensive, yet reliable, Way of 
providing information to or from these electrical appliances 
enables a signi?cant improvement in product service at loWer 
costs. An inexpensive Way of reporting electrical meters on an 
hourly basis, for example, alloWs a public utility to offer 
variable rate pricing or load shedding, Where devices can be 
turned on or off automatically to maximiZe their energy e?i 
ciency and thereby reduce electrical poWer costs. Those same 
appliances, using the same transceivers, not only can be con 
trolled for maximum energy e?iciency, but also can report 
diagnostic or test information to service companies. This 
alloWs a technician to determine the cause of a problem 
Without visiting the premise, can be used to Warn of impend 
ing failure, or can provide other useful technical information. 
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The main advantages in these areas arise from the highly 
reliable, loW cost method of communicating overpower lines. 
Moreover, in the case of meter reading, the ability to reliably 
communicate throughout the neighborhood enables one 
dialer or modem connection to monitor all homes. 

Fire System Using PoWer Line Communications 

[0050] Many existing homes and apartments have installed 
in them smoke detectors poWered from the premises poWer 
distribution lines. Only relatively neW systems have an extra 
Wire installed to enable any smoke detector to set off all the 
other smoke detectors in the system. This is generally called 
“tandem” communication and is considered suf?ciently 
important by the Fire Alarm and Fire Response community 
that it has become a requirement in the US. National Fire 
Code for all neW residential construction. Smoke detectors 
are also required to include battery back up, in case of poWer 
failure. HoWever, for all homes or residential living areas 
Wired before these requirements Were established, it is 
extremely dif?cult and expensive to reWire a dWelling to add 
the extra Wire currently required for tandem communications. 
Smoke detectors installed in existing home ?re systems are 
also not monitored or supervised for proper operation. 
[0051] With respect to poWer line communications, for the 
reliability reasons stated above, the X-lO technology has 
never been incorporated into smoke detectors or ?re alarm 
products. There are also other neW line carrier communica 
tions technologies implemented With spread spectrum tech 
niques for more reliable communications. One version of line 
carrier communications is listed as a standard option for 
CEBus products, but there is apparently no smoke detector 
With line carrier communication technologies built in. 
[0052] This invention can be used in many levels of perfor 
mance, depending on the needs of the application. In its 
simplest form, this invention makes the use of smoke detec 
tors, preferably of high quality, such as the photoelectric type, 
With a poWer line communications device built in. This com 
munications device incorporates a transceiver of the type 
described With reference to FIG. 1 to achieve the bene?ts 
required. These transceivers are capable of being identi?ed 
through an electronic address of some kind. In a preferred 
embodiment, this means of addressing is accomplished by 
pre-programming a very large digital address into the smoke 
detector When it is shipped from the factory. It is, hoWever, 
possible to use dip sWitches for setting an address on the 
smoke detector or for the detectors to receive their addresses 
from a master control unit. 

[0053] A preferred procedure for substituting smoke detec 
tors incorporating the present invention for older smoke 
detectors is as folloWs. During installation, neW smoke detec 
tors are substituted for the old smoke detectors one at a time. 
The ?rst detector installed, Which is called the Master Detec 
tor, establishes a house code, Which is a digital address iden 
tifying that dWelling. This is accomplished by pushing and 
holding doWn a “Test” button on the smoke detector for a 
time, e.g., ten seconds, after it is ?rst installed. To con?rm that 
it has established itself as the house code master for the 
system, this smoke detector emits one long beep sound. A 
house code is used to prevent detectors in a neighbor’s dWell 
ing using the same technology from setting off alarms in both 
dWellings. The design of the process and method of address 
ing and enrolling detectors prevents this from occurring. 
[0054] When the installer is ready to install the next smoke 
detector, he ?rst returns to the Master Detector and pushes the 
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“Test” button for about 5 seconds. At this time the Master 
Detector begins to beep, indicating that it is in an “Enroll 
Mode.” Then the installer can install the rest of the detectors, 
Which are called Slave Detectors. The Enroll Mode period 
continues for a time, preferably 20 minutes, after the last 
detector has been enrolled; thereafter the enrollment period 
ends. 

[0055] Every detector, upon installation and poWer-up, 
automatically sends out a message over the premises poWer 
distribution lines to Which it is attached. If it is the Master 
Detector, there Will be no response to this message. If it is a 
folloW-on or Slave Detector and the Master Detector has been 
placed in enroll mode, the Master Detector Will automatically 
ansWer the message and tell the Slave Detector the house code 
being used. The Slave Detector for its subsequent communi 
cations messages then uses this house code. Once this initial 
enrollment communication takes place, and the neW Slave 
Detector has received the proper house code, the neW Slave 
Detector emits three rapid beeps, to indicate enrollment has 
been completed satisfactorily. FIG. 3 is a pictorial diagram 
shoWing the interconnection of multiple smoke detectors 
With poWer line communication links connecting them. 
[0056] With reference to FIG. 3, an exemplary dWelling 60 
includes four separate areas distributed throughout the dWell 
ing and linked With premises poWer distribution lines 28. A 
?rst area 62 contains an alarm system 36 With a system 
domain controller 24, together With telephone line dialer 42 
and control panel interface 44 With poWer line communica 
tion capabilities, as described With reference to FIG. 2. Pre 
mises poWer distribution lines 28 provide communication 
links betWeen second and third areas 64 and 66, shoWn as 
rooms each With smoke detector With sounder devices 68 
installed in them. A fourth area 70 represents a multiple 
dWelling unit (MDU) manager’s of?ce in Which are located a 
computer interface 72 is connected to a telephone line dialer 
42 With poWer line communication capabilities and an alarm 
siren 46 With poWer line capabilities. 
[0057] The above-described procedure illustrates that the 
invention facilitates the replacement of older premises poWer 
distribution line-poWered smoke detectors With no Wiring 
changes. The neW detectors are also preferably equipped With 
connectors that enable the neW smoke detectors to easily 
connect to the most popular Wiring connectors of the old 
technology. 
[0058] These neW smoke detectors provide several opera 
tional bene?ts. During an alarm, the smoke detector that has 
detected the ?re condition Will send over the premises poWer 
distribution lines an alarm message identi?ed by a speci?c 
digital message, along With the proper house code and an 
identi?cation address for that particular detector. In a pre 
ferred embodiment, the Master Detector, or a separate control 
unit as discussed later, stores the individual identi?cation 
address of each detector, so that it can return an acknoWledg 
ment to that individual detector and send that alarm message 
out to all the other detectors. The Master Detector Will also 
Wait to receive a con?rmation message from each of the other 
detectors to verify that every detector has received the mes 
sage correctly. If any detector has not properly acknoWledged 
receipt of its alarm message, then the Master Detector Will 
again try communicating With that individual detector until 
the Master Detector gets the proper response. Skilled persons 
Will appreciate that, if desired, every smoke detector can store 
the individual addresses of all the detectors in the system, 
provided that the number of detectors is not too large. Each 



US 2008/0211663 A1 

detector can make sure the message has been communicated 
properly, therefore, Without requiring only the Master Detec 
tor to perform this function. In this simplest form of the 
invention, this might be most desirable approach; hoWever, in 
more advanced forms, a master or control unit may be best 
suited for this function. 
[0059] In this Way, all of the smoke detectors in the dWell 
ing are noti?ed of the alarm condition, and a general alarm is 
annunciated throughout the living area. The alarm indicating 
detection of a ?re in a basement can, therefore, still be heard 
throughout the home, giving the residents added lifesaving 
minutes to escape before the ?re has reached their bedrooms. 
This describes the simplest form for this neW invention. 
[0060] Another bene?cial improvement can be attained by 
adding to the system devices that can turn on and off lights by 
control messages sent over the premises poWer distribution 
lines. These controllable light sWitch devices can either be 
installed in standard light bulb sockets, e.g., light socket mod 
ule 34, or replace standard light sWitches, e.g., lamp module 
30. They do not include battery back up, like the smoke 
detectors, but otherWise communicate in the same Way as the 
transceivers in the smoke detectors. When an alarm message 
is sent by a smoke detector With a proper house code, the 
controllable light sWitch device recogniZes the alarm mes 
sage as a signal to turn on the light, and does so immediately. 
The activation of interior lighting alloWs an occupant Waking 
to a ?re alarm in the middle of the night to avoid fatal delays 
resulting from searching for light sWitches or stumbling While 
trying to exit in the dark. 
[0061] The controllable light sWitch devices are enrolled in 
the same manner as smoke detectors 68 described above, but 
another improvement is also available, if desired. Instead of 
returning to the Master Detector or control unit to enter the 
Enroll Mode, an installer can approach an individual detector 
and hold its Test button for 5 seconds to enter a special Enroll 
Mode that Will enroll only controllable light sWitch devices. 
In this Way, light sWitches can be enrolled to respond only to 
a particular smoke detector, if desired. This alloWs particular 
lights to turn on only When that smoke detector is the one that 
?rst detects the ?re condition. The bene?ts of this are to 
provide an indication of the best path to exit the dWelling. The 
path Where the lights are lit become the indication of safe 
passage. A light path can be extremely helpful to children, 
Who can become confused by the alarms, and gives an indi 
cation of Which detector has detected the ?re. 
[0062] This invention facilitates addition of a smoke detec 
tor in a detached living area or Workshop. When an alarm 
occurs, the detectors in the home are all set off as Well, but 
When the occupant sees that the house lights have not turned 
on, he or she can immediately look to see Whether the Work 
shop or other living area lights are on. In this Way, anyone can 
easily determine the location of the ?re, thereby enabling a 
safer exit and response to the ?re condition. 

[0063] The use of system domain controller 24 improves 
the functionality of a dWelling ?re system of this invention. 
Controller 24 can be plugged into any poWer socket, as long 
as it cannot be sWitched off, and operates With battery back 
up, in case of poWer loss. In its ?rst form, controller 24 can 
simply provide display and supervision of the dWelling ?re 
system. For example, it Will periodically poll all the detectors, 
such as once an hour, to verify that all detectors are commu 
nicating properly. The detectors can also report When their 
back-up batteries need replacing, the smoke detectors need 
cleaning, or they have failed for some reason. The control unit 
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also contains a Test sWitch for testing the system, or for 
resetting an alarm When it has been activated by a false con 
dition. 
[0064] System domain controller 24 can also enable a func 
tion knoWn as Alarm Veri?cation, Which is carried out as 
folloWs. When a ?rst alarm message is received, a Reset 
message is sent back to all the smoke detectors so that they do 
not yet annunciate the alarm. If a second alarm message is 
received from any smoke detector Within a period of 1-2 
minutes, the alarm message is sent out to all smoke detectors 
sounding an alarm. Alarm Veri?cation is Well knoWn Within 
hardWired commercial ?re systems to prevent unWanted false 
alarms, Without causing a harmful delay should real alarms 
occur. If the ?re system is monitored remotely, such a false 
alarm could trigger by the local Fire Department a response 
that Would not only be unnecessary but Would also increase 
the chances of an accident in response to that alarm, or delays 
in responding to other genuine alarms. 
[0065] The Test button on any detector Will cause all the 
other detectors to signal an alarm for a preset period of time. 
The message sent is different from an alarm message so that, 
if the system is monitored, Test messages Will not be confused 
WithAlarm messages. If the system is in alarm for any reason, 
any Test button, on the smoke detectors or the control unit, 
can also be used to silence the Whole system. The smoke 
detector that ?rst detected the ?re condition Will continue to 
beep for a period of time to help identify Which detector it Was 
and What the problem might be. If the detector detects the ?re 
condition again, it Will send a neW alarm message and again 
turn on all of the alarms. 

[0066] System domain controller 24 using a telephone 
dialer 42 or a modem can communicate alarm messages, as 
Well as trouble signals about loW batteries or dirty smoke 
detectors, to a remote monitoring station. This ensures that 
the home is being monitored even When no one is at home, or 
if only children or pets are at home but do not knoW hoW to 
respond, and the Fire Department can be summoned imme 
diately. 
[0067] The dWelling depicted in FIG. 3 demonstrates the 
utility of the invention in apartments, dormitories, hotels, and 
motels. In these facilities, one system domain controller 24 
can easily monitor all of the smoke detectors in that building, 
and in some cases multiple buildings When poWered by the 
same poWer line transformer. The transformer Will generally 
stop communications over the poWer lines. HoWever, it is 
apparent that With the above invention the premises poWer 
distribution line-poWered smoke detectors could easily be 
replaced in a motel, hotel, or apartment complex. Such facili 
ties Would not only bene?t from the supervision of those 
smoke detectors to verify that the back-up batteries are opera 
tional and the detector sensitivity is correct, but also Would 
facilitate alarm monitoring by staff at the hotel or by a remote 
monitoring center. 
[0068] A ?nal example of improvements in the system 
entails including a speaker in each smoke detector, With pre 
recorded voice messages built into the control unit. Since it is 
possible to send telephone quality voice signals through the 
poWer lines, it is also possible to send these voice messages 
out to all of the smoke detectors. This can alloW the vocal 
announcement of “Fire” during emergencies. If the smoke 
detectors are equipped With a means of setting on Which ?oor 
they are installed, such as the ?rst ?oor or second ?oor, or 
means are provided for programming these details into the 
system domain controller, then during an alarm condition, the 
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system domain controller unit could send voice messages to 
the smoke detectors, such as “Fire on ?oor One” or “Fire in 
the Workshop.” This system equipped as described could 
enable signi?cantly improved responses, especially for chil 
dren in a residential area. In the case of hotels and motels, 
these messages could also include evacuation information 
that is either a prerecorded or a “live” announcement from the 
Fire Department to the rooms affected. 
[0069] The above-described invention is implemented With 
a reliable poWer line communications technology that does 
not have problems transmitting across the multiphase Wiring 
in most dWellings or the larger buildings discussed above. 
The technology embodies reliable tWo-Way communication, 
not only for the purpose of sending alarm messages out to all 
of the smoke detectors, but also for verifying that all messages 
have been received, and for supervision of the devices in the 
system. The invention includes the ability to identify a large 
number of different addresses so that these devices Will not be 
confused With devices in neighboring homes. Moreover, the 
implementation of the ?re system using poWer line commu 
nications in cooperation With an RF signal bridge, Which is 
described beloW, permits operation by using the poWer lines 
as a signal radiator. 
[0070] It is apparent that other devices could be added to the 
above system, such as carbon monoxide or other haZardous 
gas detectors. Auxiliary sirens might be useful, if it is neces 
sary to annunciate alarms Where no smoke detector is located. 
It should also be apparent hoW this technology could readily 
be incorporated into the invention described beloW as a com 
bined security control panel With message center. 

Messaging Products Using PoWer Line Communications 

[0071] These products are operational With either the loWer 
bandWidth frequency bands discussed above (13553-13567 
MHZ, 26.96-27.28 MHZ, or 40.66-40.70 MHZ bands) or the 
higher bandWidth band (1 .705-10 MHZ). A brief description 
of the prior art precedes the description of the messaging 
products of the present invention. 
[0072] There are currently a number of problems and limi 
tations that exist With security systems in both home and 
business applications. For example, in the past When a Secu 
rity Central Monitoring Station (SCMS) Wanted to send a 
message to a security control panel (SCP), the SCMS Would 
need to ring the premises telephone. It is often desirable to 
send messages or make program changes to the SCP, and this 
is preferably done at night When the SCMS lines are least 
busy, telephone costs are loWer, and the premises telephone is 
most likely unused. As can easily be seen With respect to 
residential locations, hoWever, ringing the home telephone in 
the middle of the night is not acceptable. Because of this 
problem, the SCMS in many cases Will limit the reason for 
calling the SCP to absolute necessity or program the SCP to 
call the SCMS on a regular basis just in case the SCMS may 
have a message for it to doWnload. This procedure obviously 
creates a number of unWanted calls to the SCMS and severely 
limits the message service the SCMS can promptly send to the 
SCP. 
[0073] There are also problems created by the fact that 
many home and small business telephones have ansWering 
machines attached. If the SCP Waits too many rings before 
ansWering the call, then the telephone ansWering machine 
Will ansWer ?rst. If the SCP does not Wait long enough, it may 
ansWer the call before someone at the premises has a chance 
to ansWer it. This problem has been resolved in the past by 
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requiring the SCMS to make a call to the premises telephone, 
disconnect, and then call again in an attempt to fool and 
bypass the telephone ansWering machine. Obviously this is a 
time consuming and arduous solution. 
[0074] Another problem that exists is that, in many busi 
ness applications, the facility manager Wants a record of When 
the system Was ?rst disarrned in the morning and armed at the 
end of the day. These are commonly called open and closing 
reports. Since these calls are made daily by the SCP to the 
SCMS, a large number of calls are made, thereby signi?cantly 
increasing costs, as Well as tying up the SCMS telephone lines 
that might be needed for serious incoming alarm messages. 
[0075] The present invention overcomes these as Well as 
many other problems, and generally provides a signi?cant 
improvement in the art. This invention combines a number of 
functions into one system and incorporates neW improve 
ments through the synergistic combination of these functions. 
The folloWing functions can each be built into the SCP, either 
individually, or in any combination With each other: Caller 
ID, Caller ID Waiting, AnsWering Machine functions, E-Mail 
sending and receiving, and Speakerphone functions. The 
material presented beloW initially describes these novel func 
tions in the absence of poWer line communications. 

[0076] There are bene?ts stemming from incorporating 
Caller ID functions into a SCP, since the Caller ID informa 
tion can be useful in identifying unWanted calls, Which itself 
is a security feature. This combination system provides, hoW 
ever, a number of neW advantages to incorporating Caller ID 
information into the SCP. First, the SCP includes a list of 
telephone numbers that it recogniZes as SCMS numbers. 
When the premise telephone is called by one of these num 
bers, the Caller ID recogniZes them and the SCP immediately 
ansWers the call, avoiding the obnoxious rings and bypassing 
any ansWering machines that might be present. This solves 
What has been a major limitation in the SCP in the past and 
enables the SCMS to start providing a neW range of services, 
such as sending messages to the premises beyond those mes 
sages limited to security alone. A feW examples of such ser 
vices include noti?cation of school closure during snoW days, 
electric poWer outage information, Weather forecasts, and 
DoW Jones reports. It is easy to see that simply by the 
improvement of this invention a Whole neW range of services 
can easily be created. 

[0077] When E-Mail functions are added to the SCP, a neW 
range of bene?ts is achieved. This E-Mail function alloWs 
someone at the premises to send or receive e-mail messages 
through the typical Internet Service Provider’s systems. 
When incorporated into the SCP, hoWever, this invention 
provides a number of novel improvements. First, the SCP can 
send e-mail messages via the Internet for certain alarm con 
ditions. In the past, for example, it has often been desired that 
the facility manager of his business be noti?ed of the time 
When the facility is ?rst opened in the morning and closed at 
night. These reports are often desired in e-mail form, rather 
than the traditional pager messages sent, since an immediate 
message alert is not needed. The SCP commonly includes the 
ability to send pager messages for this purpose, to notify a 
homeoWner When his or her child arrives at home from 
school, or to send other such messages. Open and closing 
reports are also commonly sent via the SCMS. HoWever, 
these reports result in signi?cant cost in added telephone calls 
(often long distance) as Well as tying up critical telephone 
lines needed for alarm messages. The dif?culty of requiring 
the SCMS to take these messages and converting them to 
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e-mail messages has been also been burdensome, resulting in 
provision by very feW SCMS of these services. 
[0078] This present invention allows the SCP to send these 
e-mail messages directly, by Way of a local Internet Service 
Provider (ISP) telephone line and thereby removes the burden 
from the SCMS. This also makes sending text messages quite 
easy, While in the past these messages have been special 
digital protocols designed for reporting alarm conditions. 
Moreover, When combined With the Caller ID functions 
described above, this invention noW alloWs the kind of mes 
saging services to be provided by e-mail. In other Words, the 
SCP noW has the ability to recogniZe incoming message calls 
that incorporate e-mail messages, can ansWer them immedi 
ately Without obnoxious ringing of the premise telephone, 
and can receive those e-mail messages immediately. Or, for 
messages of loWer importance, the SCP can call the local ISP 
telephone number on a regular basis during the day and doWn 
load any e-mail messages that may be Waiting. 
[0079] Since it has the ability to send e-mail messages, the 
SCP can also send text messages to pagers When needed 
because most pager services alloW pager messages to be sent 
by e-mail. This is a better Way of sending pager messages than 
dialing up the pager service directly because the call is noW 
local and the SCP does not need to knoW the special protocols 
used by pager services. 
[0080] The present invention can also optionally incorpo 
rate AnsWering Machine functions. A number of neW func 
tions noW become available With the system. First, the display 
for the SCP can noW become a complete message center, 
displaying When any voice mail or e-mail messages have been 
received. This is extremely convenient since the SCP display 
is generally located by the premise entry/exit door for easy 
disarming and arming of the system. Upon ?rst arrival at the 
premise, or just before leaving, anyone can noW easily see any 
messages that might be Waiting. 
[0081] The Caller ID functions can noW be combined With 
the AnsWering Machine functions as Well. A list of telephone 
numbers can be stored in the SCP that identi?es the facility 
manager’s telephone or the dWelling oWner’s telephones. 
This alloWs the facility manager or dWelling oWner to call his 
or her premises telephone and immediately be ansWered by 
the SCP. The SCP then asks for a security code, and after the 
security code has been entered, the SCP Will report the num 
ber and types of messages that are Waiting. These messages 
can be alarm messages or the security system status, as Well as 
voice mail messages and e-mail messages. Any voice mail 
messages can immediately be listened to through the typical 
ansWering machine remote message pick-up methods. The 
SCP can also annunciate over the telephone the Caller ID 
phone numbers for each of the voice mail messages left. If 
e-mail functions are also combined in the same system, and 
any e-mail messages are Waiting, the number of Waiting 
e-mail messages can also be reported. It is apparent that When 
both ansWering machine and e-mail functions are incorpo 
rated into the SCP, the notice of a received voice mail message 
can also be sent by e-mail, along With the corresponding 
telephone number identi?ed through Caller ID. 
[0082] Through the combination of these functions, it is 
noW easy for the dWelling oWner or facility manager to call 
While on the Way to home or Work over a cell phone to retrieve 
voice mail messages, to check on the security system status, 
and to determine hoW many and the urgency of e-mail mes 
sages that may be Waiting. This information can also retrieved 
by e-mail from home or Work. If the dWelling oWner has 
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Three-Way calling services enabled, or if the business has an 
extra telephone line, the SCP can also automatically dial the 
Caller ID telephone number to return calls from incoming 
voice mail messages. This can be useful for tWo reasons. First, 
it can make it much more convenient for redialing, especially 
if the person is on a car cell phone When getting messages. 
Second, if the return call is long distance, it Will probably be 
less expensive calling through a home or business telephone 
than from the cell phone. 
[0083] When AnsWering Machine functions have been 
combined the SCP can, With little added cost, call up a tele 
phone number and leave a voice message during speci?c 
alarm conditions. For example, if an elderly person has in his 
or her home such an SCP that also includes a Wireless medical 
panic device, and a previously recorded mes sage has been left 
on the ansWering machine identifying a medical emergency, 
if that panic device has been tripped, then the SCP can imme 
diately notify either the home of that person’s caregivers or 
other local medical response services. One can envision many 
applications for voice messages to be sent upon alarm condi 
tions. 
[0084] If Speakerphone functions are also incorporated 
into the SCP or its display device, then SCP models so 
equipped can alloW a person to listen to any voice mail mes 
sage and respond to it or any e-mail messages. HoWever, this 
combination also alloWs a number of innovative improve 
ments. For example, during alarm conditions, the SCP can 
also vocally annunciate the alarm using the voice capabilities 
of the Speakerphone and the prerecorded voice messages of 
the ansWering machine. The annunciation of the type of alarm 
can be very important, since hoW one responds to a ?re 
condition or medical emergency is quite different from hoW 
one responds to a burglary alarm. 

[0085] With Speakerphone functions available, another 
useful feature that can be accomplished is tWo-Way voice 
communications With the SCMS. This is desirable for a num 
ber of reasons. First, the SCMS can use the tWo-Way voice 
communications to listen in at the premises after an alarm has 
been reported and to try communicating With anyone at the 
premise in an effort to verify a real alarm has occurred. 
Secondly, the SCMS can easily be reached by the dWelling 
oWner or facility manager if that person is having problems 
With using or understanding the system. 
[0086] The limitation of most existing security systems is 
in the Wiring required to install them. This is true even With 
supposedly Wireless security systems because electric poWer 
Wiring, keypad Wiring, and siren and telephone lines are 
usually required. 
[0087] In some neWer systems, the keypad, dialer, and in 
some cases the siren are combined into a single unit, along 
With a Wireless receiver; hoWever, this still requires running 
poWer and telephone Wiring to the unit, Which is most often 
Wanted on the Wall in a hallWay near an entry/exit door. Such 
systems also compromise security, since all of the dialer and 
siren functions are built into one unit. Simply destroying this 
unit Would stop the alarm from being annunciated and com 
municated to any remote monitoring center. Combining the 
above-described poWer line communication technologies 
into the Security/ Message Center offers some signi?cant 
advantages and novel feature services and performance that 
are especially suited for homes, small businesses, apartments 
and dormitories. 
[0088] First, the human interface, commonly called a key 
pad 74 (FIGS. 2 and 3) in security systems but is noW a 
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complete message center, is designed so that it can be 
mounted on an electrical box in place of the light sWitch. The 
keypad not only is poWered by the electrical Wiring, but also 
uses these same electrical Wires for communications. The 
same unit includes a battery for back-up in case of poWer loss. 
If poWer is lost, communication can still take place. 
[0089] The message center is, therefore, easily located on 
the Wall by an entry/exit door Without additional Wiring. For 
the Security/ Message Center to communicate With the 
SCMS, another device is added to the system. This is a special 
telephone modem that plugs into an electrical outlet any 
Where in the house. This modern includes a transceiver of a 
type shoWn in FIG. 1 and therefore has the ability to commu 
nicate With the Security/Message center by Way of the poWer 
lines, and includes a telephone line connector so that the 
modem can be plugged into the nearest telephone outlet. 
[0090] Second, With the use of the Speakerphone capabili 
ties already included in the Security/Message Center, tele 
phone conversations can also be held by Way of communica 
tions over the poWer lines, through the dialer. Since complete 
telephone conversations can be held, the Security/Message 
Center also becomes a home intercom system by placing 
added Security/Message Centers throughout the home or 
business With dedicated extension numbers. These same 
Security/Message Centers also become annunciators in the 
case of alarms, so that alarm conditions can be easily 
announced throughout the premise. As previously discussed, 
e-mail messages can also be sent by Way of poWer lines to the 
poWer line modem and to the telephone line. Other devices 
capable of communicating over the premises poWer distribu 
tion lines With Security/Message Center include lighting con 
trol sWitches, output sWitches for connection to garage door 
openers, sirens poWered off the premises poWer distribution 
lines, and security sensors such as motion detectors replacing 
light sWitches to detect intruders as Well as turn out lights 
When a room is no longer occupied. 
[0091] Third, When used in apartment complexes or dormi 
tories, the Security/Message Centers communicate by Way of 
the premises poWer distribution lines to send the alarm mes 
sages, as Well as voice and e-mail messages, to a single central 
poWer line modem. This saves signi?cant costs of needing a 
poWer line modem in each apartment or dormitory room. For 
added security in large establishments such as apartment 
complexes and dormitories, more than one central modem 
can be used. In this mode of operation, if one central modem 
is attacked or damaged, Whether intentionally or unintention 
ally, the message Would be immediately reported and the 
system Will not be compromised. 
[0092] Fourth, a line disconnect sensor connected betWeen 
an electrical Wall outlet and protected appliances or electronic 
equipment, such as TVs, VCRs, PCs, and stereo equipment, 
can detect Whether the device has been unplugged. As soon as 
a line disconnect is sensed, this alarm message is communi 
cated to the Security/Message Center. If the proper security 
code has not been entered, an alarm condition Would be 
communicated to the central poWer line modem and thereaf 
ter to the premise alarm system or the SCMS. 

RF Signal Bridge and TWo-Way RF Signal to PoWer Line 
Communications 

[0093] Communication over the premises poWer distribu 
tion lines supplied electric poWer by a single poWer trans 
former can be accomplished using the technology previously 
described. HoWever, it is Well knoWn that communication 
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through the premises poWer distribution lines is generally 
blocked by the transformer that supplies the poWer so that 
poWer line devices cannot communicate to the poWer distri 
bution line Wiring on the other side of the transformer. 
[0094] There are many cases in Which it is desirable to send 
signals from one poWer line circuit to another. For example, in 
a hotel in Which each ?oor is supplied by a separate trans 
former, it Would be desirable to communicate messages to 
and from a single control center in the building to all of the 
hotel rooms. In the case of an apartment complex, in Which 
each building is supplied electric poWer by a separate trans 
former, it might be desirable to send alarm or trouble mes 
sages from all of the apartments to the manager’s of?ce 
located in a different building. FIG. 4 is a pictorial diagram 
shoWing the use of an RF signal bridge for multiple structure 
or cross transformer communication in a ?re system of the 
type described above With reference to FIG. 3. In a case of a 
thermostat in a home, Which thermostat is generally Wired 
directly to the HVAC system by Way of a 24 VAC circuit that 
is separated from the premises poWer distribution lines by a 
transformer, it might be desirable to send the thermostat mea 
surement readings to a security system Without placement of 
additional Wiring. FIG. 5 is a pictorial diagram shoWing the 
use of an RF signal bridge betWeen a thermostat and security 
system installed in the same building. 
[0095] Based on the transceiver and its uses disclosed 
above, it is possible for the ?rst time on an FCC approved 
device not only to transmit signals through the premises 
poWer distribution lines but also to use them as an antenna to 

intentionally radiate the signals. It is possible, using the 
example depicted in FIG. 5, that the thermostat Wiring, if it is 
long enough and runs close enough to the premises poWer 
distribution lines, Will couple enough of the radiated signal so 
that it can receive control messages directly from the pre 
mises poWer distribution lines. HoWever, it is also possible 
that a poWer line transceiver in the thermostat may not be able 
to radiate a suf?ciently strong signal to communicate back to 
the poWer lines. 
[0096] Therefore, What is Wanted is not only a highly reli 
able means of communicating throughout the premises poWer 
distribution line Wiring, but also a means of coupling those 
signals reliably to nearby Wiring, such as HVAC Wiring or 
premises poWer distribution lines connected through separate 
transformers. 
[0097] This can noW be accomplished through an RF 
Bridge circuit. The RF Bridge is an RF receiver circuit that is 
designed to receive the radiated signals from nearby premises 
poWer distribution lines. This receiver circuit can be of a 
design identical With that used in the poWer line transceiver 
previously described With reference to FIG. 1, except that it 
has the addition of either an inductance or a radiation antenna 
situated to receive inductance or radiation signals, rather than 
signals electrically conducted through the premises poWer 
distribution lines. 
[0098] This RF receiver circuit, after receiving the induc 
tance or radiation signal, can then decode or demodulate the 
message received from the other poWer distribution lines, 
and, if desired, can retransmit this message into its oWn poWer 
distribution line Wiring. Thus, the RF Bridge can act like a 
Wireless repeater, except that it receives signals radiated by 
one poWer line circuit and repeats those signals to a separate 
poWer line circuit. 
[0099] With reference to FIG. 4, tWo separate building 
structures 80 and 82 house, respectively, a manager’s of?ce 












