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MOBILE AUTHORIZATION USING POLICY 
BASED ACCESS CONTROL 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to data processing and, 
in particular, to access control. Still more particularly, the 
present invention provides a method, apparatus, and com 
puter program product for mobile authorization using policy 
based access control. 

[0003] 2. Description of the Related Art 
[0004] Remote access to services over the Internet using 
mobile and intermittently connected devices is rapidly groW 
ing in popularity. Services accessed in this Way range from 
electronic banking to support services for traveling sales 
people and from location based services to content based 
services. Drawbacks of mobile and remote devices include 
limited bandWidth and sporadic connections. Another draW 
back of mobile devices is that they tend to be much more 
resource-constrained than their ?xed-line counterparts. Con 
sequently, successful mobile access to services depends on 1) 
continuous off-line operations When the remote device is 
disconnected from the netWork, 2) conformance of off-line 
operational requirements to the resource constraints of the 
device, and 3) seamless transition of operations betWeen on 
line and off-line states. 

[0005] To sustain off-line operations, remote devices need 
to doWnload content and processes. The content may include 
business objects, such as catalog entries, and business pro 
cesses, such as order creation, update, and submission. When 
the required objects and processes are doWnloaded to the 
remote device, operations can continue uninterrupted When 
the device is off-line. When operating in disconnected mode, 
the same level of authorization alloWed on these resources 
and processes should also be enforced as When operations are 
performed on-line. Once a remote device is re-connected to 
the netWork, seamless transition of operations depends on 
hoW Well the content and processes can be synchronized With 
the content and processes on the server. 

[0006] When a remote device is used to perform off-line 
operations on doWnloaded processes and objects, it is pos 
sible for the objects and processes to become inconsistent 
With the corresponding objects and processes on the server. 
When synchronization is attempted, there may be con?icts. 
Resolving con?icts can be dif?cult and time-consuming. 
Many of these con?icts may be related to the inconsistent 
enforcement of policy authorization procedures from on-line 
to off-line operations. 
[0007] For example, on a remote device Without an autho 
rization check, a user cancels a completed order in off-line/ 
disconnected mode. A user may successfully execute the 
cancel operation on a remote device even though she Would 
not have been permitted to do so on-line. This can arise When 
there is no authorization check on the remote device. In con 
nected mode, the server Would perform an operation autho 
rization check, Which Would not permit an order that is 
already completed to be canceled. When the objects and 
processes corresponding to the off-line operation are syn 
chronized With the server, a con?ict occurs from the incon 
sistency. Conversely, a remote system that did not alloW any 
off-line operations to be performed Would not introduce 
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inconsistencies in data, but Would introduce inconsistencies 
in the alloWed operations betWeen connected and discon 
nected operations. 

SUMMARY OF THE INVENTION 

[0008] The present invention recognizes the disadvantages 
of the prior art and provides mobile authorization using policy 
based access control. To ensure that the remote devices can 
enforce consistent authorization policies even When the 
devices are not connected to the server, the remote device 
doWnloads the relevant authorization policies When the busi 
ness objects are doWnloaded and enforces the policies When 
operations are invoked. The memory footprint of doWnload 
able authorization policies is reduced to ?t onto a resource 
constrained remote device. A policy evaluation engine inter 
prets and enforces the doWnloaded policies on the remote 
device using only the limited computational resources of the 
remote device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] The invention itself, as Well as a preferred mode of 
use, further objectives and advantages thereof, Will best be 
understood by reference to the folloWing detailed description 
of an illustrative embodiment When read in conjunction With 
the accompanying draWings, Wherein: 
[0010] FIG. 1 depicts a pictorial representation of a net 
Work of data processing systems in Which exemplary aspects 
of the present invention may be implemented; 
[0011] FIG. 2 is a block diagram of a remote device in 
Which the exemplary aspects of the present invention may be 
implemented; 
[0012] FIG. 3 is a block diagram ofa data processing sys 
tem that may be implemented as a server in accordance With 
exemplary aspects of the present invention; 
[0013] FIG. 4 is a block diagram illustrating the compo 
nents of a mobile authorization system With policy based 
access control in accordance With exemplary aspects of the 
present invention; 
[0014] FIG. 5 illustrates an example conceptual model of 
policies and the resources they govern in accordance With 
exemplary aspects of the present invention; 
[0015] FIG. 6 is a ?oWchart illustrating ?ltering and trans 
formation of authorization policies in accordance With exem 
plary aspects of the present invention; 
[0016] FIG. 7 illustrates an example model ofa subset ofa 
state-machine based order process; 
[0017] FIG. 8 illustrates an example of a modi?ed form of 
the model used With remote devices in accordance With exem 
plary aspects of the present invention; 
[0018] FIG. 9 depicts an example modi?ed depth ?rst 
search algorithm to search all reachable states for all 
resources doWnloaded into the remote device; and 
[0019] FIG. 10 is a ?oWchart illustrating the operation of an 
authorization check to be performed on a remote device in 
accordance With exemplary aspects of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0020] A method, apparatus, and computer program prod 
uct for providing mobile authorization using policy based 
access control. The folloWing FIGS. 1-3 are provided as 
exemplary diagrams of data processing environments in 
Which the exemplary aspects of the present invention may be 
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implemented. It should be appreciated that FIGS. 1-3 are only 
exemplary and are not intended to assert or imply any limi 
tation With regard to the environments in Which the exemplary 
aspects of the present invention may be implemented. Many 
modi?cations to the depicted environments may be made 
Without departing from the spirit and scope of the exemplary 
embodiments described herein. 
[0021] With reference noW to the ?gures, FIG. 1 depicts a 
pictorial representation of a netWork of data processing sys 
tems in Which exemplary aspects of the present invention may 
be implemented. Network data processing system 100 is a 
netWork of computers in Which exemplary aspects of the 
present invention may be implemented. Network data pro 
cessing system 100 contains a netWork 102, Which is the 
medium used to provide communications links betWeen vari 
ous devices and computers connected together Within net 
Work data processing system 100. NetWork 102 may include 
connections, such as Wire, Wireless communication links, or 
?ber optic cables. 
[0022] In the depicted example, server 104 is connected to 
netWork 102 along With storage unit 106. In addition, clients 
112, 114, 116, 118, and 120 are connected to netWork 102. 
These clients 112-120 may be, for example, personal com 
puters, netWork computers, telephone devices, tablet comput 
ers, laptop or notebook computers, and the like. In the 
depicted example, server 104 provides data, such as boot ?les, 
operating system images, content ?les, and applications to 
clients 112-120. Clients 112-120 are clients to server 104. 
NetWork data processing system 100 may include additional 
servers, clients, and other devices not shoWn. 
[0023] More speci?cally clients 112 and 114 may be stand 
alone desktop computers, While client 116 may be a laptop 
computer, client 118 may be a personal digital assistant 
(PDA), and client 120 may be a cellular telephone device, for 
example. Laptop computer 116, PDA 118, and telephone 
device 120, for instance, may be remote devices, also referred 
to as mobile devices, Which may be portable or moveable. 
Laptop 116 may be connected to netWork 102 through Wired 
or Wireless communication. A user Will typically travel or 
commute With these devices. As such, devices 116-120 may 
be used While connected to a netWork (on-line), such as 
netWork 102, or While not connected to a netWork (off-line). 
[0024] In the depicted example, netWork data processing 
system 100 may be the Internet With netWork 102 represent 
ing a WorldWide collection of netWorks and gateWays that use 
the Transmission Control Protocol/Internet Protocol (TCP/ 
IP) suite of protocols to communicate With one another. At the 
heart of the Internet is a backbone of high-speed data com 
munication lines betWeen major nodes or host computers, 
consisting of thousands of commercial, government, educa 
tional and other computer systems that route data and mes 
sages. Of course, netWork data processing system 100 also 
may be implemented as a number of different types of net 
Works, such as for example, an intranet, a local area netWork 
(LAN), or a Wide area netWork (WAN), for example. FIG. 1 is 
intended as an example, and not as an architectural limitation 
for the present invention. 
[0025] With reference noW to FIG. 2, a block diagram of a 
remote device is shoWn in Which the exemplary aspects of the 
present invention may be implemented. Data processing sys 
tem 200 is an example of a remote device or mobile device, 
such as a PDA, tablet computer, telephone device, or the like, 
in Which code or instructions implementing the exemplary 
processes of the present invention may be located. In the 
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depicted example, data processing system 200 employs, for 
example, a bus architecture including bus 206. Processor 202, 
audio adapter 2164, and graphics processor 218 are con 
nected to bus 206 in the depicted example. Memory 204 is 
connected to processor 202. 

[0026] In the illustrated example, local area netWork (LAN) 
adapter 212, I/O device interface 220, persistent storage 
device 226, universal serial bus (U SB) ports and other com 
munications ports 226, read only memory (ROM) 224 may be 
connected to bus 206. ROM 224 may be, for example, a ?ash 
binary input/ output system (BIOS). Persistent storage device 
226 may be, for example, a hard disk drive or persistent 
memory device. 
[0027] An operating system runs on processor 202 and is 
used to coordinate and provide control of various components 
Within data processing system 200 in FIG. 2. The operating 
system may be, for example, a commercially available oper 
ating system, such as the Palm OS® operating system, Which 
is available from PalmSource, Inc. “PALM OS” is a regis 
tered trademark of Palm Trademark Holding Company, LLC. 
An object oriented programming system, such as the JavaTM 
programming language, may run in conjunction With the 
operating system and provides calls to the operating system 
from JavaTM programming language programs or applica 
tions executing on data processing system 200. “JAVA” is a 
trademark of Sun Microsystems, Inc. Instructions for the 
operating system, the object-oriented programming system, 
and applications or programs are located on storage devices, 
such as persistent storage 226, and may be loaded into main 
memory 204 for execution by processor 202. The exemplary 
processes of the present invention may be performed by pro 
cessor 202 using computer implemented instructions, Which 
may be located in a memory such as, for example, main 
memory 204, ROM 224, or in persistent storage device 226. 
[0028] Those of ordinary skill in the art Will appreciate that 
the hardWare in FIG. 2 may vary depending on the implemen 
tation. Other internal hardWare or peripheral devices, such as 
?ash memory, equivalent non-volatile memory, or optical 
disk drives and the like, may be used in addition to or in place 
of the hardWare depicted in FIG. 2. Also, the exemplary 
aspects of the present invention may be applied to a multi 
processor data processing system. 
[0029] Referring to FIG. 3, a block diagram of a data pro 
cessing system that may be implemented as a server is 
depicted in accordance With exemplary aspects of the present 
invention. Data processing system 300 may be a symmetric 
multiprocessor (SMP) system including a plurality of proces 
sors 302 and 304 connected to system bus 306. Alternatively, 
a single processor system may be employed. Also connected 
to system bus 306 is memory controller/cache 308, Which 
provides an interface to local memory 309. I/O bus bridge 310 
is connected to system bus 306 and provides an interface to 
I/ O bus 312. Memory controller/ cache 308 and I/O bus bridge 
310 may be integrated as depicted. 
[0030] Peripheral component interconnect (PCI) bus 
bridge 314 connected to I/O bus 312 provides an interface to 
PCI local bus 316. A number of modems may be connected to 
PCI local bus 316. Typical PCI bus implementations Will 
support four PCI expansion slots or add-in connectors. Com 
munications links to clients may be provided through modem 
318 and netWork adapter 320 connected to PCI local bus 316 
through add-in connectors. 
[0031] Additional PCI bus bridges 322 and 324 provide 
interfaces for additional PCI local buses 326 and 328, from 
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Which additional modems or network adapters may be sup 
ported. In this manner, data processing system 300 allows 
connections to multiple network computers. A memory 
mapped graphics adapter 330 and hard disk 332 may also be 
connected to I/O bus 312 as depicted, either directly or indi 
rectly. 
[0032] Those of ordinary skill in the art Will appreciate that 
the hardWare depicted in FIG. 3 may vary. For example, other 
peripheral devices, such as optical disk drives and the like, 
also may be used in addition to or in place of the hardWare 
depicted. The depicted example is not meant to imply archi 
tectural limitations With respect to the present invention. The 
data processing system depicted in FIG. 3 may be, for 
example, an IBM eServerTM pSeries® system, a product of 
International Business Machines Corporation in Armonk, 
NY, running the Advanced Interactive Executive (AIXTM) 
operating system or LinuxTM operating system. “LINUX” is a 
trademark of Linus Torvalds. 
[0033] When a remote device is used to perform off-line 
operations on doWnloaded processes and objects, it is pos 
sible for the objects and processes to become inconsistent 
With the corresponding objects and processes on the server. 
When synchronization is attempted, there may be con?icts. 
Resolving con?icts can be dif?cult and time-consuming. 
Many of these con?icts may be related to the inconsistent 
enforcement of policy authorization procedures from on-line 
to off-line operations. 
[0034] To reduce the need for con?ict resolution, While 
retaining as much functionality as possible, it is desirable to 
reduce the possible con?icts that can arise. One approach to 
doing this may be to ensure that the authorization policies of 
the server are enforced on the remote device. This may be 
done in one of tWo Ways: 1) enforcing the authorization 
policies in the application code loaded onto the remote 
device, or 2) connecting to an authorization server to deter 
mine Whether a given access is alloWed. The ?rst approach 
requires recoding of the application every time the authori 
zation policy changes and for each neW application. The 
second approach only Works if the authorization server is 
accessible via the netWork. 
[0035] In accordance With exemplary aspects of the present 
invention, a remote device doWnloads the relevant authoriza 
tion policies When the business objects are doWnloaded and 
enforces the policies When operations are invoked. In order to 
implement this approach, hoWever, the memory footprint of 
doWnloadable authorization policies must be reduced to ?t 
onto a resource-constrained remote device, like a pervasive 
device, and a policy evaluation engine must be provided on 
the remote device to enforce the doWnloaded policies using 
only the limited computational resources of the remote 
device. 
[0036] FIG. 4 is a block diagram illustrating the compo 
nents of a mobile authorization system With policy based 
access control in accordance With exemplary aspects of the 
present invention. Server 410 provides access to resources 
414 and stores polices 412 for the accessing clients. Server 
410 includes ?ltering component 416 and transformation 
component 418, Which generate simpli?ed authorization 
policies for remote device 420. 
[0037] Remote device 420 doWnloads policies 422 and 
resources 424. Policies 422 are simpli?ed policies for remote 
device 420, Which have a reduced memory footprint. When 
remote device attempts an operation on one of resources 424, 
authorization engine 426 interprets and enforces policies 422 
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and either permits or denies the operation based on policies 
422. Authorization engine 426 may make authorization deci 
sions using the limited computational resources of remote 
device 420. 
[0038] A policy declares What actions are authorized by 
Whom and on Which objects. An example of a possible Way of 
encoding an authorization policy is the folloWing 4-tuple: 

[0039] [Member Group, Action Group, Resource Group, 
Relationship] 

This 4-tuple form of policy de?nes “Who” (member group) 
can do What “action” (action group) on What “resource” (re 
source group). An optional “relationship” in the policy 
de?nes the relationship a user must have With respect to the 
resource. For example, a user can have an “oWner,” “creator,” 
or “recipient” relationship to a resource, depending on the 
type of the resource. 
[0040] FIG. 5 illustrates an example conceptual model of 
policies and the resources they govern in accordance With 
exemplary aspects of the present invention. For example, 
“SWeeFen” (member) has a “creator” relationship With 
resource C1. The member and resource groups can be de?ned 
implicitly using a set of constraints the members of the group 
must satisfy. For instance, a “doctors in NeW York” member 
group is de?ned to be people Who have medical licenses and 
Who Work in the state of NeW York. A “pending order” 
resource group is de?ned to order objects that are in “pend 
ing” state. Groups can also be formed explicitly, simply by 
enumerating the users or resources in the group. 

[0041] The policy can be interpreted as granting access to 
anyone in the member group to perform the given action in the 
action group on any resource in the resource group, provided 
the user has the given relationship, if any, With the given 
object. An example of a policy de?nition is as folloWs: 

[0042] [Manager, Cancel, Order, OWner] 
This policy states that all managers (member group) can 
perform the “cancel” action (action group) on an order (re 
source group) if the manager also is the oWner (relationship) 
of the order. The implementation of authorization depicted 
above is used to illustrate the invention; hoWever, the exem 
plary aspects of the present invention are equally applicable 
to other types of authorization implementations. For more 
information on server policy authorization de?nition and 
implementation, see R. GoodWin, S. F. Goh, F. Y. Wu, 
“Instance-level access control for business-to-business elec 
tronic commerce,” IBM System Journal 41, No. 2, 303-317 
(2002), Which is herein incorporated by reference. 
[0043] The policies to be doWnloaded from the server to the 
remote device are ?ltered and transformed to reduce the poli 
cies to a minimum amount of information necessary for runt 
ime validation. In addition, policies are transformed so that 
they do not require information that Would not be available 
When disconnected from the server. In accordance With exem 
plary aspects of the present invention, mechanisms are pro 
vided, shoWn as ?ltering component 416 and transformation 
component 418 in FIG. 4, for example, to ?lter and perform 
advanced transformation to produce simpli?ed policy de?ni 
tions to minimize the amount of validation and authorization 
check needed off-line in the remote device. 
[0044] Given a set of authorization policies, along With 
information about the users of the remote device, resources 
doWnloaded to the remote device, and operations available on 
the remote device, the authorization policies may be exten 
sively ?ltered and transformed to minimize communication 
requirements, as Well as memory and runtime processing 
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required on the remote device. FIG. 6 is a ?owchart illustrat 
ing ?ltering and transformation of authorization policies in 
accordance With exemplary aspects of the present invention. 
The ?ltering and transformation components receive actions, 
resources, and policies (block 602) and determine Whether 
more policies are to be returned to the requesting remote 
device (block 604). If no more policies are to be returned, then 
the server returns the collected policies (block 605) and 
operation ends. 
[0045] If there are more policies to return in block 604, the 
mechanisms get the next policy (block 606) and determine 
Whether actions available on the remote device are in the 
policy action group (block 608). The ?lter mechanism ?lters 
out policies that refer to actions that cannot be performed by 
the remote device. Some operations are physically impossible 
for the remote device to perform. For example, most remote 
devices don’t have a cash draWer, so dispensing cash is not an 
action the device can perform. In addition, some operations 
might not be possible because the code and/or process 
descriptions needed to perform the action are not doWnloaded 
to the device. Thus, if the actions available on the remote 
device are not in the policy action group, then operation 
returns to block 604 to determine Whether more policies are to 
be returned to the remote device. 

[0046] If one or more actions available on the remote device 
are in the policy action group in block 608, then the mecha 
nisms determine Whether the user is a member of the policy 
member group (block 610). Since the users of the remote 
device may be knoWn, policies not applicable to these users 
may be removed. For example, a PDA or telephone device 
may have only one user. The server may pre-compute the 
groups of Which the user(s) are members and may remove 
policies that do not refer to these groups. 
[0047] Additionally, the group de?nitions in the policies 
can be simpli?ed. For example, With a device only used by a 
single person, the membership group check may be elimi 
nated, since only policies applicable to the user of the device 
Will be selected for doWnload. For devices With a small set of 
users, the groups may be made explicit. For example, the 
group “New York Doctors,” Which is de?ned as people With 
medical licenses Working in NeW York, might be transformed 
in the group [“Dr. Smith,” “Dr. Jones,” “Dr. Johnson”]. The 
server may do this by computing the intersection betWeen the 
users of the device and the set of individuals that satisfy the 
conditions for group membership. This approach has the 
advantage that access to the information needed to compute 
group membership, such as the location and medical license 
status of each user, is not required to do authorization on the 
remote device. 

[0048] Even if the identities of the individuals accessing the 
remote device are not knoWn, the class of individuals might be 
knoWn. For example, an automatic banking machine is 
intended only for use by bank customers, so only customer 
related authorization policies need to be doWnloaded to a 
pervasive device Within an automated banking machine, but 
not policies that refer to tellers. 

[0049] Returning to block 610, if the user is not a member 
of the policy member group, then operation returns to block 
604 to determine Whether more policies are to be returned to 
the remote device; otherWise, the ?ltering component deter 
mines Whether the resource(s) available to the remote device 
are members of the policy resource group (block 612). Poli 
cies can also be ?ltered based on the set of resources available 
to the remote device. As With ?ltering based on the users of 
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the remote device, policies that refer to resources that are not 
available on the remote device can be removed. One reason 
resources may not be available is because they cannot be 
doWnloaded to the device. For example, a full length movie 
may not ?t on the device. Additionally, resources may not be 
available, for example, if they are not selected for doWnload. 
[0050] As With user group ?ltering, it may be possible to 
simplify the resource group de?nitions. A small number of 
resources could be named explicitly in the group de?nition. 
Conditions that all doWnloaded resources satisfy can be 
removed from the group de?nition. For example, if only 
non-con?dential resources are doWnloaded, then policies that 
apply only to con?dential resources can be ?ltered out, and 
the check for non-con?dentiality can be removed from the 
policies. 
[0051] HoWever, ?ltering based on members and resources 
may result in a set of policies that is too restrictive, since only 
the doWnloaded resources and current user status are consid 

ered. For instance, an implicit resource group, “draft orders,” 
may include any order resources With a status equal to “draft.” 
If it is possible for a user to “submit” the order When operating 
remotely, the status Would change from “draft” to “submit 
ted,” and its group membership Would change, as Would the 
set of applicable policies. In addition, it may be possible to 
create neW resources on the remote device. For example, if the 
remote device can be used for order entry, neW orders Would 
be created in the draft state. The remote device Would need 
access to the policies for draft orders, even if no draft orders 
Were doWnloaded. 

[0052] Returning to block 612, if the resources available to 
the remote device do not belong to the policy resource group, 
operation returns to block 604 to determine Whether more 
policies are to be returned to the remote device. HoWever, if 
the resources available to the remote device do belong to the 
policy resource group, the mechanisms determine Whether 
the policy has a relationship (block 614). If the policy does not 
have a relationship, then the mechanisms add the policy to the 
collected policies (block 622) and operation returns to block 
604 to determine Whether more policies are to be returned to 
the remote device. If the policy does have a relationship, then 
the mechanisms determine Whether the server has suf?cient 
information to evaluate the relationship (block 616). If the 
server does not have suf?cient information to evaluate the 
relationship, then the mechanisms add the policy to the col 
lected policies (block 622) and operation returns to block 604 
to determine Whether more policies are to be returned to the 
remote device. 

[0053] If the server has suf?cient information to evaluate 
the relationship in block 61 6, then the mechanisms determine 
Whether the user satis?es the relationship (block 618). If the 
user does not satisfy the relationship, operation returns to 
block 604 to determine Whether more policies are to be 
returned to the remote device. If the user does satisfy the 
relationship in block 618, the server indicates that the rela 
tionship has been evaluated (block 620) and adds the policy to 
the collected policies (block 622). Thereafter, operation 
returns to block 604 to determine Whether more policies are to 
be returned to the remote device. 

[0054] To re?ne the set of doWnloaded policies so that it 
covers the situations that can arise on the remote device, a 
reachability analysis is used. The analysis identi?es not only 
the current set of available resources, but also the possible 
future states of those resources and of resources that could be 
created on the remote device. In particular, reachability 
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analysis concerns identifying all policies Where the condi 
tions to satisfy the policy are reachable on the remote device 
from the initial set of resources downloaded, given the opera 
tions possible on the remote device. 

[0055] To perform the reachability analysis, a representa 
tion of the business processes that can be performed on the 
remote device is needed. Suitable representations include 
Work?oW models and state-machine representations. These 
may be used to create a directed graph from the current 
resources to possible future resources. Not all nodes in the 
graph Would be traversed or reached based on initial condi 
tions and available operations. The goal of this step is to 
reduce the graph into a smaller, reachable sub- graph. If direct 
access to the underlying business process Were unavailable, 
the graph could be extracted by analyzing the code or by 
simulating the process and inferring the underlying graph. 
[0056] To illustrate this analysis through an example, FIG. 
7 illustrates an example model of a subset of a state-machine 
based order process. FIG. 8 illustrates an example of a modi 
?ed form of the model used With remote devices in accor 
dance With exemplary aspects of the present invention. For a 
more detailed discussion of order processes for mobile elec 
tronic business, see I. Sairamesh, S. Goh, I. Stanoi, “Self 
Managing, Disconnected Processes and Mechanisms for 
Mobile E-Business,” ACM Mobile Computing 2002 (Mobi 
Com2002), Which is herein incorporated by reference. When 
an order is ?rst created, it is in draft state. On the remote 
device, the order can be modi?ed by adding and removing 
items and changing quantities and the delivery address, for 
example. In connected mode, When the user submits the 
order, it moves to the submitted state and the server begins 
verifying the order, doing a credit check, checking inventory, 
and other order processing steps. In disconnected mode, the 
draft order is queued up for transmission to the server and is 
put in the pending submit mode. Note also that in the modi?ed 
process, one can assume that all the users are customers, so 
the customer member group check may be removed. The 
creator relationship check is retained to alloW for multiple 
customers using the same remote device. 

[0057] In this example, the draft and pending submit states 
are reachable from the start state, using only actions that can 
be performed on the remote device. The authorization poli 
cies for actions on orders in these states must be doWnloaded, 
even if no draft or submit pending orders are currently on the 
device. HoWever, reaching the pending and invalid states 
requires communication With the server. These states are only 
reachable if the remote device has doWnloaded pending or 
invalid orders. If a pending order has been doWnloaded, then 
the pending cancel state is reachable and the policies that 
apply to this state must also be doWnloaded. In addition to 
changing the state of a resource, remote operations may also 
change member group memberships and relationships 
betWeen resources and users. For example, a user may enter a 

membership of special offer code, adding them to a group that 
had additional permissions. If this is the case, then these 
additional states and actions become reachable and the cor 
responding policies must be included for doWnload. 
[0058] The reachability analysis may be implemented by 
any graph traversal algorithms to traverse the state machine 
graph starting from each start state and each state correspond 
ing to a doWnloaded resource. FIG. 9 depicts an example 
modi?ed depth ?rst search algorithm to search all reachable 
states for all resources doWnloaded into the remote device. 
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Policies applying to the reachable states and actions that can 
be performed on the remote device need to be doWnloaded to 
the remote device. 

[0059] A possible simpli?ed policy de?nition after the ?l 
tering and transformation process is shoWed in the folloWing 
format: 

[0060] [policy id, simpli?ed membership group, action 
name, simpli?ed resource group, simpli?ed relationship 
group] 

The policy id is the policy identi?cation used by server to 
identify each policy. This id is used locally on the pervasive 
device for policies synchronization With the server (for gen 
eral remote object synchronization task). The simpli?ed 
group de?nitions are the result of the pre-computation and 
?ltering steps outlined above. 
[0061] One assumption that is commonly made is that a 
user’s membership status in a group remains constant While 
the remote devices are operating in disconnect mode. If this 
Were not true, failures Would occur When synchronization is 
performed With the server. Consider a policy that alloWs only 
managers to cancel orders, even after they have been com 
pleted. If someone cancels a completed order on a remote 
device, but loses their manager status before synchronizing 
With the server, then the server Will reject the cancellation 
When it does the group membership check and discovers that 
the user is not a manager. Another, more practical example of 
membership change can come from accepting a licensing 
agreement. For example, a particular piece of media content, 
such as a picture or video, may only be accessed by people 
accepting the copyright agreement. If the device alloWs to 
user to indicate acceptance, then the user Would become a 
member of the group of people Who had agreed to the condi 
tions and should be alloWed to see the content. The reachabil 
ity analysis Would have to account for the fact that this locally 
executable action Would change the group membership for 
the user. In Which case, the device should doWnload policies 
referring to people Who have accepted the copyright agree 
ment. 

[0062] In addition to remote authorization decisions that 
become invalid because of data synchronization issues, there 
can be decisions that become invalid because not all data is 
available to the remote device When disconnected. In such 
cases, the remote device may take an optimistic or conserva 
tive approach to decision making. In an optimistic approach, 
the missing information is assumed to alloW the operation to 
proceed. It is then veri?ed With the server When the data is 
synchronized With the server. Consider a case Where a remote 
device is used for order entry and only certain classes of users, 
such as doctors, for example, are alloWed to order particular 
kinds of goods, like drugs. If the device can be used by a large 
number of people, the device may not have the information as 
to Which users are doctors and Which are not. An optimistic 
approach Would alloW anyone to create an order for drugs. 
When the orders are synchronized With the server, drug orders 
from non-doctors Would be rejected. In the case of access to 
medical records, a conservative approach may be preferred 
and only individuals knoWn to be doctors may be granted 
access. Individuals Who are doctors, but Whose medical 
license status is not knoWn to the remote device Will be denied 
access improperly. In such circumstances, the cost of alloW 
ing improper access far outWeighs the cost of denying valid 
access. It may also be possible to have a hybrid approach. 
Combining the tWo examples above, a device may take an 
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optimistic approach to actions, like drug ordering but take a 
conservative approach to actions like viewing patient records. 
[0063] The policies that are downloaded to pervasive 
devices have already gone through a ?ltering process and 
contain the information needed to perform off-line authori 
Zation checks on the pervasive devices. The order of the steps 
outlined below can be changed without affecting the results. 
The steps can be applied to all policies in parallel or sequen 
tially. For the case where policies only grant access, checking 
can stop when the ?rst policy granting access is encountered. 
[0064] Action Group 

[0065] Policies for the requested action are selected for 
veri?cation. If there are no policies for the requested 
action, the request is denied. 

[0066] Member Group 
[0067] For each policy to be veri?ed, use the user’s 

authentication credentials to check group membership 
in the simpli?ed member group. This is typically only 
required for multi-user devices. For single user devices, 
this check can be done in the ?ltering stage. Policies for 
which the user fails the membership check are removed 
from the veri?cation set. 

[0068] Resource Group 
[0069] For each policy to be veri?ed, check the member 

ship of the resource in the simpli?ed resource group. If 
the policy applies to all the resources on the remote 
device, then this step can be skipped as an optimiZation. 
Again, policies that fail the check are removed from the 
veri?cation set. 

[0070] Relationship Group 
[0071] For each policy to be veri?ed, check any relation 

ship requirements. As with the resource group check, 
this step can be skipped if the relationship holds for all 
resources on the device or if there are no relationship 

requirements. Policies that fail this check are removed 
from the veri?cation set. 

If, at the end of the checking, the veri?cation set includes one 
or more policies that allow access and no policies that deny 
access, then the access is allowed. Otherwise, access is 
denied. 
[0072] FIG. 10 is a ?owchart illustrating the operation of an 
authoriZation check to be performed on a remote device in 
accordance with exemplary aspects of the present invention. 
During the authoriZation check on the pervasive device, the 
simpli?ed policies may refer to attributes of resources that are 
not downloaded to the pervasive device. For example, a 
policy may refer to priority orders (resource). The allowed 
actions may depend on whether an order is a priority order or 
not. It may also be the case that the order object downloaded 
to the pervasive device does not include the priority attribute. 
[0073] The question becomes how to deal with missing 
information. One approach is to be permissive and allow 
actions that are not expressively denied. Another approach is 
to be pessimistic and deny anything that depends on missing 
information. Both approaches are viable with different 
tradeoffs. The actions with missing information are captured 
for later on-line validation. During the synchronization or 
when a remote device is eventually connected to the server, 
whether a permissive or pessimistic approach is taken, the 
validation of missing attribute values can be performed by 
re-playing the captured actions. 
[0074] Returning to FIG. 10, operation begins and the 
remote device determines whether more policies are to be 
considered (block 1002). If no more policies are to be con 
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sidered, the remote device denies access (block 1003) and 
operation ends. If more policies are to be considered in block 
1002, the remote device gets the next policy (block 1004) and 
performs an action check (block 1006). If the action check 
fails, operation returns to block 1002 to determine whether 
there are more policies to be considered. 

[0075] If the action check passes in block 1006, the remote 
device performs a member group check (block 1008). If the 
member group check fails, operation returns to block 1002 to 
determine whether there are more policies to be considered. If 
the member group check passes in block 1008, the remote 
device performs a resource group check (block 1010). If the 
resource group check fails, operation returns to block 1002 to 
determine whether there are more policies to be considered. If 
the resource group check passes in block 1010, the remote 
device performs a relationship check (block 1012). If the 
relationship check fails in block 1012, operation returns to 
block 1002 to determine whether there are more policies to be 
considered. However, if the relationship check passes in 
block 1012, the remote device grants access (block 1013) and 
operation ends. 
[0076] Thus, the exemplary aspects of the present invention 
solve the disadvantages of the prior art by providing an autho 
riZation engine in a remote device for mobile authorization 
using policy based access control. To ensure that remote 
devices can enforce consistent authoriZation policies even 
when the devices are not connected to the server, the remote 
device downloads the relevant authoriZation policies when 
the business objects are downloaded and enforces the policies 
when operations are invoked. The memory footprint of down 
loadable authoriZation policies is reduced to ?t onto a 
resource-constrained remote device. A policy evaluation 
engine interprets and enforces the downloaded policies on the 
remote device using only the limited computational resources 
of the remote device. 
[0077] The invention can take the form of an entirely hard 
ware embodiment, an entirely software embodiment or an 
embodiment containing both hardware and software ele 
ments. In one exemplary embodiment, the invention is imple 
mented in software, which includes but is not limited to 
?rmware, resident software, microcode, etc. Furthermore, the 
invention can take the form of a computer program product 
accessible from a computer-usable or computer-readable 
medium providing program code for use by or in connection 
with a computer or any instruction execution system. For the 
purposes of this description, a computer-usable or computer 
readable medium can be any apparatus that can contain, store, 
communicate, propagate, or transport the program for use by 
or in connection with the instruction execution system, appa 
ratus, or device. 

[0078] The medium can be an electronic, magnetic, optical, 
electromagnetic, infrared, or semiconductor system (or appa 
ratus or device) or a propagation medium. Examples of a 
computer-readable medium include a semiconductor or solid 
state memory, magnetic tape, a removable computer diskette, 
a random access memory (RAM), a read-only memory 
(ROM), a rigid magnetic disk, and an optical disk. Current 
examples of optical disks include compact disk-read only 
memory (CD-ROM), compact disk-read/write (CD-R/W), 
and digital video disk (DVD). 
[0079] A data processing system suitable for storing and/or 
executing program code will include at least one processor 
coupled directly or indirectly to memory elements through a 
system bus. The memory elements can include local memory 
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employed during actual execution of the program code, bulk 
storage, and cache memories, Which provide temporary stor 
age of at least some program code in order to reduce the 
number of times code must be retrieved from bulk storage 
during execution. Input/output (I/O) devices (including but 
not limited to keyboards, displays, pointing devices, etc.) can 
be coupled to the system either directly or through interven 
ing l/O controllers. Network adapters may also be coupled to 
the system to enable the data processing system to become 
coupled to other data processing systems or remote printers or 
storage devices through intervening private or public net 
Works. Modems, cable modem and Ethernet cards are just a 
feW of the currently available types of netWork adapters. 
[0080] The description of the present invention has been 
presented for purposes of illustration and description, and is 
not intended to be exhaustive or limited to the invention in the 
form disclosed. Many modi?cations and variations Will be 
apparent to those of ordinary skill in the art. The embodiment 
Was chosen and described in order to best explain the prin 
ciples of the invention, the practical application, and to enable 
others of ordinary skill in the art to understand the invention 
for various embodiments With various modi?cations as are 
suited to the particular use contemplated. 

1. A method, in a data processing system, for mobile autho 
rization using policy based access control, the method com 
prising: 

collecting one or more policies for a remote device based 
on membership of one or more users and membership of 
one or more resources to be doWnloaded to the remote 

device to form a set of collected policies; 
transforming the set of collected policies for the remote 

device to form a set of simpli?ed policies; and 
sending the set of simpli?ed policies to the remote device. 
2. The method of claim 1, Wherein a given policy Within the 

one or more policies includes a policy action group specifying 
a set of actions, and Wherein collecting the one or more 
policies includes ?ltering out the given policy if the set of 
actions is not available on the remote device. 

3. The method of claim 1, Wherein a given policy Within the 
one or more policies includes a policy member group, and 
Wherein collecting the one or more policies includes: 

determining a set of remote device users associated With 
the remote device; and 

?ltering out the given policy if no users Within the set of 
remote device users are in the policy member group. 

4. The method of claim 1, Wherein a given policy Within the 
one or more policies includes a policy resource group, and 
Wherein collecting the one or more policies includes ?ltering 
out the given policy if one or more resources available to the 
remote device are not members of the policy resource group. 

5. The method of claim 1, Wherein a given policy Within the 
one or more policies speci?es a relationship betWeen a user 
and a resource, and Wherein collecting the one or more poli 
cies includes ?ltering out the given policy if a user of the 
remote device does not have the speci?ed relationship With a 
resource available to the remote device. 

6. The method of claim 1, further comprising: 
performing reachability analysis to identify all policies 

Within the one or more policies Where conditions to 
satisfy a policy are reachable on the remote device from 
an initial set of resources doWnloaded to the remote 

device, given operations possible on the remote device 
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7. The method of claim 1, further comprising: 
receiving, at the remote device, one or more simpli?ed 

policies for the remote device and one or more 

resources; 
responsive to a request to perform an action during an 

off-line mode at the remote device, checking the user, 
the resource, and the action against the one or more 
simpli?ed policies; and 

granting the action at the remote device if the user, the 
resource, and the action pass the check. 

8. The method of claim 7, further comprising: 
denying the action at the remote device if the user, the 

resource and the action fail the check. 
9. The method of claim 7, further comprising: 
responsive to a request to perform an action during an 

off-line mode at the remote device, checking a relation 
ship betWeen the user and the resource against the one or 
more simpli?ed policies; and 

granting the action at the remote device if the user, the 
resource, and the action pass the check. 

10. A mobile authorization data processing system, com 
prising: 

a ?ltering component in a server that collects one or more 

policies for a remote device based on membership of one 
or more users and membership of one or more resources 

to be doWnloaded to the remote device to form a set of 
collected policies; 

a transformation component in the server that transforms 
the set of collected policies for the remote device to form 
a set of simpli?ed policies; and 

a communication component in the server sending the set 
of simpli?ed policies to the remote device. 

11. The mobile authorization data processing system of 
claim 10, further comprising: 

an authorization engine in the remote device that receives 
one or more simpli?edpolicies for the remote device and 

one or more resources, checks the user, the resource, and 
the action against the one or more simpli?ed policies 
responsive to a request to perform an action during an 
off-line mode at the remote device, and grants the action 
at the remote device if the user, the resource, and the 
action pass the check. 

12. A computer program product for mobile authorization 
using policy based access control, the computer program 
product comprising: 

a computer usable medium having computer usable pro 
gram code for mobile authorization using policy based 
access control, the computer program product includ 
ing: 

computer usable program code for collecting one or more 
policies for a remote device based on membership of one 
or more users and membership of one or more resources 

to be doWnloaded to the remote device to form a set of 
collected policies; 

computer usable program code for transforming the set of 
collected policies for the remote device to form a set of 
simpli?ed policies; and 

computer usable program code for sending the set of sim 
pli?ed policies to the remote device. 

13. The computer program product of claim 12, Wherein a 
given policy Within the one or more policies includes a policy 
action group specifying a set of actions, and Wherein the 
computer usable program code for collecting the one or more 
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policies includes computer usable program code for ?ltering 
out the given policy if the set of actions is not available on the 
remote device. 

14. The computer program product of claim 12, Wherein a 
given policy Within the one or more policies includes a policy 
member group, and Wherein the computer usable program 
code for collecting the one or more policies includes: 

computer usable program code for determining a set of 
remote device users associated With the remote device; 
and 

computer usable program code for ?ltering out the given 
policy if no users Within the set of remote device users 
are in the policy member group. 

15. The computer program product of claim 12, Wherein a 
given policy Within the one or more policies includes a policy 
resource group, and Wherein the computer usable program 
code for collecting the one or more policies includes com 
puter usable program code for ?ltering out the given policy if 
one or more resources available to the remote device are not 

members of the policy resource group. 
16. The computer program product of claim 12, Wherein a 

given policy Within the one or more policies speci?es a rela 
tionship betWeen a user and a resource, and Wherein the 
computer usable program code for collecting the one or more 
policies includes computer usable program code for ?ltering 
out the given policy if a user of the remote device does not 
have the speci?ed relationship With a resource available to the 
remote device. 

17. The computer program product of claim 12, Wherein 
the computer program product including further includes: 

computer usable program code for performing reachability 
analysis to identify all policies Within the one or more 

Aug. 28, 2008 

policies Where conditions to satisfy a policy are reach 
able on the remote device from an initial set of resources 
doWnloaded to the remote device, given operations pos 
sible on the remote device 

18. The computer program product of claim 12, Wherein 
the computer program product including further includes: 

computer usable program code for receiving, at the remote 
device, one or more simpli?ed policies for the remote 
device and one or more resources; 

computer usable program code for checking the user, the 
resource, and the action against the one or more simpli 
?ed policies responsive to a request to perform an action 
during an off-line mode at the remote device; and 

computer usable program code for granting the action at 
the remote device if the user, the resource, and the action 
pass the check. 

19. The computer program product of claim 18, Wherein 
the computer program product including further includes: 

computer usable program code for denying the action at the 
remote device if the user, the resource and the action fail 
the check. 

20. The computer program product of claim 18, Wherein 
the computer program product including further includes: 

computer usable program code for checking a relationship 
betWeen the user and the resource against the one or 
more simpli?ed policies responsive to a request to per 
form an action during an off-line mode at the remote 
device; and 

computer usable program code for granting the action at 
the remote device if the user, the resource, and the action 
pass the check. 


