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WIRELESS TELEPHONE DATA BACKUP 
SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 
[0002] The invention relates to the backup and restoration 
of data stored in a Wireless telephone, and in particular a 
mobile telephone having data storage capabilities. 
[0003] 2. Description of the Related Art 
[0004] Wireless communication devices, such as mobile 
telephones, have expanded beyond merely mechanisms for 
communication. Many telephones include features enabling 
personal productivity, games and even digital cameras. 
Devices Which include personal productivity applications 
may include data storage for storing the oWner’s personal 
information Within the storage devices. In addition, phones 
noW have the ability to run application programs speci?cally 
designed for phone-based runtime environments. 
[0005] All of an individual’s personal information operated 
on and stored by a user can be considered Within that user’s 
“personal information space.” In this context, a “personal 
information space” is a data store of information customiZed 
by, and on behalf of the user Which contains both public data 
the user puts into their personal space, private events in the 
space, and other data objects such as text ?les or data ?les 
Which belong to the user and are manipulated by the user. The 
personal information space is de?ned by the content Which is 
speci?c to and controlled by an individual user, generally 
entered by or under the control of the individual user, and 
Which includes “public” events and data, those generally 
knoWn to others, and “private” events and data Which are not 
intended to be shared With others. It should be recognized that 
each of the aforementioned criteria is not exclusive or 
required, but de?nes characteristics of the term “personal 
information space” as that term is used herein. In this context, 
such information includes electronic ?les such as databases, 
text ?les, Word processing ?les, and other application speci?c 
?les, as Well as contact information in personal information 
managers, PDAs and cellular phones. 
[0006] One dif?culty users face is that it can be time con 
suming to enter information into a telephone, and once 
entered, the information is subject to loss. If the phone is 
damaged or simply lost by the user, and the time and effort 
spent to enter the information into the phone is lost. Some 
phones come With softWare and data connection cables alloW 
ing users to enter and backup information stored on a tele 
phone by physically connecting the telephone to a personal 
computer. Many of these applications are provided by the 
manufacturer of the phone and are customiZed to interact 
directly With the phone. That is, the application program 
generally speci?cally designed for the telephone to retrieve 
data from the telephone and store it in the application on a 
personal computer. In addition, some third party vendors have 
attempted to make more universal synchronization systems 
that interact With phones through the physical cable. 
[0007] The trouble With these physical connection mecha 
nisms is that the user must consciously remember to physi 
cally connect the phone to the computer on a regular basis in 
order to ensure that the information backed up on the com 
puter is accurate. In addition, the computer itself is subject to 
volatility. The data on the computer may be lost or damaged 
due to hardWare and softWare failures. 
[0008] While phone users generally desire increased func 
tionality in phone based applications, they also desire the 
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applications be relatively easy to use. Even general computer 
based utility applications, such as data back-up applications, 
are advantageous if they are set to run Without signi?cant user 
intervention. An application Which Would alloW Wireless 
phone users to quickly and easily backup their personal infor 
mation stored on the telephone Would be of great commercial 
and technical value. 

SUMMARY OF THE INVENTION 

[0009] The invention comprises a system for backing up 
data on a Wireless telephone having a data store containing a 
user’s personal information. A method and application are 
provided, and various aspects and variations of the system are 
described herein. The invention provides a convenient means 
for a user to ensure that information saved on a Wireless 

phone, and the effort spent to ensure that information is 
entered and correct, are not lost if the phone itself is lost or 
damaged. 
[0010] The invention, in one aspect, comprises a method 
for backing up personal information stored in a telephone. In 
this aspect, the method may include the steps of presenting a 
back-up system user account set-up interface on the phone; 
presenting a backup scheduling interface on the phone; and 
presenting a restore information interface on the phone. 
[0011] In a further aspect, the method may include trans 
mitting phone data to the backup system at user-de?ned inter 
vals, or upon receipt of an indication from backup store that 
changes to data on the data store have occurred. The indicator 
may a result of polling the backup store to determine if 
changes have occurred. 
[0012] The method may further include the step of provid 
ing an interface to the store via the Web to alter data in the data 
store. 

[0013] The method may include further providing a roll 
back interface and an undelete interface. 
[0014] In yet another aspect, the invention is a method for 
storing personal information in a Wireless telephone in a 
backup storage database. In this aspect, the method may 
comprise the steps of: providing a phone agent including an 
automated phone data transmission method capable of regu 
larly transmitting changes to a backup store via a communi 
cations link and a restore method; and responsive to said 
agent, providing changes from the backup store to the Wire 
less telephone. 
[0015] In a still further aspect, the invention is a method for 
maintaining personal information in a Wireless telephone. In 
this aspect, the method includes the steps of establishing a 
user account, the user account identifying the user by an 
unique designation; and transmitting phone data to a backup 
store via a Wireless netWork at regular intervals. 
[0016] In another embodiment, the invention is an applica 
tion for a Wireless telephone. The invention includes an auto 
mated backup process transmitting changes to the backup 
system at user de?ned intervals. In addition, the application 
may include a restore process activated by a user to restore 
information stored on the backup system to the phone. 
[0017] The application may include a rollback phone infor 
mation process Which returns data on the Wireless to a state 
existing on a speci?ed date. The application may further 
include an undelete record process. The application may 
include one or more processes running on a server, a BREW 

agent and/or a JAVA agent or an application designed to 
operate on a proprietary device or operating system (e.g., a 
Symbian operating system.) 
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[0018] In yet another embodiment, the invention is an 
application for storing personal information in a Wireless 
telephone having a data store to a backup system. The appli 
cation includes an automated user account creation method 
accessing the backup system using a unique identi?er for the 
user to create a user account on the backup system; an auto 

mated backup method transmitting changes to the backup 
system at user de?ned intervals; and a restore method provid 
ing user data to a phone. 
[0019] In another embodiment, the invention comprises 
one or more processor readable storage devices having pro 
cessor readable code embodied on said processor readable 
storage devices, said processor readable code for program 
ming one or more processors to perform a method comprising 
the steps of: presenting a backup scheduling interface; trans 
mitting an initial set of phone data and changes to the phone 
data over time to a backup system; and presenting a restore 
information interface. 
[0020] In a still further aspect, the invention is a backup 
system using a unique phone identi?er in conjunction With 
personal information stored for a user. In a further aspect, the 
backup system associates a unique phone identi?er With a 
unique user identi?er. In a still further aspect, the phone 
identi?er, the user identi?er or both are universally unique. In 
a further aspect, the invention includes using an existing 
SyncML client on the phone as the backup client and auto 
creating the user account info on the server. 

[0021] The present invention can be accomplished using 
hardWare, softWare, or a combination of both hardWare and 
softWare. The softWare used for the present invention is stored 
on one or more processor readable storage media including 

hard disk drives, CD-ROMs, DVDs, optical disks, ?oppy 
disks, tape drives, RAM, ROM or other suitable storage 
devices. In alternative embodiments, some or all of the soft 
Ware can be replaced by dedicated hardWare including cus 
tom integrated circuits, gate arrays, FPGAs, PLDs, and spe 
cial purpose computers. 
[0022] These and other objects and advantages of the 
present invention Will appear more clearly from the folloWing 
description in Which the preferred embodiment of the inven 
tion has been set forth in conjunction With the draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] The invention Will be described With respect to vari 
ous exemplary embodiments thereof. Other features and 
advantages of the invention Will become apparent With refer 
ence to the speci?cation and draWings in Which: 
[0024] FIG. 1 is a block diagram illustrating the Wireless 
telephone coupling to a backup server utiliZed in accordance 
With the present invention. 
[0025] FIG. 2 is a How chart illustrating hoW a user might 
sign up for and initially backup data using the system and the 
present invention. 
[0026] FIGS. 3a through 3q are screen shots illustrating 
hoW a user interface Would alloW a user to sign and initially 
backup data in the system of the present invention. 
[0027] FIG. 4 is a How chart illustration a restore process 
utiliZed in accordance With the present invention. 
[0028] FIGS. 5a through 5e illustrate user interface for 
conducting your restore process in accordance With the 
present invention. 
[0029] FIG. 6 is a How chart illustrating a rollback feature 
utiliZed in accordance With the present invention. 
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[0030] FIG. 7 is a How chart illustrating user interaction 
With a Web-based personal information manager to alter the 
data in the backup store and subsequently the information 
stored on the Wireless telephone. 
[0031] FIG. 8 is an alternative embodiment of the process 
shoWn in FIG. 7 illustrating user interaction With a Web -based 
personal information manager Which modi?es user informa 
tion stored on a Wireless telephone. 

[0032] FIG. 9 is a How chart illustrating hoW tWo different 
states of data may occur and options for resolving those 
states. 

[0033] FIG. 10 illustrates a method for implementing a 
backup system using a unique phone identi?er associated 
With user data. 

[0034] FIG. 11 illustrates a method for using a pre-provi 
sioned manufacturer provided SyncML client on a phone to 
communicate With the backup server. 
[0035] FIG. 12 illustrates a method for provisioning a 
manufacturer provided SyncML client on a phone to commu 
nicate With the backup server. 

DETAILED DESCRIPTION 

[0036] The present invention alloWs a user to Wirelessly 
backup personal information stored on a cellular telephone 
using the Wireless communication link, such as a Wireless 
netWork, to Which the phone can connect. The application 
results in a process Which runs generally in the background of 
the user’s phone application and therefore does not inhibit the 
user’s use of the phone. 
[0037] FIG. 1 illustrates a general overvieW of a system for 
implementing the present invention. As shoWn in FIG. 1, a 
Wireless communication device, such as a phone 100, is con 
nected to a Wireless communications link, such as a cellular 
netWork 150, to transmit voice and data communications to 
other devices coupling to the Wireless netWork. Data may be 
transmitted over the netWork in any number of knoWn for 
mats. A server 160 is also provided Which communicates via 
a Wireless link 185 With the telephone via Wireless netWork 
150. Alternatively, server 160 may communicate With phone 
100 via a SyncML server 195. The backup system includes 
the agent 110, the backup store 150 on server 160, and meth 
ods implemented by the agent and server to perform the 
backup, restore and data integrity functions of the invention. 
Other components discussed herein may also be incorporated 
into the system in various embodiments. 
[0038] Phone 100 is provided With a backup application or 
agent 110. Backup agent 110 can be a SyncML communica 
tion client designed to interact With a SyncML server 195 in 
accordance With approved and proposed versions of the Syn 
cML OMA DS speci?cation, including proposed extensions, 
(available at http://WWW.openmobilealliance.org). Altema 
tively, agent 110 can be an application designed to commu 
nicate With server 160 using an existing SyncML client on the 
phone provided by the phone’s manufacturer (as Well as any 
custom extensions supported by such client), or an applica 
tion speci?cally designed to communicate With server 160 via 
another protocol, including a proprietary protocol. In one 
embodiment, the agent 110 is a fully implemented SyncML 
client and server 160 includes a SyncML server. In another 
embodiment, the application 110 is a client application device 
sync agent such as that disclosed in US. Pat. No. 6,671,757. 
In yet another embodiment, the application 110 is a client 
application responsive to control via a broWser in the phone, 
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With the application checking for changes to data on the 
phone and implements the processes described herein. 
[0039] In general, a hardWare structure suitable for imple 
menting server 160, Webserver 180 or SyncML server 195 
includes a processor 114, memory 104, nonvolatile storage 
device 106, portable storage device 110, netWork interface 
112 and I/O device(s) 116. The choice of processor is not 
critical as long as a suitable processor With suf?cient speed is 
chosen. Memory 104 could be any conventional computer 
memory knoWn in the art. Nonvolatile storage device 106 
could include a hard drive, CDROM, CDRW, ?ash memory 
card, or any other nonvolatile storage device. Portable storage 
108 could include a ?oppy disk drive or another portable 
storage device. The computing system may include one or 
more netWork interfaces 112. An example of a netWork inter 
face includes a netWork card connected to an Ethernet or other 
type of LAN. I/O device(s) 114 can include one or more of the 
folloWing: keyboard, mouse, monitor, display, printer, 
modem, etc. SoftWare used to perform the methods of the 
present invention are likely to be stored in nonvolatile storage 
106, portable storage media 110 and/or in memory 104. The 
computing system also includes a database 108, Which can be 
stored in nonvolatile storage 106. In alternative embodiments, 
database 108 is stored in memory 104, portable storage 110 or 
another storage device that is part of the system of FIG. 1 or 
is in communication With the system of FIG. 1. Other alter 
native architectures can also be used that are different from 
that depicted in FIG. 1. Various embodiments, versions and 
modi?cations of systems of FIG. 1 can be used to implement 
a computing device that performs all or part of the present 
invention. Examples of suitable computing devices include a 
personal computer, computer Workstation, mainframe com 
puter, handheld computer, personal digital assistant, pager, 
cellular telephone, smart appliance or multiple computers, a 
storage area netWork, a server farm, or any other suitable 
computing device. There may be any number of servers 1 6011, 
n+1 managed by a system administrator providing a back up 
service in accordance With the present invention. 

[0040] Also provided on server 160 is a backup data store 
510. The backup data store is provided in the non-volatile 
memory space of server 160. While only one backup data 
store computer is shoWn, it should be recogniZed that the store 
may be replicated to or stored over a plurality of computers 
(160n, 160n+l) to ensure that the data thereon is protected 
from accidental loss. It should be understood that the repre 
sentation of the SyncML server 195 and Web sever 180 need 
not require that such servers be provided on different physical 
hardWare than the backup server 160. 

[0041] In accordance With the invention, application agent 
110 communicates personal information and changes made 
to the personal information stored in the data store of the 
telephone 100 to server 160 via the Wireless netWork. Com 
munication of user data from the device may take several 
forms. Where the client is a SyncML client in communication 
With the server 160, communication may take place using the 
standards set forth in the SyncML speci?cation. Changes are 
transmitted on a record-by-record basis or ?eld-by-?eld 
basis. Alternatively, communication may occur via another 
protocol. In an alternative embodiment, agent 110 is a self 
supporting application designed to run as a JAVA or BREW 
agent, or any other device or operating system speci?c agent 
(such as an agent operable on the Symbian Operating sys 
tem). This agent can either include its oWn SyncML client, or 
interact With an existing SyncML client on the telephone. 
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Changes can occur at ?eld level or byte level. Alternative 
embodiments can communicate via alternative protocols via 
the Wireless communications link to store information on the 
backup data base 510. 
[0042] The server 160 stores user data in the backup store in 
a manner Which associates the data With the user of the phone. 
In one embodiment the data is stored in bulkithat is all 
records and information for the user are stored in simple text 
form, or a copy of the entire database from the phone is stored 
on the server. In this embodiment, the server may store any 
number of copies of the data on a date-identi?ed basis. Alter 
natively, the server 160 translates this information into 
change logs, in one embodiment, in accordance With the 
teachings of Us. Pat. No. 6,671,757. This information is 
stored in backup data store 510 on server 160. This informa 
tion is stored in the data store using a unique identi?er (U ID) 
associating the data With the individual user. The identi?er 
may be any randomly selected identi?er, so long as the user is 
uniquely identi?ed, and the data is associated With the user. In 
a further aspect, this user UID may be a universally unique 
identi?er (UU ID), created in a manner described in the afore 
mentioned U.S. Pat. No. 6,671,757 or other manners to create 
a single ID for a given user. 

[0043] Data store 150 can be any form of data storage for 
the user data. In one embodiment, the data store is a simple 
copy of the information stored on the device 100. In another 
embodiment, the data store is a database, such as an object 
database or a relational database. In yet another embodiment, 
the data store is simply a storage container for change logs 
created in accordance With Us. Pat. No. 6,671,757. 
[0044] A Web server 180 alloWing a user on a computer or 
other device 190 having a Web broWser may optionally be 
provided to alloW a user to con?gure aspects of the system of 
the invention. Server 180 may have a hardWare con?guration 
similar to computer 160 and may comprise one or more 
physical computers. Additionally, Web server 180 may be 
integrated With server 160. 
[0045] In general, a ?rst embodiment of the system 
described beloW presents a system Whereby certain aspects of 
the backup system of the present invention are con?gured via 
a phone interface. In each case Where a phone interface is 
used, the system can alternatively be con?gured by a user via 
a Web interface provided by the Web server 180 via the user 
device 190. 
[0046] FIG. 2 illustrates hoW a user interacting With the 
system on the present invention for the ?rst time Would install 
the application and sign up for the backup service provided by 
a system administrator using the backup server 160 and the 
user’s phone 100. In the embodiment of FIG. 2, a user signs up 
for a backup service provided by a system administrator using 
the user’s telephone and the application 110. An alternative 
sign-up process may be implemented by having the user 
initiate service by going to a World Wide Web site adminis 
tered by the system administrator and interacting With or 
being provided by the system server 1 60. Still another method 
for sign up Wouldbe to alloW the user to sign up via a specially 
formatted Wireless Application Protocol site Which can be 
accessed by a WAP broWser on the phone 100. (Another 
approach, discussed beloW With respect to FIGS. 10-12 
involves the automatic creation of a user account using a 

phone unique identi?er.) 
[0047] The system administrator controls and maintains 
the server 160, and provides the agent 110 for the phone. 
Alternatively, the agent may be provided by a phone manu 
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facturer and designed to communicate with server 160 (di 
rectly or thought SyncML server 195). The agent may be 
pre-loaded on the phone prior to distribution by the manufac 
turer or wireless service carrier, or provided for download by 
the administrator via the wireless network. In the latter 
embodiment, a user initially downloads the application from 
a system administrator via the communication link 185. In 
general, wireless carriers now provide many forms of down 
loadable applications for intelligent telephones having the 
ability to run the applications in a BREW or JAVA. BREW 
(Binary Runtime Environment for Wireless) is an open source 
application development platform for wireless devices 
equipped for code division multiple access (CDMA) technol 
ogy. Likewise, JAVA or J2ME (Java 2 Micro Edition) are 
similar platforms from Sun Microsystems. 
[0048] Once the application is installed, at step 202 in FIG. 
2, the user contacts the backup site 160 using the phone 100 
and application 110. The manner in which this might be 
presented to the user is illustrated in FIGS. 3a and 3b. A 
welcome screen is shown in FIG. 3a prompting the user select 
button 302 on wireless phone 300 to move to the “next” 
screen shown in FIG. 3b. 

[0049] As will be understood by those of average skill in the 
art, a cellular telephone 300 shown in FIGS. 3a through 3q 
includes “soft” buttons 302 and 304. The menu items appear 
ing at the lower portion of the screen indicated by reference 
numerals 306 and 308 are the commands which change rela 
tive to the display and are controlled by the application 110 
(and other types) running on the cellular telephone 300. In 
FIG. 3a, a “next” button and a “cancel” button are shown. 
Buttons 302 and 304 control the “next” and “cancel” func 
tions, respectively. 
[0050] Once the user agrees to connect to the site, as shown 
in FIG. 3b, the user is presented with a screen illustrating the 
phone is connecting to the wireless network. The user’s 
mobile number as shown at reference numeral 312 is dis 
played. 
[0051] Returning to FIG. 2, at step 204, the user may be 
prompted to agree to a software license and license for using 
the service. This is illustrated in FIG. 30. If the user does not 
agree at step 206, the process ends. If the user agrees, then at 
step 208, the phone downloads the user number as an ID. At 
step 210, the user selects and con?rms a PIN. This is illus 
trated in FIGS. 3d through 3f In FIG. 3d, the user enters a 
registration PIN into the phone and selects the next command 
by depressing soft button 302. In FIG. 3e, the phone displays 
the enter PIN and prompts the user to save the pin code. The 
user moves on to the next screen by depressing soft button 
302. This screen in shown in FIG. 3f prompting the user to 
select an option for the service to return the PIN to the phone 
should the user forget the PIN. 

[0052] Returning to FIG. 2, following completion of step 
210 in FIG. 2, the user is prompted to set a backup schedule at 
step 212. This setup process is shown in FIGS. 3g through 3j. 
In FIG. 3g, the user is prompted to set the schedule by 
depressing the soft button 302. In FIG. 3h, four options are 
displayed for the user to select a regularly recurring schedule. 
These options are “every day”, “week days”, “weekly”, or 
“unscheduled”. When the user selects the next button in FIG. 
3h, the daily backup screen is shown in FIG. 31'. The daily 
backup allows the user to set a speci?c time for the regularly 
scheduled backups. If the user selects a weekday schedule, 
this time can also occur at the same interval every day. The 
weekly schedules (selection 3 in FIG. 3) function in a similar 
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manner. The “unscheduled” backup option allows the user to 
manually backup information on the phone by manually ini 
tiating the application and sending changes to the backup 
store as illustrated at step 222 in FIG. 2. In yet another 
embodiment, the scheduling can be to provide backup data to 
the server every time the user changes information on the 
phone. 
[0053] In yet another embodiment, scheduling is at least 
partially controlled by the server 160. In this embodiment, 
when the user attempts to set a scheduling time, the server 160 
checks a separately kept record of the backup transmission 
schedules of other users to ensure that load balancing of the 
transmissions of various users occurs on the server. If, for 

example, a user desires to send backup data every day at 8 
AM, and a number of users desire the same time, the system 
can instruct the application 110 to alter its schedule in a 
manner which does not signi?cantly impact the schedule for 
the user. This change can ensure that the server 160 has 

suf?cient communications bandwidth and processing power 
to handle concurrent requests which may be occurring at or 
near the same scheduling time as the user’s selected time 

[0054] In another embodiment, backup scheduling is con 
trolled entirely by the server. In this aspect, the user is not 
provided with an interval selection, and the server can sched 
ule interval backups (at regular, irregular or arbitrary times). 
In yet another embodiment, backup data is transmitted at 
some point after each change to the phone’s data store. 

[0055] Again returning to FIG. 2, once the backup sched 
uled has been set at step 212 in FIG. 2, the initial backup 
information must be stored on the server 160. This occurs at 

step 214 and is illustrated in FIGS. 3j through 3m. In FIG. 3j, 
once the setup is complete, the user is prompted to press the 
“next” soft button 302 to begin the initial backup process. 
Upon depressing the “next” soft button 302 as shown in FIG. 
3k, the phone connects to the backup server 160, and at FIG. 
3l the information is transmitted to the backup server. The 
items ?eld 320 shown in the screen in FIG. 3l keeps a running 
count of the items being sent to backup server 160. When the 
backup is complete, FIG. 3m shows the status screen dis 
played by the phone upon completion of the backup process. 
[0056] At this point, at the lower portion of the screen, soft 
buttons 302 and 304 present the user with a “backup now” 
option, allowing the user to manually send information to the 
phone as indicated at step 222 in FIG. 2, and a “options” 
button. The “options” button allows the user to select various 
administrative functions in accordance with the backup pro 
cess. For example, the options might allow the user to change 
the schedule of the backup process, due to the user’s mobile 
number account which is identi?ed to the backup system 160, 
change the user PIN, access the help feature, or access infor 
mation about the agent 110. 

[0057] Returning to FIG. 2, once the status screen is shown 
in FIG. 216, the user may continue to use this telephone in the 
manner that the user is normally accustomed to. At a later 
point and time as indicated by the dashed interval between 
steps 216 and 218, the backup interval set by the user’s sched 
ule will be reached. At this point, changes and additions and 
deletions will be sent to the backup store. This is illustrated in 
FIGS. 311 through 3q. In FIG. 3n, the application may display 
a status screen to the user, in FIG. 30 display that it is con 
necting to the backup server 160, in FIG. 3p display the items 
being backed up, and in FIG. 3q display the status of the 
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backup as completed. It should be recognized that the interval 
218 may in fact comprise a manually initiated event as shown 
at step 222. 
[0058] It should be further recognized that steps 218 and 
220 may occur in the background, and no indication may be 
provided to the user. That is, once the backup interval is 
reached, the phone may simply doWnload additions, deletions 
or changes to the user and keep a record of When it performed 
its last backup so the user can check to ensure that the backup 
process is running on a regular basis. The matter of interaction 
betWeen the application and the user (eg how much infor 
mation the application provides to the user about its activities) 
can be selected by the user. In an alternative embodiment, an 
indicator such as a “pop-up” information message may be 
provided to the user at competition of the backup. Users can 
select Whether and hoW often to receive information mes 
sages. 
[0059] FIG. 4 shoWs a How chart overvieW of the restore 
process utilized in accordance With this present invention. 
FIGS. 5a through 5e illustrate the steps Which a user might 
vieW at a user interface during the restore process.At step 402, 
the user activates the application. This may occur, for 
example, When a user obtains a neW telephone or the memory 
of the user’s current telephone is Wiped out for some unknoWn 
reason. Once the user activates the application, a status screen 
as shoWn in FIG. 5a is displayed. 
[0060] Returning to FIG. 4, at step 404, the device agent 
transmits the user’s unique identi?er to the server. In step 406, 
the identi?er is indicated as being the user’s phone number 
and this identi?es the user to the backup system. Alterna 
tively, the method may prompt the user to indicate Whether 
the user has previously set up an account With the system 
administrator and request the user’s original identi?er and 
PIN. As this is an initial use of the application on a phone 
containing no user data, in one embodiment, the server can 
recognize that no data is present in the phone and prompt the 
user to do a restore, the application Will promptly recognize 
the user as an account holder at step 406. The application Will 
then prompt the user to enter a PIN at step 420. This is 
illustrated in FIG. 50. 
[0061] Once the user enters the PIN at step 408, data Will be 
restored to the device in step 410. This is illustrated in FIG. 5d 
Which indicates to the user that the application is “restoring” 
the information to the phone. FIG. 5e shoWs a status screen 
displaying to the user that the information has in fact been 
returned to the user’s phone. 
[0062] Alternative embodiments of the restore process may 
be utilized as Well. In one alternative, the restore process may 
include providing information to a phone Which has had 
information entered on it more recently than the backup 
store’s state of the user’s data. Suppose, for example, a user 
may has an account created With information in the backup 
store Which creates a backup state, for example “state 1”, at a 
given time. If the user needs to perform a restoreisuch as if 
the user looses a phone and purchases a neW oneithe restore 
process could simply provide the state 1 information to the 
device. If, hoWever, the user manually enters information on 
to the device thereby creating a discordance betWeen the state 
1 information in the backup store and the more recently 
entered phone data. 
[0063] In this discordance case, in one alternative, the state 
1 information can be provided to the phone While ignoring 
any neW information entered by the user on the phone 
(thereby making the backup store the primary information 
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container and ignoring changes on the phone). In a second 
alternative, the agent can recognize that the phone is not 
equivalent to the phone used by the user to create the state 1 
information (using for example a unique identi?er for the 
phone, such as that discussed beloW, or some other means of 
identifying the neW phone stateisuch as a user selection). 
Once the phone’s state is established, the user’s personal 
information stored in the phone is sent to the backup store, a 
process running on the server can resolve discrepancies or 
duplicates, and then Write the neW state of the user’s data to 
the phone. In another alternative, the information on both the 
device and the backup store can be merged. In this latter 
alternative, a possibility of duplicate entries exists, and a 
mechanism for dealing With such duplicate entries (such as 
identifying them to the user and requesting Which of the 
duplicates to keep) may be provided. Selection betWeen such 
options may be given to the user during the setup process or 
under the options menu in the application or during restore, or 
on the Web. 

[0064] Additionally, the system can provide additional 
options alloWing the user to roll back the user’s personal data 
to a particular date and time. This functionality can be imple 
mented in a number of Ways, but is particularly suited to use 
in the system of the present invention as implemented using 
the backup technology disclosed in Us. patent application 
Ser. No. 09/641,028, U.S. patent application Ser. No. 09/642, 
615 and Us. Pat. No. 6,671,757. The numerous advantages 
ofthe data backup technology in the Us. Pat. No. 6,671,757 
are discussed therein. HoWever, it Will be recognized that 
using such technology, one can re-create user data back to a 
particular date. Using such technology, the system starts With 
a ?rst change-log or data package identi?ed With a user and 
sequentially performs the actions de?ned therein on the data 
stored therein, searching for the change or date in question. 
When such change is reached, the item is “rolledback.” In this 
embodiment, a bookkeeping log may be kept in order to 
remove future changes for this object from later change logs 
associated With the user, or one could note the state of the 
record in its rolled-back state and add a neW “modify” 
change-log to the datastore using the pre-rollback “current 
version” as the base. Alternatively, this feature may also be 
implemented using any number of other technologies, such a 
technology Which stores all changes associated With the user, 
and during restore function only returns the most recent 
changes or recent setup data to the user. Alternatively, the data 
store may store a complete set of data for eachbackup the user 
makes, though this often provides a relatively data intensive 
scheme. 

[0065] This rollback option as illustrated in FIG. 6, once the 
use activates the application in step 602, the phone sends the 
unique identi?er of the user (in one embodiment, the phone 
number) as the user identi?er to the backup store 510 at step 
660. At step 608, the application presents the user With an 
option to rollback a single or a group of contacts for a par 
ticular date. As step 608, once the user enters the PIN and the 
date of the rollback, and selects a single or group of contacts 
to be rolled back, the application restores the data from the 
storage server at step 610. Alternatively, the state of the data 
just prior to the performance of the rollback can itself be 
stored prior to the rollback function being performed. In a 
further embodiment, the agent can provide a “remember PIN” 
option, and store the PIN locally so the user does not need to 
re-enter the pin for each rollback or other identi?cation func 
tion. 
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[0066] In alternative embodiments of the invention, a Web 
interface may allow access to the backup store and the user 
may implement the rollback function via the Web interface. 
For example, the interface can display a list of dates of each 
sync and the number of records or ?elds synced, and alloW the 
user to roll back an individual or collective dated group of 
contacts to their state on a particular date. This interface can 
also be implemented via a WAP speci?c interface for the 
phone 100. 
[0067] FIG. 7 and FIG. 8 shoW yet another embodiment of 
the present invention When a user can optionally modify the 
data in the backup store using a separate interface. In one 
embodiment, the interface is a World Wide Web-based per 
sonal information manager Which uses as its data source the 
backup store information or a mirror of such information 
Which synchronizes to the backup store to modify the data in 
the backup store. 
[0068] In FIG. 7, the user, at step 702 accesses a Web-based 
interface to the backup information data in the backup data 
base. At step 704, the user modi?es records Which are initially 
generated from the user’s Wireless phone 100 using the Web 
interface and the changes are stored in the backup database. 
At some point in the future, as indicated by the dashed line 
betWeen steps 704 and 706, the user (or scheduler, in auto 
mated or controlled scheduling embodiments) activates the 
application on the phone 100 and at step 708, the phone 
transmits the user identi?er such as the phone number to the 
system. Once the system server 160 recogniZes that the par 
ticular user is a member of the system, the option to upload 
neW and changed contacts Which have been changed by the 
Web access at step 702 is presented to the user. After the user 
enters a personal information number at step 702, and con 
?rms the upload process, data is installed on the device at step 
712. Alternatively, the upload need not be con?rmed, may be 
prompt-less, or optionally prompt the user. In another 
embodiment, changes to the data store 150 can be made by 
using any of a number of commercially available products 
Which alloW data access to a users softWare personal infor 
mation manager application, such as that described in US. 
Pat. No. 6,671,757. Such products extract information from 
personal information managers such as Microsoft Outlook 
and transfer it to alternative formats Which can be read by 
other applications. 
[0069] FIG. 8 shoWs an alternative embodiment of the pro 
cess in FIG. 7. Steps 702 and 704 occur as in the process 
illustrated in FIG. 7. In this embodiment, the application is 
active in the background on the phone and does not present 
the user With an option until the phone receives an SMS 
message at step 808 indicating to the application that changes 
to the data on the server have occurred. SMS (Short Message 
Service) is a service for sending messages of up to 160 char 
acters (224 characters if using a 5-bit mode) to mobile 
phones. Following step 808, tWo optional processes may 
occur. At step 810, the user may be presented With an option 
to retrieve neW and changed contacts from the server 160, and 
the information may be sent upon entry of the user’s PIN at 
step 812 and con?rmation of the upload process. When this 
occurs, data is installed in the device at step 814. Alterna 
tively, as shoWn by line at 816, once the phone receives the 
SMS message indicating that changes to the data have 
occurred on the server, the agent Will intercept the SMS 
message and retrieve changes made to the data store via the 
Web interface automatically; the data may be installed on the 
device Without any user intervention. Whether the application 
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takes the manual route indicated by process line 818 or the 
automatic route indicated by process line 816 may be an 
option Which user selects in a setup process Which Was not 
heretofore described in the setup of the application, or Which 
is con?gured by the user administrator. 

[0070] In a still further embodiment, the phone agent 100 
may not Wait for an SMS message but may simply periodi 
cally poll the server to determine Whether changes have 
occurred to the backup store. 

[0071] In yet another embodiment, the polling may deter 
mine Whether changes have occurred on the phone relative to 
the backup data store, and transmit those changes to the data 
store. This embodiment is shoWn in FIG. 9. As shoWn therein, 
if a user modi?es a record on the phone at step 902 and 
subsequently modi?es a record on the backup store using the 
Web interface at step 904, both before any changes on either 
the store or the phone are exchanged With the respective other 
device, the tWo states (state 1 and state 2) Will be out of sync. 
At some time after the modi?cations at steps 902 and 904 as 
indicated by the dashed line betWeen step 902, 904 and 908, 
With the application active in the background of the phone, 
some indication of the changes Will occur. This is represented 
at step 908 and may occur When the phone receives an SMS 
message indicating changes have occurred, the polling of the 
server discussed above occurs, or the timed backup interval is 
reached. At this step 808, changes betWeen the phone and the 
backup store are exchanged. As in FIG. 8, the data may be 
exchanged With user intervention (steps 910 and 912) or 
Without (914). In addition, the conflict state discussed above 
With respect to the discordance case may occur, and the reso 
lutions discussed above may likeWise be implemented in this 
embodiment. 

[0072] In a still further embodiment, the SMS message may 
instruct the phone to doWnload any changes made to the 
phone since it’s last backup transmission to the backup store. 
[0073] A still further embodiment of the invention provides 
automation of the sign-up, account access and backup pro 
ces ses based on a unique phone identi?er or phone UID Which 
alloWs the system to determine more detailed functional 
information about the phone. In this embodiment, a phone 
UID may be associated With a user UID. In a further embodi 
ment, the phone UID may be a universally unique phone ID 
(or phone UUID). In one embodiment, the phone UUID may 
comprise an IMEI or ESN. Each GSM phone contains an 
IMEIiIntemational Mobile Equipment Identity number. 
This is a unique identi?er assigned to all GSM devices. The 
IMEI is like a serial number and is used by the netWork to 
identify the handset (in conjunction With the SIM ID). The 
SIM ID is provided on a Subscriber Identity Module Which is 
a small, stamp-siZe “smart car ” used in a GSM phone. The 
SIM card contains a microchip that stores data that identi?es 
the caller to the netWork service provider. The data is also 
used to encrypt voice and data transmissions, making it nearly 
impossible to listen in on calls. The SIM can also store phone 
book informationiphone numbers and associated names. 

[0074] CDMA phones also have an individual identi?ca 
tion number, the ESN. This number can be found on the back 
of a handset under the battery and is usually eight digits long, 
combining letters and numbers. 
[0075] The GSM Association (GSMA) has the role of the 
Global Decimal Administrator allocating International 
Mobile Equipment Identity Numbers (IMEI) to manufactur 
ers for use in GSM. IMEI numbers are assigned to individual 










