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METHOD AND AGENT FOR THE 
PROTECTION AGAINST THE 

UNAUTHORIZED USE OF COMPUTER 
RESOURCES 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a divisional of US. patent appli 
cation Ser. No. 09/622,959 ?led Feb. 25, 1999, entitled 
Method and Agent for the Protection Against the Unautho 
riZed Use of Computer Resources Which claims priority to 
PCT/IL99/00113 ?led Feb. 25, 1999 Which claims priority to 
Israel Application 123512 ?led Mar. 2, 1998. 

TECHNICAL FIELD OF THE INVENTION 

[0002] The present invention relates to the security man 
agement of computers. More particularly, the invention 
relates to a method and an agent for preventing the access to 
the use of computer resources by hostile applications. 

BACKGROUND OF THE INVENTION 

[0003] The Internet has developed very much both in 
respect of its contents and of the technology employed, since 
it began a feW years ago. In the early days of the Internet, Web 
sites included text only, and after a While graphics Was intro 
duced. As the Internet developed, many compressed stan 
dards, such as pictures, voice and video ?les, Were developed 
and With them programs used to play them (called “players”). 
Initially, such ?les Were doWnloaded to the user’s Workstation 
only upon his request, and extracted only by the appropriate 
player, and after a speci?c order from the user. 
[0004] When, in the natural course of the development of 
the World Wide Web the search for a Way to shoW nicer, 
interactive and animated Web Pages began, Sun Microsys 
tems Inc. developed Javaia language that alloWs the Web 
master to Write a program, a list of commandsiNetWork 
Executablesithat Will be doWnloaded to the user Worksta 
tion most of the time Without his knowledge, and executed by 
his broWser at his Workstation. The executables are used, e. g., 
to provide photographic animation and other graphics on the 
screen of the Web surfer. Such executables have Ways of 
approaching the user Workstation’s resources, Which lead to a 
great security problem. Although some levels of security 
Were de?ned in the Java language, it Was very soon that a huge 
security hole Was found in the language. 
[0005] Since Java Was developed, Microsoft developed 
ActiveX, Which is another Network Executable format, also 
doWnloaded into the Workstation. ActiveX has also security 
problems of the same kind. 
[0006] The Internet has been ?ooded With “NetWork 
Executables” Which may be doWnloadedideliberately or 
Without the knoWledge of the usersiinto Workstations 
Within organizations. These codes generally contain harmless 
functions. Although usually safe, they may not meet the 
required security policy of the organiZation. 
[0007] Once executed, codes may jam the netWork, cause 
considerable irreversible damage to the local database, Work 
stations and servers, or result in unauthoriZed retrieval of 
information from the servers/Workstations. Such elements 
may appear on Java applets, ActiveX components, DLLs and 
other object codes, and their use is increasing at an unparal 
leled pace. The majority of these small programs are doWn 
loaded into the organiZation unsolicited and uncontrolled. 
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The enterprise has no Way of knoWing about their existence or 
execution and there is no system in place for early detection 
and prevention of the codes from being executed. 
[0008] The problem is made Worse, in some cases, by the 
existence of large intranets and LANs, Which may also be 
used by unauthoriZed persons to access Workstations and 
perform hostile activities thereon. 
[0009] The security problem Was solved partially by the 
broWser manufactures Which alloW the user to disable the use 
of executables. Of course this is not a reasonable solution, 
since all the electronic commerce and advertising are based 
on the use of executables. 

[0010] In three copending patent applications of the same 
applicants hereof, IL 120420, ?led Mar. 10, 1997, IL 121815, 
?led Sep. 22, 1997, and IL 122314, ?led Nov. 27, 1997, the 
descriptions of Which are incorporated herein by reference, 
there are described methods and means for preventing unde 
sirable Executable Objects from in?ltrating the LAN/ WAN in 
Which We Work and, ultimately, our Workstation and server. IL 
122314 further provides a method for enforcing a security 
policy for selectively preventing the doWnloading and execu 
tion of undesired Executable Objects in an individual Work 
station. 
[0011] While much has been done in the abovementioned 
patent applications toWard protecting the individual Worksta 
tion, one problem yet remained unsolved: the hostile use of 
local resources by applications Which have passed any earlier 
security check (e.g., a gateWay security policy), because they 
did not contravene such security policy, or by applications 
Which have not passed through an earlier check point (such as 
a gateWay equipped With a security policy check, as described 
in the aforementioned Israeli patent applications), either 
because such earlier point of check is not available, or 
because the application has been loaded directly on the Work 
station. Such hostile use of CPU resources may lead to dam 
age to the data, operation and hardWare of the Workstation 
and, under the conditions contemplated above, may go unde 
tected until the damage is done. 
[0012] It is an object of the present invention to provide a 
method and agent Which overcomes the aforesaid draWbacks 
of prior art methods, and Which provides effective protection 
at the Workstation level. 
[0013] It is another object of the present invention to pro 
vide a method and an agent Which can be used effectively to 
prevent the hostile use of Workstation resources by applica 
tions running on said Workstation. 
[0014] Other objects and advantages of the invention Will 
become apparent as the description proceeds. 

SUMMARY OF THE INVENTION 

[0015] In one aspect, the invention is directed to a method 
for preventing an hostile use of computer resources by an 
application running on a Workstation, comprising the steps of: 

[0016] a) providing a list of services that are not alloWed 
for access by unspeci?ed applications; 

[0017] b) When such unspeci?ed application runs on the 
Workstation, preventing said application from accessing 
any resource directly; 

[0018] c) analyZing any direct or indirect request for 
access to speci?c services, to determine Whether such 
request is alloWable according to the list de?ned under a) 
above; 

[0019] d) if the request is alloWable, alloWing the Work 
station to process it; and 
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[0020] e) if the request is not allowable, preventing the 
unspeci?ed application from accessing the requested 
resource; 

Wherein said resource may be any local or remote resource, 
including, but not limited to, memory allocation, ?les, direc 
tories, operations With ?les and directories, such as copy, 
delete or compress, or any other operation leading to a change 
in the Workstation or its periphery. Illustrativeibut not limi 
tative4examples of such operations include access to system 
?les, con?guration information, netWork communications, 
hardWare equipment (?oppy, modem, etc.), CMOS data 
(time, date, etc.), or the use of resources such as memory 
allocation, process creation, threads creation, use of exces 
sive CPU time, use of excessive disk space, use of excessive 
netWork communication, and use of excessive graphical 
resources and use of system or application con?guration. 
[0021] According to a preferred embodiment of the inven 
tion the list of services is provided as a look-up table. 
[0022] By “unspeci?ed application” it is meant to indicate 
an application that is not speci?cally identi?ed in a pre-set list 
of applications. According to a preferred embodiment of the 
invention, said pre-set list of applications includes a list of 
resources Which each application may utiliZe. 
[0023] In another aspect, the invention is directed to an 
agent for protecting a Workstation against the hostile use of 
computer resources by an unspeci?ed application running on 
said Workstation, comprising: 

[0024] a) means for detecting an unspeci?ed application 
or a module of an application running on the Worksta 

tion; 
[0025] b) means for determining the requests for 

resources to be used by said unspeci?ed application; 
[0026] c) means for identifying chain requests for 

resources utiliZation, Wherein said chain requests com 
prise requests made by resources called by said unspeci 
?ed application; 

[0027] d) means for determining Whether requests made 
directly by said unspeci?ed application are alloWable; 

[0028] e) means for determining Whether requests made 
indirectly, as chain requests, by said unspeci?ed appli 
cation Would be not alloWable if made directly by said 
unspeci?ed application; and 

[0029] f) means for preventing said chain request from 
being processed, if it is determined that the request is not 
alloWable, or that it Would not be alloWable if made 
directly by said unspeci?ed application, and for alloW 
ing its processing if otherWise determined. 

[0030] According to a preferred embodiment of the inven 
tion, the means for determining Whether requests made 
directly or indirectly by said unspeci?ed application are 
alloWable comprise a look-up table including a list of services 
that are not alloWed for access by unspeci?ed applications. In 
another preferred embodiment of the invention, the agent 
comprises a pre-set list of applications including a list of 
resources that each application may utiliZe. 
[0031] All the above and many other characteristics and 
advantages of the invention, Will be better understood through 
the folloWing illustrative and non-limitative examples of pre 
ferred embodiments thereof, With reference to the appended 
draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0032] FIG. 1 schematically illustrates different applica 
tions and their requests and related operations; 
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[0033] FIG. 2 schematically illustrates a detail of an illus 
trative application that Will cause machine malfunctioning; 
and 
[0034] FIG. 3 illustrates a situation in Which indirect unal 
loWable resource exploitation is attempted. 

DETAILED DESCRIPTION OF THE INVENTION 

[0035] Examples of such situations are exempli?ed in 
FIGS. 1-3. Referring to FIG. 1, three different applications 
are shoWn, marked APP1 through APP3. The process takes 
place at three different levels: the user mode (indicated by 
“U.M.”), the kernel mode (indicated by “K.M.”), and the 
hardWare (indicated by “H.W.”). The three different modes 
are schematically separated in the ?gure by straight lines. The 
APP1, APP2 andAPP3 applications operate in the user mode. 
APP1 is an “open ?le” I/O request. This request is passed on 
to the I/O manager, Which, in turn, refers to the disk(s) to 
perform the required operation. A ?lter (indicated as “S7 
Filter” in the ?gure) analyZes the request to determine 
Whether it is permissible according to the security policy. If it 
is permissible, it is alloWed to proceed to the I/O manager, 
Which processes the request With the disk(s). 
[0036] APP2, on the other hand, makes a request involving 
the netWork, i.e., and “open connection to the ?le server” 
request. The netWork manager is alloWed to process this 
request only if the ?lter S7 has determined that it is permis 
sible. Similarly, APP3 makes a memory allocation request, 
Which is examined by the ?lter and, if permissible, is passed 
on to the memory manager and then acted upon in connection 
With the memory. 
[0037] The operation of the various requests in the kernel 
mode and vis-a-vis the hardWare, after the ?lter has examined 
and alloWed them, is the same as With conventional opera 
tions in everyday computer, is Well knoWn to the skilled 
person, and therefore is not described herein in detail, for the 
sake of brevity. 
[0038] Looking noW at FIG. 2, a detail of an illustrative 
application that Will cause machine malfunctioning is shoWn. 
In this example APP 1 generates 1000 requests to generate 
neW processes. If the system of the invention is not present, 
the 1000 requests Will be passed on to the CPU by the Process 
Manager, and Will use all the resources of the CPU, thus 
holding the Work of the machine. If the ?lter of the invention 
is present, hoWever, it may be pre- set to alloW the generation 
of only a limited number of processes by the same applica 
tion. Therefore, if a number of neW processes are requested by 
a single application, Which exceeds the preset limit, the ?lter 
S7 Will not alloW it to pass on to the process manager, thus 
avoiding the exhaustion of the resources of the machine. 
[0039] FIG. 3 illustrates a situation in Which indirect unal 
loWable resources exploitation is attempted. In this example 
APP 1 is of a type that is not alloWed to send a request to the 
I/O Manager. If it attempts to do so, it is stopped by the S7 
Filter, unless the request complies With the Security Policy 
preset With S7. APP1 may therefore be programmed so as to 
effect an interprocess communication, viZ., to communicate 
its request to a further process, APPX, Which is permitted to 
make the request thatAPP1 is not alloWed to make, to the I/O/ 
Manager. In this case, the S7 ?lter betWeen the User Mode 
and the Kernel Mode is bypassed. In order to prevent such an 
occurrence, a further ?lter S7 is located betWeen all commu 
nicating processes, and stops any request that is passed on to 
one process to the other (in the example, from APP1 to 
APPX), and Which the ?rst process is not alloWed to make 
directly. 
[0040] Of course, as Will be apparent to the skilled person, 
the ?lter S7 is not a physical ?lter, but rather a logical one. 
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Logical ?lters of this kind can be provided in a plurality of 
Ways, using many different analysis processes and criteria, 
Which Will be predetermined by the skilled person according 
to the particular requirements of the system involved. 
[0041] All the above description and examples have there 
fore been provided for the purpose of illustration only, and are 
not intended to limit the invention in any Way, except as 
de?ned by the appended claims. 
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. A method for preventing hostile use of computer 
resources by an application running on a Workstation, com 
prising: 

providing a ?lter on a Workstation for receiving internal 
requests for computer resources resident on the Work 

station; 
receiving at the ?lter a request for access from an applica 

tion resident on the Workstation, the request for access 
identifying a computer resource resident on the Work 

station, 
determining if the request for access has exceeded a pre-set 

threshold identifying a limited number of processes that 
may be initiated by the application; 

allowing access to the requested computer resource if the 
request for access has not exceeded the pre-set thresh 
old; and 

preventing access to the requested computer resource if the 
request for access has exceeded the pre-set threshold. 

10. The method of claim 9, Wherein the application from 
Which the request for access is received comprises an 
unspeci?ed application doWnloaded to the Workstation from 
a source external to the Workstation, the unspeci?ed applica 
tion not identi?able in a pre-set list of hostile applications. 

11. The method of claim 9, Wherein the requested computer 
resource is selected from the group consisting of a memory 
allocation, a ?le, and a directory. 

12. The method of claim 9, Wherein the requested computer 
resource is selected from the group consisting of a copy 
command, a delete command, and a compress command. 

13. The method of claim 9, Wherein the requested computer 
resource comprises an operation that When performed leads 
to a permanent change in the Workstation. 

14. The method of claim 9, Wherein receiving the request 
comprises receiving a direct request generated by the 
unspeci?ed application. 

15. The method of claim 9, Wherein receiving the request 
comprises receiving an indirect request generated by the 
unspeci?ed application. 

16. A Workstation for preventing hostile use of computer 
resources by an application running on the Workstation, com 
prising: 

a memory operable to store one or more applications; and 
a processor in communication With the memory and oper 

able to: 
in response to a received request for access, determine if 

the request has exceeded a pre-set threshold identify 
ing a limited number of processes that may be initi 
ated by an application; 
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alloW access to the requested computer resource if the 
request for access has not exceeded the pre-set thresh 
old; and 

prevent access to the requested computer resource if the 
request for access has exceeded the pre-set threshold. 

17. The Workstation of claim 16, Wherein at least one of the 
one or more applications comprise an unspeci?ed application 
doWnloaded to the Workstation from a source external to the 
Workstation, the unspeci?ed application not identi?able in a 
pre-set list of hostile applications. 

18. The Workstation of claim 16, Wherein the requested 
computer resource is selected from the group consisting of a 
memory allocation, a ?le, and a directory. 

19. The Workstation of claim 16, Wherein the requested 
computer resource is selected from the group consisting of a 
copy command, a delete command, and a compress com 
mand. 

20. The Workstation of claim 16, Wherein the requested 
computer resource comprises an operation that When per 
formed leads to a permanent change in the Workstation. 

21. The Workstation of claim 16, Wherein the request from 
the unspeci?ed application comprises a direct request. 

22. The Workstation of claim 16, Wherein the request from 
the unspeci?ed application comprises an indirect request. 

23. Logic for preventing hostile use of computer resources 
by an application running on a Workstation, the logic encoded 
in media and operable When executed to: 

provide a ?lter on a Workstation for receiving internal 
requests for computer resources resident on the Work 

station; 
receive at the ?lter a request for access from an application 

resident on the Workstation, the request for access iden 
tifying a computer resource resident on the Workstation, 

determine if the request for access has exceeded a pre-set 
threshold identifying a limited number of processes that 
may be initiated by the application; 

alloW access to the requested computer resource if the 
request for access has not exceeded the pre-set thresh 
old; and 

prevent access to the requested computer resource if the 
request for access has exceeded the pre-set threshold. 

24. The logic of claim 23, Wherein the application from 
Which the request for access is received comprises an 
unspeci?ed application doWnloaded to the Workstation from 
a source external to the Workstation, the unspeci?ed applica 
tion not identi?able in a pre-set list of hostile applications. 

25. The logic of claim 23, Wherein the requested computer 
resource is selected from the group consisting of a memory 
allocation, a ?le, and a directory. 

26. The logic of claim 23, Wherein the requested computer 
resource is selected from the group consisting of a copy 
command, a delete command, and a compress command. 

27. The logic of claim 23, Wherein the requested computer 
resource comprises an operation that When performed leads 
to a permanent change in the Workstation. 

28. The logic of claim 23, Wherein receiving the request 
comprises receiving a direct request generated by the 
unspeci?ed application. 

29. The logic of claim 23, Wherein receiving the request 
comprises receiving an indirect request generated by the 
unspeci?ed application. 

* * * * * 


