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FIELD CLASSIFICATION 
a 

210 '- TARGET DATA 

ARTIFACT TYPE MASTER DATA CONFIGURATION 
VALIDITY 

220 Q FORMAT 

MIGRATION 
CORRUPTION 

230 __ ARTIFACT TYPE SEE FIGURE 3A 
QUALIFIER 

240- SOURCE 

250 ~ AGE 

IMPACT DATA INTEGRITY 
SECURITY 
RELIABILITY 

260 Q CAPABILITY 

REQUIREMENTS 
MIGRATION 
PERFORMANCE 

270 --~ BUSINESS PROCESS 

280 '- OPEN DATE 

290 "_ FOCUS AREA SEE FIGURE 38 

Fig. 2 
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TABLE 2: ARTIFACT TYPE TO QUALIFIER CLASSIFICATION MAPPING: 

WHEN ARTIFACT TYPE= THEN ARTIFACT TYPE QUALIFIER OPTIONS ARE: 

MASTER DATA 
CONFIGURATION 

' INCORRECT 

' MISSING 

' CONFUSING l MISLEADING INFORMATION 
(PROVIDED BY CUSTOMER) 

' CONFUSING I MISLEADING INFORMATION 
(PROVIDED BY COMPONENTI SYSTEM) 

VALIDITY INCORRECT (FROM COMPONENT) 
INCORRECT (FROM CUSTOMER) 
INCORRECT (CREATED BY TEST) 
CONFUSING I MISLEADING INFORMATION 
(CUSTOMER) 

' CONFUSING I MISLEADING INFORMATION 
(COMPONENT I SYSTEM) 

' WITHDRAWN I NOT NOTIFIED (BY CUSTOMER) 
' WITHDRAWN I NOT NOTIFIED 

(BY COMPONENT I SYSTEM) 
' WITHDRAWN I OVERLOOKED 
' EXPIRED I NOT NOTIFIED (BY CUSTOMER) 
' EXPIRED I NOT NOTIFIED 

(BY COMPONENT I SYSTEM) 
' EXPIRED I OVERLOOKED 

FORMAT ' INCORRECT (CREATED BY TEST) 
' INCORRECT (FROM COMPONENT) 
' INCORRECT (FROM CUSTOMER) 
' CONFUSING I MISLEADING INFORMATION 

(CUSTOMER) 
' CONFUSING I MISLEADING INFORMATION 

(COMPONENT I SYSTEM) 
MIGRATION - INCORRECT (MAPPING) 

- MISSING (MAPPING) 

CORRUPTION ' CORRUPTION SOURCE KNOWN I LOGIC 
CORRECTED (CUSTOMER) 

' CORRUPTION SOURCE KNOWN I LOGIC 
CORRECTED (COMPONENT I SYSTEM) 

' CORRUPTION SOURCE KNOWN I LOGIC 
CORRECTED (CREATED BY TEST) 

' CORRUPTION SOURCE UNKNOWN (CUSTOMER) 
' CORRUPTION SOURCE UNKNOWN 

(COMPONENT I SYSTEM) 
' CORRUPTION SOURCE UNKNOWN 

(CREATED BY TEST) 

Fig. 3A 
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TABLE 3: CALCULATED FIELD LOGIC FOR FOCUS AREA FIELD 

FOCUS AREA: COMPRISED OF FAILURES WITH THE FOLLOWING 
QUALIFIERS: 

SKILL I TRAINING / ' INCORRECT (CREATED BY TEST) 
PROCESS ' MISSING 

' EXPIREDIOVERLOOKED 

' WITHDRAWNIOVERLOOKED 

COMMUNICATION ' EXPIRED I NOT NOTIFIED (BY CUSTOMER) 
° EXPIRED I NOT NOTIFIED 

(BY COMPONENTS I SYSTEM) 
' WITHDRAWN I NOT NOTIFIED 

(BY CUSTOMER) 
' WITHDRAWN I NOT NOTIFIED 

(BY COMPONENT / SYSTEM» 
COMPONENT I SYSTEM ' CORRUPTION SOURCE KNOWN I LOGIC 

CORRECTED (COMPONENT I SYSTEM) 
' CORRUPTION SOURCE UNKNOWN 

(COMPONENTS I SYSTEM) 
' CONFUSING I MISLEADING INFORMATION 
(COMPONENT I SYSTEM) 

CUSTOMER - CORRUPTION sOURCE KNOWN / LOGIC 
CORRECTED (CUSTOMER) 

- CORRUPTION sOURCE UNKNOWN 
(CUSTOMER) 

- CONFUSING / MISLEADING INFORMATION 
(CUSTOMER) 

Fig. 3B 
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FIELD CLASSIFICATION 

41 O'? TARGET ENVIRONMENT 

ARTIFACT TYPE CONFIGURATION I DEFINITION 
CONNECTIVITY 

420 —~ SYSTEM / COMPONENT COMPLETENESS 
SECURITY PERMISSIONS I DEPENDENCIES 
REBOOT/ RESTART/ RECYCLE 
CAPACITY 
CLEAR / REFRESH 
MAINTENANCE 

430 __ ARTIFACT TYPE SEE FIGURE 5A 
QUALIFIER 

440~ SOURCE 

450 -—~ AGE 

IMPACT DATA INTEGRITY 
SECURITY 
RELIABILITY 

460 '* CAPABILITY 

REQUIREMENTS 
MIGRATION 
PERFORMANCE 

470 -~ BUSINESS PROCESS 

480 '_ OPEN DATE 

490 '“ FOCUS AREA SEE FIGURE 58 

Fig. 4 
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WHEN ARTIFACT TYPE= THEN ARTIFACT TYPE QUALIFIER OPTIONS ARE: 

CONFIGURATION I 
DEFINITION 

' INCORRECTLY DEFINED 

MISSING ELEMENTS 
CONFUSING I MISLEADING INFORMATION 
DEFAULT TAKEN (BUT INADEQUATE) 
REQUIREMENT I CHANGE UNKNOWN I NOT 
DOCUMENTED 

CONNECTIVITY INCOMPATIBILITY 
INCORRECTLY DEFINED 
CONFUSING I MISLEADING INFORMATION 
DEFAULT TAKEN (BUT INADEQUATE) 
MISSING ELEMENTS 
REQUIREMENT / CHANGE UNKNOWN I NOT 
DOCUMENTED 

SYSTEM / COMPONENT 
COMPLETENESS 

' MISSING ELEMENTS 
' PRESENT-BUT INCORRECTLY ENABLED 
PRESENT-BUT NOT ENABLED 

SECURITY DEPENDENCY INCORRECTLY DEFINED 
MISSING ELEMENTS 
CONFUSING / MISLEADING INFORMATION 
RESET OR RESTORE 
PERMISSIONS NOT REQUESTED 
REQUIREMENT I CHANGE UNKNOWN I NOT 
DOCUMENTED 

REBOOTI RESTART I 
RECYCLE 

' DIAGNOSTICS INADEQUATE 
' RECOVERY INADEQUATE 

CAPACITY INCORRECTLY DEFINED 
MISSING (DEFAULT TAKEN) 
CONFUSING I MISLEADING INFORMATION 
REQUIREMENT I CHANGE UNKNOWN I NOT 
DUCUMENTED 

CLEAR I REFRESH SCHEDULED 
UNSCHEDULED 

MAINTENANCE ' SCHEDULED 

' UNSCHEDULED 

Fig. 5A 
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FOCUS AREA: COMPRISED OF FAILURES WITH THE FOLLOWING 
QUALIFIERS: 

SKILL I TRAINING I 
PROCESS 

INCORRECT 
MISSING 
INCOMPATIBILITY 
DEFAULT TAKEN (BUT INADEQUATE) 
PERMISSIONS NOT REQUIRED 

COMMUNICATION REQUIREMENTS I CHANGE UNKNOWN I NOT 
DOCUMENTED 

COMPONENT I SYSTEM CONFUSING I MISLEADING INFORMATION 
UNSCHEDULED 
DIAGNOSTIC INADEQUATE 
RECOVERY INADEQUATE 
RESET OR RESTORE 
PRESENT, BUT INCORRECTLY ENABLED 
PRESENT. BUT NOT ENABLED 
SCHEDULED 
UNSCHEDULED 

Fig. 5B 

FIELD 

610 '- TARGET 

CLASSIFICATION 

CODE / CONTENT - REQUIREMENTS I DESIGN I CODE 
CODE I CONTENT - BUILD / PACKAGE 
CODE I CONTENT - USER DOCUMENTATION 
CODE I CONTENT - NATIONAL LANGUAGE SUPPORT 

ARTIFACT TYPE 

620 ' 

ASSIGMENT/ INITIALIZATION 
CHECKING 
ALGORITHM I METHOD 
FUNCTION I CLASS I OBJECT 
TIME SERIALIZATION 
INTERFACE I O - 0 MESSAGES 
RELATIONSHIP 
EDITORIAL 
TECHNICAL 
NAVIGATIONAL 
PROCESS CONFORMANCE 

Fig. 6A 
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CODE INTEGRATION ‘’ 
MAINTENANCE / FIX DEPENDENCIES 

620 __ SHIPPED FILES 
PACKAGING SCRIPTS 
INSTALL I UPGRADE DEPENDENCIES 
MEDIA 
TRANSLATION 
CHARACTER HANDLING 
USER INTERFACE 
LANGUAGE EXPECTATION 
ENABLEMENT 

630__ ARTIFACT TYPE MISSING 
QUALIFIER INCORRECT 

EXTRANEOUS 

640- SOURCE 

650- AGE 

IMPACT DATA INTEGRITY 
SECURITY 

660 i RELIABILITY 
CAPABILITY 
REQUIREMENTS 
MIGRATION 
PERFORMANCE 

__ BUSINESS 

670 PROCESS 

680 —— OPEN DATE 

690 — FOCUS AREA SEE FIGURE 78 

Fig. 6B 
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FOCUS AREA: COMPRISED OF FAILURES WITH THE FOLLOWING 
ARTIFACT TYPE AND ARTIFACT TYPE COMBINATIONS: 

MISSING FUNCTION I CLASS I OBJECT 
MISSING INTERFACE I 0-0 MESSAGES 
MISSING TIMING I SERIALIZATION 
MISSING RELATIONSHIP 

INCORRECT FUNCTION I CLASS / OBJECT 
INCORRECT INTERFACE I 0-0 MESSAGES 
INCORRECT TIMING / SERIALIZATION 
INCORRECT RELATIONSHIP 

MISSING ALGORITHM I METHOD 
MISSING CHECKING 
INCORRECT ALGORITHM I METHOD 
MISSING ASSIGMENT I INITIALIZATION 

CODING I CODE ' INCORRECT ASSIGMENT! INITIALIZATION 
INSPECTION ' INCORRECT CHECKING 
ACTIVITIES 

REQUIREMENTS 

HIGH LEVEL DESIGN 

LOW LEVEL DESIGN 

.... 

Fig. 7A 

TABLE 38: CALCULATED FIELD LOGIC FOR FOCUS AREA FIELD WHENTARGET 
= "BUIL I PACKAGE" 

FOCUS AREA: COMPRISED OF FAILURES WITH THE FOLLOWING 
ARTIFACT TYPE: 

PROCESS ' PROCESS CONFORMANCE 
' SHIPPED FILES 

MERGE I INTEGRATION ' CODE INTEGRATION 

INPUT SPECIFICATION ' MAINTENANCE I FIX DEPENDENCIES 
' PACKAGING SCRIPTS 

' INSTALL! UPGRADE DEPENDENCIES 

NON-SOFTWARE ' MEDIA 

Fig. 7B 
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TABLE 3C: CALCULATED FIELD LOGIC FOR FOCUS AREA FIELD WHEN TARGET 
= "USER DOCUMENTATION" 

FOCUS AREA: COMPRISED OF FAILURES WITH THE FOLLOWING 
ARTIFACT TYPE: 

USEABILITY/ ' EDITORIAL 
EASE OF USE ' NAVIGATIONAL 

SPECIFICATIONS I ' TECHNICAL 
TECH INSTRUCTION 

Fig. 7C 

TABLE 3D: CALCULATED FIELD LOGIC FOR FOCUS AREA FIELD WHEN TARGET 
= "NATIONAL LANGUAGE SUPPORT" 

FOCUS AREA: COMPRISED OF FAILURES WITH THE FOLLOWING 
ARTIFACT TYPE: 

TRANSLATION / ' TRANSLATION 
INTERPRETATION ' LANGUAGE EXPECTATION 

SOFTWARE CAPABILITY ' CHARACTER HANDLING 
' USER INTERFACE 

PROCESS ' ENABLEMENT 

Fig. 7D 
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ARTIFACT TYPE 1 

ARTIFACT TYPE 2 

ARTIFACT TYPE 3 

ig. 10 

A 

CURVE 2 

CURVE 3 

11 1g. 
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1500 ( START ) f 
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IDENTIFY DEFECT "1510 
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DEFECT RESOLUTION METHODOLOGY 
TARGET ASSESSMENT PROCESS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is related to US. patent application 
Ser. No. , Attorney Docket No. ROC920060237US1, 
entitled “DEFECT RESOLUTION METHODOLOGY AND 
DATA DEFECTS QUALITY/RISK METRIC MODEL 
EXTENSION,” ?led on even date herewith by Kathryn Allyn 
Bassin et al. This related patent application is herein incor 
porated by reference in its entirety. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The present invention generally relates to computer 
systems, and more speci?cally to the analysis of defects in 
computer software products. 
[0004] 2. Description of the Related Art 
[0005] While software systems continue to grow in siZe and 
complexity, business demands continue to require shorter 
development cycles. This has led software developers to com 
promise on functionality, time to market, and quality of soft 
ware products. Furthermore, the increased schedule pressures 
and limited availability of resources and skilled labor can lead 
to problems such as incomplete design of software products, 
inef?cient testing, poor quality, high development and main 
tenance costs, and the like. This may lead to poor customer 
satisfaction and a loss of market share for software develop 
ers. 

[0006] To improve product quality, many organizations 
devote an increasing share of their resources to testing and 
identifying problem areas related to software and the process 
of software development. Accordingly, it is not unusual to 
include a quality assurance team in software development 
projects to identify defects in the software product during, 
and after development of a software product. By identifying 
and resolving defects before marketing the product to cus 
tomers, software developers can assure customers of the reli 
ability of their products, and reduce the occurrence of post 
sale software ?xes such as patches and upgrades which may 
frustrate their customers. 

[0007] Software testing may involve verifying the correct 
ness, completeness, security, quality, etc. of a product. During 
testing, a technical investigation may be performed by, for 
example, executing a program or application with the intent to 
?nd errors. If errors are found, one or more areas in the 

software code may be identi?ed based on the errors. There 
fore, developers may alter the code in the identi?ed regions to 
obviate the error. 

[0008] After a defect has been ?xed, data regarding the 
defect, and the resolution of the defect, may be stored in a 
database. The defects may be classi?ed and analyZed as a 
whole using, for example, Orthogonal Defect Classi?cation 
(ODC). ODC is a commonly used complex quality assess 
ment schema for understanding code related defects uncov 
ered during testing. However, defects may occur due to a wide 
variety of reasons, for example, data and environment related 
factors. Therefore, because ODC is limited to analyZing only 
code defects it does not provide any meaningful, multifaceted 
analysis of key focus areas related to software development 
such as risks of moving the project forward, testing effective 
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ness, testing ef?ciency, consumer satisfaction, readiness of a 
system for production, and the like. 
[0009] Accordingly, what is needed are improved methods 
and systems for classifying defects and identifying problem 
areas in the development cycle. 

SUMMARY OF THE INVENTION 

[0010] The present invention generally relates to computer 
systems, and more speci?cally to the analysis of defects in 
computer software products. 
[0011] One embodiment of the invention provides a 
method for analyZing defects associated with a software sys 
tem. The method generally comprises identifying one or more 
defects during testing of a software product, classifying each 
defect into one of a plurality of classes of defects, storing 
descriptions of each defect in a data structure, wherein the 
descriptions comprise the classi?cation of the defects, and 
analyZing a class of defects stored in the data structure to 
determine a cause for one or more of the defects within the 

class of defects. 
[0012] Another embodiment of the invention provides a 
computer readable storage medium comprising a defect 
analysis tool which, when executed, performs operations for 
analyZing defects associated with a software system. The 
operations generally comprise identifying one or more 
defects during testing of a software product, classifying each 
defect into one of a plurality of classes of defects, storing 
descriptions of each defect in a data structure, wherein the 
descriptions comprise the classi?cation of the defects, and 
analyZing a class of defects stored in the data structure to 
determine a cause for one or more of the defects within the 

class of defects. 
[0013] Yet another embodiment of the invention provides a 
system generally comprising a defect data collection tool, a 
defect analysis tool, and a data structure coupled with the 
defect data collection tool and the defect analysis tool. The 
data structure is con?gured to receive descriptions of defects 
identi?ed during testing of a software system from the defect 
data collection tool, the descriptions comprising a classi?ca 
tion of each defect into one of a plurality of classes of defects. 
The defect analysis tool is con?gured to access the data struc 
ture and analyZe a class of defects stored in the data structure 
to determine a cause for one or more of the defects within the 

class of defects. 
[0014] A further embodiment of the invention provides a 
method for analyZing defects associated with a software sys 
tem. The method generally comprises installing a defect data 
collection tool for testing the software project. The defect 
data collection tool is con?gured to describe defects identi 
?ed during testing, the description of each defect comprising 
a classi?cation of the defect into one of a plurality of prede 
termined classes of defects, and storing the description of 
each defect in a data structure. The method further comprises 
installing a defect analysis tool, the defect analysis tool being 
con?gured for analyZing the defects stored in the data struc 
ture for determining a cause for one or more of the defects 
within a class of defects. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] So that the manner in which the above recited fea 
tures, advantages and objects of the present invention are 
attained and can be understood in detail, a more particular 
description of the invention, brie?y summarized above, may 
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be had by reference to the embodiments thereof Which are 
illustrated in the appended drawings. 
[0016] It is to be noted, hoWever, that the appended draW 
ings illustrate only typical embodiments of this invention and 
are therefore not to be considered limiting of its scope, for the 
invention may admit to other equally effective embodiments. 
[0017] FIG. 1 illustrates an exemplary system for defect 
data collection and analysis, according to an embodiment of 
the invention. 
[0018] FIG. 2 illustrates exemplary ?elds of a data structure 
con?gured to retain defect data for data defects, according to 
an embodiment of the invention. 
[0019] FIG. 3A illustrates exemplary artifact types and arti 
fact type quali?ers for data defects according to an embodi 
ment of the invention. 
[0020] FIG. 3B illustrates exemplary focus areas for data 
defects according to an embodiment of the invention. 
[0021] FIG. 4 illustrates exemplary ?elds of a data structure 
con?gured to retain defect data for environment defects, 
according to an embodiment of the invention. 
[0022] FIG. 5A illustrates exemplary artifact types and arti 
fact type quali?ers for environment defects according to an 
embodiment of the invention. 
[0023] FIG. 5B illustrates exemplary focus areas for envi 
ronment defects according to an embodiment of the inven 
tion. 
[0024] FIGS. 6A and 6B illustrate exemplary ?elds of a 
data structure con?gured to retain defect data for code 
defects, according to an embodiment of the invention. 
[0025] FIGS. 7A-7D illustrate exemplary focus areas for 
code defects according to an embodiment of the invention. 
[0026] FIG. 8 illustrates an exemplary bar graph generated 
to analyZe defects according to an embodiment of the inven 
tion. 
[0027] FIG. 9 illustrates an exemplary bar graph generated 
during focus area analysis, according to an embodiment of the 
invention. 
[0028] FIG. 10 illustrates an exemplary graph generated to 
determine the trends of artifact types over time, according to 
an embodiment of the invention. 
[0029] FIG. 11 illustrates another exemplary graph gener 
ated during trends over time over time according to an 
embodiment of the invention. 
[0030] FIG. 12 illustrates another exemplary bar graph gen 
erated during focus area analysis, according to an embodi 
ment of the invention. 
[0031] FIG. 13 illustrates an exemplary bar graph gener 
ated during artifact analysis, according to an embodiment of 
the invention. 
[0032] FIGS. 14 A-C illustrate exemplary graphs generated 
during trends over time over time according to an embodi 
ment of the invention. 
[0033] FIG. 15 is a How diagram of exemplary operations 
performed during defect classi?cation, according to an 
embodiment of the invention. 
[0034] FIG. 16 is a How diagram of exemplary operations 
performed during defect analysis, according to an embodi 
ment of the invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0035] Embodiments of the invention are generally related 
to computer systems, and more speci?cally to the analysis of 
defects in computer softWare products. Defects uncovered 
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during softWare testing may be stored in a data structure as 
data defects, code defects, or environment defects, along With 
further data describing a particular nature of the defects. The 
defects may be analyZed to determine a particular problem 
area causing the defects. If a particular class of defects is 
determined to be the dominant class of defects encountered 
during testing, an analysis path of that class of defects may be 
folloWed to determine a cause for the defects in the respective 
class. Therefore, corrective measures tailored to resolving the 
defects associated With the determined cause may be taken. 

[0036] In the folloWing, reference is made to embodiments 
of the invention. HoWever, it should be understood that the 
invention is not limited to speci?c described embodiments. 
Instead, any combination of the folloWing features and ele 
ments, Whether related to different embodiments or not, is 
contemplated to implement and practice the invention. Fur 
thermore, in various embodiments the invention provides 
numerous advantages over the prior art. HoWever, although 
embodiments of the invention may achieve advantages over 
other possible solutions and/or over the prior art, Whether or 
not a particular advantage is achieved by a given embodiment 
is not limiting of the invention. Thus, the folloWing aspects, 
features, embodiments and advantages are merely illustrative 
and are not considered elements or limitations of the 
appended claims except Where explicitly recited in a claim(s). 
Likewise, reference to “the invention” shall not be construed 
as a generaliZation of any inventive subject matter disclosed 
herein and shall not be considered to be an element or limi 
tation of the appended claims except Where explicitly recited 
in a claim(s). 
[0037] One embodiment of the invention is implemented as 
a program product foruse With a computer system such as, for 
example, the system shoWn in FIG. 1 and described beloW. 
The program(s) of the program product de?nes functions of 
the embodiments (including the methods described herein) 
and can be contained on a variety of computer-readable 
media. Illustrative computer-readable media include, but are 
not limited to: (i) information permanently stored on non 
Writable storage media (e.g., read-only memory devices 
Within a computer such as CD-ROM disks readable by a 
CD-ROM drive); (ii) alterable information stored on Writable 
storage media (e.g., ?oppy disks Within a diskette drive or 
hard-disk drive); and (iii) information conveyed to a com 
puter by a communications medium, such as through a com 
puter or telephone netWork, including Wireless communica 
tions. The latter embodiment speci?cally includes 
information doWnloaded from the Internet and other net 
Works. Such computer-readable media, When carrying com 
puter-readable instructions that direct the functions of the 
present invention, represent embodiments of the present 
invention. 

[0038] In general, the routines executed to implement the 
embodiments of the invention, may be part of an operating 
system or a speci?c application, component, program, mod 
ule, object, or sequence of instructions. The computer pro 
gram of the present invention typically is comprised of a 
multitude of instructions that Will be translated by the native 
computer into a machine-readable format and hence execut 
able instructions. Also, programs are comprised of variables 
and data structures that either reside locally to the program or 
are found in memory or on storage devices. In addition, 
various programs described hereinafter may be identi?ed 
based upon the application for Which they are implemented in 
a speci?c embodiment of the invention. HoWever, it should be 



US 2008/0201611A1 

appreciated that any particular program nomenclature that 
follows is used merely for convenience, and thus the inven 
tion should not be limited to use solely in any speci?c appli 
cation identi?ed and/or implied by such nomenclature. 

I. DEFECT CLASSIFICATION 

[0039] In order to analyZe defects and derive meaningful 
data therefrom, defects may be classi?ed, and data related to 
the defect and resolution of the defect may be collected and 
stored as the defects are encountered. As previously dis 
cussed, defects may occur due to a number of reasons includ 
ing, but not limited to, erroneous code, erroneous data, erro 
neous environmental conditions, and the like. Therefore, 
when a defect is encountered it may be classi?ed as, for 
example, a code defect, data defect, environment defect, etc. 
Further descriptions of the defect may also be included to 
identify a particular nature of the defect. 
[0040] FIG. 1 is a diagram illustrating an exemplary defect 
identi?cation process according to an embodiment of the 
invention. Defects may be identi?ed, for example, by a tester 
110 testing a software system. Tester 110 may be, for 
example, a quality assurance engineer trained to test software 
products to identify defects. In one embodiment, tester 110 
may be a customer using the product. Tester 110 may execute 
one or more programs or applications associated with the 
software product on a testing machine 111 con?gured to test 
the software product. Upon identifying a defect, tester 110 
may store data 141 regarding the identi?ed defect in a data 
structure 120. For example, in one embodiment, tester 110 
may classify the defect as a data defect and store information 
related to the data defect in data structure 120. 
[0041] Data structure 120 may be representative of any 
collection of data regardless of the particular physical repre 
sentation. By way of illustration, the data structure 120 may 
be organiZed according to a relational schema (accessible by 
SQL queries) or according to an XML schema (accessible by 
XML queries). However, the invention is not limited to a 
particular schema and contemplates extension to schemas 
presently unknown. As used herein, the term “schema” 
generically refers to a particular arrangement of data. 
[0042] Data structure 120 may be contained in any one of 
computers 111 and 131 shown in FIG. 1. In one embodiment 
of the invention, data structure 120 may be contained in a 
server. Computers 111 and 131, and a server containing data 
base 120 may be connected to a network, for example, a Local 
Area Network (LAN), the internet, and the like, for exchang 
ing defect data. 
[0043] In one embodiment of the invention, tester 110 may 
notify a developer 130 of the software product regarding the 
identi?ed defect. Tester 110 may send a request for defect 
resolution 142, for example, via email, to developer 130 to 
notify developer 130 that a defect has been identi?ed. Devel 
oper 130 may retrieve the defect data 141 stored in data 
structure 120 by tester 110 and perform operations to resolve 
the defect. For example, developer 130 may alter code of the 
software product, migrate data, include one or more missing 
components to the software system, and the like. After a 
defect is resolved, developer 130 may store further data 143 
regarding the defect and resolution of the defect in data struc 
ture 120. 

[0044] One skilled in the art will recogniZe that embodi 
ments of the invention are not limited by the particular pro 
cess of identifying and resolving defects illustrated in FIG. 1. 
Generally, any reasonable method for identifying defects 
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associated with a software product, resolving the defect, and 
storing data regarding the defect and resolution of the defect 
in a data structure fall within the purview of the invention. For 
example, in one embodiment, product testing and defect reso 
lution may be performed by the same person, for example, 
developer 130. 
[0045] The following sections describe exemplary classi? 
cation schemes for each of data defects, code defects, and 
environment defects. One skilled in the art will recogniZe 
however, that classi?cation is not limited to the classes iden 
ti?ed herein. More generally, any reasonable number and 
types of classi?cation may be implemented based on the 
nature of the software system that is tested. 

A. Classi?cation of Data Defects 

[0046] As previously discussed, defects in software prod 
ucts may occur due to a wide variety of reasons. One such 
reason may be defects in data required for operating the 
software product. For example, data defects may occur due to 
factors such as availability, validity, corruption, etc. of data 
associated with the software product. When a defect emanat 
ing from data related issues is identi?ed, the defect may be 
classi?ed as a data defect and stored in data structure 120. In 
addition to identifying a defect as a data defect, further 
descriptions of the particular nature of the data defect may 
also be stored in data structure 120. 
[0047] FIG. 2 illustrates an exemplary arrangement of data 
structure 200 for storing information related to data defects. 
Data structure 200 may be an example of a data structure 120 
of FIG. 1. As illustrated, each entry in data structure 200 may 
include a plurality of ?elds for classifying a defect. For 
example data structure 200 may include a TARGET ?eld 210 
for identifying a class of the defect. Defect classes may 
include, for example, code defects, environment related 
defects, data defects, and the like. Because data structure 200 
illustrates the classi?cation of data defects, the further clas 
si?cation options shown in data structure 200 are related to 
data defects. For other classes of defects the same or different 
classi?cation options may be provided. 
[0048] Data structure 200 may include an ARTIFACT 
TYPE ?eld 220 to further describe a data defect. Exemplary 
artifact type descriptions of data defects may include, for 
example, master data con?guration defects, validity defects, 
format defects, data migration defects, data corruption 
defects, and the like, as shown in ?eld 220 FIG. 2. A data 
defect may be described by any one of the artifact types listed 
above. 
[0049] Master data con?guration defects may result from 
data associated with a software product being improperly 
interlocked, coordinated, or otherwise set up. Therefore, data 
may be added or deleted to a system executing the software 
product to resolve the defect. For example, the software prod 
uct may be con?gured to access a particular database. If the 
database is not set up and available to the software product, a 
master data con?guration type data defect may occur. 
[0050] Validity type data defects may occur due to the use 
of expired, withdrawn, or otherwise incorrectly used data. For 
example, the software system may access data that is ‘old’ and 
no longer valid. This may occur, for example, if the data is 
altered and the altered data is not available to the software 
system. Therefore, the software product may access an older 
version of the data. Validity type data defects may be resolved 
by making the proper data available to the software system 
executing the software product. 



US 2008/0201611A1 

[0051] Format type data defects may arise from the use of 
an incorrect data format such as, for example, an incorrect 
date format, character length, character type, and the like. For 
example, the software product may be con?gured to prompt a 
user for a numerical value. HoWever, the software product 
may be con?gured to accept only integer type numerical 
values. If a decimal type data value is entered, the softWare 
product may receive incorrect data. 
[0052] Migration type data defects may occur if data is not 
migrated correctly, for example, due to a problem With data 
mapping. Such data defects may be resolved by properly 
mapping and remigrating data. For example, a softWare prod 
uct may be con?gured to link With a database to retrieve data 
therefrom. Migration type data defects may occur if an incor 
rect link is provided, thereby making the database unavailable 
to the softWare product. In contrast, Master Data Con?gura 
tion data defects may occur if the data itself is corrupted. 

[0053] Corruption type data defects may occur due to unin 
tended changes made to data. For example, an individual data 
record, or group of data records may be overlaid With another 
set of data due to some softWare, logic, or hardWare failure. 
Therefore, the original data must be made available to the 
softWare product in order for the softWare product to function 
properly. 
[0054] Data structure 200 may also include an ARTIFACT 
TYPE QUALIFIER ?eld 230 to further describe the artifact 
type. FIG. 3A illustrates exemplary artifact type quali?ers for 
the artifact types shoWn in ?eld 220 of FIG. 2. For example, 
the artifact type quali?ers for master data con?guration type 
defects may include data defects arising from incorrect data, 
missing data, confusing or misleading data provided by a 
customer, confusing or misleading data provided by the sys 
tem or a component, and the like. 

[0055] Artifact type quali?ers for validity type data defects 
may include data defects arising due to incorrect data, con 
fusing/misleading information, WithdraWn data, expired data, 
and the like. Each of the categories may be further classi?ed 
based on a source of the error, for example, a component, 
customer, system, and the like, as illustrated in FIG. 3A. 

[0056] Artifact type quali?ers for format type data defects 
may include data defects arising from incorrect data, confus 
ing or misleading data, and the like. Each of these categories 
may be further classi?ed based on a source of the error, for 
example, a customer, component, system, or errors created by 
the test, as illustrated in FIG. 3A. Migration type data defects 
may be classi?ed as defects arising from incorrect mapping of 
data, missing mapping of data, and the like, as illustrated in 
FIG. 3A. 

[0057] Artifact type quali?ers for corruption type data 
defects may be classi?ed based on knoWledge of the source of 
corruption and Whether a correction Was made to prevent the 
source of corruption. Corruption sources may include, for 
example, customers, system, component, and errors created 
by test, as illustrated in FIG. 3A. 

[0058] Data structure 120 may further include a focus area 
?eld 290. Focus area ?eld 290 may identify a particular area 
in Which improvements to the softWare development process 
may be made to obviate the occurrence of defects. In one 
embodiment of the invention focus area ?eld 290 may be 
calculated based on the input in one or more of ?elds 210-280. 
Exemplary focus areas may include Skills/Training/Process, 
communication, components/ system, and customers, as illus 
trated in FIG. 3B. 
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[0059] Each identi?ed focus area may include a further 
description a particular aspect of the focus area affected by 
the defect. For example, referring to FIG. 3B, Skills/Training/ 
Process may require improvements to avoid data defects 
resulting from one of incorrect, missing, expired/overlooked, 
Withdrawn/overlooked data, and the like. Communications 
may be improved to properly communicate information 
regarding one of expired and WithdraWn data betWeen any one 
of customers, components, the system, etc., as illustrated in 
FIG. 3B. 
[0060] The component/System focus area may require 
improvements to avoid data defects arising knoWn corruption 
sources, unknoWn corruption sources, and confusing or mis 
leading information provided by a component/system, as 
illustrated in FIG. 3B. The customer focus area may require 
improvements to avoid data defects arising knoWn corruption 
sources, unknoWn corruption sources, and confusing or mis 
leading information provided by a customer, as illustrated in 
FIG. 3B. 

B. Classi?cation of Environment Defects 

[0061] FIG. 4 illustrates a data structure 400 for classi?ca 
tion of environment defects. Data structure 400 may be an 
example of a data structure 120 of FIG. 1. Accordingly, data 
structure 400 is shoWn having a target ?eld 410 set to envi 
ronment defect. Therefore, the remaining ?elds in data struc 
ture 400 are shoWn With classi?cation options for environ 
ment defects. 
[0062] An artifact type ?eld 420 may provide options for 
further de?ning an environment defect. Exemplary artifact 
types for environment defects may include, for example, 
environment defects that arise as a result of errors in con?gu 
ration/de?nition, connectivity, system or component com 
pleteness, security permissions or dependencies, reboot/re 
start/recycle, capacity, clear/refresh, maintenance, and the 
like, as shoWn in FIG. 4. 
[0063] A con?guration/de?nition type environment defect 
may arise due to, for example, incorrect scripts used to bring 
up the environment, missed table entries, and the like. There 
fore, changes may be made to the de?nition or con?guration 
of the environment to resolve the defect. 
[0064] Connectivity type environment defects may arise if 
incorrect or incomplete scripts are de?ned betWeen and 
across systems. For example, a ?rst component of a system 
may be incompatible With a second component of the system, 
thereby preventing a proper connection betWeen the compo 
nents. Such connectivity defects may be resolved by, for 
example, installing appropriate softWare or upgrading the 
components to alloW connectivity. Connectivity type code 
defects may also arise from improperly de?ned protocols for 
communication betWeen components. Therefore, such con 
nectivity defects may be corrected by de?ning an appropriate 
protocol. 
[0065] System or component completeness type environ 
ment defects may arise for example, if a particular functional 
capability is delivered to a softWare system, but the functional 
capability is not present in a component or the system because 
it is not added properly, corrected, or enabled. Such errors 
may result from defects in the build/package code for the 
softWare system rather than improper con?guration. Accord 
ingly, the building or integration code for the system may be 
altered to resolve the error. 

[0066] Security permissions or dependency type environ 
ment defects may arise if system access is blocked due to 




























