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A ?rst computer of a plurality of computers in a server com 
puter system may be associated With a ?rst user on an exclu 
sive basis. An administrator of the server computer system 
may utiliZe an administrative user interface in order to specify 
the association. Associating the ?rst computer With the ?rst 
user on the exclusive basis may prevent users other than the 
?rst user from using the ?rst computer. In response to receiv 
ing a request from the ?rst user to connect to the server 
computer system, the system may operate to determine that 
the ?rst computer is associated With the ?rst user on the 
exclusive basis and may assign the ?rst computer to the ?rst 
user. Once the ?rst computer has been assigned to the ?rst 
user, the ?rst user can begin using the ?rst computer. In some 
embodiments the ?rst computer may be a physical computer. 
In other embodiments the ?rst computer may be a virtual 
machine. 
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Receive information specifying a pool size N for the server computer 
& 

l 
Create a pool of N free virtual machines on the server computer 

@ 

l 
Maintain the number of free virtual machines in the pool at the pool size 

N as users connect and disconnect from the server computer 

% 

FIG. 5 
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Table 1 

‘me Active Users Free VM’s 
T1 0 2 
T2 1 2 
T3 2 2 
T4 3 1 
T5 4 0 

Table 2 

‘me Active Users Free VM’s 
T1 0 2 
T2 1 2 
T3 2 2 
T4 3 2 
T5 4 1 

Table 3 

‘me Active Users Free VM’s 
T1 0 2 
T2 1 2 
T3 2 2 
T4 3 1 
T5 4 1 

Table 4 

Time Active Users Free VM’s 
T1 0 2 
T2 1 2 
T3 2 2 
T4 3 2 
T5 4 2 
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Create a ?rst virtual machine 

@ 

V 

Display administrative user interface of management software 
& 

i 
Associate the first virtual machine with a ?rst user on an exclusive basis 

in response to the user input to the admin user interface (Store 
information indicating users other than the first user cannot use the ?rst 

virtual machine) 
& 

FIG. 6A 
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Receive a ?rst request from the first user to connect to the server 
computer system 
w 

i 
Determine that the ?rst virtual machine is associated with the first user 

on the exclusive basis 

% 

l 
Assign the first virtual machine to the ?rst user 

% 

Receive a second request from the ?rst user to disconnect from the 
server computer system 

a 

i 
De-assign the ?rst virtual machine from the first user in response to the 
second request, but still maintain the first virtual machine for future 

connections by the first user 
w 

FIG. 6B 
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Select a first virtual machine on a ?rst server computer to transfer 

w 

i 
Hibernate the first virtual machine 

E 

l 
Select a second server computer to which to transfer the first virtual 

machine 
@ 

l 
Transmit the hibernated information representing the ?rst virtual 

machine from the ?rst server computer to the second server computer 
w 

l 
Re-start execution of the ?rst virtual machine on the second server 

computer 
& 

FIG. 7A 
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Create snapshot information for the ?rst virtual machine executing within 
the first virtualization platform on the first server computer, where the 
snapshot information represents the state of the ?rst virtual machine 

l 
Transmit the snapshot information from the first server computer to the 

second server computer 
m 

i 
Create a second virtual machine on the second server computer within a 

second virtualization platform 
Q 

l 
Set the second virtual machine to a state corresponding to the state of 

the ?rst virtual machine using the snapshot information 
@ 

FIG. 7B 
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Assign a first virtual machine to a ?rst user 
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i 
The first user stops using the first virtual machine after some period of 

time but does not disconnect from the ?rst virtual machine 
E 

l 
The system detects that the first virtual machine is no longer in active 
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E 

i 
The system hibernates the ?rst virtual machine 
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Pause execution of the virtual machine on the client computer 
w 
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l 
Migrate and synchronize the virtual machine back to the selected server 

computer 
% 

Begin executing the virtual machine on the selected server computer 
and establish a remote communication session with the client computer 
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Pause execution of the virtual machine on the server computer 
Q 

Migrate and synchronize the virtual machine to the client computer 
% 

7 

Begin executing the virtual machine on the client computer 
E 

FIG. 11 



US 2008/0201479 A1 

ASSOCIATING VIRTUAL MACHINES ON A 
SERVER COMPUTER WITH PARTICULAR 

USERS ON AN EXCLUSIVE BASIS 

PRIORITY CLAIM 

[0001] The present application claims priority to US. pro 
visional patent application Ser. No. 60/889,994 titled, “Vir 
tualiZation Methods for a Blade Computing System,” which 
was ?led on Feb. 15, 2007, whose inventor was Syed Moham 
mad Amir Husain. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The present invention relates generally to a server 
computer system that provides centraliZed computing 
resources to a plurality of users. More particularly, the inven 
tion relates a system and method for associating virtual 
machines on a server computer with particular users on an 

exclusive basis. 
[0004] 2. Description of the Related Art 
[0005] Many commercial businesses and enterprises make 
extensive use of personal computers (PCs) in their daily 
operations. Typically, each user of a PC in the enterprise has 
a networked PC at his/her desk or work area. As the number 
of networked computer systems utiliZed in an enterprise 
increases, the management of resources in the network may 
become increasingly complex and expensive. Some of the 
manageability issues involved in maintaining a large number 
of networked computer systems may include ease of instal 
lation and deployment, the topology and physical logistics of 
the network, asset management, scalability (the cost and 
effort involved in increasing the number of units), trouble 
shooting network or unit problems, support costs, software 
tracking and management, as well as the simple issue of 
physical space, be it ?oor space or room on the desktop, as 
well as security issues regarding physical assets, information 
protection, software control, and computer virus issues. 
[0006] Many of these issues may be addressed by central 
iZing the locations of computing resources. For example, each 
individual user may connect through a network to a server 
computer system and use computing resources provided by 
the server computer system. 
[0007] Some server computer systems are capable of lever 
aging the physical hardware resources available through vir 
tualiZation. VirtualiZation provides the ability for multiple 
virtual machines to run together on the same physical server 
computer. For example, each virtual machine may execute its 
own operating system and may appear to a user of the virtual 
machine to be the same as an independent physical computer. 
The software layer that executes on the physical server com 
puter and manages the various virtual machines is called a 
hypervisor or virtual machine host software. The hypervisor 
can run on bare hardware (called a Type 1 or native VM) or 
under control of an operating system (called a Type 2 or 
hosted VM). 

SUMMARY 

[0008] Various embodiments of a system and method for 
associating a computer in a server computer system with a 
user are disclosed. According to one embodiment of the 
method, a ?rst computer of a plurality of computers in the 
server computer system may be associated with a ?rst user on 
an exclusive basis. An administrator of the server computer 
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system may utiliZe an administrative user interface in order to 
specify the association. Associating the ?rst computer with 
the ?rst user on the exclusive basis may prevent users other 
than the ?rst user from using the ?rst computer. In response to 
receiving a request from the ?rst user to connect to the server 
computer system, the system may operate to determine that 
the ?rst computer is associated with the ?rst user on the 
exclusive basis and may assign the ?rst computer to the ?rst 
user. Once the ?rst computer has been assigned to the ?rst 
user, the ?rst user can begin using the ?rst computer. 
[0009] In some embodiments the ?rst computer may be a 
physical computer. In other embodiments the ?rst computer 
may be a ?rst virtual machine. In response to receiving a ?rst 
request from the ?rst user to connect to the server computer, 
the method may operate to determine that the ?rst virtual 
machine is associated with the ?rst user on the exclusive basis 
and may assign the ?rst user to the ?rst virtual machine. Once 
the ?rst user has been assigned to the ?rst virtual machine, the 
?rst user can begin using the ?rst virtual machine. For 
example, the user may execute software programs on the ?rst 
virtual machine, access data stored on the ?rst virtual 
machine, etc. When the user is ?nished using the ?rst virtual 
machine, the user may request to disconnect from the server 
computer. In response to the user’s request to disconnect, the 
?rst user may be de-assigned from the ?rst virtual machine, 
e.g., where the de-assigning indicates that the ?rst virtual 
machine is no longer in use by the ?rst user. 
[0010] However, in some embodiments the ?rst virtual 
machine may not be removed from the server computer after 
the ?rst user has been de-assigned from the ?rst virtual 
machine. Instead, the server computer may continue to main 
tain the ?rst virtual machine so that it is available for future 
connections by the ?rst user. Other users who connect to the 
server computer may be prevented from using the ?rst virtual 
machine. 
[0011] In some embodiments, the ?rst virtual machine may 
be maintained so that when the ?rst user subsequently con 
nects to it again, the ?rst virtual machine is in the same state 
as it was when the ?rst user previously disconnected. In some 
embodiments, when the ?rst user is de-assigned from the ?rst 
virtual machine, the ?rst virtual machine may remain in an 
active state of execution on the server computer. For example, 
although the ?rst virtual machine may be in an idle state, the 
?rst virtual machine may still be actively executed by the 
virtual machine host software. In other embodiments, when 
the ?rst user is de-assigned from the ?rst virtual machine, the 
?rst virtual machine may be hibemated so that it is no longer 
in an active state of execution. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] A better understanding of the present invention can 
be obtained when the following detailed description of the 
embodiment is considered in conjunction with the following 
drawings, in which: 
[0013] FIG. 1 illustrates computer systems including 
peripheral devices coupled to computer blades in a cage, 
according to one embodiment; 
[0014] FIG. 2 illustrates a computerblade, according to one 
embodiment; 
[0015] FIG. 3 illustrates a computer blade having a power 
supply, hard drive, and motherboard, according to one 
embodiment; 
[0016] FIG. 4 illustrates an example of a blade computing 
system according to one embodiment; 
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[0017] FIGS. 4B and 4C illustrate examples of a server 
computer system including a plurality of server computers; 

[0018] FIG. 5 is a ?owchart diagram illustrating one 
embodiment of a method for maintaining a pool of free virtual 
machines on a server computer; 

[0019] FIG. 5B illustrates various examples of algorithms 
for maintaining the number of free virtual machines in the 
pool over time; 
[0020] FIG. 6A is a ?owchart diagram illustrating one 
embodiment of a method for associating a virtual machine 
with a user on an exclusive basis; 

[0021] FIG. 6B is a ?owchart diagram illustrating one 
embodiment of a method for assigning a particular virtual 
machine to a particular user after the virtual machine has been 
exclusively associated with the user; 
[0022] FIG. 6C is an example illustrating a plurality of 
virtual machines on a particular server computer in the server 
computer system; 
[0023] FIG. 7A is a ?owchart diagram illustrating one 
embodiment of a method for transferring a virtual machine 
across server computers; 

[0024] FIG. 7B is a ?owchart diagram illustrating one 
embodiment of a method for moving execution of a virtual 
machine from a ?rst server computer that implements one 
type of virtualiZation platform to a second server computer 
that implements a different type of virtualiZation platform; 
[0025] FIG. 7C illustrates an example of a system which 
may implement the method of FIG. 7B, according to one 
embodiment; 
[0026] FIG. 7D illustrates an example of snapshot informa 
tion used in the method of FIG. 7B; 

[0027] FIG. 8 is a ?owchart diagram illustrating one 
embodiment of a method for automatically hibernating an 
inactive virtual machine; 
[0028] FIG. 9 illustrates an example of transferring a virtual 
machine from a server computer to a client computer and 
back again; 
[0029] FIG. 10 is a ?owchart diagram illustrating one 
embodiment of a method for dynamically transferring local 
execution of a virtual machine from a client computer to 
remote execution on a server computer; and 

[0030] FIG. 11 is a ?owchart diagram illustrating one 
embodiment of a method for dynamically transferring remote 
execution of a virtual machine on a server computer to local 
execution on a client computer. 

[0031] While the invention is susceptible to various modi 
?cations and alternative forms, speci?c embodiments thereof 
are shown by way of example in the drawings and are herein 
described in detail. It should be understood, however, that the 
drawings and detailed description thereto are not intended to 
limit the invention to the particular form disclosed, but on the 
contrary, the intention is to cover all modi?cations, equiva 
lents and alternatives falling within the spirit and scope of the 
present invention as de?ned by the appended claims. 

INCORPORATION BY REFERENCE 

[0032] The following provisional patent application is 
hereby incorporated by reference: 
[0033] US. provisional patent application Ser. No. 60/889, 
994 titled, “VirtualiZation Methods for a Blade Computing 
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System,” which was ?led on Feb. 15, 2007, whose inventor 
was Syed Mohammad Amir Husain. 

DETAILED DESCRIPTION OF EMBODIMENTS 

[0034] Various embodiments of a distributed computer sys 
tem and associated methods are described herein. A plurality 
of users located at different physical locations may connect 
through a network to a server computer system including one 
or more server computers. In some embodiments, upon con 
necting to the server computer system, each user may be 
assigned to a virtual machine executing on a server computer 
in the system. Various methods for assigning users to virtual 
machines and managing the virtual machines executing on 
the various server computers are described herein. 

FIGS. 1-4iBlade Computer Systems 

[0035] In some embodiments the server computer system 
may include a blade server computer system, also referred to 
herein as a blade computer system. In a blade server computer 
system, multiple physical server computers, e.g., PC’s, may 
be installed into a central frame or cabinet (e.g., physical 
chassis). Different sets of human interface hardware (e.g., 
keyboard, display device, mouse, etc.) for interacting with the 
server computers may be located at remote locations from the 
central cabinet. In one approach, each physical server com 
puter in the system may be a “computer on a card”, also 
referred to as a computer blade or “blade”. For example, each 
server computer may be included on a circuit card that may 
include standard computing system components such as a 
CPU, memory, power supply, and network interface, as well 
as an extender, e.g., a USB or PCI extender, for communicat 
ing with the remote human interface. A server computer sys 
tem in which a plurality of human interfaces are coupled via 
a network to a plurality of centraliZed computer blades is 
referred to herein as a blade server computing system. 

[0036] FIGS. 1-4 illustrate components that may be used in 
various embodiments of a blade computing system. As FIG. 1 
indicates, in one embodiment, the blade computing system 
may include a plurality of human interfaces 20 coupled to a 
cage or chassis 113 that includes a plurality of computer 
blades 105, where each computer blade 105 acts as a server 
computer. Each human interface 20 may include at least one 
peripheral device (e.g., keyboard 117, mouse 119, monitor 
121, etc.) that enables a user to provide user input to and/or 
receive output from a respective computer blade 105, or a 
respective virtual machine executing on a computer blade 
105. Each computer blade 105 may include various compo 
nents necessary for computer operations, such as, but not 
limited to, a processor and a storage medium. 

[0037] As FIG. 1 shows, connecting cables 151 may con 
nect computer blades 105 to respective human interfaces 20, 
also referred to as peripheral device groups, through respec 
tive device ports or hubs 157 (e.g., C-Ports or I-Ports). In one 
embodiment, each device port may comprise an extender 
device that may enable transmission of user interface signals 
(i.e., peripheral device signals) over distances generally not 
allowed by standard protocols such as USB. 
[0038] In one embodiment, the human interfaces 20 or 
peripheral device groups, such as the human interface 20A, 
may include a keyboard 117, a pointing device, e. g., a mouse 
119, a display device, e.g., a computer monitor 121, and/or 
other peripheral devices for human interface. A computer 
blade 105, such as computer blade 105A, may communicate 




































