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(57) ABSTRACT 

Various embodiments of a system and method for transferring 
a virtual machine stored on a server computer system to a 
client computer system in order to execute the virtual 
machine locally on the client computer system are disclosed. 
The system and method may also be operable to transfer the 
virtual machine back from the client computer system to the 
server computer system. File differencing techniques may be 
used in both directions so that only changed data in the virtual 
machine image ?le is transferred across the network. The 
client computer system may be operable to doWnload the 
virtual machine image ?le from the server computer system 
using common communication protocols such as HTTP, 
HTTPS, or FTP so that the virtual machine can be transferred 
to the client computer system Without needing to be able to 
access ?les on the server computer system through a VPN. 
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TRANSFERRING A VIRTUAL MACHINE 
FROMA REMOTE SERVER COMPUTER FOR 

LOCAL EXECUTION BY A CLIENT 
COMPUTER 

PRIORITY CLAIM 

[0001] The present application claims priority to Us. pro 
visional patent application Ser. No. 60/889,994 titled, “Vir 
tualiZation Methods for a Blade Computing System,” Which 
Was ?led on Feb. 15, 2007, Whose inventor Was Syed Moham 
mad Amir Husain. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The present invention relates generally to a system 
and method for transferring a virtual machine stored on a 
server computer system to a client computer system in order 
to execute the virtual machine locally on the client computer 
system. 
[0004] 2. Description of the Related Art 
[0005] Many commercial businesses and enterprises make 
extensive use of personal computers (PCs) in their daily 
operations. Typically, each user of a PC in the enterprise has 
a networked PC at his/her desk or Work area. As the number 
of netWorked computer systems utiliZed in an enterprise 
increases, the management of resources in the netWork may 
become increasingly complex and expensive. Some of the 
manageability issues involved in maintaining a large number 
of netWorked computer systems may include ease of instal 
lation and deployment, the topology and physical logistics of 
the netWork, asset management, scalability (the cost and 
effort involved in increasing the number of units), trouble 
shooting netWork or unit problems, support costs, softWare 
tracking and management, as Well as the simple issue of 
physical space, be it ?oor space or room on the desktop, as 
Well as security issues regarding physical assets, information 
protection, softWare control, and computer virus issues. 
[0006] Many of these issues may be addressed by central 
iZing the locations of computing resources. For example, each 
individual user may connect through a netWork to a server 
computer system and use computing resources provided by 
the server computer system. 
[0007] Some server computer systems are capable of lever 
aging the physical hardWare resources available through vir 
tualiZation. VirtualiZation provides the ability for multiple 
virtual machines to run together on the same physical server 
computer. For example, each virtual machine may execute its 
oWn operating system and may appear to a user of the virtual 
machine to be the same as an independent physical computer. 
The softWare layer that executes on the physical server com 
puter and manages the various virtual machines is called a 
hypervisor or virtual machine host softWare. The hypervisor 
can run on bare hardWare (called a Type 1 or native VM) or 
under control of an operating system (called a Type 2 or 
hosted VM). 

SUMMARY 

[0008] Various embodiments of a system and method for 
transferring a virtual machine stored on a server computer 
system to a client computer system in order to execute the 
virtual machine locally on the client computer system are 
disclosed. The virtual machine may be implemented as a 
virtual machine image ?le. In order to execute the virtual 
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machine locally, the client computer system may need to 
access the virtual machine image ?le. HoWever, the virtual 
machine image ?le may be stored on the server computer 
system such that the client computer system does not have 
?le-level access to the virtual machine image ?le. For 
example, in some embodiments the client computer system 
may be a remote computer system that is not part of the server 
computer system’s local netWork. The client computer sys 
tem may not be able to join the server computer system’s 
netWork in a Way that provides the client computer system 
With direct access to ?les stored on the server computer sys 
tem 

[0009] To overcome this problem, in some embodiments of 
the system, the server computer system may provide access to 
the virtual machine image ?le through common communica 
tion protocols such as HTTP, HTTPS, or FTP in order to alloW 
the client computer system to retrieve the virtual machine 
image ?le over a netWork. The use of these common commu 
nication protocols may enable the client computer system to 
obtain the virtual image ?le Without joining the server com 
puter system’s netWork through a virtual private netWork 
(V PN), and may enable the ?le transfer to traverse ?reWalls 
that exist betWeen the server computer system and the client 
computer system. Once the virtual machine has been 
obtained, the client computer system can execute it locally, 
e.g., under control of a hypervisor or virtual machine host 
softWare. 
[0010] In some embodiments the client softWare that 
retrieves the virtual machine image ?le from the server com 
puter system may be embedded Within a standard Web 
broWser program, such as Firefox or Internet Explorer. For 
example, the client softWare may be embedded in the Web 
broWser as a broWser plug-in or ActiveX, Flash, AJAX or 
other dynamic control Within the Web broWser. In this 
embodiment the user may simply enter a URL of the server 
computer system in the Web broWser in order to access a Web 
page. The Web page may include input ?elds alloWing the user 
to input authentication information, such as a usemame and 
passWord or other information. Upon successfully authenti 
cating the user, the server computer system may return 
another Web page to the Web broWser Which alloWs the user to 
select a desired virtual machine to be retrieved to the client 
computer system. For example, in some embodiments the 
user may be presented With a list of available virtual machines 
that are associated With the user or to Which the user has 
access. In other embodiments the virtual machine to be 
retrieved for the user may be pre-determined, e.g., may have 
been previously con?gured by an administrator of the server 
computer system. 
[0011] Once the determination of Which virtual machine to 
retrieve has been made (either by the user selecting a desired 
virtual machine or by identifying a pre-determined virtual 
machine for the user), the image ?le for the virtual machine 
may be streamed from the server computer system to the 
client computer system, e.g., using a standard protocol sup 
ported by the Web broWser such as HTTP, HTTPS, or FTP. As 
noted above, these protocols typically do not require a VPN 
tunnel to exist betWeen the client computer system and the 
server computer system. 
[0012] In some embodiments the user of the client com 
puter system may have previously connected to the server 
computer system and retrieved a full copy of the virtual 
machine image ?le. In some embodiments, if the client com 
puter system subsequently reconnects to the server computer 
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system, the system may utilize ?le differencing techniques so 
that only portions of the virtual machine image ?le that have 
changed since the previous transfer need to be transmitted to 
the client computer system. 
[0013] For example, the client computer system may com 
municate With the server computer system on Which the vir 
tual machine image ?le is stored in order to perform an initial 
transfer of the entire virtual machine image to the client 
computer system. The virtual machine may then be executed 
on the client computer system. If any changes to the virtual 
machine are made then it may be desirable to update the copy 
of the virtual machine image ?le on the server computer 
system. Instead of transferring the entire virtual machine 
image ?le back to the server computer system, only the 
changed data of of the virtual machine image ?le may be 
transmitted. Thus, the ?le differencing techniques may be 
employed in both directions, either When transferring the 
virtual machine from the server computer system to the client 
computer system or vice versa. 

[0014] In some embodiments the client softWare on the 
client computer system may include a feature that enables the 
user to select Whether to execute a virtual machine locally on 
the client computer system or remotely on the server com 
puter system and manages the virtual machine session and 
execution. For example, this feature may be exposed to the 
user as a simple button. 

[0015] Assume that by default the system administrator has 
con?gured the virtual machine to be doWnloaded to the client 
computer system and executed locally. While the virtual 
machine is executing on the client computer system, the user 
may click the “Run at Server” button. In response, the execu 
tion of the virtual machine may be paused or stopped. An 
available server computer in the server computer system may 
be selected to execute the virtual machine. The virtual 
machine image ?le on the client computer may be migrated or 
transferred to the selected server computer and synchroniZed 
With the copy of the virtual machine image ?le already stored 
on the server computer system. As described above, only the 
changed portions of the virtual machine image ?le need to be 
transferred across the netWork. The selected server computer 
may then begin executing the virtual machine and may estab 
lish a remote communication session With the client computer 
to enable the user to interact With the virtual machine 
remotely, e. g., through a remote communication protocol 
such as VNC, RDP, ICA, TDX, PCoIP, etc. Once the remote 
communication session has been established, the user may 
see the same virtual machine that Was previously executing 
locally on the client computer system. For example, the user 
interface implemented by the virtual machine may appear on 
the display of the client computer system identically to (or 
very similar to) hoW it appeared before the virtual machine 
Was migrated to the server computer system. 
[0016] The “Run at client” feature is the inverse of the 
above functionality. Suppose that a virtual machine is cur 
rently executing on the server computer system. The user may 
then click the “Run at client” button in the client softWare on 
the client computer system. In response, the execution of the 
virtual machine on the server computer system may be paused 
or stopped. The virtual machine may then be migrated to the 
client computer system. If a previous version of the virtual 
machine is already stored on the client computer system then 
the current version of the virtual machine may be synchro 
niZed With the previous version by transferring only the 
changed portions of the virtual machine image, similarly as 
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described above. The client computer system may then begin 
executing the virtual machine. For example, the client com 
puter system may include a hypervisor or virtual machine 
host softWare operable to execute the virtual machine. 

[0017] In some embodiments a virtual machine image ?le 
that has been transferred from the server computer system to 
the client computer may be encrypted. Encrypting the virtual 
machine image ?le may increase the security of the informa 
tion in the virtual machine. 

[0018] In some embodiments the client softWare may alloW 
the user to specify various options affecting storage of a 
virtual machine image ?le that has been doWnloaded to the 
client computer. For example, the user may be able to specify 
that the virtual machine image ?le should be completely 
deleted from the client computer after the user’s session With 
the virtual machine is ?nished. As another example, the user 
may be able to specify that the virtual machine image ?le 
should continue to be stored locally on the client computer, 
Which may enable the amount of time required to synchroniZe 
With the mo st recent copy of the virtual machine to be reduced 

upon subsequent usage, as described above. 

[0019] In some embodiments an administrator of the server 

computer system may be able override the user’s con?gura 
tion choices. For example, even if the user has con?gured 
virtual machine image ?les to persist on the local client com 
puter, the administrator may set a server-side ?ag Which 
causes the server computer to instruct the client softWare to 

alWays delete any doWnloaded virtual machines, or to delete 
particular virtual machines that have been doWnloaded. 

[0020] In some embodiments and expiry date may be asso 
ciated With a virtual machine that has been doWnloaded to and 
locally stored on the client computer. Once the expiry date of 
the virtual machine has been reached, the client softWare may 
automatically delete the virtual machine. In some embodi 
ments the client softWare may use the time maintained by the 
server computer system clock in order to determine Whether 
the expiry date has been reached, rather than using the local 
client computer system clock. 

[0021] As described above, the client computer may 
execute client softWare that provides capabilities to authenti 
cate the user to the server computer system, doWnload a 

virtual machine image ?le from the server computer system, 
and execute the virtual machine on the client computer, e. g., 

(through an embedded hypervisor). The client softWare may 
also be con?gured to contact the server computer system 
When it starts and query for any commands that should be 
executed by the client softWare. As one example, the server 
computer system may command the client softWare to delete 
or purge a speci?c virtual machine stored locally on the client 
computer, or to delete or purge all locally stored virtual 
machines. As another example, the server computer system 
may command the client softWare to set a neW expiry date for 
one or more of the virtual machines locally stored on the 

client computer. As another example, the server computer 
system may command the client softWare to doWnload and 
install an update for the client softWare on the client com 
puter. Even if the client softWare is not able to contact the 
server computer system, the client softWare may still use the 






































