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(57) ABSTRACT 

According to some implementations of the present invention, 
RFID devices and middleWare servers are automatically pro 
visioned With a network address and With instructions for 
sending a request for a middleWare server to a middleWare 
server assigner. In some implementations, the middleWare 
server assigner is a load balancer. In some implementations, a 
middleWare server is associated With a plurality of RFID 
devices by associating a middleWare server network address 
or names With the netWork addresses of the RFID devices. 
Preferred methods also provide for redundancy of middle 
Ware servers and dynamic reassignment of RFID devices 
from an unavailable middleWare server to an available 
middleWare server. 
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METHODS AND DEVICES FOR PROVIDING 
SCALABLE RFID NETWORKS 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] This application claims priority to US. Provisional 
Patent Application No. 60/570,999, (attorney docket number 
CISCP378P), entitled “Methods and Devices for Uniquely 
Provisioning RFID Devices” and ?led on May 13, 2004, and 
to US. patent application Ser. No. 11/010,089, (attorney 
docket number CISCP393/493521), entitled “Methods and 
Devices for Providing Scalable RFID Networks” and ?led on 
Dec. 9, 2004, both of Which are hereby incorporated by ref 
erence and for all purposes. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The present invention relates to radio frequency 
identi?cation (“RFID”) technology. More particularly, the 
present invention relates to netWorks that include RFID 
devices. 
[0004] 2. Description of the Related Art 
[0005] “Smart labels,” generally implemented by RFID 
tags, have been developed in an effort to address the short 
comings of bar codes and add greater functionality. RFID tags 
have been used to keep track of items such as airline baggage, 
items of clothing in a retail environment, coWs and highWay 
tolls. As shoWn in FIG. 1, an RFID tag 100 includes micro 
processor 105 and antenna 110. In this example, RFID tag 
100 is poWered by a magnetic ?eld 145 generated by an RFID 
reader 125. The tag’s antenna 110 picks up the magnetic 
signal 145. RFID tag 100 modulates the signal 145 according 
to information coded in the tag and transmits the modulated 
signal 155 to the RFID reader 125. 

[0006] RFID tags use the Electronic Product Code (“EPC” 
or “ePC”) format for encoding information. An EPC code 
includes a variable number of bits of information (common 
formats are 64, 96 and 128 bits), Which alloWs for identi?ca 
tion of individual products as Well as associated information. 
As shoWn in FIG. 1, EPC 120 includes header 130, EPC 
Manager ?eld 140, Object class ?eld 150 and serial number 
?eld 160. EPC Manager ?eld 140 contains manufacturer 
information. Object class ?eld 150 includes a product’s stock 
keeping unit (“SKU”) number. Serial number ?eld 160 is 
normally a 40-bit ?eld that can uniquely identify the speci?c 
instance of an individual product i.e., not just a make or 
model, but also doWn to a speci?c “serial number” of a make 
and model. 

[0007] In theory, RFID tags and associated RFID devices 
(such as RFID readers and printers) could form part of a 
netWork for tracking a product (or a group of products) and its 
history. HoWever, various dif?culties have prevented this 
theory from being realiZed. One problem that has required 
considerable time and energy from RF engineers is the devel 
opment of loWer-cost RFID tags With acceptable performance 
levels. Inductively-coupled RFID tags have acceptable per 
formance levels. These tags include a microprocessor, a metal 
coil and glass or polymer encapsulating material. Unfortu 
nately, the materials used in inductively-coupled RFID tags 
make them too expensive for Widespreaduse: a passive button 
tag costs approximately $1 and a battery-powered read/Write 
tag may cost $100 or more. 
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[0008] Capacitively-coupled RFID tags use conductive ink 
instead of the metal coil used in inductive RFID tags. The ink 
is printed on a paper label by an RFID printer, creating a 
loWer-cost, disposable RFID tag. HoWever, conventional 
capacitively-coupled RFID tags have a very limited range. In 
recent years, RF engineers have been striving to extend the 
range of capacitively-coupled RFID tags beyond approxi 
mately one centimeter. 
[0009] In part because of the signi?cant efforts that have 
been expended in solving the foregoing problems, prior art 
systems and methods for netWorking RFID devices are rather 
primitive. RFID devices have only recently been deployed 
With standard netWork interfaces such as Ethernet. Device 
provisioning for prior art RFID netWorks is not automatic, but 
instead requires a time-consuming process for con?guring 
each individual device. 
[0010] Conventional RFID devices also have a small 
amount of available memory. A typical RFID device may 
have approximately 0.5 Mb of ?ash memory and a total of 1 
Mb of overall memory. The small memories of RFID devices 
place restrictions on the range of possible solutions to the 
problems noted herein. In addition, an RFID device typically 
uses a proprietary operating system, e.g., of the manufacturer 
of the microprocessor(s) used in the RFID device. 
[0011] Prototype RFID netWork deployments to date 
require large human/ support intervention to be implemented. 
RFID devices are being deployed With “static” knoWledge of 
Where the device Was deployed at original time of deploy 
ment. RFID devices are statically con?gured to a single RFID 
middleWare server (formerly knoWn as a “Savant”). Current 
implementations require each RFID middleWare server to 
contact RFID devices that have been manually associated 
With that server. Moreover, such netWorks do not provide for 
RFID middleWare server redundancy. 
[0012] For these and other reasons, prior art devices and 
methods are not suitable for the large-scale deployment of 
RFID devices, middleWare servers and other devices in a 
netWork. Methods and devices are needed for migrating ?rst 
generation RFID systems to scalable RFID netWorks. 

SUMMARY 

[0013] The Cross-Referenced Applications describe meth 
ods and devices that alloW for the dynamic location and 
provisioning of individual RFID devices in a netWork. 
According to some implementations of the present invention, 
RFID devices and middleWare servers are automatically pro 
visioned With netWork addresses and With instructions for 
sending a request for a middleWare server to a middleWare 
server assigner. In some implementations, the middleWare 
server assigner is a load balancer. 
[0014] A plurality of RFID devices at or near a given loca 
tion may be dynamically “virtualiZed” or aggregated. Such a 
dynamic virtualiZation may be implemented, for example, by 
including location data in, or associating location data With, a 
netWork address of each RFID device and assigning the same 
location data to each of the virtualiZed devices. In some such 
implementations, the location data are included in a domain 
name of each RFID device and stored in a DNS table. 
[0015] In some implementations, a middleWare server is 
associated With a plurality of RFID devices by associating a 
middleWare server netWork address With the netWork 
addresses of the RFID devices. The process of associating a 
middleWare server With RFID devices may involve updating 
a DNS table entry of an RFID device to add a TXT ?eld 
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indicating the middleWare server to Which each RFID device 
is assigned. The TXT ?eld may indicate a middleWare server 
name, fully quali?ed domain name and perhaps site data. 
Preferred methods also provide for redundancy of middle 
Ware servers and dynamic re-assignment of RFID devices 
from an unavailable middleWare server to an available 

middleWare server. 

[0016] In some implementations, a DNS entry may be cre 
ated for the site. The DNS entry for the site alloWs application 
software to use DNS resolution to determine the device(s) 
from Which to obtain the required data (e.g., a middleWare 
server associated With the RFID devices). 
[0017] Some implementations of the invention provide a 
method of dynamically managing a netWork. The method 
includes the folloWing steps: provisioning each of a plurality 
of radio frequency identi?cation (“RFID”) devices in the 
network; associating each RFID device With one of a plurality 
of locations; transmitting a middleWare server request from 
provisioned RFID devices; assigning one of a plurality of 
middleWare servers to each of the requesting RFID devices; 
and associating each of the requesting RFID devices With an 
assigned middleWare server. 
[0018] The middleWare server request may be transmitted 
to a load balancer. The provisioning step can involve assign 
ing an RFID device netWork address and a load balancer 
netWork address. If so, the method may also include these 
steps: receiving a request from an application program 
regarding RFID devices associated With a location; and pro 
viding RFID device netWork addresses for RFID devices 
associated With the location. 
[0019] The step of associating each RFID device With one 
of a plurality of locations may involve forming domain name 
server (“DNS”) entries that include location information for 
the RFID devices. The location information can include site 
information, information identifying a portion of a site and/or 
site access area information. 

[0020] The provisioning step may include these steps: 
receiving a provisioning request; automatically identifying 
an RFID device according to a media access control (“MAC”) 
address and an electronic product code (“EPC”) included in 
the provisioning request; automatically locating the RFID 
device according to location information included in the pro 
visioning request; and automatically providing the RFID 
device With a desired functionality according to an identity 
and a location of the RFID device. 

[0021] The provisioning step can also include these steps: 
forming a DHCPDISCOVER request that includes an EPC of 
an RFID device and location information indicating a loca 
tion of the RFID device; sending the DHCPDISCOVER 
request to a Dynamic Host Con?guration Protocol (“DHCP”) 
server; and receiving provisioning information from the 
DHCP server that is speci?cally intended for the RFID 
device. The provisioning information can enable a desired 
functionality according to an identity and a location of the 
RFID device. 
[0022] The step of associating the RFID device netWork 
address of each of the requesting RFID devices With an 
address of an assigned middleWare server can involve form 
ing DNS TXT entries that indicate middleWare server infor 
mation, each of the TXT entries being associated With a DNS 
entry for an RFID device. 

[0023] The method may include the step of providing RFID 
data to the application program from RFID devices associated 
With the location. The RFID data can include RFID tag data. 
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The RFID tag data can include product information and/or 
information about a person. The method may include the step 
of using the RFID tag data to automatically update a database, 
to cause a ?nancial account to be debited and/or to update a 
business plan. The business plan may be, for example, a 
marketing plan, a manufacturing plan, a distribution plan or a 
sales plan. 
[0024] Some embodiments of the invention provide a net 
Work. The netWork includes the folloWing elements: a plural 
ity of RFID devices in various locations of a site; a plurality of 
middleWare servers associated With the site; and an assigner, 
Wherein the RFID devices are provisioned With an RFID 
device netWork address, an assigner netWork address and 
instructions to send a request to the assigner for a middleWare 
server, and Wherein the assigner is con?gured to assign an 
RFID device to a middleWare server in response to the 
request. 
[0025] The assigner may be a type ofa load balancer. The 
netWork may include a DNS server con?gured to maintain 
RFID device netWork addresses and corresponding location 
and site information for the RFID devices. The DNS server 
may be con?gured to maintain middleWare server netWork 
addresses and corresponding site information for the middle 
Ware servers. A middleWare server may update RFID device 
information in the DNS server to indicate assigned middle 
Ware servers. 

[0026] The netWork may also include an application server 
con?gured to create an entry in the DNS server corresponding 
to all registered devices of a site. The application server may 
be further con?gured to request netWork addresses for all 
RFID devices associated With a location and/ or to send 
requests to a middleWare server. If so, the middleWare server 
can retrieve RFID device location information and provide 
the RFID device location information to the application 
server in response to the application server’s request. 
[0027] Alternative implementations of the invention pro 
vide a method of dynamically managing a netWork. The 
method includes the folloWing steps: provisioning each of a 
plurality of RFID devices in the netWork, Wherein the provi 
sioning step comprises providing an RFID device With a 
designated load balancer; associating each RFID device net 
Work address With one of a plurality of locations; causing 
RFID devices to send a ?rst middleWare server request to a 
designated load balancer; assigning a ?rst middleWare server 
of a plurality of available middleWare servers to a ?rst plural 
ity of the requesting RFID devices; associating the RFID 
device of each of the ?rst plurality of RFID devices With the 
?rst middleWare server; receiving an indication that the ?rst 
middleWare server is no longer an available middleWare 
server; causing each of the ?rst plurality of RFID devices to 
send a second middleWare server request to the load balancer; 
assigning a second middleWare server of a plurality of avail 
able middleWare servers to N RFID devices of the ?rst plu 
rality of RFID devices; and associating each of the N RFID 
devices With the second middleWare server. 

[0028] The indication may be, for example, a loss of com 
munication With the ?rst middleWare server or information 
from a netWork administrator. The associating steps may 
include forming DNS TXT entries that indicate middleWare 
server information, each of the TXT entries being associated 
With a DNS entry for an RFID device. 

[0029] Some embodiments of the invention provide a com 
puter program for dynamically managing a netWork. The 
computer program may be embodied in a machine-readable 
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medium and contains instructions for controlling devices in 
the network to perform the following steps: provisioning each 
of a plurality of RFID devices in the network; associating 
each RFID device with one of a plurality of locations; trans 
mitting a middleware server request from provisioned RFID 
devices; assigning one of a plurality of middleware servers to 
each of the requesting RFID devices; and associating each of 
the requesting RFID devices with an assigned middleware 
server. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] FIG. 1 is a diagram illustrating an RFID tag. 
[0031] FIG. 2 is a block diagram illustrating a simpli?ed 
portion of an RFID network of the present invention. 
[0032] FIG. 3A is a ?ow chart that provides an overview of 
a method of the present invention. 
[0033] FIGS. 3B-3E illustrate a DNS table at various stages 
of the method illustrated in FIG. 3A. 
[0034] FIG. 4 is a ?ow chart that provides an overview of 
another method of the present invention. 
[0035] FIG. 5 is a ?ow chart that provides an overview of 
still another method of the present invention. 
[0036] FIG. 6 illustrates an exemplary RFID network 
according to the present invention. 
[0037] FIG. 7 is a block diagram of an exemplary RFID 
reader that may be con?gured to perform some methods of the 
present invention. 
[0038] FIG. 8 is a block diagram of an exemplary RFID 
printer that may be con?gured to perform some methods of 
the present invention. 
[0039] FIG. 9 is a block diagram of an exemplary RFID 
system that may be con?gured to perform some methods of 
the present invention. 
[0040] FIG. 10 is a ?ow chart that provides an overview of 
some implementations of the present invention. 
[0041] FIG. 11 illustrates an example of a network device 
that may be con?gured to implement some methods of the 
present invention. 

DETAILED DESCRIPTION 

[0042] In this application, numerous speci?c details are set 
forth in order to provide a thorough understanding of the 
present invention. It will be obvious, however, to one skilled 
in the art, that the present invention may be practiced without 
some or all of these speci?c details. In other instances, well 
known process steps have not been described in detail in order 
not to obscure the present invention. 
[0043] The following applications are hereby incorporated 
by reference for all purposes: US. patent application Ser. No. 
10/866,506, (attorney docket number CISCP376), entitled 
“Methods and Devices for Uniquely Provisioning RFID 
Devices” and ?led on Jun. 9, 2004, to US. patent application 
Ser. No. 10/866,507, (attorney docket number CISCP377), 
entitled “Methods and Devices for Locating and Uniquely 
Provisioning RFID Devices” and ?led on Jun. 9, 2004, and to 
US. patent application Ser. No. 10/866,285, (attorney docket 
number CISCP378), entitled “Methods and Devices for 
Assigning RFID Device Personality” and ?led on Jun. 9, 
2004 (collectively, the “Cross-Referenced Applications”). 
[0044] The Cross-Referenced Applications describe meth 
ods and devices that allow for the dynamic location and 
provisioning of individual RFID devices in a network. RFID 
devices perform different functions and may interface to the 
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upstream systems differently depending on where they are 
located. The functions they perform, as well as the unique 
settings to perform those functions, will be referred to herein 
as the device “personality.” As used herein, “provisioning” a 
device can include, but is not limited to, providing network 
con?guration, providing personality con?guration, incorpo 
rating the device into a network database and enabling the 
device with software (e.g., business process software). The 
“location” of a device may be stationary or mobile: for 
example, the location may be a station of an assembly line in 
a factory or a door of a delivery truck. 

[0045] A plurality of RFID devices at or near a given loca 
tion may be “virtualiZed” or aggregated. For example, the 
location may be a door, a loading dock, an area of an assembly 
line, etc. The virtualiZation may be implemented, for 
example, by including location data in, or associating loca 
tion data with, a network address of each RFID device and 
assigning the same location data to each of the virtualiZed 
devices. For example, each RFID device that is deployed near 
a door (one example of a “location”) of a warehouse (one 
example of a “site”) may be virtualiZed by having a network 
address that includes location data corresponding with the 
door and site data corresponding with the warehouse. In some 
such implementations, the location and site data are included 
in a domain name of each RFID device and stored in a DNS 
table as part of a provisioning process. 

[0046] According to some implementations of the present 
invention, RFID devices are also provisioned with instruc 
tions for sending a request for a middleware server to a 
middleware server assigner. The as signer determines to what 
middleware server a requesting RFID device will be assigned. 
In some implementations, the middleware server assigner is a 
type of load balancer. 
[0047] In some implementations, an assigned middleware 
server is associated with an RFID device by dynamically 
associating the middleware server’s network address(es) with 
the network address of the RFID device. The middleware 
server network address may include site data and/or a fully 
quali?ed domain name. The process of associating a middle 
ware server with an RFID device may involve updating an 
entry of a DNS table corresponding to the RFID device to add, 
remove or modify a TXT ?eld indicating the middleware 
server to which the RFID device is assigned. The TXT ?eld 
may include a middleware server name and site data and/or a 
fully quali?ed domain name. 
[0048] In some implementations, a DNS entry may be cre 
ated for the site. For example, some such implementations 
provide a two-level lookup process for, e.g., determining all 
RFID devices deployed at a particular location. The DNS 
entry for the site allows application software to use DNS 
resolution to determine the device(s) from which to obtain the 
required data (e.g., a middleware server associated with the 
RFID devices). In this example, a DNS resolver for the appli 
cation server would resolve the IP address of the middleware 
server. The middleware server returns the IP addresses of the 
relevant RFID devices. 

[0049] FIG. 2 illustrates a portion of a simpli?ed RFID 
network 200 that will be used to describe some implementa 
tions of the invention. The details of network 200 are purely 
illustrative. Application server 205 operates according to 
instructions from application software 210 that resides in a 
memory device of, or accessible to, application server 205. 
Application server 205 is in communication with middleware 
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servers 215 and 220 of site 225, via a virtual local area 
network (“VLAN”) 230 in this example. 
[0050] Site 225, Which is “Warehouse 14” in this example, 
includes numerous locations at Which RFID devices are 

deployed. One such location is door 235, Where a plurality of 
RFID devices 240 are positioned. RFID devices 240 are in 
communication With middleWare server assigner 245 via 
VLAN 242. MiddleWare servers 215 and 220 communicate 
With assigner 245 and registrar 260 via VLAN 250. As Will be 
discussed in more detail beloW, in some preferred implemen 
tations assigner 245 is a type of load balancer. 

[0051] FIG. 3A is a How chart that provides an overvieW of 
method 300 according to the present invention. Those of skill 
in the art Will appreciate that the steps of the methods dis 
cussed herein, including method 300, need not be performed 
(and in some implementations are not performed) in the order 
shoWn. Moreover, some implementations of the methods dis 
cussed herein may include more or feWer steps than those 
shoWn, e.g., in FIG. 3A. 
[0052] In step 305, RFID devices in a netWork boot up and 
are provisioned. The RFID devices may be dynamically pro 
visioned, for example, according to the methods described in 
the Cross-Referenced Applications. In addition to the types of 
provisioning described in the Cross-Referenced Applica 
tions, the RFID devices are also provided With the netWork 
address of a middleWare server assigner and instructions for 
sending a request for a middleWare server to the assigner. 

[0053] The DHCP protocol is used in some preferred 
implementations of the present invention because it offers 
various convenient features. For example, the DHCP protocol 
alloWs pools or “scopes” of TCP/IP addresses to be de?ned. A 
DHCP server can temporarily allocate or “lease” these TCP/ 
IP addresses to host devices. An IP address that is not used for 
the duration of the lease is returned to the pool of unallocated 
IP addresses. In addition, the DHCP server Will provide all 
related con?guration settings, such as the default router, 
Domain Name Service (“DNS”) servers, subnet mask, etc., 
that are required for the proper functioning of TCP/IP. 

[0054] For implementations using the DHCP protocol, 
DHCP Options may be used to pass provisioning informa 
tion. The DHCP protocol is de?ned in RFC 2131 and DHCP 
Options are set forth in, for example, RFCs 2132, 3004 and 
3046. RFCs 2131, 2132, 3004 and 3046 are hereby incorpo 
rated by reference for all purposes. In some preferred imple 
mentations, an EPC corresponding to an RFID device is put 
inside a DHCP request sent from the RFID device to a DHCP 
server. The EPC uniquely identi?es the RFID device. 

[0055] Some implementations employ Domain Name Ser 
vice (“DNS”) and dynamic DNS (“DDNS”) to alloW yet 
easier identi?cation of RFID devices. RFC 1034 and RFC 
1035 are hereby incorporated by reference and for all pur 
poses. 

[0056] FIG. 3B illustrates one format for DNS entries in a 
DNS table 350 for RFID devices 240. In this example, DNS 
Table 350 is stored in 260, but DNS Table 350 could be stored 
elseWhere in netWork 200. In DNS table 350, the DNS entries 
have the folloWing format: 

[0057] <Device>.<Location>.<Site>.RFID.<Domain> 
[0058] Accordingly, entry 355 for RFID deviceA of FIG. 2 
includes domain name “A.Door235.W14.RFID.cisco.com” 
and the associated IP address. Corresponding entries 360 and 
365 are formed for RFID devices B and C. One of skill in the 
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art Will readily understand that this format is merely one 
example and that many other suitable formats could be used 
for this purpose. 
[0059] Referring again to FIG. 3A, in step 310 middleWare 
servers in the netWork boot up and are provisioned. This 
process could be a manual process or an automated process, 
e.g., similar to that described in the Cross-Referenced Appli 
cations.As part of the provisioning process, middleWare serv 
ers 215 and 220 are provided With netWork addresses, includ 
ing domain names and IP addresses. Accordingly, entries 370 
and 375 are added to DNS table 350, as shoWn in FIG. 3C. 
[0060] In step 315, a site DNS is created for Warehouse 14. 
This entry could be created by application server 205, by 
another device or manually. Entry 380 of FIG. 3D illustrates 
such a DNS entry, in the format <site>.RFID.<domain>. In 
step 320, RFID devices request middleWare servers. Here, the 
RFID devices transmit requests for middleWare servers to 
assigner 245. Assigner 245 determines that RFID devices A 
and C Will be associated With middleWare server 220 and 
RFID device B Will be associated With middleWare server 215 
(step 325). 
[0061] In step 330, middleWare servers update the DNS 
entry for each RFID device With identi?cation information 
for the middleWare server. In this example, the DNS entry for 
each RFID device is updated With a TXT record that states the 
domain name of the associated middleWare server. Accord 
ingly, TXT record 385 (“TXT mW-srv-1.W14.RFID.cisco. 
com”) is added to DNS entry 355 for RFID device A. Simi 
larly, TXT record 390 (“TXT mW-srv-2.W14.RFID.cisco. 
com”) is added to DNS entry 360 for RFID device B and TXT 
record 395 (“TXT mW-srv-1.W14.RFID.cisco.com”) is 
added to DNS entry 365 for RFID device C. Preferably, the 
same procedure applies if an RFID device is added/replaced 
after other RFID devices in the netWork have been initialiZed, 
provisioned, etc., as described above. 
[0062] Assigner 245 could be implemented in various 
Ways, e.g., as a stand-alone device, as hardWare and/or soft 
Ware incorporated into a module of another netWork device, 
etc. The netWork device could be, for example, a sWitch (e. g., 
a Catalyst 6500 sWitch provided by Cisco) or a middleWare 
server. 

[0063] In this example, assigner 245 is a type ofload bal 
ancer. HoWever, assigner 245 preferably does not re-allocate 
RFID devices to other middleWare servers as frequently as a 
normal TCP load balancer Would re-route netWork traf?c. 
Instead, assigner 245 preferably re-allocates RFID devices to 
other middleWare servers only When certain conditions exist, 
e.g., When devices boot up, during a maintenance cycle, When 
middleWare servers are added to the netWork, etc. OtherWise, 
the associations betWeen middleWare servers and RFID 
devices Would frequently change and the neW associations 
Would need to be communicated to otherparts of netWork 200 
(e.g., to application server 205). 
[0064] According to some implementations, the protocol 
used for the query/response betWeen the RFID device and the 
assigner differs from the protocol used in routine communi 
cations on the RFID netWork. In some such implementations 
of the load balancer described herein, the protocol is one used 
by conventional TCP load balancers. The RFID device may or 
may not knoW about the separate existence of the load bal 
ancer. In some preferred implementations, the RFID device 
treats the load balancer as the RFID middleWare server. 

[0065] FIG. 4 is a ?owchart that outlines method 400 for 
obtaining RFID data from a location according to some 












