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ADMISSION CONTROL FOR VIRTUAL 
MACHINE CLUSTER 

CROSS-REFERENCE TO RELATED 

APPLICATION(S) 
[0001] This application claims the bene?t of US. Provi 
sional Application No. 60/887,958, ?led Feb. 2, 2007. 
[0002] This application is related to application Ser. No. 

<Docket No. 097-0006/Al04>, entitled “HIGH 
AVAILABILITY VIRTUAL MACHINE CLUSTER,” nam 
ing Schmidt and Rajagopal as inventors and ?led on even date 
hereWith, Which is incorporated herein by reference. 

BACKGROUND 

[0003] 1. Field of the Invention 
[0004] One or more embodiments of the present invention 
relate generally to computational systems and, more particu 
larly, to techniques for providing and managing highly-avail 
able systems. 
[0005] 2. Description of the Related Art 
[0006] A Wide range of redundancy techniques have been 
employed in highly-available systems. In general, such tech 
niques seek to replicate hardWare, systems, components, sub 
systems or even softWare so that, in the event of a failure, 
relevant functionality may be maintained or at least quickly 
recovered. Redundancy may be provided at any of a variety of 
levels. For example, in information storage or transmission, it 
is common to manage redundant storage or transmission 
using error correcting codes (ECC), cyclic redundancy 
checks (CRC) and/or storage array technologies such as 
RAID (“Reliable Array of Inexpensive Disks) or as often 
deployed in storage attached netWork (SAN) architectures. 
Redundant subsystems such as poWer supplies or storage 
controllers are often employed to improve system availabil 
ity. 
[0007] In some fault-tolerant designs, fully redundant rep 
licated hardWare is employed at all of levels and duplicate 
(and ostensibly identical) computations are executed on the 
replicated hardWare so that computations may continue unin 
terrupted at least in the event of any single failure. HoWever, 
the increased complexity of such systems has often made 
them practical only for the mo st mission-critical applications. 
[0008] Clustering techniques, though not alWays deployed 
strictly for purposes of availability improvement, have long 
been employed to alloW tWo or more computers together in 
such a Way that they behave like a single computer. In general, 
clustering can be used for parallel processing, load balancing 
or fault tolerance. Some tightly coupled clustering techniques 
(e.g., techniques employing shared boot disks and memory 
under control of an operating system that coordinates opera 
tions of the several nodes) date back at least to the days of 
VAX cluster systems populariZed by Digital Equipment Cor 
poration. More recently, loosely coupled architectures have 
gained popularity. Typically, clustering software is employed 
in such systems to distribute load or coordinate failover 
amongst largely independent computer systems. Systems 
such as the VeritasTM Cluster Server available from Symantec 
Corporation are typical. Operating system- or application 
level cluster technology has been deployed in various releases 
of MicrosoftTM WindoWs operating systems and MicrosoftTM 
SQL Server softWare available from Microsoft Corporation. 
[0009] In recent years, virtualiZation technology (e.g., as 
implemented in products such as those of VMWare, Inc.) has 
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presented neW challenges for high-availability systems as 
more and more virtual servers are run concurrently on a single 

physical server. As a result, clustering techniques have been 
adapted to server virtualiZation. VeritasTM Cluster Server for 
VMware@ ESX ServerTM is one example of such adaptation 
and Microsoft has proposed simple 2-node clusters of Win 
doWs operating system instances using Microsoft Virtual 
Server 2005. 

SUMMARY 

[0010] Embodiments of the present invention include sys 
tems, methods and computer program products for providing 
and managing highly-available systems. In particular, one 
embodiment of the present invention is a system comprising: 
(a) plural virtualiZation systems con?gured as a cluster; (b) a 
failover system that, responsive to an interruption of, or on, a 
particular one of the virtualiZation systems, transitions at least 
one virtual machine to another virtualiZation system of the 
cluster and resumes thereon computations of the transitioned 
virtual machine; and (c) a management system that tracks, for 
each virtual machine, a set of resource requirements, the 
management system admitting virtual machine computations 
to the cluster based on an admission control policy that, 
consonant With the resource requirements of virtual machines 
provisioned to any particular set of virtualiZation systems, 
assures suf?cient excess capacity on other virtualiZation sys 
tems of the cluster to support, in the event of interruption of 
the particular set, transition of all virtual machines operative 
thereon to the other virtualiZation systems of the cluster. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 depicts a cluster con?guration of systems in 
Which embodiments of the present invention may be 
employed. 
[0012] FIG. 2 illustrates failover of a virtual machine from 
one virtualiZation system to another in accordance With some 
embodiments of the present invention using a storage area 
netWork (SAN) mediated representation of virtual machine 
state. 

[0013] FIGS. 3A and 3B illustrate failover operation of a 
virtual machine cluster in accordance With some embodi 
ments of the present invention. FIG. 3A illustrates a distribu 
tion of virtual machine computations prior to a failover trig 
gering event, While FIG. 3B illustrates a distribution of virtual 
machine computations after such an event. 
[0014] FIG. 4 illustrates use of a distributed representation 
of failover data and of an encapsulated representation of 
virtualiZation system state data and con?guration data in 
accordance With some embodiments of the present invention. 
[0015] FIGS. 5, 6, 7 and 8 depict a variety of alternative 
representations of virtualiZation system state data and con 
?guration data in accordance With some embodiments of the 
present invention. 
[0016] FIGS. 9 and 10 depict functional block diagrams of 
virtualiZation system con?gurations in accordance With 
respective embodiments of the present invention. 
[0017] The use of the same reference symbols in different 
draWings indicates similar or identical items. 

Description 

[0018] Systems, methods and computer program products 
have been developed for failing over computations associated 
With at least one virtual machine from one virtualiZation 
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system of a cluster to another. Computations are admitted to 
the cluster based on an admission control policy that, conso 
nant With the resource requirements of virtual machines pro 
visioned to any particular set of virtualiZation systems, 
assures suf?cient excess capacity on other virtualiZation sys 
tems of the cluster to support, in the event of interruption of 
the particular set, transition of virtual machines operative 
thereon to the other virtualiZation systems of the cluster. In 
some embodiments in accordance With the present invention, 
an encapsulated representation of virtual machine state that is 
maintained in shared storage, Which includes a description of 
a hardWare system virtualiZed and an image of virtualiZed 
memory state for the virtual machine. In some embodiments, 
a failover mechanism including software transitions at least 
one virtual machine to another virtualiZation system of the 
cluster and resumes computations of the transitioned virtual 
machine based on state encoded by a corresponding one of the 
virtual machine states represented in the shared storage. 
[0019] In accordance With one or more embodiments of the 
present invention, methods for con?guring a cluster of virtu 
aliZation systems provide a transparent computational plat 
form for highly available virtual machines. Thus, a virtual 
iZation system failure (typically resulting from an underlying 
hardWare or softWare failure) that Would ordinarily interfere 
With, interrupt or terminate executing virtual machines can be 
tolerated and affected virtual machines can be transparently 
restarted on one or more other systems of the cluster. In 
particular, one or more embodiments of the present invention 
are methods for transparently “rehosting” individual execut 
ing virtual machines Without requiring modi?cations to oper 
ating system code (or other guest softWare) executing in the 
virtual machine. 

[0020] One or more embodiments of methods described 
herein can be effective in data center environments since 
failover can be con?gured per cluster of virtualiZation sys 
tems and, in accordance With some embodiments, virtualiZa 
tion system loads are managed consistent With failover-aWare 
admission control policy. In some embodiments, failover tar 
gets are selected automatically for virtual machine instances 
based on static or dynamic load conditions and/or resource 
scheduling. Further, in accordance With one or more embodi 
ments, no per-virtual-machine con?guration is required, and 
neW virtual machines added to the cluster automatically 
inherit failover properties. Still further, in accordance With 
one or more embodiments, customiZations or changes to 
guest softWare (e.g., a guest operating system or purpose 
built softWare “appliance”) are not required; hoWever, 
embodiments in accordance With the present invention may 
so-provide if desired. 
[0021] In accordance With one or more embodiments of the 
present invention, an admission control mechanism is 
enforced so that there is su?icient spare capacity to restart a 
particular virtual machine in the presence of one or more 
failures. In accordance With one or more embodiments, 
failover is integrated With planned virtual machine opera 
tions, such as poWer-on/ off and hot migration betWeen hosts, 
managed by data center control systems. Advantageously, in 
accordance With one or more embodiments, a single point of 
failure is avoided, yet failover resources may be shared 
amongst several virtual machines, guest operating systems, 
purpose-built softWare appliance and applications. Further, in 
accordance With one or more embodiments, the methods 
described herein can integrate With distributed resource 
scheduling algorithm(s). 
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[0022] For concreteness, one or more embodiments are 
described based on facilities and terminology typical of cer 
tain processor architectures and systems, and based on termi 
nology typical of certain operating systems, virtualiZation 
systems, storage systems and netWork protocols and/or ser 
vices. That said, some embodiments of the present invention 
are general to a Wide variety of processor and system archi 
tectures (including both single- and multi-processor architec 
tures based on any of a variety of instruction set architec 
tures), to numerous operating system implementations and to 
systems in Which both conventional and virtualiZed hardWare 
may be provided. Similarly, some embodiments of the 
present invention are general to a variety of storage architec 
tures, including storage virtualiZation systems such as those 
based on Storage Area Network (SAN) technology. Although 
the focus (for simplicity of description) is on all-or-nothing 
virtualiZation system failures, one or more embodiments of 
the present invention techniques are not so limited. Indeed, 
based on the embodiments described, individual virtual 
machines may be failed over based on partial failures, e.g., 
isolated failure in a netWork card or connectivity, or based on 
softWare failures, interruptions or instabilities. In general, one 
or more embodiments of the present invention may be imple 
mented in a host operating system, in a virtual machine layer, 
in cluster and/or data center control systems, using storage 
virtualiZation or combinations of the foregoing. 
[0023] Accordingly, in vieW of the foregoing and Without 
limitation on the range of underlying processor, hardWare or 
system architectures, operating systems, storages architec 
tures or virtualiZation techniques that may be employed, cer 
tain illustrative embodiments are described. Based on these 
embodiments, and on the claims that folloW, persons of ordi 
nary skill in the art Will appreciate a broad range of suitable 
implementations and exploitations. 

Computational Systems, Generally 

[0024] FIG. 1 depicts a cluster of computational systems in 
Which embodiments of the present invention may be 
employed to provide failover amongst systems of the cluster. 
In particular, FIG. 1 illustrates cluster 100 in Which at least a 
collection of virtualiZation systems 112, 112B, 112C (but 
more generally, a mix of virtualiZation systems and conven 
tional hardWare systems such as server 114) are con?gured to 
operate as a coordinated computational platform. In the illus 
trated cluster con?guration, constituent computational sys 
tems (e. g., virtualiZation systems 112, 112B, 112C and server 
114) are coupled to netWork 120 Which is illustrated (for 
simplicity) as a local area netWork With client systems 121A, 
121B and communications interface 122, but Will be more 
generally understood to represent any of a variety of net 
Worked information systems including con?gurations 
coupled to Wide area netWorks and/ or the Internet using any 
of a variety of communications media and protocols. 
[0025] From the perspective of a client system such as 
client system 121A, cluster 100 may appear as one or more 
computer systems (presented, e.g., as application and/or ?le 
servers, database servers or services, other application ser 
vices, netWork services, appliances, etc.) In general, neither 
the con?guration of computational systems as a cluster, nor 
the use of virtualiZation technology in the provisioning of 
underlying hardWare to computational roles, need be appar 
ent to a client system. 
[0026] In the illustrated con?guration, Storage Area Net 
Work (SAN) technology is employed for at least some storage 
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needs of computational systems participating in the cluster. In 
general, network storage systems (including SAN-based sys 
tem 130) provide a level of virtualiZation for underlying 
physical storage elements (e.g., individual disks, tapes and/or 
other media), Where the characteristics and/or con?guration 
of particular storage elements may be hidden from the sys 
tems that employ the storage. SAN-based systems typically 
provide an abstraction of storage pools from Which individual 
storage units or volumes may be allocated or provisioned for 
block level I/O access. In the illustrated con?guration, a 
sWitched fabric topology consistent With Fibre Channel SAN 
technology is shoWn in Which sWitches 131A, 131B, 131C 
and/or directors are employed to mediate high bandWidth 
access (typically using a SCSI (Small Computer System 
Interface) command set) to an extensible and potentially het 
erogeneous set of storage resources 132A, 132B, 132C, 
132D, 132E, 132F, 132G, e.g., SATA (Serial ATA) and/or 
SCSI disks, tape drives, as Well as arrays thereof (e.g., RAID 
(Redundant Array of Inexpensive Disks)). Such resources 
may be distributed and (if desirable) may provide data repli 
cation and/or off-site storage elements. Fibre Channel is a 
gigabit-speed netWork technology standardized in the T11 
Technical Committee of the InterNational Committee for 
Information Technology Standards (INCITS). 
[0027] In general, a variety of different types of intercon 
nect entities, including directors, sWitches, hubs, routers, 
gateWays, and bridges may be employed in topologies (or 
sub-topologies) that include point-to-point, arbitrated loop, 
sWitched fabric portions. Fibre Channel and non-Fibre Chan 
nel technologies including those based on iSCSI protocols 
(SCSI command set over TCP/IP) or ATA-over-ethernet 
(AoE) protocols may be employed in embodiments of the 
present invention. Similarly, any of a variety of media includ 
ing copper pair, optical ?ber, etc. may be employed in a 
netWork storage system such as SAN 130. 

[0028] Although not speci?cally illustrated in FIG. 1, per 
sons of ordinary skill in the art Will recogniZe that physical 
storage is typically organiZed into storage pools, possibly in 
the form of RAID groups/sets. Storage pools are then subdi 
vided into storage units (eg storage volumes, Which are then 
exposed to computer systems (e.g., as a SCSI LUN on a SAN 
communicating via Fibre Channel, iSCSI, etc.). In some envi 
ronments, storage pools may be nested in a hierarchy, Where 
pools are divided into sub-pools. In general, persons of ordi 
nary skill in the art Will understand the SCSI-derived term 
LUN (Logical Unit Number) to represent an address for an 
individual storage unit, and by extension, an identi?er for a 
virtual disk of other storage device presented by a netWork 
storage system such as SAN 130. By convention, We use the 
term LUN throughout this description; hoWever, based on the 
description herein, persons of ordinary skill in the art Will 
appreciate that We do so Without limitation and any suitable 
identi?er may be employed to identify an individual storage 
unit in embodiments of the present invention. 

[0029] Embodiments of the present invention Will be 
understood in the context of virtual machines 113 (or virtual 
computers) that are presented or emulated Within a virtual 
iZation system such as virtualiZation system 112 executing on 
underlying hardWare facilities 115. HoWever, in addition, 
note that failover from (or to) a computational system embod 
ied as a conventional hardware-oriented system may be sup 
ported in some clusters con?gured in accordance With the 
present invention. Nonetheless, for simplicity of description 
embodiments are described in Which individual computa 
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tional systems are embodied as virtualiZation systems that 
support one or more virtual machines. V1rtualiZation systems 
are Well knoWn in the art and include commercial implemen 
tations, such as VMware@ ESX ServerTM, VMware@ Server 
and VMware@ Workstation, available from VMWare, Inc., 
Palo Alto, Calif.; operating systems With virtualiZation sup 
port, such as Microsoft® Virtual Server 2005; and open 
source implementations such as available from XenSource, 
Inc. 

[0030] Although certain virtualiZation strategies/designs 
are described herein, virtualiZation system 112 is representa 
tive of a Wide variety of designs and implementations in 
Which underlying hardWare resources are presented to soft 
Ware (typically to operating system softWare and/or applica 
tions) as virtualiZed instances of computational systems that 
may or may not precisely correspond to the underlying physi 
cal hardWare. 

[0031] Examples of virtualiZation system technology and 
variations thereon (including hosted and non-hosted virtual 
computers, virtual machine monitors (V MMs), hypervisors 
and the like) are illustrated and described herein (Without 
limitation) With reference to FIGS. 9 and 10. Based on the 
description herein, persons of ordinary skill in the art Will 
understand failover techniques and operations in clusters of 
these and other virtualiZation systems. The folloWing 
describes one or more embodiments of failover methods. 

Virtual Machine Failover 

[0032] FIG. 2 illustrates failover of a virtual machine from 
one virtualiZation system to another in accordance With some 
embodiments of the present invention using a storage area 
netWork (SAN) mediated representation of virtual machine 
state. In particular, FIG. 2 illustrates a system in accordance 
With some embodiments of the present invention in Which 
failover of a virtual machine (213B, 213B') from one virtual 
iZation system (212A) to another (212B) is supported. In the 
illustrated system, storage volume 222 is provisioned (202) 
from underlying storage elements 231 for Which access is 
mediated using storage area netWork (SAN) 230. Storage 
volume 222 includes both an encoding of virtual machine 
state and a description of the hardWare system virtualiZed by 
virtual machine 213B. Other storage volumes (e.g., storage 
volumes 221, 223 and 224) encode information correspond 
ing to other virtual machines. 
[0033] Cluster management facility 201 includes failover 
support and is typically implemented using softWare distrib 
uted over several computational systems (including those 
associated With illustrated virtualiZation systems 212A and 
212B of a simple 2-node cluster). Cluster management facil 
ity 201 manages and con?gures a cluster, assigning virtual 
machine instances to virtualiZation systems thereof. For 
example, in the illustration of FIG. 2, cluster management 
facility 201 assigns (see 203) virtual machine computations 
associated With VM instances 213A and 213B to virtualiZa 
tion system 212A and assigns virtual machine computations 
associated With VM instance 213C to virtualiZation system 
212B. In support ofV M instance 213B, storage volume 222 is 
provisioned (202) from storage pool 211 that spans several 
underlying storage elements of SAN 230. In the illustrated 
example, storage portions 232 and 233 from distinct storage 
elements are employed (e.g., using a redundancy technology 
such as RAID) to provide underlying storage that corre 
sponds to LUN006 (storage volume 222). 
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[0034] Failover is facilitated by including both an encoding 
of virtual machine state and a description of the hardware 
system virtualiZed in a storage volume (or set of storage 
volumes) that corresponds to a particular virtual machine. In 
particular, the vir‘tualiZed hardWare description (e. g., an infor 
mation encoding that speci?es the model and con?guration of 
CPU(s), disks, devices, etc. emulated by a particular virtual 
machine) alloWs the “right” virtual machine to be started on 
virtualiZation system 212B, While virtual machine state 
alloWs that virtual machine (noW restarted as VM 213B') to 
continue along a computational path initiated (before failover 
204) While VM 213B Was hosted on virtualiZation system 
212A. By maintaining a distinct storage volume (or a distinct 
set of storage volumes) for each virtual machine, individual 
virtual machines can be failed over independently and to 
different failover targets While preserving exclusive, block 
level SAN-mediated access by the single vir‘tualiZation sys 
tem (and underlying hardWare) that at any particular time 
hosts the corresponding virtual machine. In the illustrated 
example, oWnership of LUN006 is transferred (205) from 
VM 213B (virtualiZation system 212A) to VM 213B' (virtu 
aliZation system 212B) in correspondence With the failover. 
[0035] FIGS. 3A and 3B further illustrate failover opera 
tion of a virtual machine cluster in accordance With some 
embodiments of the present invention. In particular, FIG. 3A 
illustrates a distribution of virtual machine computations 
prior to a failover triggering event, While FIG. 3B illustrates a 
distribution of virtual machine computations after such an 
event. VirtualiZation systems 312A, 312B . . . 312C are illus 

trative of nodes of a multi-node cluster implemented using 
multiple instances of VMware@ ESX Server vir‘tualiZation 
softWare executing on corresponding hosts (331, 332 . . . 333) 
and managed as a resource pool using VMware@ Virtual 
Center management server softWare. A shared storage system 
(e.g., a SAN-based system such as previously described) 
presents suitable storage volumes (e.g., LUNs 001, 002, 003, 
004 and 005). As before, individual storage volumes (or sets 
thereof) include both a backing representation of virtual 
machine state and a description of the hardWare system vir 
tualiZed by a respective virtual machine. 

[0036] For each host (e.g., hosts 331, 332 . . . 333), a 
corresponding high-availability agent (HAA) is provided (see 
e.g., HAA 342A, 342B . . . 342C). Together, the HAAs are 

responsible for failure detection and for maintaining and/or 
communicating relevant status and/ or con?guration informa 
tion su?icient to restart an affected VM on an alternate host. 
In general, the design of HAAs and related protocols and/or 
storage (collectively shoWn as high availability system 340) 
should provide such functionality Without a single point of 
failure. In the illustrated con?guration, a replicated distrib 
uted representation of status/ con?guration is presumed and a 
ring-topology, redundant path communication scheme is 
illustrated such that any single failure is tolerable and each 
surviving host possesses (or has access to) su?icient informa 
tion to effectuate failovers described herein. Examples of 
such information are provided beloW. 

[0037] In general, both an ability to detect a failure and an 
ability to access information necessary or helpful to effectu 
ate a failover response should survive failures that a high 
availability cluster is designed to tolerate. For clarity of 
description, embodiments are described that involve total 
failure of a singe host (e. g., host 332); hoWever, based on the 
description herein persons of ordinary skill in the art Will 
appreciate adaptations that Would alloW a high-availability 
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cluster in accordance With the present invention to tolerate 
partial failures and/or multiple failures. Because existing 
commercially-available softWare systems (e.g., VeritasTM 
Cluster Server for VMWare ESX and EMC® AutoStar‘tTM 
failover automation softWare) exist that provide a packaged 
frameWork for meeting the basic failure detection and distrib 
uted or replicated information representation challenges 
described above, embodiments are described in a context 
consistent With such systems. Nonetheless, based on the 
description herein, persons of ordinary skill in the art Will 
appreciate alternative con?gurations and solutions that may 
or may not leverage functionality of such packaged frame 
Works. 
[0038] In vieW of the foregoing, and Without limitation, 
assume high availability (HA) system 340 includes HA 
agents (HAAs 342A, 342B . . . 342C) With the folloWing 
properties: 

[0039] a. An HA agent runs on each host and can be used 
to communicate With and amongst other components of 
the HA system. 

[0040] b. The HA system can detect if a ho st in the cluster 
has failed. 

[0041] c. A failure-robust information representation is 
provided by the HA system, Which can be populated 
With information descriptive of the set of virtual 
machines running on the hosts together With additional 
meta-information. This information is automatically 
available (Whether by replication or fault-tolerant com 
munications) on surviving hosts and can be used in case 
of host failures. 

[0042] d. Whenever a host failure occurs, the HA system 
can use the descriptive information to cause a virtualiZa 
tion host to restart an affected virtual machine. 

Speci?c methods for achieving the foregoing are noW 
described. 
[0043] Referring to FIG. 3A, an administrative user With 
access to management system 320 con?gures a failover clus 
ter by grouping a set of virtualiZation hosts 331, 332 . . . 333 

(e.g., creating a cluster), and enabling HA on the cluster. The 
con?gurations (including e.g., VM-to-host mappings for pri 
mary and alternate hosts, startup priorities, etc.) are propa 
gated to the individual hosts. In the illustrated con?guration, 
management agents 321A, 321B . . . 321C are employed as 

intermediaries in this communication and (like management 
system 320) need not be fully fault tolerant, but may (if 
desirable) integrate With other data center facilities, provi 
sioning, automation, optimiZation and/or other facilities pro 
vided in a management system such as provided by 
VMWare® VirtualCenter softWare. Of course, other mecha 
nisms for propagating failover con?guration information to 
an HA system may be employed in other embodiments. 
[0044] In some embodiments, an administrator using man 
agement system 320 need not con?gure failover on a per-VM 
basis. Rather, virtual machines created or moved into the 
cluster may automatically inherit high-availability attributes. 
As more completely described beloW, the management sys 
tem may compute and propagate to high availability (HA) 
system 340 at least a baseline set of failover information. For 
example, in some embodiments in accordance With the 
present invention, management system 320 employs admis 
sion control criteria and pre-computes a set of primary and 
alternate ho st assignments for each VM that may be admitted 
to the cluster consistent With the criteria. The assignments 
ensure that the cluster as a Whole reserves su?icient excess 
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capacity to tolerate a predetermined number of failures (typi 
cally a single failure) and establishes a priori to strategy for 
rehosting of affected VMs to alternate hosts in the event of 
such a failure. 

[0045] In some embodiments, dynamic resource schedul 
ing algorithms can be employed to re?ne or update primary 
and alternate host assignments based on actual or evolving 
load conditions. Similarly, in some realizations, VM-to-host 
mappings can be updated/recomputed When changes result 
from planned operations (e.g., scheduled poWer doWn of a 
VM) or VM migration (e.g., transparent migration of an 
executing VM from one virtualization system to another 
using VMotion® technology). In general, the resulting pri 
mary/alternate host assignments may be propagated to high 
availability (HA) system 340 (e.g., via HA agents 332A, 
332B . . . 332C), updated in situ (using facilities of the HA 
system itself) or otherWise made consistent With current sta 
tus of the cluster. 

[0046] Of course, in some embodiments, it may be desir 
able to place individualized per-VM failover con?gurations 
under the control of an administrative user. For example, it 
may be desirable to alloW an administrator to alter (or elimi 
nate) certain HA capabilities for a given VM or to change 
con?gurations such as alternate host mappings, start-up pri 
ority, etc. Similarly, While embodiments are illustrated in the 
context of an overall virtualization environment in Which 
sophisticated monitoring, management, provisioning, auto 
mation, optimization and/or other facilities of a management 
system (e.g., management system 320 and its agents 331, 332 
. . . 333) are leveraged to improve or integrate failover, other 
allocations of functionality are possible. Indeed, in some 
embodiments, a management system (if provided) may not be 
involved in failover operations or provisioning. Generally, 
admission control, alternate host selection, resource schedul 
ing and failover management capabilities can be provided as 
part of high availability (HA) system 340 or using other 
facilities or systems suitable for a given deployment. 
[0047] In the illustration of FIG. 3A, management system 
320 automatically con?gures the HA agent on each host With 
information about What virtual machines need to be failed 
over in the event of a host failure. Each virtual machine (VM) 
is uniquely identi?ed in a host independent Way, e.g., using 
the unique identi?er or LUN for the storage volume in Which 
the VM’s backing state and its virtualized hardWare con?gu 
ration are stored. Although many information codings are 
possible, one suitable representation is as a table replicated 
(or reliably accessible) on each host (or on a su?icient subset 
of hosts) in Which a current host, an alternate host and a 
corresponding LUN are identi?ed for each VM. Using such 
information, each surviving HA agent is able to identify (i) 
the set of VMs affected by a host failure, (ii) Which (if any) 
affected VMs are to be restarted in the associated local virtu 
alization system, and (iii) for each VM to be restarted on the 
local virtualization system, the storage volume (or volumes) 
in Which both a de?nition of the VM and its state data may be 
found. In the illustrated con?guration, LUN 003 stores a 
backing representation of virtual machine state for VM 313C 
and a description of the hardWare system virtualized by VM 
313C. Similarly, LUN 004 stores a backing representation of 
virtual machine state for VM 313D and a description of the 
hardWare system virtualized thereby. 
[0048] FIG. 3B illustrates the results of failover after high 
availability (HA) system 340 has detected a failure of host 
332. In the illustrated con?guration, HA system 340 is 
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responsible for detecting the failure of a host or relevant 
components, devices, services applications or subsystems 
thereof and, as described above, restarting the affected virtual 
machines on respective alternate hosts. In the illustration of 
FIG. 3B, VMs 313C and 313D are affected by a failure of (or 
on) host 332. 
[0049] In general, failure detection methods that are 
employed in any given embodiment of the present invention 
are implementation dependent (or at least dependent on the 
high availability system frameWork employed). HoWever, a 
variety of methods may be commonly employed in embodi 
ments of the present invention and based on these techniques, 
persons of ordinary skill in the art Will appreciate suitable 
adaptations for other embodiments. For example, in a given 
host and virtual machine con?guration, a particular virtual 
machine Will exhibit dependencies on at least some compo 
nents/facilities of the host, e.g., use of particular netWork 
adapters, host-bus adapters, or other hardWare. In some con 
?gurations, dependencies on softWare components or depen 
dencies on services or connectivity may also exist. As a prac 
tical matter, some components may be (or may be considered 
to be) essential to the operation of the host and therefore all 
VMs executing in coordination With an associated virtualiza 
tion system. In general, HA agents may report to each other 
regarding operational status or, in some situations, may 
remotely probe or interrogate their peers. Similarly, guest 
softWare (e.g., an operating system or other important soft 
Ware system) can provide heartbeat information that signals 
Whether the guest softWare is functioning properly. Heart 
beats can be as simple as ensuring the guest OS remains 
responsive, or may include application- or service-level 
monitoring (e.g., is a Web-server responsive? . . . or is a 

Quality of Service [QOS] commitment being met?). 
[0050] In some embodiments, even soft failures, degraded 
operation, or failures Within a given VM may be detected and 
handled by HA system 340. In some embodiments, all 
detected failures on a host are presumed to affect all VMs 
executing thereon. In other embodiments, HA system 340 
may evaluate the impact of a particular failure on a VM-by 
VM basis and respond accordingly. In any case, certain fail 
ures trigger a failover response for affected virtual machines 
When detected by HA system 340. Accordingly, for clarity of 
description and examples, it is presumed (Without limitation) 
that detectable failures all trigger a failover response. 
[0051] In general, once a host failure or VM failure is 
detected, HA system 340 determines Which VMs are affected 
and Which alternative host of the cluster should be used to 
restart each affected VM. In the illustrated con?guration, 
virtual machines (e.g., VMs 313A, 313B, 313C, 313D and 
313E) Were initially allocated to virtualization systems of the 
cluster. In general, any of a variety of resource allocation 
constraints may be employed including load balance, VM 
co-location, capacity or performance requirements, netWork 
connectivity or specialized hardWare/device support pro 
vided by an underlying host system. As a general matter, any 
(or all) of these factors may be useful in selecting failover 
targets. For clarity of the present description (though Without 
limitation), focus in the illustrative embodiments is on a short 
list of factors; hoWever, based on the description herein, per 
sons of ordinary skill in the art Will appreciate modi?cations 
and/or extensions. 

[0052] In general, a selection of failover targets may be 
performed at any time (including after failure detection) and 
by any suitable decision system. Nonetheless, for simplicity 
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of description, the following presumes (Without limitation on 
the full range of embodiments) that at least tentative selec 
tions Will be made in advance. In such embodiments, runtime 
response of HA system 340 can devolve to a simple retrieval 
of the predetermined failover response and restart of VMs in 
accordance With the predetermined response. In such a sys 
tem, predetermination (and update) of a failover response can 
be performed using facilities that are not themselves fault 
tolerant as long as failure detection and failover response 
mechanisms are robust to failures. In this Way, some of the 
complexities of coordinated distributed decision making in 
the presence of failures can be avoided. Of course, in some 
embodiments, admission control, load-balance and/or dis 
tributed resource scheduling may be implemented using 
fault-tolerant system methods and employed in the determi 
nation of an appropriate failover response. In any case, these 
and other variations Will be understood based on the descrip 
tion Which folloWs. 

[0053] FIG. 4 illustrates use of a distributed representation 
of failover data and of an encapsulated representation of 
virtualiZation system state data and con?guration data in 
accordance With some embodiments of the present invention. 
As shoWn in FIG. 4, failover responses and related informa 
tion 450 are illustratively coded as a table replicated (or 
reliably accessible) on each host or on a su?icient subset of 
hosts in a failover cluster. In the illustrated coding, each VM 
executing on a virtualiZation system of the 3-node cluster 
(i.e., each of virtual machines VMl, VM2 and VM3) is asso 
ciated With (or identi?ed by) a corresponding LUN. Both a 
current and an alternate host (or virtualiZation system) are 
identi?ed for each VM. In addition, restart priorities PRIOR 
ITY are speci?ed together With minimum memory and CPU 
requirements (MIN_MEM and MIN_CPU) for VM startup or 
operation. A state indication STATE is also provided. In some 
embodiments, a state indication may be used to identify that 
a particular VM is in a transition state (e. g., during migration 
from one virtualiZation system to another using VMotion 
technology). Similarly, a management layer may use update 
state indication (e.g., to RESTART) as a part of a mechanism 
that initiates failover based on an arbitrary event. 

[0054] Host/virtualiZation system A initially hosts virtual 
machine VM3 for Which LUN002 encodes both backing state 
data and a de?nition of the hardWare con?guration virtual 
iZed. Host/virtualiZation system B initially hosts tWo virtual 
machines VMl and VM2. Corresponding storage volumes 
LUN001 and LUN005 encode backing state data and respec 
tive de?nitions of the hardWare con?gurations virtualiZed. 
Host/virtualiZation system B eventually fails and virtual 
machines VMl and VM2 are failed over in accordance With 
failover information 450 and under control of HA system 440. 

[0055] In the illustration of FIG. 4, an HA agent on each 
surviving host (i.e., HA agents 442A and 442C) is able to 
identify the set of virtual machines affected by a failure of (or 
on) host/virtualiZation system B, namely virtual machines 
VMl and VM2 for Which the current host value CUR_HOST 
corresponds to host/virtualiZation system B. Using failover 
information 450, HA agent 442A identi?es that its corre 
sponding host (host/virtualiZation system A) is the restart 
target (ALT_HOST) for virtual machine VM2 Which is 
uniquely identi?ed (and de?ned) by contents of storage vol 
ume LUN005. Similarly and independently, HA agent 442C 
identi?es that its corresponding host (host/virtualiZation sys 
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tem C) is the restart target (ALT_HOST) for virtual machine 
VMl Which is uniquely identi?ed (and de?ned) by contents 
of storage volume LUN001. 
[0056] Note that the set of virtualiZation systems that make 
up a cluster (e.g., the 3-node cluster illustrated in FIG. 4) need 
not be static. Indeed, more generally, virtualiZation systems 
may be added and/or removed from a cluster (e.g., under 
control of management system 320, see FIG. 3). When virtu 
aliZation systems are added or removed from the system, 
failover targets (e.g., those coded as failover responses and 
related information 450) may be recalculated. Indeed, in 
some embodiments, an admission control system may adjust 
accordingly and automatically poWer up (or poWer doWn) 
virtual machines in accordance With an altered resource base. 
Admission control techniques are described in greater detail 
beloW. 
[0057] In some embodiments, after additional resources are 
added to a cluster, failover support (e. g., that provided by HA 
system 440) may retry failover of virtual machines that could 
not previously be accommodated. Generally, VM priorities 
(e.g., those coded as failover responses and related informa 
tion 450) are used to ensure that limited resources are ?rst 
allocated to failover of higher priority VMs. For example, if a 
fully loaded cluster that enforces admission controls has been 
con?gured to tolerate a single-host failure and 2 hosts have 
failed, then some loWer priority virtual machines Will not be 
restarted. HoWever, if an additional virtualiZation system is 
added to the cluster, there may be additional capacity. 
Accordingly, in some embodiments, HA system 440 may 
automatically restart VMs that could not previously be 
restarted. 
[0058] As previously described, a storage volume associ 
ated With a given virtual machine provides both a de?nition of 
the system virtualiZed and backing state data that codes a 
current (or at least recent) consistent state of the virtual 
machine. For example, storage volume LUN001, Which in 
some embodiments of the present invention is managed by 
using storage area netWork (SAN) technology presented to 
the cluster as a LUN, codes at least description (V MX) of the 
hardWare system virtualiZed by virtual machine VMl and 
backing representation (SWAP) of virtual machine state for 
virtual machine VMl. Similarly, LUN005 provides a backing 
representation of virtual machine state and a description of 
the hardWare system virtualiZed by virtual machine VM2. 
[0059] The backing representation of state for respective 
virtual machines is separated into separate storage volumes 
(e.g., LUN001, LUN002 . . .LUN005). By avoiding commin 
gling of backing representations of state data (e.g., SWAP 
constituents in respective storage volumes) for multiple vir 
tual machines, exclusive high-bandWidth, block-level access 
to backing state data (e.g., using SAN technologies such as 
previously described) Without coordination protocols and 
overheads typical of ?le systems or other shared concurrent 
access storage models is facilitated. In addition, segregation 
of virtual machine state data can provide certain isolation and 
security advantages in some embodiments. Accordingly, 
While underlying storage elements may be collectively man 
aged as a SAN, the backing representations of VM state data 
(e.g., SWAP, see FIG. 4) for distinct VMs may be stored in 
distinct storage volumes (e.g., LUN001, LUN002 . . . 

LUN005) allocated from one or more storage pools of the 
SAN. 

[0060] In general, storage of additional data for a given 
virtual machine (e.g., hardWare description VMX, virtual 
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disk(s) VDISK, snapshot data SS, etc.) may be encapsulated 
into a single storage volume With the corresponding backing 
state data SWAP as illustrated in FIG. 4. However, more 
generally, at least some of this additional data (e. g., data 
descriptive of a particular virtualiZed system data and data 
associated With at least some virtual disks) may be separately 
represented. For example, virtual disks and/or hardWare 
description data may be represented in one or more LUNs 
separate from that (or those) employed for storage of backing 
state data. Similarly, some of the additional data employed in 
multiple virtual machines may be commingled, if desired. For 
example, storage for virtual disks employed by multiple vir 
tual machine instances (particularly secondary virtual disks 
that include static sharable images of operating system exten 
sions and/or application software) may be commingled in 
shared storage. Similarly, some embodiments may employ a 
library of possible virtual hardWare con?gurations that are 
stored in shared storage. In such embodiments, failover infor 
mation 450 (or other information accessible to a restart target) 
should code the additional storage associations. 

[0061] Nonetheless, for convenience, simplicity or isola 
tion of data su?icient to restart a virtual machine, at least 
backing state data (SWAP) and a description of the system 
virtualiZed (V MX) in a VM-speci?c LUN may be encapsu 
lated. In this Way, both the information necessary to instanti 
ate a neW and properly con?gured VM and to de?ne its state 
are represented in a Way that alloWs virtualiZation softWare 
convenient access, but does not require that HA system 440 
(or its agents) have particular knoWledge of the storage archi 
tecture employed. Inclusion of at least a primary virtual disk 
(e. g., VDISK, see FIG. 4) may also be desirable, particularly 
When guest software maintains at least some disk-resident 
state. Finally, snapshot information (Whether managed 
directly by a virtualiZation system or indirectly using facili 
ties provided in many modern SAN systems) can provide 
failover systems described herein With rollback and other 
desirable capabilities. In any case, identi?cation (in failover 
related information 450) of a single VM-speci?c LUN (e.g., 
LUN001 forVMl) alloWs HA agent 442C to initiate restart of 
an affected VM Without substantial complexity or access 
control challenges. Accordingly (though Without limitation), 
certain shared storage con?gurations that encapsulate addi 
tional data (such as a primary virtual disk VDISK, system 
description VMX, and explicit or implicit snapshot data SS) 
together With backing state data SWAP are illustrated. 

[0062] In general, virtualiZation system state data and con 
?guration data can include multiple constituent elements: 
backing state data, virtual primary disk data, virtual hardWare 
con?guration data (e. g., type of processor virtualiZed, type of 
virtual netWork card, type of virtual storage host bus adapter 
(HBA), amount of memory virtualiZed, etc.), snapshot data, 
and Zero or more virtual secondary disks (sometimes referred 
to as virtual secondary disk data). Based on the description 
herein, persons of ordinary skill in the art Will appreciate that 
in various embodiments, these constituents may be aggre 
gated together in encapsulated forms, distributed amongst 
multiple storage volumes or units, further divided, etc. Typi 
cally, a particular storage organiZation and coding Will be 
selected based on performance, management convenience, 
security/isolation goals or other virtualiZation system depen 
dent criteria. Nonetheless, to provide a useful descriptive 
context (and Without limitation), certain illustrative storage 
organiZations and elements thereof are described. 
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[0063] In general, backing state data of a virtual machine 
includes a coding of execution state for a virtual machine at a 
particular time Whether or not suspended. For example, back 
ing state data often includes an image (or other coding) of 
current data in all or a portion of a memory utiliZed by a 
virtual machine (e.g., instruction and/or value data in the 
virtual machine’s RAM, cache, registers, etc.). A boot disk 
(e.g., a boot sector and OS disk image) may reside on the 
primary virtual disk or elseWhere. In some realiZations (e. g., 
those in Which a “netWork boot” is provided), an underlying 
encoding of the boot disk may not be closely associated or 
encapsulated With other elements of virtual machine state. 
Virtual hardWare con?guration data codes a con?guration of 
a virtual machine. For example, virtual hardWare con?gura 
tion data typically codes a type and con?guration of processor 
(s), netWork card(s), storage host bus adapter (HBA), 
memory, chipset, virtual primary disk, etc. virtualiZed (or 
emulated) by a given virtual machine. 
[0064] FIG. 4 illustrates an embodiment of the present 
invention using encapsulated representation 460 of virtual 
machine state and con?guration data. In the illustrated repre 
sentation, a partition table PT indexes or otherWise invento 
ries partitions of the encapsulated representation. For 
example, in encapsulated representation 460, partitions are 
provided for a primary virtual disk VDISK, for a description 
VMX of the hardWare system virtualiZed and for backing 
state data SWAP of VMl. 

[0065] Typically, snapshot data SS Will be maintained 
using facilities of a storage system (not separately shoWn) that 
transparently support snapshot, checkpointing, state cloning, 
rollback and/ or other related operations Without necessarily 
exposing underlying storage of data for incremental/succes 
sive states. For example, snapshot facilities available in mod 
ern commercial SANs are typically space ef?cient (employ 
ing copy-on-Write and/or delta state technology) and 
typically provide transparent checkpointing and rollback sup 
port for a succession or hierarchy states related to a baseline. 
Accordingly, snapshot data SS is illustrated as an adjunct to 
backing state data SWAP although other representations may 
be employed, if desired. 
[0066] For purposes of illustration, a 2-level hierarchy of 
partitions is shoWn in Which primary virtual disk VDISK 
resides in a partition of encapsulated representation 460, but 
includes its oWn partition table and associated storage parti 
tion. Although the illustration suggests a single data partition 
corresponding to primary virtual disk VDISK, persons of 
ordinary skill in the art Will recogniZe that the partitioning 
con?guration is arbitrary. In general, use of an embedded 
partition alloWs some virtualiZation system implementations 
to expose primary virtual disk VDISK to a virtual machine 
(e.g., to VMl running ?rst on system B then on system C) 
While restricting access to data in the encapsulating partition 
(particularly backing state data SWAP and any snapshot data 
SS). 
[0067] FIG. 5 illustrates encapsulated representation 460 in 
someWhat greater detail. By limiting guest (OS/application) 
access to data residing in partitions (e.g., partitions D1 and 
D2) of lesser included partition 561, a risk that sensitive 
information contained in state data, virtual hardWare con?gu 
ration data, or snapshot data can potentially leak to a guest of 
the virtual machine is reduced. Actions by a guest, Whether 
accidental or intentional, could result in the inappropriate use, 
deletion or corruption of such data. Therefore, restricting 
guest access to non-disk data can enhance security and reli 
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ability and may be desirable in some embodiments. Nonethe 
less, other data representations may be employed in other 
embodiments. FIGS. 6-8 illustrate alternative representations 
of virtualiZation system state data and con?guration data in 
accordance With some embodiments of the present invention. 
[0068] FIG. 6 illustrates an encapsulated representation 
660, in Which partitions are provided for a description VMX 
of the hardWare system virtualiZed and for backing state data 
SWAP together With snapshot data sets SS supported in the 
embodiment. In the failover scenario of FIG. 4, encapsulated 
representation 660 Would be the primary storage volume (or 
LUN) corresponding to virtual machine VMl, While addi 
tional storage (e.g., for virtual disks VDISKl and VDISK2) 
resides in other storage such as a secondary storage volume 
(or LUN) 661 or other shared storage. In general, failover 
related information 450 may be extended to identify a sec 
ondary storage volume. Alternatively, an identi?er (e.g., the 
corresponding LUN) for secondary storage volume 661 may 
be coded in data of primary storage volume 660 for use by 
virtualiZation system C in exposing the appropriate virtual 
disk partitions to VMl once restarted. 
[0069] FIG. 7 illustrates an encapsulated representation 
760, in Which partitions are provided for a pair of virtual disks 
VDISKl and VDISK2 in addition to a description VMX of 
the hardWare system virtualiZed, backing state data SWAP 
and snapshot data sets SS. In the illustration of FIG. 7, a 
single-level partitioning structure is employed. 
[0070] Finally, FIG. 8 illustrates a representation 860 in 
Which a primary storage volume is employed for storage of 
backing state data SWAP together With any snapshot data sets 
SS. Separate storage is provided for additional virtual 
machine data such as a description of the hardWare system 
virtualiZed or any virtual disks provided. In the failover sce 
nario of FIG. 4, representation 860 Would be the primary 
storage volume (or LUN) corresponding to virtual machine 
VMl, While additional storage (e.g., a secondary storage 
volume 861) containing description VMXl could be 
employed for a description of the hardWare system virtual 
iZed by virtual machine VMl. As before, failover related 
information 450 may be extended to identify the secondary 
storage volume or other identi?cation methods may be 
employed. 

Admission Control 

[0071] Highly-available systems such as described herein 
seek to ensure that there is enough excess capacity in the 
system to tolerate populations of failures that can be expected 
in actual system operations. Because typical failures (or at 
least the repair/remediation thereof) tend to affect hardWare 
systems on a host-level of granularity, reliability design goals 
for the virtualiZation system clusters described herein are 
typically speci?ed in terms of the number of host failures 
tolerated. For example, a typical availability policy requires 
that the system tolerate total loss of any single host (and its 
virtualiZation system) Without loss of availability of virtual 
machines supported by the cluster. Note that some availabil 
ity policies may require that the system tolerate multiple host 
failures or failures of related hosts, services or facilities. More 
generally, failures and reliability design goals can be modeled 
at ?ner levels of granularity and may account for partial 
failures; hoWever, for clarity of description and examples, 
embodiments are illustrated in a context of an availability 
policy that requires that a cluster tolerate failure of any single 
host. 
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[0072] In some embodiments of a high-availability cluster 
in accordance With the present invention, an availability 
policy is speci?ed as the number of host failures that can be 
tolerated, and this policy is enforced using admission controls 
that limit the population of VMs that may be started in the 
cluster. Consistent With an implemented admission control 
policy, the cluster Will elect not to “poWer up” a virtual 
machine if a design level of availability cannot be guaranteed 
in a Worst-case scenario. Accordingly, a VM poWer up opera 
tion can fail even though there is apparently enough excess 
capacity in the cluster to support its startup and/or operation. 
[0073] One strategy for admission control is to ensure (for 
each resource type) that RESOURCES REQUIRED 

<=RESOURCES PROVIDED, Where: 

RESO URCESPROVIDED = 

Z capacity?deal) — Z l0stCapacity(W0rslCase) 
Hosts Hosts 

and 

RESOURCESREQUIRED = 2 
Powered VMS 

requirements 

Where capacity lost in a WorstCase scenario corresponds to 
the design limit of the reliable system design. For example, in 
an example in Which an availability policy requires that a 
cluster tolerate a speci?ed number N of host failures, Worst 
Case lost capacity is the capacity of the N hosts having the 
greatest capacity. In general, a balance betWeen resources 
provided and those required should be evaluated for each type 
of resource requirement, e.g., memory, CPU, netWork con 
nectivity or bandWidth, etc., that serves to characteriZe host 
capacity and virtual machine requirements. 
[0074] HoWever, the approach described above may not be 
robust in situations Where granularity of host capacities and 
virtual machine requirements vary or are not Well matched. 
For example, a total of 10 GBytes of unallocated physical 
memory equally distributed amongst ?ve (5) hosts/virtualiZa 
tion systems of a cluster (2 GBytes per host) is not helpful if 
a Worst case failure Would require that a single virtual 
machine requiring 4 GBytes of physical memory be rehosted. 
Accordingly, in some embodiments of the present invention, 
a conservative implementation of the general resource model 
for admission control is used. The limited computational 
requirements of the conservative implementation make it 
amenable to on-the-?y admission decisions and these com 
putational requirements scale Well With increasing numbers 
of virtual machines, hosts and types of resources considered. 

[0075] First, iterate over a population of virtual machines 
and calculate, for each resource type, a minimum resource 
level that Would be su?icient to meet the needs of each virtual 
machine. For example, in one embodiment, determine the 
maximum of all minimum physical memory requirements for 
virtual machines of the population. Thus, if one virtual 
machine required 2 GBytes of physical memory and each of 
the others of a given population individually required less 
than 500 MBytes, one Would estimate 2 GBytes as the mini 
mum per-VM resource requirement for all virtual machines 
of the population. Do the same for other resource types such 
as CPU capacity, netWork connectivity or bandWidth, etc. and 
adopt the resulting multi-dimensional characterization of 
minimum resource requirements as a conservative model of 
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resource requirements for all virtual machines of the popula 
tion. In general, this can be thought as creating a minimum 
capacity “bounding box” for all poWered-up VMs and all 
resource types. This is referred to as a boxCapacity. 

[0076] For simplicity of description, assume there are tWo 
(2) resource types of interest, memory and CPU, and embodi 
ments are illustrated using a 2-dimensional characteriZation 
of resource requirements and boxCapacity. Of course, based 
on the description herein, extensions for larger numbers of 
resource types are straightforward and Will be appreciated by 
persons of ordinary skill in the art. 

[0077] For each host (or virtualiZation system), calculate 
hoW many virtual machines With the capacity requirement of 
boxCapacity can ?t on the host. This number of VM slots is 
referred to as a slotCount for a host (or virtualiZation system). 
Finally, determine the number of VM slots that Would be lost 
in the case of a Worst-case failure. For example, in a cluster 
Where toleration of N host failures is the reliable design limit, 
subtract the total number of VM slots provided by the N hosts 
having the highest slotCounts from the total number of VM 
slots provided by the cluster. Thus, in a cluster designed to 
tolerate one (1) host failure, subtract the slotCount for the 
highest capacity host from the sum of slotCounts for all hosts 
in the cluster. The result, maxSlot, is the maximum number of 
VM slots one has for virtual machines if one is to ensure that 
the cluster Will tolerate N host failures. An invariant during 
virtual machine provisioning, and as virtual machines hosts/ 
virtualiZation systems are added and removed from the clus 
ter (e.g., by management system 320, see FIG. 3), is that no 
more than maxSlot virtual machines are admitted to the clus 
ter. 

[0078] Referring illustratively, to FIG. 4, failover related 
information 450 may include (or maintain) per-VM resource 
requirements for each resource type to facilitate recalculation 
and update of modeled boxCapacity, slotCounts and maxSlot 
cluster admission constraints in correspondence With 
dynamic changes in the population of virtual machines and 
available hosts/virtualiZation systems. Note that because the 
failover methods described herein alloW a set of virtual 
machines hosted by a failed virtualiZation system (e. g., VM1 
and VM2 initially hosted on system B) to be independently 
migrated to different restart targets (e.g., to host/virtualiZa 
tion systems A and C), excess capacity need only be provided 
at a VM-level rather than at a host-level. As a result, load 
balance and planned operations can be managed in a straight 
forWard Way largely independent of admission control. 
[0079] Persons of ordinary skill in the art Will recogniZe 
that the above-described implementation is a simpli?ed solu 
tion to more general (and NP complete) packing problems. It 
is straightforward and fast to compute (or recompute) in the 
presence of dynamic variations in virtual machine and host 
populations. It is suitable at least for relatively uniform or 
coherent host capacities and relatively uniform or coherent 
granularity in resource requirements for a given population of 
virtual machines. Of course, more advanced variations can be 
employed, if needed. For example, a gradation of boxCapac 
ity measures (e.g., large and small) may be employed to 
model a distribution of virtual machine resource footprints. 
Similarly, more complex capacity models and/or optimiZa 
tion techniques may be employed. In any case, the conserva 
tive admission control techniques described herein ensure 
that there is su?icient excess capacity in the cluster to restart 
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all admitted VMs given the number of host failures that must 
be tolerated based on an availability policy or metric. 

Planned Operation Integration 

[0080] In general, the failover methods described herein 
can be implemented in Ways that are transparent to ordinary 
virtual machine operations, such as poWer-up/doWn opera 
tions. For example, in the context of FIGS. 3A and 3B, virtual 
machine provisioning, poWer-up, poWer-doWn and even 
migration using facilities such as VMotion® technology can 
be controlled from management system 320. As previously 
described, management system 320 and its host-resident 
agents 331, 332 . . . 333 can supply HA system 340 With 

VM-to-host assignments, failover targets, etc. Accordingly, 
in some embodiments in accordance With the present inven 
tion, management system 320 coordinates its update of pri 
mary/alternate host assignments supplied to HA system 340 
With a directive that aVM be “poWered-doWn.”Alternatively, 
HA system 340 may update failover information itself based 
on a poWer doWn directive from management system 320. 

[0081] In any case, as part of a poWer operation, manage 
ment system 320 directs HA Agents 342A, 342B . . . 342C 

that a particular virtual machine (e.g., VM 313A) is no longer 
active and should be removed from the set of virtual machines 
for Which an automatic failover is provided. This directive is 
typically propagated to HA system 340 before VM 313A is 
poWered doWn or at least coincident With poWer doWn. Simi 
larly, When a virtual machine is “poWered-up,” it is registered 
With HA system 340 before the poWer up operation completes 
or at least coincident thereWith. 

[0082] In this Way, HA system 340 maintains failover 
related information (see 450, FIG. 4) consistent With man 
aged VM operations and Will not misdiagnose scheduled or 
purposeful removal of a virtual machine from the cluster. As 
a result, inappropriate failover restart can be avoided for 
virtual machines that are removed and neWly added virtual 
machines are automatically included in the failover scheme. 

Virtual Machine Migration 

[0083] As previously described, VM-to-host mappings can 
be updated/recomputed When changes result from planned 
operations (e. g., scheduled poWer-doWn of a virtual machine) 
or VM migration (e.g., transparent migration of an executing 
virtual machine from one virtualiZation system to another 
using VMotion® technology). For example, in the illustrative 
context of FIGS. 3A and 3B, primary/altemate host assign 
ments may be propagated to high availability (HA) system 
340 (e.g., via HA agents 332A, 332B . . . 332C), updated in 
situ (using facilities of the HA system itself) or otherWise 
made consistent With current status of the cluster. 

[0084] From the perspective of an HA agent, migration of a 
virtual machine looks like a poWer-up of the VM on the 
destination host folloWed by a corresponding poWer-doWn of 
the VM on the source host. HoWever, since completion of an 
end-to-end migration can take 10 s of seconds during Which 
the destination host demand pages VM state and continues 
VM computations, simply removing the executing virtual 
machine from failover coverage provided by high availability 
(HA) system 340 during migration is not desirable. On the 
other hand, failing over a virtual machine (based on a failure 
of the source host) While concurrently bringing up the virtual 
machine on the destination host could result in tWo instances 
of the same virtual machine. Therefore, in a virtual machine 
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cluster that supports VMotion® technology, high availability 
(HA) system 340 should track a migrating VM as in a transi 
tion state. 

[0085] If the source host fails, completion of theVM migra 
tion Will typically suf?ce for failover as long as source VM 
state is available in storage such as provided by the SAN 
resident storage volumes described elseWhere herein. On the 
other hand, failure of the destination host may require a 
failover operation initiated by HA system 340. Accordingly, 
in a cluster of virtualiZation systems that support VMotion 
style migration, both the source and destination code are 
responsible for notifying the HA system 340 (typically via 
their local HA agent) upon successful completion of the 
VMotion operation. In case of a single host failure, the sur 
viving host Will update an HA Agent. When that is done, the 
HA Agent veri?es that the VM is still running. If not, the VM 
is restarted using failover restart sequences already described 
herein. If the source host failed, a reasonable choice for the 
restart target is the VMotion destination. 

Distributed Resource Scheduling 

[0086] If desirable, failover functionality described herein 
can be integrated With a distributed resource scheduling ser 
vice (DRS) to provide HA system 340 With restart target 
selections based on actual runtime loads. Note that, in this 
context, runtime load includes the resource loads (e. g., CPU, 
memory, connectivity/bandwidth, etc.) actually imposed by 
executing virtual machines, Which is typically different than 
static poWer up capacity requirements employed in admission 
controls. 
[0087] Ideally, a DRS algorithm Would be invoked at or 
about the time of failure, computing optimal alternate hosts 
for each VM. Unfortunately, this is often not practical or 
desirable, since it presumes a fault-tolerant DRS system. 
Typically, DRS algorithms require a cluster-Wide vieW of the 
system and historical statistics for each host. Although DRS 
algorithms and related data sets can be made fault-tolerant, 
the complexity and related overheads of such solutions may 
be undesirable. Accordingly, in some embodiments in accor 
dance With the present invention, the approach taken supports 
DRS algorithms on a system, e.g., management system 320 
(see FIGS. 3A and 3B), that may not be highly-available or 
fault-tolerant. 
[0088] Instead, the DRS algorithm is invoked periodically 
on management system 320 to calculate the alternate hosts for 
all VMs assuming a failure of the current hosts. Thus, an 
alternate host is computed for each VM. As previously 
described, alternate host information is propagated to HA 
system 340 via host-resident agents 331, 332 . . . 333. 

VirtualiZation System Technology and Variations 

[0089] As is Well known to those of ordinary skill in the art, 
a virtual machine (V M) is a softWare abstractionia “virtu 
aliZation”4of an actual physical computer system. FIGS. 1-4 
illustrate aspects of clusters of virtualiZation systems in 
accordance With some embodiments of the present invention. 
In an effort to emphasiZe features relevant to the inventive 
concepts, certain aspects of more complete virtualiZation sys 
tem implementations have been abstracted. 
[0090] In general, some interface is provided betWeen the 
guest softWare Within a VM and the various hardWare com 
ponents and devices in the underlying hardWare platform. 
This interfaceiWhich can generally be termed “virtualiZa 
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tion softWare”imay include one or more softWare compo 
nents and/or layers, possibly including one or more of the 
softWare components knoWn in the ?eld of virtual machine 
technology as “virtual machine monitors” (VMMs), “hyper 
visors,” or virtualiZation “kemels.” Because virtualiZation 
terminology has evolved over time and has not yet become 
fully standardiZed, these terms (When used in the art) do not 
alWays provide clear distinctions betWeen the softWare layers 
and components to Which they refer. For example, the term 
“hypervisor” is often used to describe both a VMM and a 
kernel together, either as separate but cooperating compo 
nents or With one or more VMMs incorporated Wholly or 
partially into the kernel itself; hoWever, the term “hypervisor” 
is sometimes used instead to mean some variant of a VMM 
alone, Which interfaces With some other softWare layer(s) or 
component(s) to support the virtualiZation. Moreover, in 
some systems, some virtualiZation code is included in at least 
one “superior” VM to facilitate the operations of other VMs. 
Furthermore, speci?c softWare support forVMs is sometimes 
included in the host OS itself. Unless otherWise indicated, 
embodiments of the present invention may be used (and/or 
implemented) in (or in conjunction With) virtualiZed com 
puter systems having any type or con?guration of virtualiZa 
tion softWare. 

[0091] In vieW of the above, and Without limitation, an 
interface usually exists betWeen a VM and the underlying 
platform Which is responsible for actually executing VM 
issued instructions and transferring data to and from the 
memory and storage devices or underlying hardWare. Subject 
to the foregoing, certain commercially available virtualiZa 
tion systems employ a “virtual machine monitor” (V MM) in 
this role. A VMM is usually implemented as a thin piece of 
softWare that runs directly on top of a host, or directly on the 
hardWare, and virtualiZes at least some of the resources of the 
physical host machine. The interface exported to the VM is 
then the same as the hardWare interface of a physical machine. 
In some cases, the interface largely corresponds to the archi 
tecture, resources and device complements of the underlying 
physical hardWare; hoWever, in other cases it need not. 
[0092] Although the VM (and thus applications executing 
in the VM and their users) cannot usually detect the presence 
of the VMM, the VMM and the VM may be vieWed as 
together forming a single virtual computer. They are shoWn 
and described herein as separate components for the sake of 
clarity and to emphasiZe the virtual machine abstraction 
achieved. HoWever, the boundary betWeen VM and VMM is 
someWhat arbitrary. For example, While various virtualiZed 
hardWare components such as virtual CPU(s), virtual 
memory, virtual disks, and virtual device(s) including virtual 
I/O devices can be presented as part of previously described 
VMs (see FIGS. 1-4), in some virtualiZation system imple 
mentations, these “components” are at least partially imple 
mented as constructs or emulations exposed to a VM by the 
VMM. One advantage of such an arrangement is that the 
VMM may be set up to expose “generic” devices, Which 
facilitate VM migration and hardWare platform-indepen 
dence. In general, such functionality may be said to exist in 
the VM or the VMM. 

[0093] It should be noted that While VMMs can be vieWed 
as executing on underlying system hardWare, many imple 
mentations based on the basic abstraction may be imple 
mented. In particular, some implementations of VMMs (and 
associated virtual machines) execute in coordination With a 
kernel that itself executes on underlying system hardWare, 
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While other implementations are hosted by an operating sys 
tem executing on the underlying system hardware and VMMs 
(and associated virtual machines) execute in coordination 
With the host operating system. Such con?gurations, some 
times described as “hosted” and “non-hosted” con?gurations, 
are illustrated in FIGS. 9 and 10. In the hosted con?guration, 
an existing, general-purpose operating system (OS) acts as a 
“host” operating system that is used to perform certain I/O 
operations. In the “non-hosted” con?guration, a kernel cus 
tomiZed to support virtual computers takes the place of the 
conventional operating system. 
[0094] Our techniques for providing high-availability clus 
ters of virtualiZation systems may build on systems of either 
con?guration although “non-hosted” con?gurations have 
typically been preferred in the data center environments 
described herein. Accordingly, in vieW of the variations, tWo 
exemplary virtualiZation system con?gurations are summa 
riZed and, based on the preceding description, persons of 
ordinary skill in the art Will appreciate suitable hosted and 
non-hosted implementations of the inventive concepts. 

Ho sted Virtual Computers 

[0095] FIG. 9 illustrates virtualiZation system con?gura 
tion 900 commonly referred to as a “hosted” virtualiZed com 
puter system in Which a virtual machine monitor (e.g., VMM 
910, VMM 910A, VMM 910B) is co-resident at system level 
With host operating system 920 such that both the VMMs and 
the ho st operating system can independently modify the state 
of the host processor. VMMs call into the host operating 
system via driver 921 and a dedicated one of the user-level 
applications 930 to have the host OS perform certain I/O 
operations on behalf of the VM. The virtual computer in this 
con?guration is thus hosted in that it runs in coordination With 
an existing host operating system. VirtualiZation systems that 
include suitable facilities are available in the marketplace. 
Indeed, VMware@ Server virtual infrastructure softWare 
available from VMWare, Inc., Palo Alto, Calif. implements a 
hosted virtualiZation system con?guration consistent With the 
illustration of FIG. 9. VMware@ Workstation desktop virtu 
aliZation softWare, also available from VMWare, Inc. also 
implements a hosted virtualiZation system con?guration con 
sistent With the illustration of FIG. 9. 

Non-Hosted Virtual Computers 

[0096] FIG. 10 illustrates a virtualiZation system con?gu 
ration commonly referred to as a “non-hosted” virtualiZed 
computer system in Which dedicated kernel 1090 takes the 
place of and performs the conventional functions of a host 
operating system. Virtual computers (e.g., VM/VMM pairs) 
run on the kernel. Compared With a system in Which VMMs 
run directly on the hardWare platform, use of a kernel offers 
improved performance because it can be co-developed With 
the VMMs and optimiZed for the characteristics of a Workload 
consisting of VMMs rather than a more general collection of 
tasks. Moreover, a kernel can also be optimiZed for I/O opera 
tions and it can facilitate provision of services that extend 
across multiple VMs (for example, for resource manage 
ment). VirtualiZation systems that include suitable kernels are 
available in the marketplace. Indeed, ESX ServerTM virtual 
infrastructure softWare available from VMWare, Inc., Palo 
Alto, Calif. implements a non-hosted virtualiZation system 
con?guration consistent With the illustration of FIG. 10. ESX 
Server is a trademark of VMWare, Inc. 
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[0097] Different systems may implement virtualiZation to 
different degreesi“virtualiZation” generally relates to a 
spectrum of de?nitions rather than to a bright line, and often 
re?ects a design choice in respect to a trade-offbetWeen speed 
and e?iciency on the one hand and isolation and universality 
on the other hand. For example, “full virtualiZation” is some 
times used to denote a system in Which no softWare compo 
nents of any form are included in the guest other than those 
that Would be found in a non-virtualiZed computer; thus, the 
guest OS could be an off-the-shelf, commercially available 
OS With no components included speci?cally to support use 
in a virtualiZed environment. 
[0098] In contrast, another term, Which has yet to achieve a 
universally accepted de?nition, is that of “para-virtualiZa 
tion.” As the term implies, a “para-virtualiZed” system is not 
“fully” virtualiZed, but rather the guest is con?gured in some 
Way to provide certain features that facilitate virtualiZation. 
For example, the guest in some para-virtualiZed systems is 
designed to avoid hard-to-virtualiZe operations and con?gu 
rations, such as by avoiding certain privileged instructions, 
certain memory address ranges, etc. As another example, 
many para-virtualiZed systems include an interface Within the 
guest that enables explicit calls to other components of the 
virtualiZation softWare. For some, para-virtualiZation implies 
that the guest OS (in particular, its kernel) is speci?cally 
designed to support such an interface. According to this vieW, 
having, for example, an off-the-shelf version of Microsoft 
WindoWs XP as the guest OS Would not be consistent With the 
notion of para-virtualiZation. Others de?ne para-virtualiZa 
tion more broadly to include any guest OS With any code that 
is speci?cally intended to provide information directly to the 
other virtualiZation softWare. According to this vieW, loading 
a module such as a driver designed to communicate With other 
virtualiZation components renders the system para-virtual 
iZed, even if the guest OS as such is an off-the-shelf, com 
mercially available OS not speci?cally designed to support a 
virtualiZed computer system. 
[0099] Unless otherWise indicated or apparent, virtualiZed 
computer system-based realiZations of the present invention 
are not restricted to use in systems With any particular 
“degree” of virtualiZation and is not to be limited to any 
particular notion of full or partial (“para-”) virtualiZation. 

Other Embodiments 

[0100] While the invention(s) is (are) described With refer 
ence to various implementations and exploitations, it Will be 
understood that these embodiments are illustrative and that 
the scope of the invention(s) is not limited to them. In general, 
virtual machines may be implemented consistent With hard 
Ware system noW existing or hereafter de?ned. In addition, 
While our description of virtualiZation techniques has gener 
ally assumed that the virtual machines present interfaces con 
sistent With a hardWare system, persons of ordinary skill in 
the art Will recogniZe that the techniques described may be 
used in conjunction With virtualiZations that do not corre 
spond directly to any particular hardWare system. VirtualiZa 
tion systems in accordance With the present invention, imple 
mented as hosted embodiments, non-hosted embodiments or 
as embodiments that tend to blur distinctions betWeen the 
tWo, are all envisioned. 
[0101] Although achieving a goal of VMM transparency 
may be facilitated using techniques of the present invention, 
VMM transparency is not required. Rather, the virtualiZation 
system support for poWer management interfaces and mecha 






