
(19) United States 

Pipitone et al. 

US 20080189557Al 

(12) Patent Application Publication (10) Pub. No.: US 2008/0189557 A1 
(43) Pub. Date: Aug. 7, 2008 

(54) METHOD AND ARCHITECTURE FOR Publication Classi?cation 
RESTRICTING ACCESS TO A MEMORY 
DEVICE (51) Int. Cl. 

G06F 12/14 (2006.01) 
(75) Inventors: Francesco Pipitone, Palermo (PA) H041‘ 9 / 00 (200601) 

(1T); Frances“) T°malu°l°s Monte (52) us. Cl. 713/193; 380/277; 711/163; 711/E12.092 
S. Angelo (FG) (IT); Marco 
Messina, Augusta (SR) (IT); 
Alessandro Raimondo, (57) ABSTRACT 

CaSte1_buOnO _(PA) (IT); VlJay A memory device including at least one storage area for 
Malhl’Cann_1ZZarO(C_T)(IT); storing data and a protection control structure adapted to 
Salvatore Glove’ Ban (BA) (IT) selectively alloW an external device access to the at least one 

storage area of the memory, the storage area being not freely 
Correspondence Address: - - - accessible by the external dev1ce 1f protected. The memory 

HA§liEY LLP device further includes a control logic adapted to identify an 
Bu?e ’WA 5800:‘ sgglue ‘ ‘ access request by the external device to the at least one storage 
6 evue’ _ area and cooperating With the protection control structure for 

(73) Assignees_ sTMicroelectronics 5 r1 _ managing an unlock procedure for selectively granting the 
' sTMicroelectronics (l'lés'éarch & external device at least temporary access rights to the storage 

Develo ment) Limited area if protected. The memory device further includes means 
P for providing a ?rst code to the external device in said unlock 

21 A 1' N '2 11/336 411 procedure, means for receiving a second code from the exter 
( ) pp 0 ’ nal device in response to said ?rst code, and means for veri 

(22) Filed: Jam 19, 2006 fying validity of the received second code, Wherein said 
means for verifying validity are adapted to ascertain a corre 

(30) Foreign Application Priority Data spondence of the second code With the ?rst code based on a 
predetermined relationship. Said control logic instructs the 

Jan. 19, 2005 (EP) ................................ .. 051003085 protection control structure to grant access to the storage area 
Jan. 19, 2005 (EP) ................................ .. 051003101 if the validity of the received second code has been veri?ed. 

STD_PR_MODE_BIT 4204 3 
422 : commands (unlock wcl cmd r 5 com) 7 
424 PWD_PR_MODE‘BIT : _P A ’P a Pi ADD : ADD / 

420 426 READ_PR_EViTlME : 205 “H mm BUFFER / GEN 

428 READ_PR_EV_TIMEOUT ‘ —7> INPUT L_ 
> M’; BUFFER 

READ_PR_EV_TIMEOUT 1' _________________________________________ ' _ I 

READ PR EV TIME I disable_prgsp_fm_rea§ : di5ab1e_p|-_5p_mod CUI \Y 106 
W LOGIC l pwD_pR MODE B11 LOGIC 2 a > 108 
_—> 1 202 

5 PM 108 § 
'. 1 1 1 1 . _ _ _ _ _ _ _ _ , _ _ _ _ _ _ _ A , , _ _ _ _ _ _ _ _ _ _ _ _ _ _ __i MATRIX 

add_int_pmt_wr 108 H No 

408 434 p._sp_wm 108 

STD_PR_MODE_BIT 

l E SENSE 
i 212 

E ‘El 228 
i '1 OUTPUT -> 
i nv(3) _ ROM 

: 214 

1 IEE. un_com 
L1» _ _ _ _ _ p _ _ _ _ _ _ A PLCOm 230 

410 INTERNAL 
[LP 

é pwd_unlock mod 
_l> 

l 02 pwd_unlock_read 



Patent Application Publication Aug. 7, 2008 Sheet 1 0f 5 US 2008/0189557 A1 

Memog device External QP 

6 102 
108 

108 104 

108 

108 

106 

read (add) 
if locked send bad data 

‘ RND request 

RND 

‘ unlock _pwd cmd 

des_data_crypt 

Data if desédata crypt is correct 

10° E 

V V 

FIG.1 





Patent Application Publication Aug. 7, 2008 Sheet 3 0f 5 US 2008/0189557 A1 

\\ HwZHw 
mom 

N7. 

g m 

0mm 

mom 

gm | wmm 

EEIHE 25 

8M E3223 W 

33m Emu “Slave A 053% 

com 

| | | | | | / / 

:5 E2 in c we ?wmm a no :823 3.2 V6015 @BQ mmm Nmm 





Patent Application Publication Aug. 7, 2008 Sheet 5 0f 5 US 2008/0189557 A1 

514 515 516 

E E Q 
RS232 MODEM SMARTCARD 

READER 

A 

()UT/ TV SET ANTENNA 
/ IN / MICROPROCESSOR 

CABLE 

510 

/ 505 

MEMORY 
DEVICE 

102 

FIG.5 



US 2008/0189557 A1 

METHOD AND ARCHITECTURE FOR 
RESTRICTING ACCESS TO A MEMORY 

DEVICE 

PRIORITY CLAIM 

[0001] This application claims priority from European 
patent application Nos. EP05l003l0.l and EP05l00308.5, 
both ?led Jan. 19, 2005, Which are incorporated herein by 
reference. 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0002] This application is related to US. patent application 
Ser. No. entitled ENHANCED SECURITY 
MEMORY ACCESS METHOD AND ARCHITECTURE 
(Attorney Docket No. 2110-179-03), Which has a common 
?ling date and oWner and Which is incorporated by reference. 

TECHNICAL FIELD 

[0003] The present invention relates generally to the ?eld of 
integrated circuits, and more speci?cally to semiconductor 
memories. 

BACKGROUND 

[0004] In the ?eld of semiconductor memories, ?ash 
memories have become rather popular, because they combine 
the capability of storing relatively large amounts of data With 
the possibility of modifying their content directly in the ?eld. 
[0005] Flash memories are, for example, used to store the 
code to be executed by data processing units (e.g., microcon 
trollers, microprocessors, coprocessors, digital signal proces 
sors and the like) in a variety of electronic apparatuses, such 
as personal computers, mobile phones, digital cameras, set 
top boxes for cable or satellite or digital terrestrial television, 
just to mention a feW. 
[0006] In particular, using ?ash memories it is possible to 
modify the stored code Without having to remove the memory 
component from the respective socket. It has thus become 
possible to, e.g., change the code, ?x code bugs, update the 
code version directly at the premises of the users; the neW 
code can be for example doWnloaded over the intemet, or 
received directly by the mobile phone from the service pro 
vider company. 
[0007] There are applications in Which these possibilities 
offered by ?ash memories raise problems of security. Elec 
tronic piracy acts may for example cause the code stored in 
the memory to be read Without authorization or to be cor 
rupted. 
[0008] Referring to a conventional ?ash memory, the modi 
?cation of the data stored in the memory is related to the erase 
and program operations. Stored data can be shielded from 
undesired read, erase and program operations by means of 
particular protection arrangements, that alloW to selectively 
protect/unprotect distinct sectors of the memory. For 
example, US. Pat. No. 5,974,500 describes a non-volatile 
memory device comprising a set of ?rst access control bits to 
control the access authorization (to perform the operations of 
erasing, programming and reading) to the memory array, and 
a set of second control bits to control Write access to the ?rst 
access control bits, in such a Way to consent to the changing 
of the memory access authorization. Every time the external 
devices request an access operation to the memory, they must 
provide their access authorizations thereto. In fact, according 
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to this solution, to access a protected memory zone, it is 
necessary to change the memory access authorization; hoW 
ever, this change is performed Without any particular security 
protocol, simply by issuing, on the part of the external device, 
a request to modify the access authorization; there is no 
control on Which device is requesting to change the access 
authorization scheme. 

[0009] Therefore, in vieW of the state of the art outlined in 
the foregoing, a need has arisen for a technique to implement 
security in a semiconductor memory, and particularly in 
respect of aspects relating to the grant of access authorization 
to external devices in an ef?cient Way, assuring a high level of 
security. 

SUMMARY 

[0010] According to an embodiment of the present inven 
tion, a memory device includes at least one storage area for 
storing data, and a protection control structure adapted to 
selectively alloW an external device access to the at least one 
storage area of the memory. Said storage area is not freely 
accessible by the external device if protected. The memory 
device further includes a control logic adapted to identify an 
access request by the external device to the at least one storage 
area and cooperating With the protection control structure for 
managing an unlock procedure for selectively granting the 
external device at least temporary access rights to the storage 
area if protected. The memory device further includes means 
for providing a ?rst code to the external device in said unlock 
procedure, means for receiving a second code from the exter 
nal device in response to said ?rst code, and means for veri 
fying validity of the received second code. Said means for 
verifying validity are adapted to ascertain a correspondence 
of the second code With the ?rst code based on a predeter 
mined relationship. Said control logic instructs the protection 
control structure to grant access to the storage area if the 
validity of the received second code has been veri?ed. 
[0011] According to another embodiment of the present 
invention, an access protocol to alloW access to a memory 
device by an external device includes receiving at the memory 
device an access request to a selected storage area by the 
external device. The access protocol further includes, in case 
the selected storage area is not a freely accessible area, per 
forming an unlock procedure. Said unlock procedure 
includes the memory issuing to the external device a ?rst 
code, at the external device, receiving the ?rst code and, 
responsive thereto, sending to the memory device a second 
code depending on the ?rst code. The unlock procedure fur 
ther includes, at the memory device, at least temporarily 
unlocking the selected storage area to alloW access thereto by 
the external device based on the received second code. 

[0012] Other embodiments of the present invention regard 
an electronic device adapted to interact With a memory device 
of the previous embodiment, and an electronic system includ 
ing such a memory device and electronic device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] Further features and advantages of the present 
invention Will be made clear by the folloWing detailed 
description of a preferred embodiment thereof, provided 
purely by Way of a non-limitative example, With reference to 
the attached draWings. 
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[0014] FIG. 1 is a diagram illustrating a dialoguing 
sequence between a memory device and an external device, 
eg a microprocessor, according to an embodiment of the 
present invention; 
[0015] FIG. 2 is a schematic diagram illustrating the func 
tional blocks of the memory device of FIG. 1 Which are 
involved during a reading operation, according to an embodi 
ment of the present invention; 
[0016] FIG. 3 is a simpli?ed circuital schematic of a data 
output block of the memory device illustrated in FIG. 2, 
according to an embodiment of the present invention; 
[0017] FIG. 4 is a schematic diagram illustrating the func 
tional blocks of the memory device of FIG. 1 Which are 
involved during a modify operation, according to an embodi 
ment of the present invention; and 
[0018] FIG. 5 schematically shoWs an exemplary applica 
tion of an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0019] With reference to the draWings, FIG. 1 is a diagram 
that illustrates a simpli?ed dialoguing sequence 100 betWeen 
a memory device 102 implementing an access protocol 
scheme according to an embodiment of the present invention, 
and a device, in the example a microprocessor 104 external to 
the memory device. The memory device 102 includes a 
memory matrix 106 of memory cells (forming the storage 
area of the memory) and several devices that contribute to its 
functioning that are not shoWn in FIG. 1, being either knoWn 
per se or described later on in connection With FIG. 2. The 
memory matrix 106 is divided in a plurality of n memory 
Zones 108, each one including a corresponding plurality of 
memory cells. The external microprocessor 104 represents 
any electronic system intended and adapted to interact With 
the memory device. The external microprocessor 104 may, 
for example, control the memory device 102 in such a Way to 
require the reading of particular data stored in selected groups 
of memory cells thereof. More particularly, the dialoguing 
sequence 100 illustrated in the ?gure relates to a case Wherein 
an address of the memory cells that are to be accessed by the 
external microprocessor 104 for reading the stored content 
corresponds, i.e. falls in a range of addresses corresponding to 
a “protected” memory Zone 108 of the memory matrix 106. 
By protected memory Zone there is intended a Zone of the 
storage area of the memory device 102 that is not freely 
accessible by, e. g., external devices; inparticular, the dialogu 
ing sequence 100 includes a sequence of operations adapted 
to “unlock” the (protected Zone of the) memory device, said 
unlock-operations sequence enabling the external micropro 
cessor 104 to obtain the right of accessing in reading the 
addressed memory cells belonging to the protected memory 
Zone 108. 

[0020] Quite schematically, the external microprocessor 
1 04 executes a read(add) operation on the memory device 1 02 
for requesting the memory device 102 to read the content of 
the memory cells of the memory matrix 106 corresponding to 
the address add. 

[0021] Let it be assumed that the address add provided by 
the external microprocessor 104 corresponds to a protected 
memory Zone 108 of the memory matrix 106, i.e., according 
to the de?nition given above, a memory Zone that is not freely 
accessible. The memory device 102 denies the reading access 
to the external microprocessor 104, and Wrong data are for 
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example provided (the microprocessor can recogniZe that the 
data are Wrong by checking the data validity in, e.g., a status 
register of the memory). 
[0022] The external microprocessor 104 triggers an 
unlocking sequence, directed to be granted access right to the 
protected memory Zone and to obtain the reading of the data 
stored in the memory matrix 106 in the location(s) corre 
sponding to the speci?ed address add. In particular, the 
unlocking sequence is started by the external microprocessor 
104 requesting the memory device 102 provide a code, Which 
the microprocessor Will use to generate an unlocking pass 
Word. The memory device, for example, generates a random 
number RND (e.g. 64-bit long) and makes it available to the 
microprocessor 104. 
[0023] The external microprocessor 104 encrypts the 
received code RND by means of a predetermined encryption 
algorithm, eg a DES (Data Encryption Standard) algorithm, 
using a predetermined encryption key, obtaining as a result an 
encrypted code des_data_crypt, for example of 64 bits, Which 
is an encrypted version of the code RND issued by and 
received from the memory device 102; the encrypted code 
des_data_crypt Will be exploited as an unlock passWord that 
the microprocessor 104 provides to the memory device 102 
for being granted the access authorization. From noW on, for 
the purposes of the present description, by “encryption pro 
cess” there is intended in general a process of encrypting 
and/or decrypting data. Once the encryption of the code RND 
has been completed, the external microprocessor 104 com 
municates to the memory device 102 that it is ready to convey 
the unlock passWord by means of an unlock_pWd_cmd com 
mand. Subsequently, the external microprocessor 104 sends 
to the memory device 102 the unlock passWord des_data_ 
crypt. 
[0024] The memory device 102 decrypts the received pass 
Word des_data_crypt using a suitable decryption algorithm, 
eg the DES algorithm, and a decryption key, Which may be 
stored therein, for example in the memory matrix 106 (pref 
erably in a protected, non-externally accessible area thereof), 
or in a separate storage area non-accessible to the external 
user. The decryption of the received passWord des_data_crypt 
produces a code, eg 64-bit long, Which is used by the 
memory for establishing Whether or not the external micro 
processor 104 is authoriZed to access the protected memory 
Zone 108. The external microprocessor 104 is granted access 
right and alloWed to read the data stored in the addressed 
location(s) of the protected memory Zone 108 of the memory 
matrix 106 if the code obtained by decrypting the passWord 
des_data_crypt is equal or, generally, corresponds to the pre 
viously generated code RND; in this case, the memory device 
102 unlocks the protected memory Zone. This in fact means 
that the encryption algorithm and encryption key used by the 
external microprocessor 104 to encrypt the random number 
RND are the same as, or corresponds to those used by the 
memory device 102 to decrypt the passWord des_data_crypt, 
and thus the memory device 102 recogniZes that the external 
microprocessor 104 is authoriZed to read the data stored in the 
protected memory Zone 108 of the memory matrix 106. 

[0025] After unlocking the protected memory Zone 108, the 
memory device 102 reads the addressed memory cells and 
makes the requested data available to the external micropro 
cessor 104. 

[0026] The dialoguing sequence described above provides 
a signi?cant security, because a protected memory Zone is not 
unlockable by any external device (i.e., it cannot be rendered 
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freely accessible), but only by authorized ones, having been 
provisioned of the necessary right, in particular in term of 
tools (algorithm, key) for encrypting codes sent by the 
memory. 
[0027] A protected memory zone 108 may be also consid 
ered as not freely accessible for modifying the content thereof 
(Writing and/or erasing the memory zone). According to an 
embodiment of the present invention, each memory zone 108 
may be individually and independently protected against 
modify and/or reading of the content thereof. In particular, 
according to an embodiment of the present invention, a simi 
lar dialoguing sequence as that described above in connection 
With a read access may be executed betWeen the memory 
device 102 and the external microprocessor 104 in order to 
grant to the microprocessor access right for modifying data 
stored in the memory. For example, considering the case of a 
Write access for Writing data, the external microprocessor 104 
may execute a Write(add) operation on the memory device 
102 for requesting the memory device 102 to Write data into 
selected memory cells of the memory matrix 106, identi?ed 
by the address add. If the address add corresponds to a 
memory zone 108 protected against modify, particularly Writ 
ing, the memory device 102 noti?es the external micropro 
cessor 104, Which triggers in turn an unlocking sequence 
analogous to that previously described. After the protected 
memory zone 108 has been unlocked, the memory device 102 
Writes the data provided by the microprocessor 104 into the 
addressed memory cells. 
[0028] Further protection modes may be implemented as an 
alternative to or in combination With those previously cited. 
[0029] For example, as far as the protection in reading is 
concerned, according to an embodiment of the present inven 
tion, the unlocking operations sequence described above may 
be adapted to grant to the external microprocessor 104 only a 
temporary (i.e., limited in time) authorization to read the 
locations belonging to the protected memory zone Which has 
been unlocked, in such a Way to increase security. After a 
predetermined time interval, for example of the order of some 
milliseconds (e.g., 5 ms), the protected memory zone 108 that 
has been unlocked returns to a protected status, and the 
unlocking operations sequence has to be repeated in order to 
access memory locations thereof. 

[0030] Concerning the protection in modify, according to a 
further embodiment of the present invention, the external 
microprocessor 104 may have to provide a passWord to the 
memory device 102 for being granted the authorization to 
modify the content of the locations of a protected memory 
zone, Wherein said passWord is established once and for all, 
for example by the user of the memory device 102 When the 
memory device is turned on for the ?rst time, and may be 
stored into dedicated registers not freely accessible from the 
outside. 
[0031] To provide additional security to the memory device 
102, the protection against modify, e.g. Writing, may be made 
dependent also from the protection against reading; in other 
Words, in order for the external microprocessor 104 to be 
granted the authorization to modify, e.g. Write, the locations 
belonging to a protected memory zone 108, it may be required 
that the external microprocessor 104 has also obtained the 
authorization to read said protected locations, as Will be 
described in greater detail later. 
[0032] Referring noW to FIG. 2, a simpli?ed functional 
blocks diagram of the memory device 102 according to an 
embodiment of the present invention is illustrated. It is 
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pointed out that only the functional blocks involved in a 
reading operation on the memory device are shoWn, and, for 
simplicity of the draWing, signals and corresponding physical 
lines carrying them are denoted With the same reference 
numerals. 
[0033] The memory device 102 interacts With the external 
environment by means of a plurality of data input/output (I/O) 
pads 202, for receiving/outputting data (and command 
codes), and of address pads 203, for receiving address codes 
adapted to select a location, i.e., memory cells, in the memory 
matrix 106. The pads 202 and 203 are connected to an input 
block 204, including input buffers for the addresses and the 
data. The input block 204 is connected, by means of a bus of 
lines identi?ed as command in the draWing, to a Command 
User Interface (CUI) 205; over such bus, a generic command 
received by the memory (for example, from the external 
microprocessor 104) is conveyed to the CUI 205, Which 
decodes the command so as to determine a proper operations 
sequence; among other commands, the CUI receives and 
decodes the command unlock_pWd_cmd sent by the external 
microprocessor 104 When it is ready to send the passWord 
des_data_crypt to the memory device 102. The memory 
device may include further pads, particularly an OEN (output 
enable) pad (in the draWing indicated as part of the pads 203), 
for receiving an output enable command from an external 
memory controller, such as the external microprocessor 104; 
also the pad OEN is connected to the input block 204, Which 
regenerates the output enable signal and provides an internal 
output enable signal oe_n. 
[0034] The memory matrix 106 includes a plurality of 
memory cells (not shoWn in the draWing) arranged in roWs 
and columns, controlled by bit lines and Word lines, respec 
tively. A decoder and selector block 210 receives from the 
input block 204 the address add corresponding to the memory 
cells that are to be read, and selects them by means of Word 
line selection signals W1 and bitline selection signals bl. The 
selected bitlines (normally, a packet of, e.g., eight or sixteen 
or more bit lines is selected at a time, depending on the degree 
of parallelism of the memory) are connected to a sense ampli 
?er block 212. The sense ampli?er block 212 receives 
memory cell current values corresponding to the states of the 
selected memory cells, and provides an ampli?ed full-logic 
version thereof to a data output block 214, Which is connected 
to the outside by means of the input/ output pads 202. 
[0035] Typically, the memory device 102 and the external 
microprocessor 104 exchange data through a bus, eg of 16 
lines. Consequently, codes made up of more than 16 bits, eg 
the 64-bit code RND and the 64-bit unlock passWord des_ 
data_crypt, are for example received in four steps, ie in 
chunks of 16 bits per step. 
[0036] The memory device 102 includes a code generator, 
particularly a random number generator block 245, for gen 
erating the code, eg the 64-bit random number RND used 
during the dialoguing sequence 100 betWeen the memory 
device 102 and the external microprocessor 104, and a 64-bit 
latches block 248, connected to the random number generator 
block 245, Whose purpose is to temporarily store the random 
number RND. 

[0037] The memory device 102 further includes a lock/ 
unlock block 234, adapted to manage the protection of the 
memory zones 108 and to alloW/inhibit access thereto accord 
ing to their protection status. In particular, the lock/unlock 
block 234 is adapted to check if a received address add cor 
responds (i.e., falls in a range of addresses corresponding) to 
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a protected memory Zone 108, and in the af?rmative case to 
inhibit the access to the data stored in the addressed memory 
cells, for example by controlling the output block 214 so as to 
selectively enable/ disable the transfer of the read data from 
the sense ampli?er 212 to the input/output pads 202. 
[0038] As already pointed out, When the external micropro 
cessor 104 sends the unlock_pWd_cmd command, the CUI 
205 decodes it, and asserts a signal load_data_crypt to a 
64-bit latches block 220, connected to the input block 204 
through a bus of, e.g., 16 lines, Whose purpose is to recon 
struct and temporarily store the passWord des_data_crypt 
received from the external microprocessor 104 in chunks of, 
e.g., 16 bits. Particularly, the signal load_data_crypt alloWs 
the sequential storing into the 64-bit latches block 220 the 
four 16-bit Words forming the 64-bit passWord des_data_ 
crypt by exploiting tWo address bits add<l :0>, eg the least 
signi?cant bits, provided by the input block 204. In this Way, 
after four steps, the entire 64-bit passWord des_data_crypt is 
stored and available in the 64-bit latches block 220. 
[0039] During the storage of the last l6-bit Word of the 
pas sWord des_data_crypt, the CUI sends a signal run_mcr to 
an oscillator block 222, adapted to generate a clock signal clk, 
and to an internal microcontroller 228, responsible of the 
management of operations necessary to the functioning of the 
memory device 102. The signal run_mcr causes the internal 
microcontroller 228 and the oscillator block 222 to start. The 
clock signal clk is the time base for the operations of the 
internal microcontroller 228, and of a DES block 229 includ 
ing an ensemble of circuital elements (and, possibly, program 
instructions) adapted to implement the encryption/ decryption 
operations of a DES algorithm. 
[0040] The internal microcontroller 228 includes a ROM 
230, Wherein all the instructions necessary to its operation are 
stored. 
[0041] After having been started, the internal microcontrol 
ler 228 ?rst resets a counter block 232, by means of a signal 
res_addcnt. The counter block 232 generates address codes 
key add for addressing the locations of the memory matrix 
106 Wherein the decryption key necessary to decrypt the 
passWord des_data_crypt is stored. When the counter block 
232 is reset, the decoder block 210 is driven in such a Way to 
cause selection of the ?rst location of the memory matrix 106 
Wherein the decryption key is memorized; the counter block 
232 increments the count to select the successive locations 
containing the decryption key. 
[0042] Subsequently, the internal microcontroller 228 
asserts a signal dis_read_out (e.g., to the high logic level) 
provided to the lock/unlock block 234. By asserting the signal 
dis_read_out, the decryption key, read out from the memory 
matrix 106, is prevented from being made available at the 
memory device’s output pads, and the key is thus rendered 
invisible from the outside, protecting it from undesired elec 
tronic piracy acts. There is no Way or path to drive the decryp 
tion key out of the memory device, because it is readable only 
by the internal microcontroller 228 thereof. 
[0043] At this point, the internal microcontroller 228 
asserts a signal read_key (e.g., active high) to the decoder 
block 210, thereby activating it, to start the reading of the 
decryption key. A latches block 236 is provided for storing the 
decryption key read out from the memory matrix 106. The 
latches block 236 is activated by a signal load_key, generated 
by the internal microcontroller 228. As in the case of the 
passWord des_data_crypt received from the outside, the 
decryption key (e.g., 64 bits long) may be read out and stored 
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in the latches block 236 in more than one step. Particularly, 
the counter block 232 is sequentially incremented by means 
of a signal in_cnt, provided by the internal microcontroller 
228, in such a Way to cause the decoder block 210 to select in 
succession the locations of the memory matrix 106 Wherein 
the different portions of the key are stored. Eachportion of the 
key is sequentially conveyed to the latches block 236 through 
a bus of lines data_key, eg of 16 lines, connecting the sense 
ampli?er block 214 to the latches block 236. As in the case of 
the passWord des_data_crypt, the latches block 236 operates 
by means of values taken by a code add_int<l :0> (e.g., of 2 
bits) provided by the counter block 232, and corresponding 
for example to the least signi?cant bits of the address of the 
locations storing the key. When the last portion of the decryp 
tion key stored in the memory matrix 106 has been read out 
and loaded into the latches block 236, the counter block 232 
signals those to the internal microcontroller 228, by asserting 
a signal last_add. 
[0044] Responsive to the signal last_add, the internal 
microcontroller 228 activates the DES block 229, asserting a 
signal rst_global_n (e. g., to the high logic value). 
[0045] Under the control of the internal microcontroller 
228, the DES block 229 loads the decryption key and the 
passWord des_data_crypt. In particular, the internal micro 
controller 228 then asserts a signal key_req to cause the DES 
block 229 to load the decryption key stored in the latches 
block 236, and asserts a signal des_req to cause the DES 
block 229 load the passWord des_data_crypt stored in the 
latches block 220. 

[0046] Once the decryption key and the passWord des_ 
data_crypt have been loaded, the DES block 229 starts a 
decryption process, during Which the internal microcontroller 
228 and a comparator block 240 are set in a “Waiting” state. 
The decryption process produces a (e.g., 64-bit) code des_ 
data_decrypt representing a decrypted version of the unlock 
passWord; in particular, in the exemplary embodiment of the 
invention herein described, such a decryption process 
includes decrypting the received encrypted passWord des_ 
data_crypt using the decryption key according to a sequence 
of mathematical operations implementing the DES algo 
rithm. When the decryption process ends, the DES block 229 
noti?es the internal microcontroller 228 and the comparator 
block 240 by asserting a signal des_status (e.g., at the high 
logic value). The decrypted passWord des_data_decrypt, gen 
erated by the decryption process, is subsequently fed to the 
(e.g., 64-bit) comparator block 240. Then, the internal micro 
controller 228 resets the DES block 229, by deasserting a 
signal rst_global (e.g., to the loW logic value). 
[0047] The comparator block 240 also receives the random 
number RND stored in the latches block 248. 

[0048] The comparator block 240 compares the decrypted 
pas sWord des_data_decrypt and the random number RND. If 
the decrypted passWord des_data_decrypt coincides With the 
random number RND, the comparator block 240 asserts (to 
the high logic value) a signal data_decrypt_eq_md to inform 
the internal microcontroller 228 of the successful outcome of 
the comparison. The memory device has in this Way ascer 
tained that the external microprocessor 104 possesses the 
correct encryption key, equal or corresponding to the key used 
by the DES block 229 included in the memory device 102. In 
this case, the internal microcontroller 228 asserts, eg to the 
loW logic value, a signal pWd_unlock_read, that is normally 
kept deasserted, thus instructing the lock/unlock block 234 to 
drive the output block 214 so as to enable the data transfer 
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from the sense ampli?er block 212 to the input/output pads 
202. The external microprocessor 104 is thus authorized to 
read the data stored in the protected memory zone 108, in 
particular data stored in the location(s) corresponding to the 
address add. 
[0049] If instead the signal data_decrypt_eq_md is set to 
the loW logic value, meaning that the number des_data_de 
crypt and the random number RND are not equal, the memory 
device 102 preferably signals to the external microprocessor 
104 that the unlock request has not been successful, for 
example by issuing a fail code (not shoWn in the ?gures) sent 
to the external microprocessor 104. In this case the signal 
pWd_unlock_read is kept deasserted, so the lock/unlock 
block 234 continues to inhibit the data transfer by the output 
block 214 from the sense ampli?er block 212 to the input/ 
output pads 202. This situation may typically arise in case the 
external microprocessor 104 does not have the authorization 
to obtain the reading of the data stored in the memory matrix 
106 corresponding to the address add, not possessing the 
correct encryption key. Another situation in Which this may 
occur is a possible corruption of the exchanged data (code 
RND, unlock passWord) betWeen the memory device and the 
external microprocessor, for example due to disturbs. The 
external microprocessor 104 may retry (e.g., for a limited 
number of times) to be granted the read access authorization 
to the memory matrix 106, repeating the unlocking process 
(for example, requesting a neW code RND from the memory 
device 102). 
[0050] The output block 214 and the lock/unlock block 234 
Will be noW described in greater detail referring to FIG. 3 
according to an embodiment of the present invention. 
[0051] The output block 214 is connected to the sense 
ampli?er block 212 and to the input/output pads 202. The 
output block 214 also receives three further logic signals from 
the lock/unlock block 234: a signal salatch_int, a signal data_ 
freeze, and a signal oen_int. The lock/unlock block 234 inter 
acts With the output block 214 by means of these three signals, 
in such a Way to selectively enable the data transfer to the 
input/output pads 202. 
[0052] The output block 214 includes three sub-blocks 302, 
304, 306 receiving the signal salatch_int, the signal data_ 
freeze, and the signal oen_int, respectively. 
[0053] It is noted that the bus connecting the sense ampli?er 
block 212 to the input/ output pads 202, is typically composed 
by a plurality (e.g., 16) of signal lines, each one conveying a 
single bit of a read data Word. Consequently, each one of the 
three sub-blocks 302, 304, 306 is to be intended as replicated 
a proper number of times, eg 16 times. 
[0054] The sub-block 302 includes a transmission gate 310, 
having an input terminal connected to the sense ampli?er 
block 212 and an output terminal connected to the input of a 
latch 312, for example formed by tWo logic NOT gates 314, 
316. According to the shoWn example, the transmission gate 
310 is of a complementary driving type (adapted to ef?ciently 
transfer both high and loW logic values). An active-loW con 
trol terminal receives the signal salatch_int, While an active 
high control terminal receives the logic complement of the 
signal salatch_int, provided by a further logic NOT gate (a 
logic inverter) 318 receiving the signal salatch_int. 
[0055] Similarly to the sub-block 302, the sub-block 304 
includes a transmission gate 320, having an input terminal 
connected to the output of the latch 312 and an output termi 
nal connected to the input of a further latch 322 (constituted 
by tWo logic NOT gates 324, 326). The active-loW control 
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terminal of the transmission gate 320 receives the signal 
data_freeze, While the active-high control terminal receives 
the logic negation of the signal data_freeze, provided by a 
further logic NOT gate 328 receiving the signal data_freeze. 
[0056] The sub-block 306 includes a tri-state output buffer 
or driver 330, Whose output terminal (that is, the terminal 
connected to the respective input/output pads 202) can be 
sWitched to high-impedance. Particularly, the output buffer 
330 has an enable/disable terminal (active loW) receiving the 
signal oen_int. Consequently, When the signal oen_int takes a 
high logic value, the output terminal connected to the input/ 
output pads 202 is set to high impedance. On the contrary, the 
data can be conveyed to the input/ output pads 202 When the 
signal oen_int takes a loW logic value. 
[0057] When the signal salatch_int assumes a high logic 
value, the transmission gate 310 blocks the transfer of data 
from the sense ampli?er block 212 to the output buffer 330. In 
this case, the data Which is provided to the input of the 
sub-block 304 is the one previously stored in the latch 312. On 
the contrary, When the signal salatch_int takes a loW logic 
value, the transmission gate 310 is made conductive, and the 
data coming from the sense ampli?er block 212 are latched 
into the latch 312, and can reach the sub-block 304. 
[0058] In the same Way, When the signal data_freeze 
assumes a high logic value, the transmission gate 320 is not 
conductive, blocking the transfer of data from the sub-block 
302 to the output buffer 330. In this case, the data Which is 
provided to the input of the output buffer 330 is the one 
previously stored in the latch 322. On the contrary, When the 
signal data_freeze takes a loW logic value, the transmission 
gate 320 is made conductive, and the data coming from the 
sub-block 302 are latched into the latch 322, and can reach the 
input of the output buffer 330. 
[0059] The lock/unlock block 234 includes a protection 
indicator structure 350, adapted to store indications of pro 
tection of the different memory zones 108 of the memory 
matrix 106. The protection indicator structure 350 includes a 
non-volatile register 352 comprising a ?rst plurality of non 
volatile memory elements 354 (for example, ?ash cells), and 
a volatile register 355 comprising a second plurality of vola 
tile memory elements 356 (for example, latches); the number 
of volatile memory elements 356 in the second plurality cor 
responds, and may be equal, to the number of non-volatile 
memory elements 354 in the ?rst plurality. Each non-volatile 
memory element 354 belonging to the non-volatile register 
352 is coupled to a corresponding volatile memory element 
356 belonging to the volatile register 355; the volatile register 
355 is adapted to load a status stored in the non-volatile 
memory elements 354 in response to a signal p_on generated 
at each poWer-on of the memory device (for example, by a 
poWer-on reset circuitry) and each time the state of even a 
single one of the non-volatile memory elements 354 is modi 
?ed. The protection indicator structure 350 further includes a 
multiplexer block 358 having a plurality of input lines, each 
one connected to a corresponding volatile memory element 
356, and receives from the input block 204 an address portion 
ms_por, including part of the bits of the address add, in 
particular including the most signi?cant bits, identifying the 
different memory zones. The multiplexer block 358 has an 
output line providing a logic signal add_int_prot to an input 
terminal of a tWo-inputs logic AND gate 360. 
[0060] The logic AND gate 360 has another input terminal 
receiving the signal pWd_unlock_read, provided by the inter 
nal microcontroller 228. The logic AND gate 360 has an 
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output terminal providing a signal disable to an input terminal 
ofthree logic OR gate 362, 364,366. 
[0061] The tWo-input logic OR gate 362 has another input 
terminal receiving a signal salatch, generated by an internal 
readpath control logic indicated as 270 in FIG. 2 and respon 
sible of managing the timing of the read operations, particu 
larly the sense ampli?er block 212 and the output block 214, 
and an output terminal providing the signal salatch_int to 
control the transmission gate 310. 
[0062] The tWo-inputs logic OR gate 364 has another input 
terminal receiving a signal on_n provided by internal read 
path control logic 270, and an output terminal providing the 
signal data_freeZe to control the transmission gate 320. 
[0063] The three-inputs logic OR gate 366 has an input 
terminal receiving the signal dis_read_out from the internal 
microcontroller 228, a further input terminal receiving the 
signal oe_n from input buffer connected to pad OEN, and an 
output terminal providing the signal oen_int to the output 
buffer 330. 
[0064] The signal salatch is asserted loW in order to load 
into the latch 312 data coming from the output terminal of the 
sense ampli?er block 212, for the subsequent transfer to the 
output buffer 330. 
[0065] The signal on_n is asserted loW in order to load into 
the latch 322 the data previously latched in the latch 312; this 
makes it possible to load into the latch 312 a neW, successive 
data ready at the output terminal of the sense ampli?er block 
212. 
[0066] The signal oe_n is asserted loW in order to alloW 
transferring the data previously latched in the latch 322 to the 
input/output pads 202; this makes it possible to load into the 
latch 322 the data previously latched in the latch 312. 
[0067] Turning to the protection indicator structure 350, the 
number of non-volatile memory elements 354 and of volatile 
memory elements 356 is equal to the number n of memory 
Zones 108 in Which the memory matrix 106 is divided. Each 
such Zone 108 is formed by a respective plurality of memory 
cells (the different memory Zones 108 may have equal or 
different siZes, and thus they may include same or different 
numbers of memory cells), and can be either a protected Zone, 
Whereby if the external microprocessor 1 04 request a reading, 
the memory Zone needs to be preliminary unlocked (as 
described in the dialoguing sequence 100), or it can be an 
unprotected Zone, freely accessible at least in reading. In 
particular, information stored in one of the non-volatile ele 
ments 354 determines if the corresponding memory Zone 108 
is protected or not. Each non-volatile memory element 354 
stores a single information bit: e.g., if the bit value is “1” (high 
logic value), the corresponding Zone 108 of the memory 
matrix 106 is protected and access thereto (at least in reading) 
necessitates unlocking operations, otherWise (bit value equal 
to “0”, loW logic voltage) the memory Zone is unprotected. 
[0068] At the memory device poWer on (and each time the 
state of even a single one of the non-volatile memory ele 
ments 354 is changed, the signal p_on is asserted to load the 
information stored in the non-volatile memory elements 354 
into the corresponding volatile memory elements 356. In this 
Way, the protection information bit is readily available for 
subsequent accesses. 
[0069] The multiplexer block 358 selects one input line 
among the others n according to the portion ms_por of the 
address add received by e. g. the external microprocessor 104, 
and provides to the AND logic gate 360 the logic value stored 
in the corresponding volatile memory element 356 by means 
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of the signal add_in_prot. The address add of each memory 
cell belonging to a same Zone 108 has the same address 
portion ms_por value. Consequently, different memory Zones 
108 are identi?ed by different values of the address portion 
ms_por. 
[0070] Referring again to the dialoguing sequence 100, 
When the external microprocessor 104 executes the read(add) 
operation, the multiplexer 358 receives the address portion 
ms_por of the address add, and consequently the signal add_ 
int_prot takes a high value (protected Zone 108) if the bit 
stored in the corresponding volatile memory element 356 is 
“l”, or a loW value (unprotected Zone 108) if the bit stored in 
the corresponding volatile memory element 356 is “0”. 
[0071] When the signal add_int_prot takes the loW logic 
value, the signal disable is loW. Consequently, the signal 
salatch_int assumes the same logic value as the signal salatch, 
the signal data_freeZe takes the same logic value as the signal 
on_n; the signal oen_int assumes a logic value given by the 
logic OR operation betWeen the tWo signals oe_n and dis_ 
read_out. 
[0072] When the signal add_int_prot takes the high logic 
value, the logic value assumed by the signal disable depends 
on the logic value assumed by the signal pWd_unlock_read. 
Particularly, if the logic value assumed by the signal pWd_ 
unlock_read is high, the signal disable is high as Well. Con 
sequently, the signals salatch_int, data_freeZe and oen_int 
assume the high logic value, irrespective of the logic values 
assumed by the signals salatch, on_n and oe_n; the data are 
not available at the input/output pads 202, thus the external 
microprocessor 104 can not read the data stored in the 
addressed memory cells. If the internal microcontroller 228 
sets the signal pWd_unlock_read to the loW logic value as a 
result of an unlocking operation, the signal disable assumes 
the loW logic value, and the availability of the data stored in 
the addressed memory cells at the input/output pads 202 
depends on the logic values assumed by the signals salatch, 
on_n and oe_n, as in the case an unprotected Zone 108 is 
accessed. The signals salatch, on_n are driven by internal 
readpath control logic 270 according to a predetermined tim 
ing taking into account the evolution of the read operations. 
[0073] Similar considerations apply if the output block 214 
or the lock/unlock block 234 are implemented in different 
Ways. In particular, the above-described concepts are also 
applicable When the output block 214 includes only one or 
tWo sub-blocks betWeen the 302, 304, 306 ones, or the lock/ 
unlock block 234 includes different logic gates absolving the 
same purposes. 

[0074] It is pointed out that several alternatives to the 
embodiment described are possible. For example, the 
memory device may generate the code, eg the random num 
ber, and encrypt it, and then send the encrypted code to the 
external microprocessor; the external microprocessor has 
then to decrypt the received encrypted code and send back the 
decrypted code to the memory, Which then performs a com 
parison betWeen the generated code and the received code. 
Stated more generally, at least tWo encryption processes are 
performed on a code, e. g. on the random number generated by 
the memory device, one process at the memory device and 
another process at the external device Wishing to be granted 
access thereto. 

[0075] Referring noW to FIG. 4, a simpli?ed functional 
block diagram of the memory device 102 according to an 
embodiment of the present invention is illustrated, in Which 
the functional blocks involved in a modify operation on the 
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memory device are shown. The elements corresponding to 
those shoWn in the FIG. 2 are denoted With the same reference 
numerals, and their explanation is omitted for the sake of 
brevity. 
[0076] The memory device 102 includes a modify protec 
tion indicator structure 405, similar to the protection indicator 
structure 350 used for indicating the protection status of the 
memory Zones against read access, but adapted to store indi 
cations of protection against modify of the different memory 
Zones 108 of the memory matrix 106. The modify protection 
indicator structure 405 includes a non-volatile register 408 
comprising a ?rst plurality of non-volatile memory elements 
410 (for example, ?ash cells), and a volatile register 412 
comprising a second plurality of volatile memory elements 
414 (for example, latches); the number of volatile memory 
elements 414 in the second plurality corresponds, e.g., is 
equal, to the number of non-volatile memory elements 412 in 
the ?rst plurality. Each non-volatile memory element 410 
belonging to the non-volatile register 408 is coupled to a 
corresponding volatile memory element 414 belonging to the 
volatile register 412; the volatile register 412 is adapted to 
load a status stored in the non-volatile memory elements 410 
in response to the signal p_on (that is generated at each 
poWer-on of the memory device and each time the state of 
even a single one of the non-volatile memory elements 410 is 
modi?ed). The modify protection indicator structure 405 fur 
ther includes a multiplexer block 416 having a plurality of 
input lines, each one connected to a corresponding volatile 
memory element 414, and receives the address portion 
ms_por (the same provided to the protection indicator struc 
ture 350), identifying the different memory Zones. The mul 
tiplexer block 416 selects one among the non-volatile 
memory elements 410 according to the address portion 
ms_por, generates a corresponding logic signal add_int_pro 
t_Wr, providing it to the CUI 205, Whose logic state de?nes 
Whether the associated memory Zone is protected or not 
against modi?cation. Even in this case, the number of non 
volatile memory elements 410 and of volatile memory ele 
ments 414 is equal to the number n of memory Zones 108 in 
Which the memory matrix 106 is divided. Each such Zone 108 
can be either a protected Zone, Whereby if the external micro 
processor 104 request a modify operation, the memory Zone 
needs to be preliminarily unlocked (upon the provision of a 
correct passWord, or by means of an unlocking sequence 
analogous to that exploited for the reading), or it can be an 
unprotected Zone, freely accessible in modify. In particular, 
information stored in one of the non-volatile elements 410 
determines if the corresponding memory Zone 108 is pro 
tected or not. Each non-volatile memory element 410 stores a 
single information bit: if the bit value is “1” (high logic 
value), the corresponding Zone 108 is protected against 
modify, otherWise (bit value equal to “0”, loW logic voltage) 
the memory Zone is unprotected against modify. 
[0077] In an embodiment of the present invention, the 
memory device 102 may implement several different types of 
protection for the memory locations; a con?guration register 
420 may be provided, adapted to store information regarding 
the Way in Which the memory Zones 108 may be protected 
and/or unprotected (both in reading and in modify, eg in 
Writing). As illustrated in FIG. 4, the con?guration register 
420 may include a plurality (in this example, four) One Time 
Programmable (OTP) ?ash cells 422, 424, 426, 428. The 
logic content of the OTP ?ash cells 422, 424, 426, 428 is made 
available by means of corresponding signals carried by signal 
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lines, respectively a signal STD_PR_MODE_BIT, a signal 
PWD_PR_MODE_BIT, a signal READ_PR_EV_TIME and 
a signal READ_PR_EV_TIMEOUT. Each OTP ?ash cell 
corresponds to a particular protection type that can be chosen 
for protecting the memory Zones; more particularly, the OTP 
?ash cells 422 and 424 are dedicated to specifying the pro 
tection in modify, and the OTP ?ash cells 426 and 428 are 
dedicated to specifying the protection in reading. Either one 
or the other of the tWo modify protection mode may be 
selected, and the same occurs for the tWo read protection 
modes; thus, only one betWeen the tWo OTP cells 422 and 424 
and only one betWeen the tWo OTP cells 426 and 428 may be 
set to the high logic value at a time. 

[0078] If the OTP cell 422 (and thus, the signal STD_PR_ 
MODE_BIT) is set to the high logic value, the memory Zones 
108 may be protected against modify by means of a “stan 
dard” protection mode, according to Which a protected 
memory Zone 108 may be unprotected, or an unprotected 
memory Zone 108 may be protected, Without the necessity of 
providing any passWord. Protecting/unprotecting a certain 
memory Zone can be for example achieved by modifying the 
content of the respective volatile memory element 414. 

[0079] An alternative, more secure protection type against 
modify, activated by setting the OTP cell 424 (and thus, the 
signal PWD_PR_MODE_BIT) to the high logic value is a 
“passWord” protection mode. In order for the external micro 
processor to be granted the authorization of protecting/unpro 
tecting against modify an unprotected/protected memory 
Zone 108 it is necessary that the external microprocessor 104 
provide a correct passWord. The passWord may be a static 
passWord, established once and for all, or a dynamic pass 
Word, and the provision thereof to the memory device may 
folloW a dialoging sequence similar to that described in FIG. 
1 

[0080] Concerning the protection in reading, in an embodi 
ment of the present invention tWo different protection types 
exist, one de?ning a temporary read access right, and the 
other de?ning an access right not limited in time. In particu 
lar, the tWo read protection types are associated With a respec 
tive one ofthe tWo OTP cells 426 and 428. Ifthe OTP cell 426 
is set (e. g. to the high logic value), once a memory Zone 
protected in reading has been unprotected (by means of the 
unlocking sequence previously described in detail), it 
remains unprotected in reading as long as the memory device 
102 is kept poWered. If instead the OTP cell 428 is set, the 
unlocking operations sequence for unprotecting a memory 
Zone provides only a temporary authoriZation (e.g., lasting a 
feW milliseconds) to read the locations belonging to the pro 
tected memory Zone Which has been unprotected. 

[0081] The memory device 102 further includes a protec 
tion/unprotection structure 430 adapted to manage the opera 
tions for forbidding/allowing the protection/unprotection sta 
tus of the memory Zones 108 against modify. The protection/ 
unprotection structure 430 includes a ?rst logic block 432 and 
a second logic block 434. The logic block 432 receives the 
pair of signals READ_PR_EV_TIMEOUT and READ_PR_ 
EV_TIME from the con?guration register 420 and the signal 
pWd_unlock_read from the internal microcontroller 228, and 
generates a signal disable_pr_sp_fm_read, that is fed to the 
logic block 434. The logic block 434 further receives the 
signal PWD_PR_MODE_BIT from the con?guration regis 
ter 420 and a signal pWd_unlock_mod provided by the inter 
nal microcontroller 228, and provides to the CUI 205 a signal 
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disable_pr_sp_mod. The CUI 205 further receives the signal 
STD_PR_MODE_BIT from the con?guration register 420. 
[0082] When the external microprocessor 104 Wishes to 
modify the content of a memory location belonging to a 
protected memory zone 108, for example for Writing data 
thereinto, the modify protection indicator structure 405 sets 
the signal add_int_prot_Wr to a (high) logic value identifying 
the protection status of the accessed location, and the memory 
device 102 denies the access thereto; the external micropro 
cessor 104 sends a command pr_sp_com to the CUI 205 for 
triggering the operations needed for unprotecting the memory 
zone 108 to Which the addressed memory cell belongs (the 
same command pr_sp_com or a similar command may be 
exploited by the external microprocessor 104 for instructing 
the memory device 102 to protect an addressed memory zone 
108 that is unprotected). 
[0083] Ifthe signal STD_PR_MODE_BIT is asserted, i.e., 
if the memory device 102 is in the standard protection mode, 
the CUI 205 accepts the command pr_p_com Without the 
need of any passWord from the external microprocessor, and 
gives to the internal microprocessor instructions for unpro 
tecting (or protecting) the memory zone. More particularly, if 
the accessed memory zone 108 is protected, the CUI sends a 
command un_com to the internal microcontroller 228, 
instructing the latter to unprotect (in modify) the addressed 
memory zone 108; for example, the internal microprocessor 
may modify the value of the volatile element 414 in the 
protection indication structure. The external microprocessor 
104 is thus authorized to modify the data stored into the 
addressed memory location. 
[0084] Similarly, if the external microprocessor 104 Wants 
to protect a memory zone 108, and sends to the memory a 
command to this end, the CUI sends a command pr_com to 
the internal microcontroller 228, instructing the latter in such 
a Way to protect in modify the addressed memory zone 108; 
this may for example involve changing the state of the volatile 
element 414 associated With the selected memory zone. 

[0085] If the signal STD_PR_MODE_BIT is not asserted, 
i.e., if the memory device 102 is not in the standard protection 
mode, the CUI 205 accepts the command pr_sp_com condi 
tioned by the value taken by the signal disable_pr_sp_mod 
generated by the protection/unprotection structure 430. If the 
signal disable_pr_sp_mod is at the high logic value, the CUI 
205 denies any command pr_sp_com received from the exter 
nal microprocessor 104 When the signal add_int_prot_Wr is at 
the high logic value. If the signal PWD_PR_MODE_BIT is at 
the high logic value, i.e., if the memory device 102 is in the 
passWord protection mode, the signal disable_pr_sp_mod is 
asserted to the high logic value by the logic block 434, and 
persists on the high logic value until the memory device 102 
has granted to the external microprocessor 104 the access 
authorization. For this purpose, the memory device 102 is 
capable of verifying the correctness of a passWord sent by the 
external microprocessor 104 (either a static passWord, estab 
lished once and for all, or a dynamic passWord, exchanged 
according to the protocol depicted in FIG. 1). When the 
correct passWord has been received, the internal microcon 
troller 228 asserts to the high logic value the signal pWd_ 
unlock_mod, providing it to the logic block 434. In this Way, 
the signal disable_pr_sp_mod is forced to the loW logic value 
by the logic block 434, and the command pr_sp_com is 
accepted by the CUI 205. The internal microcontroller 228 
thus can unprotect the selected memory zone, so that the 
external microprocessor 104 can modify the data stored into 
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the addressed memory location (or, alternatively, the internal 
microcontroller 228 may protected the selected memory 
zone). 
[0086] As previously mentioned, according to an embodi 
ment of the present invention, an increased security against 
unauthorized attempts of modifying the modify protection 
status of the memory zones 108 is implemented by making 
the protection in modify dependent from that in reading. In 
greater detail, in order to modify the modify protection status 
of an addressed memory zone 108 it is not suf?cient to verify 
the correctness of a passWord provided by the external micro 
processor 104 (pWd_unlock_mod to the high logic value), but 
it is additionally required that the external microprocessor 
104 has also obtained in advance the authorization to access 
in reading the same protected memory zone 108. For this 
purpose, the logic block 432 asserts the signal disable_pr_sp_ 
fm_read to the high logic value When at least one of the tWo 
signals READ_PR_EV_TIMEOUT or READ_PR_EV_ 
TIME is at the high logic value; as long as both the signal 
disable_pr_sp_fm_read and the signal PWD_PR_MODE_ 
BIT are at the high logic value, the logic block 434 maintains 
the signal disable_pr_sp_mod asserted to the high logic value 
too, denying any command pr_sp_com. In these conditions, 
the logic block 432 sets the signal disable_pr_sp_fm_read to 
the loW logic value only if the signal pWd_unlock_read is set 
to the loW logic value too, i.e., if an unlocking sequence (FIG. 
1) directed to grant the external microprocessor 104 access 
rights to read the locations of the addressed memory zone has 
been successfully executed. 
[0087] Additionally, other protection modes may be imple 
mented in alternative to or in combination With those previ 
ously cited, each one selectable by setting corresponding 
additional OTP cells of the con?guration register. 
[0088] For example, the access, both in reading and in 
modify, to the selected memory zones may require the use of 
particular voltage levels (different from those normally 
adopted for representing the high and loW logic values) to be 
applied to pre-established device terminals. 
[0089] Moreover, an additional protection mode may be 
implemented, according to Which it may be possible to add 
neW protected memory zones (freely or upon the verify of a 
passWord), but it is not possible to unprotect in modify the 
memory zones already protected. 
[0090] Referring to FIG. 5, an exemplary application of one 
or more embodiments of the present invention is illustrated. 
In particular, FIG. 5 shoWs a simpli?ed block diagram of an 
electronic system, for example a set-top box apparatus 
adapted to cable or satellite or digital terrestrial television, or 
a DVD player/recorder, or a mobile communications termi 
nal. 
[0091] The memory device 102 interacts With the external 
microprocessor 104 by means of a bus of lines 505. The 
external microprocessor 104 includes an input terminal for 
receiving, for example, a TV signal IN provided by an 
antenna or a TV-cable 508, and an output terminal for pro 
viding, for example, a TV signal OUT to a TV set 510. The 
external microprocessor 104 is also connected to a plurality of 
communication ports, for example a serial port RS232 514, a 
modem device 515, and a smartcard reader 516. The system 
may include other peripherals, such as one or more RAM 
modules, human interface devices (e. g. a keyboard, a display 
device, a loudspeaker, remote-control input port). 
[0092] According to a proposed access protocol according 
to an embodiment of the invention, it is possible to protect 
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reserved code/data stored in the memory device 102 from 
unauthorized reading. Referring for example to a DVD clas 
sic consumer system, the memory device 102 may store in a 
protected Zone thereof the instructions of a neW and e?icient 
algorithm of compression Which could give advantages in 
speed or cost of the system. Given that the same memory 
device 102 may be used in different DVD systems, it may be 
necessary to shield the data stored therein in an effective Way. 
In the application of set-top box, the security features pro 
vided by one or more embodiments of the present invention 
give the advantage to protect reserved information made 
available in the system by a service provider. In this case, the 
additional security provided makes more di?icult an unau 
thorized copying of ?rmWare, thus protecting the interests of 
the service provider itself. 
[0093] In summary, the methods and architectures 
described in the above embodiments alloW restricting the 
access, both in reading and modify, to selected memory Zones 
of the memory device. For obtaining the reading access, the 
architecture exploits a control logic, eg a microcontroller 
embedded in the memory device, in order to manage an 
unlock protocol based on the exchange of a dynamic pass 
Word based on a time-varying code, particularly a random 
number, Which is then properly encoded. The architecture 
calls for using a random number generator, an encryption/ 
decryption system, and a system adapted to inhibit the trans 
fer of data stored in the memory to the outside in the case 
access to protected memory locations is attempted Without 
having the necessary access rights. For obtaining the access in 
modify, or for changing the status of protection in modify of 
a selected memory Zone, according to a ?rst embodiment, the 
architecture is capable of managing an unlock protocol simi 
lar to that employed for obtaining the reading access. Other 
Wise, according to a second embodiment, for an increased 
security, any modi?cation in the status of modify protection 
of a selected memory Zone may be conditioned to the result of 
unlock operations directed to obtain the reading access to the 
locations of the selected memory Zone. 
[0094] Naturally, in order to satisfy local and speci?c 
requirements, a person skilled in the art may apply to the 
solution described above many modi?cations and alterations 
all of Which, hoWever, are included Within the spirit and scope 
of the invention. 

1. A memory device including: 
at least one storage area for storing data; 
a protection control structure adapted to selectively alloW 

an external device access to the at least one storage area 
of the memory, the storage area being not freely acces 
sible by the external device if protected; 

a control logic adapted to identify an access request by the 
external device to the at least one storage area and coop 
erating With the protection control structure for manag 
ing an unlock procedure for selectively granting the 
external device at least temporary access rights to the 
storage area if protected; 

means for providing a ?rst code to the external device in 
said unlock procedure; 

means for receiving a second code from the external device 
in response to said ?rst code; 

means for verifying validity of the received second code, 
Wherein said means for verifying validity are adapted to 
ascertain a correspondence of the second code With the 
?rst code based on a predetermined relationship; 
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said control logic instructing the protection control struc 
ture to grant access to the storage area if the validity of 
the received second code has been veri?ed. 

2. The memory device of claim 1, further including: 
encryption means adapted to perform at least one encryp 

tion process on at least one among said second code, to 
obtain a third code, or a fourth code, to obtain the ?rst 
code. 

3. The memory device according to claim 2, in Which said 
means for verifying includes means for comparing the third 
code With the ?rst code, or the second code With the fourth 
code, and for providing a comparison result, 

said control logic instructing the protection control struc 
ture to grant access to the storage area based on said 
comparison result. 

4. The memory device according to claim 2, in Which said 
encryption means includes an encryption block for perform 
ing the encryption process exploiting the second code and a 
predetermined encryption key. 

5. The memory device of claim 4, in Which said encryption 
key is stored in the memory device, particularly in the at least 
one storage area thereof. 

6. The memory device of claim 1, in Which said means for 
providing the ?rst code includes a code generator, particularly 
a random number generator adapted to generate a random 
number. 

7. The memory device claim 1, in Which said protection 
control structure includes a protection indication storage 
structure comprising a non-volatile part, for storing in non 
volatile Way protection indications in respect of the at least 
one storage area. 

8. The memory device of claim 7, in Which the protection 
indication storage structure comprises a volatile part, associ 
ated With the non-volatile part and adapted to be loaded With 
the protection indications stored in the non-volatile part. 

9. The memory device according to claim 1, in Which said 
at least one storage area includes at least tWo storage areas, 
said protection control structure being adapted to control the 
access to each storage area individually. 

10. The memory device of claim 1, further including: 
output terminals for transferring data to the external 

device; and 
an output block, controlled by the protection control struc 

ture, for selectively making the data stored in the at least 
one storage area available at the output terminals accord 
ing to said comparison result. 

11. The memory device of claim 10, Wherein the protection 
control structure controls the output block to make the data 
stored in the at least one storage area available at the output 
terminals if the validity of the second code is ascertained. 

12. An access protocol to alloW access to a memory device 
by an external device, the access protocol including: 

receiving at the memory device an access request to a 
selected storage area by the external device; 

in case the selected storage area is not a freely accessible 
area, performing an unlock procedure including: 

having the memory issuing to the external device a ?rst 
code; 

at the external device, receiving the ?rst code and, respon 
sive thereto, sending to the memory device a second 
code depending on the ?rst code; 

at the memory device, at least temporarily unlocking the 
selected storage area to alloW access thereto by the exter 
nal device based on the received second code. 
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13. The access protocol of claim 12 further including: 
at the external device, performing a ?rst encryption process 

on the ?rst code to obtain the second code, 
Wherein said at least temporarily unlocking includes per 

forming at least one second encryption process on at 
least one among said second code, to obtain a third code, 
or a fourth code, to obtain the ?rst code. 

14. The access protocol of claim 13, in Which said perform 
ing at least one second encryption process includes: 

performing the at least one second encryption process on 
the received second code to obtain a third code, and 
temporarily unlocking conditioned by a comparison of 
the third code to the ?rst code. 

15. The access protocol of claim 14, Wherein said alloWing 
the external device accessing the selected storage area 
includes establishing an identity of the third code to the ?rst 
code. 

16. The memory device of claim 13, in Which said tempo 
rarily unlocking is conditioned by a comparison of the 
received second code With a fourth code, said fourth code 
being used by the memory device for generating the ?rst code 
by performing the at least one second encryption process. 

17. The access protocol according to claim 13, in Which 
said performing the ?rst encryption process includes exploit 
ing a predetermined ?rst encryption key. 

18. The access protocol according to claim 17, in Which 
said performing the at least second encryption process 
exploiting a predetermined second encryption key. 

19. The access protocol according to claim 18, in Which 
said second encryption key is stored in the memory device. 

20. The access protocol according to claim 12, in Which 
said issuing to the external device a ?rst code includes gen 
erating a random number code. 

21. The access protocol of claim 12, Wherein said at least 
temporarily unlocking the selected storage area to alloW 
access thereto includes alloWing the external device read a 
content of the selected storage area. 

22. An electronic device adapted to interact With a memory 
device according to claim 1, including: 
means for issuing an access request to the memory device; 
means for receiving the ?rst code from the memory device; 
means for generating the second code based on the 

received ?rst code; and 
means for sending the second code to the memory device. 
23. An electronic system including: 
a memory device adapted to store data, and at least one 

external device interacting With the memory device; 
Wherein the memory device includes: 
at least one storage area for storing data; 
a protection control structure adapted to selectively alloW 

an external device access to the at least one storage area 

of the memory, the storage area being not freely acces 
sible by the external device if protected; 

a control logic adapted to identify an access request by the 
external device to the at least one storage area and coop 
erating With the protection control structure for manag 
ing an unlock procedure for selectively granting the 
external device at least temporary access rights to the 
storage area if protected; 

means for providing a ?rst code to the external device in 
said unlock procedure; 

means for receiving a second code from the external device 
in response to said ?rst code; 
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means for verifying validity of the received second code, 
Wherein said means for verifying validity are adapted to 
ascertain a correspondence of the second code With the 
?rst code based on a predetermined relationship; 

said control logic instructing the protection control struc 
ture to grant access to the storage area if the validity of 
the received second code has been veri?ed; 

and Wherein the external device includes: 
means for issuing an access request to the memory device; 
means for receiving the ?rst code from the memory device; 
means for generating the second code based on the 

received ?rst code; and 
means for sending the second code to the memory device. 
24. A memory device including: 
at least one storage area for storing data; 
a read protection control structure adapted to selectively 

alloW an external device external to the memory read 
access to the at least one storage area of the memory for 
reading an information content thereof, the storage area, 
if protected against reading, being not freely accessible 
in reading by the external device; 

a modify protection control structure adapted to selectively 
alloW the external device modify access to the at least 
one storage area of the memory for modifying the infor 
mation content thereof, the storage area, if protected 
against modify, being not freely accessible in modify by 
the external device; 

a control logic adapted to identify a read access request, 
respectively a modify access request from the external 
device to the at least one storage area, and adapted to 
cooperate With the read protection control structure and 
With the modify protection control structure for manag 
ing a procedure for selectively granting the external 
device at least temporary read access rights and, respec 
tively, a procedure for selectively granting the external 
device at least temporary modify access rights to the 
storage area; 

Wherein said control logic, in said procedure for selectively 
granting the external device modify access rights, is 
adapted to condition the granting of said modify access 
rights to the granting of the read access rights to the 
storage area. 

25. The memory device according to claim 24, in Which the 
control logic further includes: 

a stored ?rst code; 
means for receiving a second code from the external device 

in response to said read access request; 
means for verifying a validity of the received second code 

by ascertaining a correspondence of the second code 
With the ?rst code based on a predetermined relation 
ship, the control logic being adapted to instruct the read 
protection control structure to grant the external device 
read access rights to the storage area if the validity of the 
received second code has been veri?ed. 

26. The memory device according to claim 25, in Which 
said ?rst code and said second code are a prede?ned pass 
Word. 

27. The memory device according to claim 25, further 
including: 
means for generating the ?rst code; and 
means for providing the ?rst code to the external device, 

the second code being generated by the external device 
in response to said ?rst code. 
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28. The memory device according to claim 25, in Which the 
control logic further includes: 

a stored third code; 
means for receiving a fourth code from the external device 

in response to said modify access request; 
means for verifying a validity of the received fourth code 

by ascertaining a correspondence of the fourth code With 
the third code based on a predetermined relationship, the 
control logic instructing the modify protection control 
structure to grant the external device modify access 
rights to the storage area if the validity of the received 
fourth code has been veri?ed. 

29. The memory device according to claim 28, in Which 
said third code and said fourth code are a prede?ned pass 
Word. 

30. The memory device according to claim 28, further 
including: 
means for generating the third code; and 
means for providing the third code to the external device, 

the fourth code being generated by the external device in 
response to said third code. 

31. The memory device according to claim 28, Wherein the 
control logic includes means for instructing the modify pro 
tection control structure to grant the external device modify 
access rights to the storage area if the validities of the received 
second code and of the received fourth code have been both 
veri?ed. 

32. An integrated circuit, comprising: 
a memory location operable to store data; and 
a control circuit operable to, 

send a ?rst code value to a requestor external to the 
integrated circuit in response to a request from the 
requestor to access the memory location, 

receive a second code value from the requester after 
sending the ?rst code value, 

compare the second code value to a predetermined code 
value, and 

alloW the requestor to access the memory location if the 
second code value has a predetermined relationship to 
the predetermined code value. 

33. The integrated circuit of claim 32, further comprising: 
a random-number generator coupled to the control circuit; 

and 
Wherein the control circuit is further operable to 

cause the generator to generate a random number, and 
send to the requestor the random number as the ?rst code 

value. 
34. The integrated circuit of claim 32, further comprising: 
a random-number generator coupled to the control circuit; 
a data-encryption circuit coupled to the random-number 

generator and to the control circuit; and 
Wherein the control circuit is further operable to 

cause the generator to generate a random number, 
cause the data-encryption circuit to encrypt the random 
number using a predetermined encryption key, and 

send to the requestor the encrypted random number as 
the ?rst code value. 

35. The integrated circuit of claim 32, further comprising: 
a data-encryption circuit coupled to the control circuit; and 
Wherein the control circuit is further operable to 

cause the data-encryption circuit to encrypt a value using 
a predetermined encryption key, and 

send to the requestor the encrypted value as the ?rst code 
value. 
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36. The integrated circuit of claim 32, further comprising: 
a data-decryption circuit coupled to the control circuit; and 
Wherein the control circuit is operable to compare the sec 

ond code value to the predetermined code value by 
causing the data-decryption circuit to decrypt the second 

code value received from the requestor using a prede 
termined decryption key, and 

comparing the decrypted second code value to the pre 
determined code value. 

37. The integrated circuit of claim 32 Wherein the prede 
termined code value equals the ?rst code value. 

38. The integrated circuit of claim 32 Wherein the control 
circuit is further operable to prohibit the requestor from 
accessing the memory location if the second code value does 
not have the predetermined relationship to the second code 
value. 

39. An integrated circuit, comprising: 
protected memory locations operable to store data; and 
a control circuit operable to, 

receive from a requestor external to the integrated circuit 
a ?rst request for a ?rst type of access to a ?rst one of 

the memory locations, and 
in response to the ?rst request, enable the ?rst memory 

location for the ?rst type of access by the requestor if 
one of the memory locations is enabled for a second 
type of access by the requester. 

40. The integrated circuit of claim 39 Wherein: 
the ?rst type of access to the ?rst memory location com 

prises a read of the data from the ?rst memory location; 
and 

the second type of access to the one of memory locations 
comprises a Write of the data to the one of the memory 
locations. 

41. The integrated circuit of claim 39 Wherein the control 
circuit is operable to enable the one of the memory locations 
for the second type of access by: 

sending a ?rst code value to the requestor in response to a 
request from the requestor for the second type of access 
to the one memory location, 

receiving from the requestor a second code value after 
sending the ?rst code value, 

comparing the second code value to a predetermined code 
value, and 

enabling the one memory location for the second type of 
access by the requestor if the second code value has a 
predetermined relationship to the predetermined code 
value. 

42. The integrated circuit of claim 39 Wherein the control 
circuit is further operable in response to the ?rst request to 
disable the ?rst memory location for the ?rst type of access by 
the requester if none of the memory locations is enabled for 
the second type of access by the requester. 

43. The integrated circuit of claim 39 Wherein the control 
circuit is operable to enable the ?rst memory location for the 
?rst type of access by the requestor only if the ?rst memory 
location is enabled for the second type of access by the 
requester. 

44. An integrated circuit, comprising: 
a code-value generator; and 
a control circuit coupled to the code-value generator and 

operable to 
send an address to a destination external to the integrated 

circuit, 
request a ?rst code value from the destination, 
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cause the generator to generate a second code value from 
the ?rst code value, 

send the second code value to the destination, and 
access a data-storage location of the destination corre 

sponding to the address after sending the second code 
value. 

45. The integrated circuit of claim 44 Wherein the control 
circuit is operable to cause the generator to generate the 
second code value by causing the generator to encrypt the ?rst 
code value using a predetermined encryption key. 

46. The integrated circuit of claim 44 Wherein the control 
circuit is operable to cause the generator to generate the 
second code value by causing the generator to decrypt the ?rst 
code value using a predetermined decryption key. 

47. The integrated circuit of claim 44 Wherein the control 
circuit is operable to access the data-storage location of the 
destination by Writing data to the data-storage location. 

48. The integrated circuit of claim 44 Wherein the control 
circuit is operable to access the data-storage location of the 
destination by reading data from the data-storage location. 

49. An integrated circuit, comprising: 
a control circuit operable to access in a ?rst manner a ?rst 

one of a plurality of memory locations that are external 
to the integrated circuit by 
obtaining ?rst authorization to access one of the memory 

locations in a second manner, 
obtaining second authorization to access the ?rst one of 

the memory locations in the ?rst manner, and 
accessing the ?rst one of the memory locations in the 

?rst manner after obtaining the ?rst and second autho 
rizations. 

50. The integrated circuit of claim 49 Wherein the control 
circuit is operable to obtain the ?rst authorization to access 
the ?rst one of the memory locations in the second manner. 

51. The integrated circuit of claim 49 Wherein: 
obtaining the second authorization comprises obtaining 

the second authorization to Write data to the ?rst 
memory location; and 

obtaining the ?rst authorization comprises obtaining the 
?rst authorization to read data from the one memory 
location. 

52. An electronic system, comprising: 
a ?rst integrated circuit; and 
a second integrated circuit coupled to the ?rst integrated 

circuit and including 
a memory location operable to store data, and 
a control circuit operable to, 

send a ?rst code value to the ?rst integrated circuit in 
response to a request from the ?rst integrated cir 
cuit to access the memory location, 

receive a second code value from the ?rst integrated 
circuit after sending the ?rst code value, 

compare the second code value to a predetermined 
code value, and 

alloW the ?rst integrated circuit to access the memory 
location if the second code value has a predeter 
mined relationship to the predetermined code 
value. 

53. An electronic system, comprising: 
a ?rst integrated circuit; and 
a second integrated circuit coupled to the ?rst integrated 

circuit and including 
memory locations operable to store data, and 
a control circuit operable to, 
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receive from the ?rst integrated circuit a ?rst request 
for a ?rst type of access to a ?rst one of the memory 

locations, and 
in response to the ?rst request, enable the ?rst 
memory location for the ?rst type of access by the 
?rst integrated circuit if one of the memory loca 
tions is enabled for a second type of access by the 
?rst integrated circuit. 

54. An electronic system, comprising: 
a ?rst integrated circuit having a data-storage location; and 
a second integrated circuit coupled to the ?rst integrated 

circuit and including 
a code-value generator, and 
a control circuit coupled to the code-value generator and 

operable to 
send an address of the data-storage location to the ?rst 

integrated circuit, 
request a ?rst code value from the ?rst integrated 

circuit, 
cause the generator to generate a second code value 

from the ?rst code value, 
send the second code value to the ?rst integrated cir 

cuit, and 
access the data-storage location after sending the sec 

ond code value. 
55. An electronic system, comprising: 
a ?rst integrated circuit having memory locations; and 
a second integrated circuit coupled to the ?rst integrated 

circuit and including 
a control circuit operable to access in a ?rst manner a 

?rst one of the memory locations by 
obtaining ?rst authorization to access one of the 
memory locations in a second manner, 

obtaining second authorization to access the ?rst one 
of the memory locations in the ?rst manner, and 

accessing the ?rst one of the memory locations in the 
?rst manner after obtaining the ?rst and second 
authorizations. 

56. A method, comprising: 
sending a ?rst code value to a ?rst integrated circuit in 

response to a request for access by the ?rst integrated 
circuit to a memory location of a second integrated cir 

cuit; 
comparing a predetermined code value to a second code 

value generated by the ?rst integrated circuit in response 
to the ?rst code value; and 

alloWing the ?rst integrated circuit to access the memory 
location of the second integrated circuit if the second 
code value has a predetermined relationship to the pre 
determined code value. 

57. The method of claim 56 Wherein sending the ?rst code 
value comprises sending the ?rst code value from the second 
integrated circuit to the ?rst integrated circuit. 

58. The method of claim 56 Wherein comparing the prede 
termined code value to the second code value comprises: 

retrieving the predetermined code value from a memory 
location of the second integrated circuit; and 

comparing the predetermined code value to the second 
code value using a circuit disposed on the second inte 
grated circuit. 

59. The method of claim 56, further comprising generating 
the ?rst code value as a random number. 
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60. The method of claim 56, further comprising: 
encrypting a Value using a predetermined encryption key; 

and 
generating the ?rst code Value equal to the encrypted Value. 
61. The method of claim 56 Wherein comparing the prede 

termined code Value comprises: 
decrypting the second code Value using a predetermined 

decryption key; and 
comparing the decrypted second code Value to the prede 

termined code Value. 
62. The method of claim 56, further comprising prohibiting 

the ?rst integrated circuit from accessing the memory loca 
tion of the second integrated circuit if the second code Value 
does not have the predetermined relationship to the predeter 
mined code Value. 

63. A method, comprising: 
receiving from a ?rst integrated circuit a ?rst request for a 

?rst type of access to a ?rst protected memory location 
of a second integrated circuit, and 

in response to the ?rst request, enabling the ?rst memory 
location for the ?rst type of access by the ?rst integrated 
circuit if a protected memory location of the second 
integrated circuit is enabled for a second type of access 
by the ?rst integrated circuit. 

64. The method of claim 63, further comprising disabling 
the ?rst memory location for the ?rst type of access by the ?rst 
integrated circuit if no protected memory locations of the 
second integrated circuit are enabled for the second type of 
access by the ?rst integrated circuit. 

65. The method of claim 63 Wherein enabling the ?rst 
memory location for the ?rst type of access comprises 
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enabling the ?rst memory location for the ?rst type of access 
by the ?rst integrated circuit only if the ?rst memory location 
is enabled for the second type of access by the requestor. 

66. A method, comprising: 
sending an address to a ?rst integrated circuit; 
requesting a ?rst code Value from the ?rst integrated cir 

cuit; 
generating a second code Value from the ?rst code Value; 
sending the second code Value to the ?rst integrated circuit; 

and 
accessing a data-storage location of the ?rst integrated 

circuit corresponding to the address after sending the 
second code Value. 

67. The method of claim 66 Wherein a second integrated 
circuit sends the address, requests the ?rst code Value, gener 
ates the second code Value, sends the second code Value, and 
accesses the data-storage location. 

68. A method, comprising: 
obtaining a ?rst authorization to access one of a plurality of 

protected memory locations in a ?rst manner; 
obtaining a second authorization to access a ?rst one of the 

memory locations in a second manner; and 
accessing the ?rst one of the memory locations in the 

second manner after obtaining the ?rst and second 
authorizations. 

69. The method of claim 68 Wherein obtaining the ?rst 
authorization comprises obtaining the ?rst authorization to 
access the ?rst one of the memory locations in the ?rst 
manner. 


