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(57) ABSTRACT 

A method and system for securely executing software or 
securely loading data generates a secret value at a destination 
device based on a value transmitted to the destination device, 
which is algorithmically combined with a secure value stored 
at the destination device. The destination device, such as a cell 
phone, remotely accesses an entity or otherwise receives the 
software or data, where the software or data is encrypted or 
digitally signed based on the secret value. The cell phone then 
selectively employs the software or data. 
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SECURE SOFTWARE EXECUTION SUCH AS 
FOR USE WITH A CELL PHONE OR MOBILE 

DEVICE 

CROSS-REFERENCE TO RELATED 

APPLICATION(S) 
[0001] This application claims the bene?t of US. Provi 
sional Patent Application 60/611,607, ?led Sep. 21, 2004, 
entitled SECURE MOBILE DEVICE SOFTWARE 
EXECUTION, HELP-SUPPORT-CARE INITIATION FOR 
MOBILE DEVICES, AND SMART NETWORK CON 
FIGURATION SELECTION FOR MOBILE DEVICES, and 
US. Provisional Patent Application No. 60/652,144, ?led 
Feb. 11, 2005, entitled CALL INTERCEPT METHODS, 
SUCH AS FOR CUSTOMER SELF-SUPPORT ON A 
MOBILE DEVICE. 

BACKGROUND 

[0002] Current methods for downloading software for 
remote execution on mobile devices do not provide the 
required security to prevent malicious attacks on the large 
networks managed by network operators. Because mobile 
devices often need to execute software functionality without 
an active connection to a secured key resource, a method that 
provides a secure way to distribute and execute software on 
devices is needed. 
[0003] Current methods for downloading software from a 
network to a mobile device require the network to monitor the 
mobile device and to determine what software to transmit to 
the mobile device. Subscribers may be required to contact the 
network from the mobile device to retrieve updated mobile 
device con?gurations or settings based on input from the 
network itself. This may lead to increased network tra?ic, an 
increase in the amount of bandwidth used by the network, 
decreased connection speed to the network, and increased 
time it takes for a subscriber to download software from the 
network. 
[0004] In addition, problems also exist with validating soft 
ware downloaded from the network to the mobile device. 
Validating software through the network may create security 
issues. In order to validate software, the network may need to 
verify con?dential data associated with the mobile device 
appropriately relates to data stored in a database on the net 
work. This presents the danger of compromising con?dential 
data associated with the mobile device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] FIG. 1 is a schematic diagram illustrating a mobile 
device on which call intercept methods, customer self-sup 
port, and other functions can be accessed via various user 
interfaces. 
[0006] FIG. 2 is a schematic diagram illustrating a system 
architecture for implementing call intercept methods and cus 
tomer self-support. 
[0007] FIG. 3 is a ?ow diagram illustrating an example of a 
process for creating a new secret key or other con?dential data 
element between a mobile device and a network element such 
as a server. 

[0008] FIG. 4 is a ?ow diagram illustrating an example of a 
process for encoding or securing software or other informa 
tion for download to the mobile device using the secret key 
generated under FIG. 3. 
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[0009] FIG. 5 is a ?ow diagram illustrating an example of a 
process for allowing the mobile device to securely use the 
downloaded software or other information provided under 
FIG. 4 without the need for an active network connection. 

[0010] The headings provided herein are for convenience 
only and do not necessarily affect the scope or meaning of the 
claimed invention. 
[0011] In the drawings, the same reference numbers and 
acronyms identify elements or acts with the same or similar 
functionality for ease of understanding and convenience. To 
easily identify the discussion of any particular element or act, 
the most signi?cant digit or digits in a reference number refer 
to the Figure number in which that element is ?rst introduced. 

DETAILED DESCRIPTION 

[0012] As noted above, mobile device providers such as 
wireless service providers, need the ability to interact with 
their subscribers and their subscribers’ mobile devices to 
provide both general and technical support services. The 
wireless service providers or network operators need to 
execute software to collect and set speci?c device con?gura 
tions, ascertain device status, and so forth. They need to 
remotely execute software with a high degree of security. A 
concern, however, is that unauthoriZed software could take 
advantage of vulnerabilities in this system. 
[0013] Certain embodiments of the invention described 
below provide examples of ways to overcome this problem by 
using, for example, a Subscriber Identi?cation Module 
(“SIM”) or other device on the mobile device, to securely 
store a unique code or secret key and provide one-way algo 
rithms such as hashes based on it and/ or other data. The hash 
may also be based on other hardware speci?c information not 
normally available via network access, such as an Intema 
tional Mobile Equipment Identi?er (IMEI), International 
Mobile Subscriber Identi?er (IMSI), or other known unique 
values or data stored on mobile devices. A combination of 
such data stored locally on the mobile device may be com 
bined or algorithmically modi?ed before or after being sub 
jected to hashing or similar processes to generate a resulting 
value. The value may then be used to encrypt or authenticate 
downloaded software, scripts or data provided to the mobile 
device. By so doing, every piece of software, scripts or data 
may be uniquely tied to a speci?c hardware device (mobile 
device or SIM), or a speci?c combination of hardware devices 
(e.g., hardware with SIM). 
[0014] Thus, system as described below provide the ability 
to remotely execute software on mobile devices without the 
need for network connectivity to a key repository or for 
exchange of secret data over the network where it could be 
intercepted or compromised. The systems use device resident 
physical security based on a SIM or other hardware speci?c 
features, and associated secure numbers, such as the IMEI, or 
other numbers, such a MAC address, Universal Subscriber 
Identity Module (USIM), secure serial number, etc. Software 
and data can be authenticated or decoded only with informa 
tion physically present on the target mobile device, which 
helps prevent the spread of malicious or unauthorized soft 
ware. 

[0015] The system makes it improbable or impracticable to 
sign scripts to authoriZe software or data for general (mass) 
distribution or make it only impractical to hack the mobile 
device if it can be under complete control of a hacker having 
malicious intent. The system is able to authenticate and 
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secure the installation and execution of software driven 
activities that have been issued from a speci?c, authorized 
source. 

[0016] The system can ensure that a unique key is created 
that requires an authorizing device (e. g., the controlling net 
Work server), computing device speci?c information (e. g. the 
mobile device’s IMEI), and a subscriber (user) speci?c bit of 
information (e. g. some information that is related to the sub 
scribers account, like the IMSI, account number, mobile 
device number, or user name). By using a key created of these 
three elements in the system, the system Will only function 
When all three are present. In this Way, the controlling server 
can alWays be assured that a competitive mobile operator 
cannot hijack their valuable customers/ subscribers. Also, 
hackers can not modify scripts on one device and transport 
them readily to other devices for execution4cracking one 
key unique to one mobile device/ subscriber does note give the 
hacker any advantage at cracking the next. Further, multiple 
subscribers can use a single device and each have function 
ality and personal information separate and secure. 
[0017] The invention Will noW be described With respect to 
various embodiments. The folloWing description provides 
speci?c details for a thorough understanding of, and enabling 
description for, these embodiments of the invention. HoW 
ever, one skilled in the art Will understand that the invention 
may be practiced Without these details. In other instances, 
Well-knoWn structures and functions have not been shoWn or 
described in detail to avoid unnecessarily obscuring the 
description of the embodiments of the invention. 
[0018] It is intended that the terminology used in the 
description presented beloW be interpreted in its broadest 
reasonable manner, even though it is being used in conjunc 
tion With a detailed description of certain speci?c embodi 
ments of the invention. Certain terms may even be empha 
siZed beloW; hoWever, any terminology intended to be 
interpreted in any restricted manner Will be overtly and spe 
ci?cally de?ned as such in this Detailed Description section. 

Suitable System 

[0019] In general, FIGS. 1-2 and the discussion herein pro 
vide a brief, general description of a suitable telecommuni 
cations or computing environment in Which aspects of the 
invention can be implemented. Although not required, 
aspects of the invention are described in the general context of 
machine-executable instructions, such as routines executed 
by a general-purpose computing or telecommunications 
device, e.g., cell phone, mobile device, server computer, or 
personal computer. Those skilled in the relevant art Will 
appreciate that the invention can be practiced With other com 
munications, data processing, or computer system con?gura 
tions, including: Internet appliances, hand-held devices (in 
cluding personal digital assistants (PDAs)), Wearable 
computers, all manner of cellular or mobile phones, multi 
processor systems, microprocessor-based or programmable 
consumer electronics, set-top boxes, netWork PCs, mini 
computers, mainframe computers, and the like. Indeed, the 
terms “computer,” “mobile device,” “handset,” and similar 
terms may be used interchangeably herein, and refer to any of 
the above devices and systems, as Well as any data processor. 
[0020] Aspects of the invention can be embodied in a spe 
cial purpose computing device or data processor that is spe 
ci?cally programmed, con?gured, or constructed to perform 
one or more of the computer-executable instructions 
explained in detail herein. Aspects of the invention may also 
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be practiced in distributed computing environments Where 
tasks or modules are performed by remote processing 
devices, Which are linked through a communications net 
Work, such as a Local Area NetWork (LAN), Wide Area 
NetWork (WAN), or the Internet. In a distributed computing 
environment, program modules may be located in both local 
and remote memory storage devices. 
[0021] Aspects of the invention may be stored or distrib 
uted on computer-readable media, including magnetically or 
optically readable computer discs, hard-Wired or prepro 
grammed chips (e. g., EEPROM semiconductor chips), nano 
technology memory, biological memory, or other data storage 
media. Indeed, computer implemented instructions, data 
structures, screen displays, and other data under aspects of the 
invention may be distributed over the Internet or over other 
netWorks (including Wireless netWorks), on a propagated sig 
nal on a propagation medium (e.g., an electromagnetic Wave 
(s), a sound Wave, etc.) over a period of time, or they may be 
provided on any analog or digital netWork (packet sWitched, 
circuit sWitched, or other scheme). Those skilled in the rel 
evant art Will recogniZe that portions of the invention reside 
on a server computer, While corresponding portions reside on 
a client computer such as a mobile or portable device, and 
thus, While certain hardWare platforms are described herein, 
aspects of the invention are equally applicable to nodes on a 
netWork. 

[0022] FIG. 1 illustrates an example of a mobile device 100 
on Which security methods can be implemented in accor 
dance With several embodiments of the invention. A receiver/ 
demodulator 104 receives a transmitted signal via an antenna 
102 and reconstructs the original transmitted signal. The 
transmitted signal is sent to a microcontroller 106, Which 
consists ofa decoder 108, a processor 112, and RAM (Ran 
dom Access Memory) 114. The decoder 108 translates the 
signals into meaningful data and interfaces to other devices. 
Decoded data, along With subscriber inputs 110, are sent to 
the processor 112. In addition, the mobile device may include 
optional components, such as an automated data collection 
120 unit linked to the processor 112, Which can include an 
automated RFID (Radio Frequency Identi?cation) tag reader, 
a magnetic card sWipe reader, a bar code reader, and others. 
Additionally, or alternatively, the mobile device may include 
a biometric reader (e.g., thumbprint reader, voice ?ngerprint 
recognition functionality, etc.), and/or a media output device 
(e.g., MP3 player, television tuner/player, etc.) 120. The 
mobile device may also include a subscriber identity module 
(SIM) 122 or other secure data storage. The output of the 
processor 112 can be stored in a programmable non-volatile 
memory 116, in SIM 122, or in the RAM memory 118. 
[0023] FIG. 2 illustrates an example of system architecture 
for implementing security methods described beloW. The sys 
tem architecture includes three components: handset-based 
services 200, the mobile device 100, and netWork-based ser 
vices 204 executed by one or more netWork servers. The 
handset-based services 200 may include executable softWare, 
softWare con?gurations, hardWare con?gurations and con 
trols, scripts, data, and handset operating system interfaces. 
As disclosed herein, executable softWare may include, With 
out limitation, any softWare program or scripts stored on the 
mobile device or associated memory device, both perma 
nently and temporarily connected via hardWare or Wireless 
connectivity. 
[0024] The mobile device 100 includes an authentication 
system 208 (e.g., via the SIM 122, and described beloW), a 
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hardware interface 210, a report system 212, a script interface 
214, a script platform 216, data 218, and scripts 220. The 
netWork-based services 204 may include a network or net 

Works 206, mobile netWork services 222, a mobile netWork 
operator customer service system 224, a host information 
management system 226, updated scripts 228, and report data 
230. The components Within the mobile device 100 alloW the 
device to integrate both handset-based services 200 and net 
Work-based services 204. The authentication system 208 can 
implement SIM card-based or standalone authentication to 
meet netWork requirements for desired levels of security, as 
described beloW. 

[0025] The hardWare interface 210 may retrieve hardWare 
interface elements required for interfacing With netWork or 
phone-based customer support services. Examples of hard 
Ware interface elements include changing volume, changing 
frequency, retrieving SIM (Subscriber Identity Module) ID or 
other data stored on the SIM 122, connection status from the 
SIM or radio hardWare, and others. The report system 212 
may collect and forWard the data reported by the mobile 
device to the netWork 206. The report system 212 can also 
encrypt the handset identi?cation information and other data 
noted beloW to provide increased security. The information 
can be encoded so that only the host information management 
system 226 can decipher the handset identi?cation informa 
tion and other values described beloW. 

[0026] The script interface 214 serves as a standard appli 
cation programming interface for customer support services. 
More speci?cally, the script interface 214 provides an inter 
face betWeen scripts 220 and the various hardWare-speci?c 
and executable, program-speci?c functions. The script inter 
face 214 alloWs a single customer service script to be 
deployed across multiple operating systems and hardWare 
con?gurations, but Where such scripts are associated With or 
uniquely tied to speci?c handsets, as noted beloW. In addition, 
the script interface 214 includes a standard API (Application 
Programming Interface) for both the hardWare/OS side and 
the script interface. 
[0027] The script platform 216 can mix and match calls 
through the script interface to acquire information, to change 
or correct settings on the phone, and to perform additional 
functions. The script platform 216 authenticates, runs, and 
updates all scripts 220, manages reporting updates and 
changes, communicates With the host information manage 
ment system 226, communicates With the GUI (Graphical 
User Interface), and performs functions such as managing 
customer surveys and queries, etc. The host information man 
agement system 226 can push a noti?cation to the script 
platform 216 via USSD (Unstructured Supplementary Ser 
vices Data), SMS (Short Message Service), IP (Internet Pro 
tocol), or any other netWork connectivity that the mobile 
device supports. The script platform 216 can run the scripts 
220 after authentication, and the scripts 220 can be authenti 
cated to the netWork 206 and/or to the mobile device. 

[0028] The components Within the netWork-based services 
204 alloW the mobile device 100 to communicate With and to 
retrieve data from the netWork 206. The netWork-based ser 
vices 204 may include Wired and Wireless systems. The 
mobile netWork services 222 may consist of one or more 

systems including billing, CRM (Customer Relationship 
Management), provisioning, doWnload of media (eg audio, 
images, video, games, utilities, etc.), and others. Further 
more, mobile netWork services 222 are able to return data 
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calls made by mobile devices via standard netWork protocols 
(e.g., IP, DTMF (Dual-Tone Multi-Frequency), SMS, USSD, 
etc.). 
[0029] The mobile netWork operator customer service sys 
tem 224 may also consist of one or more systems relating to 
customer service, including billing, CRM, provisioning, 
doWnloading of media (e. g. audio, video, games, utilities, 
etc.), and others. The host information management system 
226 controls interactions betWeen the mobile device and the 
host customer support system. The host information manage 
ment system 226 can transmit updates to the mobile device. 
The mobile device typically employs a unique handset ID or 
serial number, a mobile phone number, and other data noted 
herein. The report data 230 provides storage for report infor 
mation gathered from the mobile device. The updated scripts 
228 consist of scripts that the host customer support system 
provides to the mobile device. The updated scripts 228 can be 
managed and versioned as desired by the host information 
management system 226, can be targeted at speci?c subscrib 
ers/handsets or groups of subscribers, can include requests for 
reports and customer intervieW surveys, and so forth. Further 
details regarding the system at FIG. 2 may be found in PCT 
Application No. US05/05l35, ?led Feb. 18, 2005, entitled 
“Call Intercept Methods, such as for Customer Self-Support 
on a Mobile Device,” US. patent application Ser. No. l l/063, 
663, ?led Feb. 22, 2005 (attorney docket no. 
41658.8001US2), and PCT Application No. US05/055l7, 
?led Feb. 18, 2005, entitled “User Interface Methods, such as 
for Customer Self-Support on a Mobile Device” (attorney 

docket no. 41658.8002WO). 

Depicted Security Processes 

[0030] Referring to FIG. 3, an example of a process or 
method for registering a handset and creating a neW key is 
shoWn as a process 300. The mobile device 100 may begin 
With a minimal softWare installation su?icient to simply per 
mit automatic or over-the-air registration. Over-the-air regis 
tration is knoWn in the art. During or folloWing this registra 
tion, softWare stored in the handset sends a short data or text 
message (e. g., SMS message) to a prede?ned number or 
address representing a mobile number or address, to thereby 
route the message to a designated server, either a server of a 
Wireless service provider, or that of a third party providing 
service described beloW. The short message and its heading 
contains a request to create a neW service account, and con 
tains subscriber and handset speci?c information, such as the 
IMEI and/ or other unique number associated With the mobile 
device 100. The short message may also include a subscriber 
ID. In response to receiving the request, the server employs 
logic to process data contained in the short message (includ 
ing data in the short message header) in accordance With 
provisioning a neW subscriber account. If the short message is 
sent to a third party server, then a Short Messaging Service 
Center (SMSC) and/ or the third party server may be speci? 
cally programmed to reroute the mes sage to an internal server 
associated With the Wireless service provider or mobile net 
Work operator, Which in turn completes the registration/pro 
visioning process. Alternatively, if the third party server 
handles the request, it accesses a database or otherWise deter 
mines hoW a particular Wireless service provider Wishes to 
have the neW mobile device registered, and responds accord 
ingly to provision a neW subscriber account. Of course, other 
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methods of establishing a new subscriber account may be 
performed, which is shown generally in FIG. 3 under block 
302. 
[0031] Under block 304, the network generates a globally 
unique identi?er (GUID) using an appropriate number gen 
erator, such as a pseudo-random number generator. This is 
then stored as a unique license number Lx 306 in a database 
associated with the network. The number Lx is stored as a 
record or other data structure associated with the mobile 
device 100 (e. g. associated with the mobile phone number for 
the mobile device). The network forwards this number Lx to 
the mobile device, which may optionally be sent over a secure 
network 308. The number Lx may be included with other 
information, or in lieu of other information, such as an 
account type, special Universal Resource Locator (URL), 
APN or electronic address for home server access, etc. 

[0032] The mobile device remotely receives the GUID Lx 
(block 310) and creates a new “public key” for proving that 
the mobile device or SIM 122, has an unknown secret key Ki. 
Under block 311, the mobile device employs some secret key 
Ki 312 with the remotely received GUID Lx using an appro 
priate algorithm 314, such as an appropriate hashing algo 
rithm (shown as A3 algorithm in FIG. 3). The result of the 
algorithm or hash is a practicably irreversible value Kx 316. 
In other words, a subroutine or agent on the mobile device 
requests the SIM to hash Lx with a locally stored value. 
[0033] The generated value Kx can be created by the 
mobile device using a locally stored value employed to algo 
rithmically render Lx into the value Kx where any third party 
could not discern the locally stored data on the mobile device 
based simply on the value Kx. As noted herein, the mobile 
device may use any locally stored and secure data, such as the 
USIM, IMEI, IMSI, or other values or combinations of these 
values. Thus, Kx is based on Lx and one or more values 
associated with this subscriber or the mobile device, where it 
is infeasible for a third party to discern these values based 
only on Kx. 
[0034] Under block 318, the mobile device returns the 
value Kx to the server, which again may be optionally trans 
mitted over the secure network 308. The value Kx is not 
stored in permanent memory within the mobile device, and is 
?ushed from temporary memory after being generated and 
used. Upon receiving the value Kx, the network stores this 
value in a license key database (block 322), while the mobile 
device stores the Lx number in a number database (block 

320). 
[0035] To improve security, the mobile device can option 
ally obfuscate the Kx value by using a two-way encryption 
function before, such as and encryption functioned based on 
Lx, returning the Kx value to the server, such as via an SMS 
message. The Kx encrypting key can be anything including 
the IMEI or other information on the handset, or provided by 
the subscriber, such as a pin or password. This pin or pass 
word then can be communicated to the network server or 
wireless service provider via an alternate channel, such as via 
a telephone call or website. 

[0036] Further, while one embodiment of the invention 
combines the GUID Lx from the server with the IMEI, which 
is then hashed by the SIM to create Kx, other combinations 
are possible. For example, another embodiment of the inven 
tion could combine the GUID with the IMEI and the IMSI, 
which would then be hashed using a basic hashing function. 
As another alternative, the GUID may be combined with the 
IMEI and the phone number for the mobile device, which 
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would then be hashed, or simply Lx could be hashed by the 
SIM, with or without a subscriber ID value. In general, any 
combination of subscriber speci?c, device speci?c, and/or 
carrier speci?c information may be used to create an encryp 
tion/ authentication key set that uniquely limits the authenti 
cation from working on any device other that the speci?c 
subscriber-device-carrier (or any combination) from work 
ing. (In general, the terms “operator”, “carrier” and “service 
provider” are used interchangeably herein.) 
[0037] In general, while use of the SIM 122 is described 
above, any secure memory of the mobile device may be 
employed. Use of the SIM’s logic is helpful because of its 
inherent security features, although many other devices may 
be employed, such as smart cards, tamper-resistant or tamper 
proof memory, and so forth. While a secret key Ki is shown in 
FIG. 3, a combination of other device and subscriber speci?c 
information may be employed or included with the hash to 
generate Kx. 
[0038] Referring to FIG. 4, a process or method for down 
loading secure software, scripts or data to the mobile device is 
shown as a process 400. Beginning in block 402, the network 
server selects one or more ?les to be downloaded to the 

mobile device. The ?les may include anything, such as soft 
ware code, scripts, documents, data, audio, images, video, 
games, utilities, etc. Such ?les may be downloaded at the 
request of the mobile device or subscriber, or at the request of 
the network server or the person associated with the server, 
such as a customer support representative associated with a 
wireless service provider. Under block 404, the ?les are 
encrypted using the value Kx previously stored to generate 
encrypted ?les (block 406). The ?les may be converted to 
native binary form and then effectively authenticated with a 
shared key hashing algorithm. The encrypted ?les are trans 
mitted or sent to the mobile device using standard protocols 
and procedures, but the mobile device will only execute ?les 
that have been authenticated (block 408). In general, all uses 
of encryption may be interchangeable with digital signing or 
authenticating. In other words, rather than encrypting the 
?les, the ?les may instead be associated with a digital signa 
ture authoriZing or authenticating the ?les. Thus, the mobile 
device only executes ?les that it can either decrypt, or where 
it validates or authenticates the digital signature associated 
with the ?le. 
[0039] Note also that the network server may employ Kx, or 
create Kx or a related value based on data previously received 
from the mobile device (blocks 318, 322) and one or more 
pieces of locally stored data at the network server based on an 
algorithm known to both the mobile device and the network 
server. An electronic signature may be added to the header for 
each ?le sent to the speci?c mobile device. This will ensure 
that the ?les will only be able to be run or accessed by the 
speci?c mobile device. 
[0040] Referring to FIG. 5, a process or method for using 
secure ?les sent to and at least temporarily stored on the 
mobile device is shown as a routine 500. Beginning in block 
502, the mobile device initiates and executes software process 
and retrieves Lx from the licensed number database 320. In 
block 504, the mobile device executes a get key Kx process 
and in block 506, using Ki, Lx, or other data, again generates 
or recalculates Kx through use of the hashing algorithm 214. 
Kx is generated the same way it was before under the key 
creation process described with respect to FIG. 3. 

[0041] In block 508, the mobile device retrieves the 
encrypted/digitally signed data it received under block 408, 
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and executes a decryption algorithm to decrypt the ?le. Under 
block 512, if the decryption is successful, the mobile device 
runs the decrypted software in memory on the device. In other 
words, if the ?les include a digital signature, then the mobile 
device checks the signature received with a ?le based on a 
signature generated using the recalculated Kx. 
[0042] Note that the mobile device can execute the 
encrypted/digitally signed software or access encrypted/ 
signed data without further network access. The mobile 
device will only execute software code, scripts, or data that 
can be decrypted/authenticated with the proper combination 
of data noted above. Before executing any code or scripts, 
digital signatures associated with the ?les may be authenti 
cated with the speci?c combination of data de?ned during the 
registration process noted above under FIG. 3. This authen 
tication or decryption process occurs each time code, scripts 
or data are loaded from, for example, long-term memory 
(memory 116) for execution by the mobile device, and thus, 
for example, executable software is authenticated at run-time. 
[0043] Since the mobile device initiates connection to the 
network, potential hackers may not alter a command unless 
they know this and a secret key on the mobile device itself. 
Potential hackers may not push commands to the mobile 
device because they do not have the secret key for the SIM on 
the mobile device. The random number is hashed against a 
secret key, the output of the hash is stored in the system so that 
the secret key can be re-created when combined with the 
license number database 618. This creates greater security. 
[0044] Further, multiple subscribers can use a single device 
and each have functionality and personal information sepa 
rate and secure. In other words, different values of Kx may be 
created based on the same values stored in the SIM for a given 
the mobile device, but based on different values of Lx, sub 
scriber IDs, or other of values associated with individual 
subscribers. 
[0045] The above system provides a very high degree of 
protection by requiring a very signi?cant amount of work to 
attack even a single subscriber, thus preventing a wide-spread 
attack using the scripting environment noted above. Under 
the above system, there is no single key to break. An attack on 
one device does not shorten or reduce the effort to attack 
another device. 
[0046] The network or service provider owning the SIM 
may link ?les to a speci?c server. The mobile device will only 
take instructions from the server linked to the mobile operator 
owning the SIM while the SIM is installed. Thus, one server 
can not change ?les or codes for another server. Files from a 
server are allowed only to execute while the speci?c SIM 
linked to that server is inserted in the particular mobile device. 
This helps to ensure that only one service provider can create 
?les or code for a particular mobile device. Thus, mobile 
devices will only run code created in conjunction with the 
SIM card inserted in the device at the time of code execution, 
preventing other mobile operators from altering codes for that 
operator (and visa versa). 

Conclusion 

[0047] Unless the context clearly requires otherwise, 
throughout the description and the claims, the words “com 
prise,” “comprising,” and the like are to be construed in an 
inclusive sense, as opposed to an exclusive or exhaustive 
sense; that is to say, in the sense of “including, but not limited 
to .”As used herein, the terms “connected,” “coupled,” or any 
variant thereof, means any connection or coupling, either 

Aug. 7,2008 

direct or indirect, between two or more elements; the cou 
pling of connection between the elements can be physical, 
logical, or a combination thereof. Additionally, the words 
“herein,” “above,” “below,” and words of similar import, 
when used in this application, shall refer to this application as 
a whole and not to any particular portions of this application. 
Where the context permits, words in the above Detailed 
Description using the singular or plural number may also 
include the plural or singular number respectively. The word 
“or,” in reference to a list of two or more items, covers all of 
the following interpretations of the word: any of the items in 
the list, all of the items in the list, and any combination of the 
items in the list. 

[0048] The above detailed description of embodiments of 
the invention is not intended to be exhaustive or to limit the 
invention to the precise form disclosed above. While speci?c 
embodiments of, and examples for, the invention are 
described above for illustrative purposes, various equivalent 
modi?cations are possible within the scope of the invention, 
as those skilled in the relevant art will recogniZe. For 
example, while processes or blocks are presented in a given 
order, alternative embodiments may perform routines having 
steps, or employ systems having blocks, in a different order, 
and some processes or blocks may be deleted, moved, added, 
subdivided, combined, and/or modi?ed. Each of these pro 
cesses or blocks may be implemented in a variety of different 
ways. Also, while processes or blocks are at times shown as 
being performed in series, these processes or blocks may 
instead be performed in parallel, or may be performed at 
different times. 

[0049] The teachings of the invention provided herein can 
be applied to other systems, not necessarily the system 
described above. The elements and acts of the various 
embodiments described above can be combined to provide 
further embodiments. For example, while the system is gen 
erally described below as encrypting or authenticating ?les 
sent from the network server to the mobile device, the process 
may be reversed so that the processes performed by the net 
work server are performed instead by the mobile device, and 
vice versa. Further, keys can be periodically changed. For 
example, the server may periodically send a new value Lx to 
the mobile device, which in turn generates a new hash value 
Kx. 

[0050] All of the above patents and applications and other 
references, including any that may be listed in accompanying 
?ling papers, are incorporated herein by reference. Aspects of 
the invention can be modi?ed, if necessary, to employ the 
systems, functions, and concepts of the various references 
described above to provide yet further embodiments of the 
invention. 

[0051] These and other changes can be made to the inven 
tion in light of the above Detailed Description. While the 
above description details certain embodiments of the inven 
tion and describes the best mode contemplated, no matter 
how detailed the above appears in text, the invention can be 
practiced in many ways. Details of the security system may 
vary considerably in its implementation details, while still 
being encompassed by the invention disclosed herein. As 
noted above, particular terminology used when describing 
certain features or aspects of the invention should not be taken 
to imply that the terminology is being rede?ned herein to be 
restricted to any speci?c characteristics, features, or aspects 
of the invention with which that terminology is associated. In 
general, the terms used in the following claims should not be 
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construed to limit the invention to the speci?c embodiments 
disclosed in the speci?cation, unless the above Detailed 
Description section explicitly de?nes such terms. Accord 
ingly, the actual scope of the invention encompasses not only 
the disclosed embodiments, but also all equivalent ways of 
practicing or implementing the invention under the claims. 
[0052] While certain aspects of the invention are presented 
below in certain claim forms, the inventors contemplate the 
various aspects of the invention in any number of claim forms. 
For example, while only one aspect of the invention is recited 
as embodied in a computer-readable medium, other aspects 
may likewise be embodied in a computer-readable medium. 
Accordingly, the inventors reserve the right to add additional 
claims after ?ling the application to pursue such additional 
claim forms for other aspects of the invention. 

I/We claim: 
1. A security system for securely providing data between a 

server computer and multiple mobile telecommunications 
devices, the system comprising: 

at least one server computer having at least one database, 
wherein the database stores software programs, scripts, 
and/or data, and wherein the server computer is con?g 
ured to: 
generate a unique number, 
store the unique number in the database, and 

provide the unique number to a speci?c one of the 
multiple mobile telecommunications devices; and, 

wherein the server computer is further con?gured to: 
receive a hash value from the speci?c mobile telecom 

munications device, 
encrypt or digitally sign at least one ?le containing a 

software program, script, or data using the hash value, 
and 

provide to the speci?c mobile telecommunications 
device the encrypted or digitally signed ?le; and 

a Subscriber Identi?cation Module (SIM), smart card, or 
tamper resistant memory module, at least releasable 
secured to the speci?c mobile telecommunications 
device, wherein the speci?c mobile telecommunications 
device wirelessly receives the unique number, and 
wherein the SIM, smart card, or tamper resistant 
memory module stores a locally resident secret or 
secure number, and generates the hash value based at 
least in part on the locally resident number and the 
received unique number; and, 

wherein the speci?c mobile telecommunications device 
wirelessly provides the hash value to the at least one 
server computer, wirelessly receives the encrypted or 
digitally signed ?le, and locally decrypts or veri?es 
the digital signature based at least in part on the gen 
erated hash value and without connectivity to the 
server or other external computer. 

2. The system of claim 1 wherein the ?le includes a soft 
ware program or script, and wherein the speci?c mobile tele 
communications device decrypts or veri?es the digital signa 
ture based at least in part on the generated hash value at 
run-time each time the software program or script are 
executed. 

3. The system of claim 1 wherein the server computer 
generates the unique number after receiving a short message 
from the speci?c mobile telecommunications device when 
provisioning a new wireless subscriber account. 

4. The system of claim 1 wherein the locally resident num 
ber on the speci?c mobile telecommunications device is an 
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International Mobile Equipment Identi?er (IMEI), a Intema 
tional Mobile Subscriber Identi?er (IMSI), a Medium Access 
Control (MAC) address, a Universal Subscriber Identity 
Module (U SIM), or an Electronic Serial Number (ESN). 

5. A method for securely executing software on a remote 
mobile device, comprising: 

remotely accessing, from a mobile device, an entity pro 
viding software for mobile devices; 

downloading from the entity to the mobile device a soft 
ware program for execution on the mobile device; 

determining if the mobile device is authorized to execute 
the downloaded software program; and 

selectively executing the software on the mobile device 
based upon the determining. 

6. The method of claim 5 wherein the executing includes 
selectively executing the software program based upon a key 
value unique to the mobile device. 

7. The method of claim 6 wherein the executing includes 
selectively executing the software program based upon 
unique hash values associated with the key value. 

8. The method of claim 6, further including using a sub 
scriber identi?cation module within the mobile device to 
store the key value or compute key values using a hash func 
tion based on a secret key value previously stored on the 
subscriber identi?cation module. 

9. The method of claim 5, further including selectively 
executing the software program to provide local customer 
support functions at the mobile device. 

10. The method of claim 5 wherein the downloading 
includes downloading the software program from a support 
node in a network accessed by the mobile device. 

11. A computer-readable medium whose contents cause at 
least one telecommunication mobile device or at least one 

telecommunications server, associated with a wireless tele 
communications network, to perform a method to securely 
process data, or securely execute programs, the method com 
prising: 

generating a unique number; 
storing the unique number; 
wirelessly providing the unique number to a speci?c 

receiving telecommunications device; 
receiving a hash value from the speci?c receiving telecom 

munications device, wherein the hash value is generated 
at least in part on the unique number and a locally resi 
dent number at the speci?c receiving telecommunica 
tions device, wherein the locally resident number is 
locally stored in a secure memory location at the speci?c 
receiving telecommunications device; 

encrypting or digitally signing at least one ?le using at least 
the hash value; and 

providing to the speci?c receiving telecommunications 
device the encrypted or digitally signed ?le for locally 
decrypting or authenticating the ?le using at least the 
hash value and without connectivity to an external com 
puter coupled to the wireless telecommunications net 
work. 

12. The computer-readable medium of claim 11 wherein 
the computer-readable medium is a memory of the telecom 
munications mobile device. 

13. The computer-readable medium of claim 11 wherein 
the computer-readable medium is a logical node in a com 
puter network receiving the contents. 

14. The computer-readable medium of claim 11 wherein 
the computer-readable medium is a computer-readable disk. 
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15. The computer-readable medium of claim 11 wherein 
the computer-readable medium is a data transmission 
medium carrying a generated data signal containing the con 
tents. 

16. The computer-readable medium of claim 11 Wherein 
the computer-readable medium is a memory of the telecom 
munications server. 

17. A mobile telecommunications apparatus for use With a 
telecommunications server coupled to a Wireless telecommu 
nications network, Wherein the mobile telecommunications 
apparatus is associated With at least one subscriber to Wireless 
telecommunication services from a telecommunications ser 
vice provider, the apparatus comprising: 

means forWirelessly exchanging communications With the 
telecommunications server and for receiving an 
encrypted or digitally signed ?le; 

means for storing data; and 
means for processing, Wherein the means for processing is 

coupled among the means for Wirelessly exchanging 
communications and the means for storing, Wherein the 
means for processing includes: 

means for algorithmically generating, Without an active 
Wireless connection to the Wireless telecommunica 
tions netWork, a value based on any combination of a 
subscriber speci?c code associated With the sub 
scriber, a code speci?c to the mobile telecommunica 
tions apparatus, and a code speci?c to the telecommu 
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nications service provider, and Wherein the value is 
speci?c to the mobile telecommunications apparatus; 
and, 

means for locally authenticating or decrypting the 
encrypted or digitally signed ?le on the mobile tele 
communications apparatus based at least in part on 
the algorithmically generated value. 

18. The apparatus of claim 17 Wherein the means for stor 
ing data includes means for securely storing the code speci?c 
to the mobile telecommunications apparatus, and Wherein the 
means for algorithmically generating securely generates the 
value using the code speci?c to the mobile telecommunica 
tions apparatus. 

19. The apparatus of claim 17 Wherein the means for algo 
rithmically generating securely generates the value using the 
subscriber speci?c code associated With the subscriber and 
using the code speci?c to the telecommunications service 
provider, Wherein the subscriber speci?c code associated 
With the subscriber is a subscriber ID, and Wherein the code 
speci?c to the telecommunications service provider is a 
unique identi?er. 

20. The apparatus of claim 17 Wherein the algorithmically 
generated value is a hash value, Wherein the means for algo 
rithmically generating recalculates the hash value based on a 
code securely stored in the means for storing, and Wherein the 
apparatus previously provided the hash value as the algorith 
mically generated value for the telecommunications server to 
encrypt or digitally sign the ?le. 

* * * * * 


