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(57) ABSTRACT 

A server self health monitor (SHM) system monitors the 
health of the server it resides on. The health of a server is 
determined by the health of all of a server’s sub-systems and 
deployed applications. The SHM may make health check 
inquiries to server sub-systems periodically orbased on exter 
nal trigger events. The sub-systems perform self health 
checks on themselves and provide sub-system health infor 
mation to requesting entities such as the SHM. Sub-systems 
self health updates may be based on internal events such as 
counters or changes in status or based on external entity 
requests. Corrective action may be performed upon sub-sys 
tems by the SHM depending on their health status or the 
health status of the server. Corrective action may also be 
performed by a sub-system upon itself. 

05 

START 210 
SHM 

RECEIVE 
HEALTH 
UPDATE? 

220 

HEALTH 
CHECK 

TRIGGERED'? 230 

INITIATE 
HEALTH CHECK 

REQUEST 

I 

290 

DETERMINE 
RESPONSE 

PROCESS 
SERVER HEALTH 

DETERMINE 
SERVER 
HEALTH 

INFORMATION 
II PERFORM 

ACTION ON 
SUBSYSTEM? 

PERFORM 
ACTS f-‘280 

—l 



Patent Application Publication Aug. 7, 2008 Sheet 1 0f 4 US 2008/0189413 A1 

100 

110 

r138 

[#128 SHIN 
SHM L136 

126 

\_ \/134 
132 102 

\~124 “*4, 

‘~12 \ 
130 

/ \- 120 

3RD PARTY / 
ADMIN _/_\140 
AGENT 

155 

J ["178 
M 

AS SHIVI k176 SH 

L186 
NM \-1?4 

\184 
160 k ‘182 

170 L 
180 



Patent Application Publication Aug. 7, 2008 Sheet 2 0f 4 US 2008/0189413 A1 

205 

[ START )’ f 200 
V 

START 
SHM 

M210 

‘7],: 
/ RECEIVE \ 

HEALTH #20 
UPDATE? 

i HEALTH 
CHECK 

\TRIGGERED? /\ 230 

V Y 

INITIATE 
HEALTH CHECK f“ 240 

REQUEST 

Z 

V 

DETERMINE 
RESPONSE 

H______/ 250 

290 "r 
\ DETERMINE 

PROCESS SERVER "/260 
SERVER HEALTH HEALTH 
INFORMATION i 

“ PERFORM 
4 ACTION 0N */ 270 

\SUBSYSTEM?/ 

Y 
V 

PERFORM 
ACTS “280 

'FIG. —2 



Patent Application Publication Aug. 7, 2008 Sheet 3 of4 

305 

lNlTiALfZATlON 
OF 

SUB-SYSTEM 
___,__/310 

l 
INITIALIZE 

SUB-SYSTEM 
MONITORING 

UPDATE 
TREGGERED 

HEALTH STATUS 

330 

PERFORM 
HEALTH STATUS /"“*34@ 

UPDATE 

PROCESS 
HEALTH STATUS @350 
INFORMATiON 

360 
PROVIDE 
STATUS 1 

PROVIDE 
—““ STATUS 

\ 370 

FIG. - 3' 

US 2008/0189413 A1 

300 



Patent Application Publication Aug. 7, 2008 Sheet 4 0f 4 US 2008/0189413 A1 

400 

405 / 

SHUT DOWN 410 
TRIGGERED f 

TRANSMIT 
INFORMATION _.f 420 
TO SERVER 

PERFORM J 430 
SHUT DOWN 

440 

FIG. - 4 



US 2008/0189413 A1 

SYSTEM FOR MONITORING SERVER 
SUB-SYSTEM HEALTH 

CLAIM OF PRIORITY 

[0001] This application is a continuation of US. patent 
application Ser. No. 10/340,002 entitled “SYSTEM FOR 
MONITORING A SUB-SYSTEM HEALTH,” by Rahul 
Srivastava, et al., ?led J an. 10, 2003, Which claims the bene?t 
of US. Provisional Patent Application No. 60/359,010 ?led 
Feb. 22, 2002, Which applications are incorporated herein by 
reference. 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0002] The present application is related to the following 
United States patents and patent applications, Which patents/ 
applications are assigned to the oWner of the present inven 
tion, and Which patents/applications are incorporated by ref 
erence herein in their entirety: 

[0003] US. patent application Ser. No. 10/340,496, 
entitled “METHOD FOR INITIATING A SUB-SYSTEM 
HEALTH CHECK,” ?led on Jan. 10, 2003, currently pend 
ing, Which claims priority to US. Provisional Application 
No. 60/359,010 entitled “SERVER SELF-HEALTH MONI 
TOR,” by Rahul Srivastava, et al., ?led on Feb. 22, 2002; 
[0004] US. patent application Ser. No. 10/340,227 entitled 
“METHOD FOR MONITORING A SUBSYSTEM 
HEALTH,” ?led on Jan. 10, 2003, currently pending, Which 
claims priority to US. Provisional Application No. 60/359, 
010 entitled “SERVER SELF-HEALTH MONITOR,” by 
Srivastava, et al., ?led on Feb. 22, 2002; 
[0005] US. patent application Ser. No. 10/339,469, 
entitled “METHOD FORAUTOMATIC MONITORING OF 
MANAGED SERVER HEALTH,” ?led on Jan. 9, 2003 and 
issued as US. Pat. No. 7,233,989 on Jun. 19, 2007, Which 
claims priority to US. Provisional Application No. 60/359, 
009 entitled “ECS NODE MANAGER FOR ENSURING 
HIGH AVAILABILITY SERVER AND APPLICATION,” 
?led on Feb. 22, 2002; 
[0006] US. patent application Ser. No. 10/338,981, 
entitled “METHOD FOR EVENT TRIGGERED MONI 
TORING OF MANAGED SERVER HEALTH,” ?led on Jan. 
9, 2003 and issued as US. Pat. No. 7,152,185 on Dec. 19, 
2006, Which claims priority to US. Provisional Application 
No. 60/359,009 entitled “ECS NODE MANAGER FOR 
ENSURING HIGH AVAILABILITY SERVER AND 
APPLICATION,” ?led on Feb. 22, 2002; and 
[0007] US. patent application Ser. No. 10/339,144, 
entitled “SYSTEM FOR MONITORING MANAGED 
SERVER HEALTH,” ?led on Jan. 9, 2003 and issued as US. 
Pat. No. 7,287,075 on Oct. 23, 2007, Which claims priority to 
United States Provisional Application No. 60/359,009 
entitled “ECS NODE MANAGER FOR ENSURING HIGH 
AVAILABILITY SERVER AND APPLICATION,” ?led on 
Feb. 22, 2002. 

COPYRIGHT NOTICE 

[0008] A portion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile repro 
duction by anyone of the patent document or the patent dis 
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closure, as it appears in the Patent and Trademark O?ice 
patent ?le or records, but otherWise reserves all copyright 
rights Whatsoever. 

FIELD OF THE INVENTION 

[0009] The present invention relates generally to managing 
a distributed netWork, and more particularly to monitoring the 
health of servers in a distributed netWork. 

BACKGROUND OF THE INVENTION 

[0010] Distributed netWorks of computers are Widely 
knoWn and used. These distributed netWorks distribute tasks, 
resources, and processing poWer among several servers. 
These servers interface With each other to accomplish tasks 
and perform transactions. Each server may handle different 
function such as management, data base maintenance, server 
shut doWn, server startup, and so forth. A server or managed 
server as used herein is intended to include computers, com 
puter objects, applications, servers, or server instances. 
[0011] As servers Within a distributed netWork interact and 
perform transactions With each other, their operability and 
reliability become more important. If a server is inoperable or 
degenerate, it may effect the e?iciency of the entire distrib 
uted netWork. A single degenerate server may Waste time, 
money, and other server resources that are tied up in transac 
tions With the degenerate server. For these reasons, minimiZ 
ing server failure or server degeneration is desirable. Though 
a netWork may determine When a server has failed, the deter 
mination is a response to the server failure and often too late 
to prevent other resources from being affected. Further, valu 
able processing resources are often used up on monitoring 
servers and not on other important tasks. 

[0012] What is needed is a system for server self-health 
monitoring that alloWs servers to determine their health sta 
tus. The system should provide a method that ef?ciently 
monitors the health of a server While minimiZing the strain on 
server processing resources. 

SUMMARY OF THE INVENTION 

[0013] In accordance With one embodiment of the present 
invention, a system is provided that alloWs a server to monitor 
its oWn health. The server’s health is ascertained by determin 
ing the health of the server sub-systems. A server self health 
monitor resides on the server and monitors the servers sub 
systems. The server self health monitor may monitor the 
health of a sub-system periodically or non-periodically. Upon 
determining its health, a server may provide its health infor 
mation to requesting entities or perform maintenance and 
corrective action on its sub-systems. 

[0014] Each sub-system may be required to determine its 
health upon the occurrence of a certain health check event. 
The event may occur internal or external to the sub-system. If 
the event occurs externally, the occurrence of the event is 
communicated to the sub-system in the form of a health check 
request or some other manner. In order to be monitored by the 
server self health monitor, server sub-systems may be 
required to register With the self health monitor at sub-system 
startup. Correspondingly, server sub-systems should also 
unregister With the self health monitor at sub-system shut 
doWn. The sub-systems may communicate their health infor 
mation to the server self health monitor or to requesting 



US 2008/0189413 A1 

external entities. A sub-system may perform corrective action 
on itself based on the sub-system’s health status. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a block diagram of a self health monitoring 
system in accordance With one embodiment of the present 
invention. 
[0016] FIG. 2 is a diagram shoWing the operation of a self 
health monitor in accordance With one embodiment of the 
present invention. 
[0017] FIG. 3 is a diagram shoWing the operation of a 
sub-system Within a self health monitoring system in accor 
dance With one embodiment of the present invention. 
[0018] FIG. 4 is a diagram shoWing the operation of a 
sub-system Within a self health monitoring system experienc 
ing shut-doWn in accordance With one embodiment of the 
present invention. 

DETAILED DESCRIPTION 

[0019] A server self health monitoring system in accor 
dance With the present invention monitors the health of the 
server it resides on and presents server health information to 
administrative clients external and internal to the server. The 
health of a server may be determined by assessing the health 
of all the sub-systems that reside on the server. The server 
sub-systems may provide their health information in response 
to a query from the server self health monitor or other trig 
gering events. The server sub-systems may also interface With 
external administrative agents. A sub-system may perform 
corrective action and maintenance on itself. An external NM 
is con?gured to operate in conjunction With the sub-systems 
and enables the administrator to start and kill servers remotely 
from an Administration Console. 

[0020] A diagram of a server self health monitoring system 
1 00 in accordance With one embodiment of the present inven 
tion is shoWn in FIG. 1. As shoWn in FIG. 1, server self health 
monitoring system 100 includes nodes 102 and 152 and a 
third party administrative agent 140. A node may contain one 
or more servers. The servers making up a node may be located 
on a single physical machine or be associated in some other 
Way depending on the particular system. Node 102 includes 
servers 120 and 130, an administrative node (AS) 105, and a 
node manager (NM) 110. Server 120 includes server sub 
systems 122, 124, and 126, and self health monitor (SHM) 
128. A sub-system of a server as used herein is intended to 
include operational sub-systems of the server, applications 
deployed by the server, and other systems that originate from 
or have operations or functionality that can be traced to the 
particular server. The AS 105 may communicate With the 
SHM 128 or With a server sub-system directly, such as sub 
system 126. The NM 110 may communicate With the AS 105 
and the servers directly. Server 130 includes sub-systems 132, 
134, and 136 and SHM 138. Node 152 includes AS 155, NM 
160, and servers 170 and 180. Server 170 includes sub-sys 
tems 172, 174, and 176 and SHM 178. Server 180 includes 
sub-systems 182, 184, and 186 and SHM 188. The external 
administrative agent 140 may communicate With the sub 
systems directly such as subsystem 122 or 176 or With anAS. 
Communication betWeen the AS, sub-systems, SHM, and 
external administrative agents may occur through a JMX 
interface or some other means. 

[0021] The operation ofSHM 128 ofFIG. 1 is shoWn by the 
diagram 200 of FIG. 2. SHM operation begins With start step 
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205. Next, the SHM experiences startup in operation 210. At 
SHM startup, the SHM may receive messages from various 
sub-systems indicating that the subsystems should be moni 
tored by the SHM. The sub-systems to be monitored may also 
indicate to the SHM Whether they should be considered a 
critical sub-system. A critical sub-system is a sub-system that 
plays a more predominant role in determining the overall 
health of a server. In another embodiment of the present 
invention, the SHM determines Whether a particular sub 
system is a critical sub-system. The SHM may determine 
Which subsystems are critical subsystems based on informa 
tion received from the AS, the NM, a user, or the SHM. After 
start-up, the SHM determines if it has received any health 
updates in step 220. The SHM may receive health updates 
from sub-systems associated With the same server the SHM 
resides in. In one embodiment, the sub-systems may send the 
SHM a health update if there is a change in the sub-system’s 
health status. In another embodiment, the sub-system may 
provide the SHM With a health update in response to a health 
update triggering event that occurs at the particular sub-sys 
tem. Sub-system operation is discussed in more detail beloW 
With reference to FIG. 3. 

[0022] The health update from a sub-system provides infor 
mation regarding the health of the particular sub-system. In 
one embodiment, the health information may indicate the 
sub-system health is at one of multiple pre-de?ned levels. 
One level may correspond to the sub-system’s health condi 
tion as being good. Another health level may correspond to 
the sub-system’s condition as being failed. Other health levels 
may indicate that a sub-system’s condition is someWhere 
betWeen good and failed, such as a critical level or a Warning 
level. Many variations of levels may be used to characteriZe 
the health of a subsystem, all of Which are considered Within 
the scope of the present invention. If the SHM receives a 
health update in step 220, operation proceeds to step 260. If 
no health information is received in step 220, operation con 
tinues to step 230. 

[0023] The SHM determines Whether a health check is 
triggered in step 230. A health check may be triggered for a 
single sub-system or multiple sub-systems simultaneously. In 
one embodiment, a health check is triggered periodically by 
the occurrence of an event. The period of time betWeen health 
checks may be determined by a counter having a default 
value. In this case, a health check may be triggered Whenever 
a period of time has elapsed that corresponds to the default 
value of the health check counter. In another embodiment, a 
user or other source may specify a value to be used in place of 
the default value. The counter may be located in the SHM or 
a location external to the SHM. In yet another embodiment, a 
health check may be triggered by a non-periodically occur 
ring event. The non-periodical event may be a request from an 
external administrative agent or the AS or the occurrence of 
some other external event. If in step 230 no health check is 
triggered, operation returns to step 220. 
[0024] If a health check is triggered in step 230, the SHM 
Will initiate a health check request in step 240. The health 
check request may be directed to a single sub-system or 
multiple sub-systems. In one embodiment, the SHM gener 
ates and transmits the health check request to a sub-system 
directly. In another embodiment, the SHM initiates the health 
check request, and other server sub-systems generate and 
transmit the sub-system health check request. In step 250, the 
response from the sub-system to the sub-system health check 
is determined. In one embodiment, the response from the 
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sub-system is received as a message transmitted from the 
sub-system to the SHM. The sub-system transmits a message 
from the sub-system in response to the health check request 
initiated by the SHM in step 240. The SHM may also deter 
mine that no response is received from the sub-system to be 
checked. This occurs if the sub-system is doWn, busy, or 
otherWise not responding. Once a response has been deter 
mined, operation continues to step 260. 
[0025] Next, the health of a server is determined in step 
260. In one embodiment, the health status of all the sub 
systems in a server are used to determine the health of the 
server. If any critical sub-systems are deemed failed by the 
SHM, the server is deemed failed by the SHM. If no critical 
sub-systems are determined to be failed, then the server is 
determined to be in a healthy or “ok” state. After determining 
the health of the server in step 260, operation continues to step 
270 Where the SHM determines if any action is necessary. 
Action may be necessary depending on the response received 
in step 250. The necessary action may include shutting doWn 
a sub-system. In one embodiment, if no response is received 
from a sub-system in step 250, the sub-system is deemed 
failed and the SHM may shut doWn the non-responsive sub 
system. If a critical sub-system is deemed to be in a failed 
state, the SHM may shut doWn the entire server. The SHM 
may also log any action or inaction taken by the SHM into a 
log ?le. If no action is necessary by the SHM, operation 
continues to step 290. If action is necessary in step 270, then 
operation continues to step 280. After performing any neces 
sary acts in step 280, operation continues to step 290. 
[0026] The SHM may process the health information for a 
sub-system in step 290. Processing sub-system health infor 
mation may include storing the sub-system health informa 
tion. In one embodiment, the sub-system health information 
is stored by setting state values corresponding to each sub 
system’s health. The state values may be Written to local 
registers Within the SHM or at some external location. If 
Written to the SHM locally, the SHM may then provide the 
state values upon request by an external entity. External enti 
ties requesting the state values may include an AS, a third 
party server monitor, or a high availability framework. The 
SHM may also report a sub-system’s health to some entity if 
a certain condition is met. For example, an entity may Wish to 
have a sub-system’s health reported to it When the health 
status of the sub-system changes. In this case, a subsystem’s 
health Would be determined at step 250. At step 290, the 
previous health status and current health status for a sub 
system Would be compared. If a change in health status Was 
detected, an appropriate message Would be sent to the 
requesting entity. After the server health status information is 
processed in step 290, operation returns to step 220. 
[0027] The operation of a sub-system in accordance With 
one embodiment of the present invention is shoWn in diagram 
300 of FIG. 3. System operation begins With start step 305. 
Next, the sub-system is initialiZed in step 310. Sub-system 
monitoring is then initialiZed in step 320. In one embodiment, 
each sub-system that Wants to be monitored by the SHM Will 
have a Runtime MBean implement a health feedback inter 
face. The health feedback interface Will include a particular 
method that can access a “HealthState” attribute. The health 
state attribute is added to the Runtime MBean. After initial 
iZing sub-system monitoring in step 320, the sub-system 
determines Whether or not a health status update has been 
triggered in step 330. A health status update may be triggered 
by an event external to the sub-system or by an event that 
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occurs internal to the sub-system. In the case of an external 
event, the occurrence of the event is communicated to the 
sub-system. An external triggering event may include a sub 
system health update request from a requesting entity. The 
entity requesting the health status may be an AS, SHM, or 
other requesting entity. Internal triggering events may vary 
from sub-system to sub-system. In one embodiment, an inter 
nal event may be the expiration of a period of time. The period 
of time may be controlled by a counter. Thus, the expiration of 
the counter time period may trigger the health check. The 
counter may have a default value that can be over-ridden by a 
user. A health status update triggering event may also be a 
change in the status of the sub-system. Change in status 
triggering events Will vary from sub-system to sub-system. 
For example, a JDA subsystem may reside on a server. When 
a user Wishes to start a transaction, the I DA sub-system Writes 
to a TLOG ?le. If the memory disk is full or the transaction 
log is unavailable, the sub-system may trigger a TLOG error. 
This in turn may trigger a health status update by the I DA 
subsystem. In addition to the IDA example, different sub 
systems may trigger a health check in a different manner. If a 
health status update has not been triggered in step 330, then 
operation loops to remain at step 330. 
[0028] If a health status update has been triggered in step 
330, then operation continues to step 340. In step 340, the 
sub-system Will perform a health status update on itself. In 
one embodiment, a sub-system’s health status can be repre 
sented as one of multiple levels. One level may indicate that 
the sub-system’s health is good. Another sub-system health 
level may indicate that the sub-system’s health status is failed. 
Other sub-system health levels may be used to characteriZe 
the sub-system’s health level When it resides someWhere 
betWeen good and failed, such as a critical level or a Warn 
level. It is understood that the number and characterization of 
health levels may vary depending on the needs of the sub 
system. These variations are all Within the scope of the 
present invention. In another embodiment of the present 
invention, the health status update at step 340 may involve 
making a health state adjustment according to pre-determined 
criteria instead of detecting the current state. For example, a 
sub-system may have health state adjustment criteria requir 
ing the sub-system to be placed into a critical state if a certain 
number of transactions With the sub-system have timed out. In 
this case, the sub-system Would be placed in a critical state if 
the minimum number of transactions occurred. This health 
state adjustment may occur even though a health status update 
may have returned a different health level. The criteria for a 
sub-system health state adjustment may be preset by a sub 
system or speci?ed by a user. 

[0029] After the sub-system has performed a health status 
update in step 340, the sub-system may process the health 
status information in step 350. As understood by those skilled 
in the art, different sub-systems Will process their health 
information in different Ways. In one embodiment, the sub 
system may perform recovery or corrective action if the sub 
system’s health status is not acceptable. As health level char 
acteriZations may vary betWeen different sub-systems, the 
sub-system corrective action may vary as Well. In one 
embodiment, corrective action may include restarting the 
sub-system. Other processing corresponding to the health 
status may include storing the sub-system health information. 
In one embodiment of the present invention, storing sub 
system health information by a sub-system includes updating 
an internal health status value. Processing health information 
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may also include restarting a counter to determine the next 
health check, Writing to a log ?le, or some other action. After 
processing the health status information in step 350, the sub 
system determines if it should provide it’s health status to 
another entity in step 360. The sub-system may provide 
health status to another entity if the entity requested the health 
status of the sub-system. Entities that may inquire about the 
sub-system’s health include the SHM, AS, and external 
administrative agents. In one embodiment of the present 
invention, all sub-systems report their health level as good or 
failed. This occurs despite the multiple health levels a sub 
system may utiliZe to assess it’s health internally and perform 
corrective action on itself. If the sub-system does not need to 
provide it’s health status to any entity, operation continues to 
step 330. If the sub-system does need to provide the health 
status to an entity, operation continues to step 370. In step 
370, the sub-system provides it’s health status to an entity. 
After step 370 is complete, operation continues to step 330 
Where the sub-system Waits for another health status update 
triggering event to occur. 

[0030] A sub-system in a self health monitoring system 
may have to be shut doWn. This may take place as part of 
maintenance or corrective action initiated by either the SHM 
or the sub-system itself. The operation of a sub-system going 
through shut-doWn in accordance With one embodiment of 
the present invention is shoWn in diagram 400 of FIG. 4. The 
operation of a sub-system being shutdoWn begins With start 
step 400. Next, a triggering event begins the shutdoWn pro 
cedure in step 410. The triggering event may occur Within the 
sub-system, Within the SHM, or some other location. If the 
triggering event occurs externally to the sub-system, the 
occurrence of the event is communicated to the sub-system. 
Next, the sub-system transmits information to the server it 
resides on. In one embodiment, the sub-system transmits 
information to the SHM that resides on the server. The infor 
mation may include information that unregisters the sub 
system from server health monitoring. After transmitting 
information to the server, the sub-system performs shut-doWn 
in step 430. After performing shutdoWn, operation of the 
sub-system ends in step 440. 
[0031] As shoWn in FIG. 1, the NM may communicate With 
servers and With the AS. In one embodiment, the NM Will 
continuously monitor servers running on the local machine 
and may automatically detect and restart failed servers. This 
detection and restart Will occur as soon as the NM detects the 
server failure. NM Runtime MBeans implemented in java 
may be hosted on the Admin Server that offer methods to 
access and complement NM functionality as Well as to expose 
the health information collected by NM. 

[0032] In one embodiment, the NM continuously and auto 
matically monitors servers running on the local machine and 
automatically detects and restarts failed Servers. This detec 
tion and restart occur as soon as possible after the server 

failure. Once a server failure is detected, an NM may be 
controlled according to these parameters: 
[0033] AutoRestartEnabled:<true | false> 
[0034] Speci?es Whether Servers are restartable or not. 
Default is true. 

[0035] RestartIntervalSeconds:<number of seconds> 

[0036] If a Server is restartable, this parameter speci?es 
that it can be restarted RestartMax times Within the speci?ed 
number of seconds. In one embodiment, the default is 3600 
seconds (60 minutes). 
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[0037] RestartMax:<number> 
[0038] If Servers are restartable, this parameter speci?es 
the max # times a Server can be started Within the period 
speci?ed by RestartIntervalSeconds. In one embodiment, the 
default is 2. 
[0039] These parameters Will be de?ned per Server 
instance. They Will also be modi?able at runtime via the 
Admin Console. Certain methods may be provided to access 
or modify the parameters. The methods can be added to a 
Weblogic.management.con?guration.ServerMBean and may 
include the folloWing: 
[0040] boolean getAutoRestar‘tEnabled( ); 
[0041] void setAutoRestar‘tEnabled(boolean); 
[0042] int getRestar‘tIntervalSeconds( ); 
[0043] void setRestar‘tIntervalSeconds(int); 
[0044] int getRestartMax( ); 
[0045] void setRestar‘tMax(int); 
[0046] In another embodiment, the NM may periodically 
make a request for the health status of a server. After deter 
mining the health status of a server, the NM may take action 
With the server, including restart the server. In one embodi 
ment, the server health check performed by the NM may be 
controlled by these example parameters: 
[0047] HealthCheckIntervalSeconds:<number of sec 
onds> 
[0048] The interval of time (in seconds) betWeen Which 
periodic scans are done by NM to check if Servers are Failed. 
In one embodiment, the default is 180 seconds. 
[0049] HealthCheckTimeoutSeconds:<number of sec 
onds> 
[0050] The length of time (in seconds) the Node Manager 
Will Wait for a response to the health check query after Which 
it Will deem the monitored server Failed. In one embodiment, 
the default is 60 seconds. 
[0051] AutoKillIfFailedEnabled:<true | false> 
[0052] If a Server is deemed Failed, this parameter Will 
control Whether NM Will kill the Server or not. In one embodi 
ment, the default is false. 
[0053] In one embodiment, the parameters HealthCheck 
IntervalSeconds, HealthCheckTimeoutSeconds, and other 
parameters Will be de?ned per NM instance, and can be 
speci?ed on the NM command line. 
[0054] The startup period for a server depends upon many 
factors, including the applications being deployed on the 
server. In one embodiment, the NM Will Wait for a Server to 
complete its startup before the NM starts monitoring the 
server. This Wait time can be speci?ed using the folloWing 
parameter: 
[0055] HealthCheckStartDelaySeconds:<number of sec 
onds> 
[0056] The length of time (in seconds) the NM Will Wait 
before starting its monitoring of the Server. In one embodi 
ment, the default is 120 seconds. 
[0057] In one embodiment, this feature includes an admin 
istrative interface. The neW parameters for the server can be 
modi?ed at runtime through the Admin Console. The meth 
ods Will be added to the ServerMBean to access or modify 
these parameters: 
[0058] boolean getAutoKillIfFailedEnabled( ); 
[0059] void setAutoKillIfFailedEnabled(boolean); 
[0060] int getHealthCheckStar‘tDelaySeconds( ); 
[0061] void setHealthCheckStar‘tDelaySeconds(int secs); 
[0062] In one embodiment, the functionality of the NM is 
implemented through java MBeans. These MBeans have sev 
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eral purposes. One purpose is to expose the functionality of 
the NM to external administrative clients. The MBeans may 
allow external administrative clients (3rd party application 
monitors, HA frameworks, etc.) to start and kill servers using 
the NM without using the admin console, thereby providing a 
programmatic interface to NM’s functionality. Another pur 
pose of the MBeans is to expose the NM view of server health. 
As the NM periodically collects health information on serv 
ers, internal or external administrative clients may access the 
health information through the NM. Thus, the MBeans may 
provide an interface to server health information for admin 
istrative clients. 
[0063] The MBeans in one embodiment of the present 
invention may have external interface requirements. For 
example, public interface NodeManagerRuntimeMBean 
may extend the MBean WebLogic.management.runtime. 
RuntimeMBean and include the following methods. 
[0064] java.io.Reader start(ServerMBean server) throws 
NodeManagerException; 
[0065] This method may start the speci?ed server and 
return the reader to local log ?le containing the output of the 
executed command. If an error occurs, the method throws 
NodeManagerException. 
[0066] java.io.Reader startlnStandby(ServerMBean 
server) throws NodeManagerException; 
[0067] This method may start the speci?ed server in 
standby state and return the reader to a local log ?le contain 
ing the output of the executed command. If an error occurs, 
the method throws NodeManagerException. 
[0068] java.io.Reader shutdown(ServerMBean 
throws NodeManagerException; 
[0069] This method shuts down the speci?ed server and 
returns the reader to local log ?le containing the output of the 
executed command. If an error occurs, the method throws 
NodeManagerException. 
[0070] java.io.Reader kill(ServerMBean server) throws 
NodeManagerException; 
[0071] This method kills the speci?ed server. The method 
may be used to kill the server process when the server does not 
respond to a shutdown operation. After killing the server, the 
method returns the reader to the local log ?le containing the 
output of an executed command. If an error occurs, the 
method throws NodeManagerException. 
[0072] java.io.Reader startMonitoring(ServerMBean 
server) throws NodeManagerException; 
[0073] This method instructs the NM to start monitoring 
the speci?ed server. The NM will automatically restart the 
server if the server crashes (if AutoRestartEnabled is set to 
true) or enters a failed state (if AutoKillIfF ailedEnabled and 
AutoRestartEnabled are set to true). The method then returns 
the reader to a local log ?le containing the output of the 
executed command. If an error occurs, the method throws 
NodeManagerException. 
[0074] java.io.Reader stopMonitoring(ServerMBean 
server) throws NodeManagerException; 
[0075] This method instructs the NM to stop monitoring the 
speci?ed server and returns the reader to a local log ?le 
containing the output of the executed command. If an error 
occurs, the method throws NodeManagerException. 
[0076] java.io.Reader getLogs(ServerMBean 
String type) throws NodeManagerException; 
[0077] This method retrieves logs from the NM for the 
speci?ed server. In one embodiment, the type may be either 
“WL_output” or “WL_error”. The method then returns the 
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reader to the log retrieved. If an error occurs, the method 
throws NodeManagerException. 
[0078] String getState(ServerMBean server) throws Node 
ManagerException; 
[0079] This method operates to query the NM for its view 
of the state for a speci?ed server. 

[0080] In one embodiment, the method is used when server 
does not respond to queries to its ServerRuntimeMBean. 

[0081] The method will return “Unknown” if the NM is 
either not monitoring or does not have any knowledge of the 
server. If an error occurs, the method throws NodeManager 
Exception. 
[0082] The NM will periodically poll the server to check its 
health. In one embodiment of the present invention, the algo 
rithm used for polling the server is as follows. Upon startup, 
the NM reads an on-disk ?le to retrieve information on servers 

it was monitoring during its previous incarnation. The NM 
assumes that all of the monitored servers are alive when it 

starts up. It assumes no knowledge of their current states and 
sets its view of their state to “Unknown”. Next, the NM 
invokes an NMCommandServlet deployed on the Server. 
This is an asynchronous servlet that will return the server’s 
health information after HealthCheckIntervalSeconds has 
elapsed. Once the NM invokes the servlet, either an IOEx 
ception is thrown or the server returns its State value after 
HealthCheckIntervalSeconds. 

[0083] In one embodiment, an IOException could mean the 
server has crashed or is not running, the server too busy to 
accept TCP connection, the server has Failed, the server is 
unable to accept a TCP connection, or a transient IOExcep 
tion has occurred. These examples are treated as if the server 
has failed, wherein the NM sets its internal value of server 
state to “failed”. In one embodiment, the NM handle “false 
negatives” by attempting to kill the Server. If the Server’s 
AutoKillIfFailedEnabled parameter is “true”, NM sets its 
internal value of Server state to “Failed” and kills the Server. 
If AutoKillIfF ailedEnabled is false, NM sets it internal value 
of Server state to “Failed Not Restartable”, logs a warning and 
continues. If the server returns its state value after Health 
CheckIntervalSeconds, the server is either running or failed. 
If the server is failed and the Server’s AutoKillIfFailedEn 
abled parameter is “true”, NM sets its internal value of Server 
state to “Failed” and kills the Server. If AutoKillIfF ailedEn 
abled is false, NM sets it internal value of Server state to 
“Failed Not Restartable”, logs a warning and continues. 
[0084] Next, if NM sees that its interval value of Server 
state is “failed”, it will try to restart the server. The NM then 
checks the server’s AutoRestartEnabled parameter. If the 
parameter is true and less than RestartMax restarts have been 
performed in the current RestartIntervalSeconds window, the 
NM will restart the server. If server has already been restarted 
RestartMax times in the current RestartIntervalSeconds win 
dow, the NM will wait till the next RestartIntervalSeconds 
window begins before performing another restart. If AutoRe 
startEnabled is false, NM will not restart the server. 

[0085] In one embodiment, the servers may initiate contact 
with the NM. For example, a server may inform the NM when 
certain transitions occur in the state value of server. This will 
be particularly useful when the NM starts a server and when 
the server fails. When the NM starts a server, the server will 
inform the NM once it has entered a standby state. If a server 
fails, the server will inform the NM as soon as it has entered 
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a failed state. Noti?cation of entering the failed state is 
achieved by passing the listening address of the NM to the 
server at server startup. 

[0086] The java implementation of the NM functionality 
may have an effect on certain clients, such as JMX clients. 
JMX clients (like the Admin Console) Will be accessing one 
or more server lifecycle MBeans to perform server lifecycle 
operations. The server lifecycle MBeans have a different 
interface than the server con?guration MBeans. Detailed 
beloW are the changed semantics: 
[0087] Operations such as “start” and “shutdown” Will 
return precise information on their success or failure. They 
Will throW an exception if the operation fails. 
[0088] Operations on the NM Runtime MBeans are noW 
blocking. A TaskMBean interface is provided around the 
server Lifecycle MBeans to provide an asynchronous inter 
face to JMX clients. 
[0089] The server lifecycle and NM runtime MBeans pro 
vide a rich set of functionality. JMX clients can make use of 
these to perform a Wide variety of Server lifecycle and health 
monitoring control operations. 
[0090] The NM and server lifecycle entities interact during 
each of the Server Lifecycle state transitions. Examples of 
these interactions are shoWn beloW. Admin console, Weblogi 
c.Admin command line utility and other Admin Clients Will 
be effecting these state transitions by invoking methods on the 
ServerLifecycleRuntimeMBean. 
[0091] start( ) [SHUTDOWN -> RUNNING] 
[0092] startInStandby() [SHUTDOWN -> STANDBY] 
[0093] ServerLifecycleRuntimeMBean hosted on the 
Admin Server Will invoke the start( ) or startInStandby( ) 
methods on the corresponding NodeManagerRuntimeM 
Bean. 

[0094] shutdoWn( ) [STANDBY -> SHUTDOWN] 
[0095] If a NM is con?gured, ServerLifecycleRuntimeM 
Bean hosted on the Admin Server Will invoke the shutdoWns 
method on the corresponding NodeManagerRuntimeMBean. 
If not, it Will invoke the shutdoWns method on the ServerLi 
fecycleRuntimeMBean hosted on the Managed Server. 
[0096] getState( ) 
[0097] ServerLifecycleRuntimeMBean hosted on the 
Managed Server Will return the State attribute of the Server. 
[0098] ServerLifecycleRuntimeMBean hosted on the 
Admin Server Will invoke the getState( ) method on the Serv 
erLifecycleRuntimeMBean hosted on the Managed Server. If 
this operation times out, it Will then invoke the getState( ) 
method on the NodeManagerRuntimeMBean. 
[0099] In addition to communication betWeen the NM and 
the servers, the NM also communicates With the Administra 
tion Server (AS). In one embodiment, all data being sent over 
the netWork link betWeen the AS and NM Will be encrypted 
using a scheme based on the Dif?e-Hellman algorithm. In one 
embodiment, the encryption parameters are negotiated at link 
establishment time and Will depend upon con?guration 
parameters and installed encryption softWare. The Admin 
Server and NM Will be authenticated With each other using a 
shared secret based mechanism. 
[0100] In general, the AS begins the communication ses 
sion betWeen the AS and the NM. Both the NM and the AS are 
aWare of the encryption feature, and have tWo con?guration 
parameters. The ?rst con?guration parameter is the minimum 
encryption level a process Will accept. The minimum encryp 
tion is expressed as a key length having a 0, 40, or 128 bits. 
The second con?guration parameter is the maximum encryp 
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tion level a process is Willing to support. The maximum 
encryption level is also is expressed as having a 0, 40, or 128 
bit key siZe. The tWo parameters are denoted as (min, max). 
Thus, (40, 128) means a process Will accept at least a 40-bit 
encryption but desires 128-bit if possible. 
[0101] Encryption parameters negotiated are for the life 
time of the communication session. 

[0102] The ?rst step in encryption key siZe negotiation is 
for the tWo processes to agree on the largest common key siZe 
supported by both the NM and the AS. This negotiation itself 
need not be encrypted or hidden. A pre-processing step tem 
porarily reduces the maximum key siZe parameter con?gured 
to agree With the installed softWare’s capabilities. In one 
embodiment, this can be done at link negotiation time, 
because at con?guration time it may not be possible to verify 
a particular machine’s installed encryption package. For 
example, the administrator may con?gure (0, 128) encryption 
for an unbooted machine that only has a 40-bit encryption 
package installed. When the machine actually negotiates a 
key siZe, it should represent itself as (0, 40). In some cases this 
may cause a run-time error; for example (128, 128) is not 
possible With a 40-bit encryption package. 
[0103] The folloWing table shoWs hoW the con?gured 
parameters are modi?ed based on Which encryption package 
is installed. This is a local computation that each process 
performs itself. The result serves as input for the subsequent 
cross-machine negotiation. 

con?gured 
parameters no encryption 40-bit encryption 128-bit encryption 
(min, max) package installed package installed package installed 

0, 0 0, 0 0, 0 0, 0 
0,40 0,0 0,40 0,40 
0,128 0, 0 0,40, 0,128 

40, 40 error 40, 40 40, 40 
40,128 error 40,40 40,128 
128,128 error error 128,128 

[0104] Next the tWo processes jointly agree on the largest 
key siZe acceptable to both. It may be that there is no overlap, 
in Which case netWork link establishment fails (With an appro 
priate log error message). 
[0105] This table shoWs the outcome for all possible com 
binations of min/max parameters: 

0,0 0,40 0,128 40,40 40,128 128,128 

0, 0 0 0 0 error error error 

0, 4O 0 40 4O 40 40 error 
0,128 0 40 128 40 128 128 

40, 40 error 40 4O 40 40 error 
40, 128 error 40 128 40 128 128 
128, 128 error error 128 error 128 128 

[0106] TWo session keys Will be generated for the 
encrypted netWork link using the Dif?e-Hellman algorithm. 
One session key Will be used for data ?oWing from the Admin 
Server to the NM, and the other key Will be used for traf?c 
?oWing in the reverse direction. The generated session keys 
Will alWays be 128-bit. 
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[0107] In one embodiment, input parameters to the Di?ie 
Hellman key agreement algorithm can be ?xed (bumed-in to 
software). The AS Will then transmit the parameters it Wants 
to use to the NM. 

[0108] Dif?e-Hellman session key agreement also requires 
a cryptographically secure pseudo-random number source. 
The seed value for the pseudo-random number generator 
must contain a large amount of unpredictable data, so that a 
netWork-based attacker cannot iterate through likely seed 
values. 
[0109] If a 40-bit key siZe is negotiated, the 128-bit session 
key produced by Dif?e-Hellman should be used for RC4 bulk 
encryption. HoWever, 88 bits must be disclosed in the clear in 
one of the link establishment messages. Security is better than 
With a simple 40-bit key, because the 88-bits act as salt and 
prevent an attacker from using pre-computed lookup tables. 
[0110] A netWork attacker may not be permitted to defeat 
the 88-bit disclosure requirement by tampering With packets 
or deleting packets. The actual bits disclosed in the clear must 
be used by the Admin Server. If they do not agree With the 
locally computed Dif?e-Hellman session key, or are not sup 
plied as expected, Admin Server Will generate a log error 
message and terminate the connection. 
[0111] Both the processes implicitly agree to permute their 
Dif?e-Hellman session key When 40-bit encryption is nego 
tiated. This prevents a netWork attacker from tampering With 
messages and tricking theAdmin Server into a 128-bit session 
When 40-bit Was the NM s negotiation result. 
[0112] In one embodiment, the AS and NM Will be authen 
ticated using a shared secret. The steps to authenticate a 
shared secret are as folloWs: 

[0113] Both the AS and NM generate a 128-bit MD5 
message digest (?ngerprint) using the send and receive 
session keys negotiated. 

[0114] The AS Will generate a 64-bit random number (chal 
lenge). It Will then DES-encrypt the challenge and the ?nger 
print using its passWord as the key and send this to the NM. 
[0115] The NM Will decrypt the received message With the 
AS passWord. If the ?ngerprints don’t match, it Will reject the 
authentication request. 

[0116] a. The NM Will generate a 64-bit session key. The 
NM Will then DES-encrypt the previously-received 
challenge, the generated session key and the ?ngerprint 
using its passWord as the key and send this to the AS. 

[0117] b. The AS Will decrypt the received message With 
the NM passWord. It Will check the received challenge 
and ?ngerprint With its local values. If either doesn’t 
match, it Will reject the authentication request. 

[0118] If the above sequence is completed successfully, the 
AS and NM Will be considered authenticated With each other. 
[0119] In one embodiment, the NM has external interface 
con?gurations relating to the authentication/encryption 
scheme. Examples of the command line arguments that can 
be speci?ed for the Admin Server are beloW. 
[0120] WebLogic.management. 
minEncryptionBits:<number> 
[0121] This argument speci?es the minimum encryption 
level the process Will accept. In one embodiment, possible 
values are 0, 40, 128, and the default value is 0. 
[0122] WebLogic.management. 
maxEncryptionBits:<number> 
[0123] This argument speci?es the maximum encryption 
level the process Will accept. In one embodiment, possible 
values are 0, 40, 128, and the default value is 128. 
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[0124] WebLogic.management.enableChannelBinding:0 
l 1 
[0125] This argument speci?es a value of 1 enables the 
Authentication Protocol. In one embodiment, the default is 0. 
[0126] WebLogic.management.passWordKey:<string> 
[0127] This argument speci?es a key to be used to decrypt 
the encrypted NM passWords stored in the con?guration ?le. 
In one embodiment, it must be speci?ed if WebLogic.man 
agement.enableChannelBinding is set to 1. 
[0128] The utility WebLogic.Wtc.gWt.genpassWd Will be 
used to encrypt NM passWords to be stored in the con?gura 
tion ?le. These neW command line arguments Will be speci 
?ed for the NM. These neW arguments Will be modi?able at 
runtime via the Admin Console. 
[0129] WebLogic.nodemanager. 
minEncryptionBits:<number> 
[0130] This argument speci?es the minimum encryption 
level the process Will accept. In one embodiment, possible 
values are 0, 40, 128 and the default value is 0. 
[0131] WebLogic.nodemanager. 
maxEncryptionBits:<number> 
[0132] This argument speci?es the Maximum encryption 
level the process Will accept. In one embodiment, possible 
values are 0, 40, 12 and the default value is 128. 
[0133] WebLogic.nodemanager.enableChannelBinding:0 
l 1 
[0134] This argument speci?es a value of 1 enables the 
Authentication Protocol (Section 5.2.7). In one embodiment, 
the default is 0. 
[0135] WebLogic.nodemanager.passWord:<string> 
[0136] This argument speci?es the NM s passWord. In one 
embodiment, the NM passWord must be speci?ed if WebLog 
ic.nodemanager.enableChannelBinding is set to 1. 
[0137] WebLogic.nodemanager. 
adminServerPassWord:<string> 
[0138] This argument speci?es the Admin Servers pass 
Word. In one embodiment, the AS passWord must be speci 
?edWebLogic.nodemanager.enableChannelBinding is set to 
1. 
[0139] A server self health monitor system monitors the 
health of the server it resides on. The health of a server is 
determined by the health of all the server sub-systems and 
deployed applications. The SHM may make health check 
inquiries to server sub-systems periodically orbased on exter 
nal trigger events. The sub-systems perform self health 
checks on themselves and provide sub-system health infor 
mation to requesting entities such as the SHM. Sub-system 
self health updates may be based on internal events such as 
counters, changes in status, or external entity requests. Cor 
rective action may be performed upon sub-systems by the 
SHM depending on their health status or the health status of 
the server. Corrective action may also be performed by a 
sub-system upon itself. 
[0140] Examples considered Within the scope and spirit of 
the present invention are included in an Appendix to this 
application. 
[0141] Other features, aspects and objects of the invention 
can be obtained from a revieW of the ?gures and the claims. It 
is to be understood that other embodiments of the invention 
can be developed and fall Within the spirit and scope of the 
invention and claims. 
[0142] The foregoing description of preferred embodi 
ments of the present invention has been provided for the 
purposes of illustration and description. It is not intended to 
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be exhaustive or to limit the invention to the precise forms 
disclosed. Obviously, many modi?cations and variations Will 
be apparent to the practitioner skilled in the art. The embodi 
ments Were chosen and described in order to best explain the 
principles of the invention and its practical application, 
thereby enabling others skilled in the art to understand the 
invention for various embodiments and With various modi? 
cations that are suited to the particular use contemplated. It is 
intended that the scope of the invention be de?ned by the 
following claims and their equivalents. 
[0143] In addition to an embodiment consisting of speci? 
cally designed integrated circuits or other electronics, the 
present invention may be conveniently implemented using a 
conventional general purpose or a specialiZed digital com 
puter or microprocessor programmed according to the teach 
ings of the present disclosure, as Will be apparent to those 
skilled in the computer art. 
[0144] Appropriate software coding can readily be pre 
pared by skilled programmers based on the teachings of the 
present disclosure, as Will be apparent to those skilled in the 
softWare art. The invention may also be implemented by the 
preparation of application speci?c integrated circuits or by 
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interconnecting an appropriate netWork of conventional com 
ponent circuits, as Will be readily apparent to those skilled in 
the art. 
[0145] The present invention includes a computer program 
product Which is a storage medium (media) having instruc 
tions stored thereon/ in Which can be used to program a com 
puter to perform any of the processes of the present invention. 
The storage medium can include, but is not limited to, any 
type of disk including ?oppy disks, optical discs, DVD, CD 
ROMs, microdrive, and magneto-optical disks, ROMs, 
RAMs, EPROMs, EEPROMs, DRAMs, VRAMs, ?ash 
memory devices, magnetic or optical cards, nanosystems (in 
cluding molecular memory lCs), or any type of media or 
device suitable for storing instructions and/or data. 
[0146] Stored on any one of the computer readable medium 
(media), the present invention includes software for control 
ling both the hardWare of the general purpose/specialized 
computer or microprocessor, and for enabling the computer 
or microprocessor to interact With a human user or other 
mechanism utiliZing the results of the present invention. Such 
softWare may include, but is not limited to, device drivers, 
operating systems, and user applications. 
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Appendix 

1 Product Perspective (0) 
The existing NM implementation enables the administrator to start and kill Servers remotely 
from the Administration Console. However, there is no automatic monitoring or restart of these 
Servers after that. 

The goal of this release is to improve the availability of these Servers by monitoring them and 
automatically restarting them if necessary. 
In addition, NM’s functionality and information will be exposed to JMX clients via new runtime 
MBeans. 

1.1 Product Functions (0) 

1.1.1 Automatic detection and restart of crashed servers 

NM Will continuously monitor Scrvcrs running on the local machine and Will automatically 
detect and restart failed Servers. This detection and restart will occur as soon as NM detects the 
Server failure. 

1.1.2 Monitoring and restart of Failed servers 

NM will periodically monitor Servers running on the local machine and Will automatically detect 
and restart Failed Servers. This detection and restart will occur as soon as possible after the 
Server is deemed to bc Failed. 

1.1.3 Node Manager Runtime MBeans 

New Node Manager Runtime MBeans will be provided. They will be hosted on the Admin 
Server and Will offer methods that Wrap NM ?anctionality and expose the health information 
collected by NM. 



US 2008/0189413 A1 Aug. 7, 2008 
10 

3 Automatic Detection and Restart ofFailea' Servers 

2. 1 Functional Description 

NM will continuously monitor Servers running on the local machine and will automatically 
detect and restart failed Servers. This detection and restart will occur as soon as NM detects the 
Server failure. 

2.2 Functional Requirements 

NM will continuously monitor Servers running on the local machine and will automatically 
detect and restart failed Servers. This detection and restart will occur as soon as possible after the 
Server failure. 

Once a Server failure is detected, NM’s actions will be controlled by these parameters: 

AutoRestartEnabled = < true | false > 

Speci?es whether Servers are restartable or not. Default is true. 

RestartIntervalSeconds : <number of seconds> 

If a Server is restartable, this parameter speci?es that it can be restarted RestartMax times within 
the speci?ed number of seconds. Default is 3600 seconds (60 minutes). 

RestartMax I <number> 

If Servers are restartable, this parameter specifies the max # times a Server can be started 
within the period specified by RestartIntervalSeconds. Default is 2. 

These parameters will be de?ned per Server instance. They will also be modi?able at runtime via 
the Admin Console. 

2.3 Software Interfaces (Javadoc, MBcan, Obj ccts, Classes) 

This feature has only an administrative interface, and it is via the new parameters described in 
section 3.2. 

These new parameters for the Server will be modi?able at runtime via the Admin Console. 

These methods will be added to the weblogicmanagement.con?guration.ServerMBean to access 
or modify these parameters: 

boolean getAutoRestartEnabledO'. 

void setAutoRestartEnabled(bo0lean); 
int getRestartIntervalSeconds(); 

Attorney Docket No: BEAS-OllSSUS? tpluukett/beas/l l83us6/l l 83us6ipatappdoc 
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void setRestartIntervalSeconds(int); 
int getRestartMaxO; 

void setRestartMax?nt); 

3. Monitoring and Restart 0f Failed Servers 

3.1 Functional Description 

NM will periodically monitor Servers running on the local machine and will automatically detect 
and restart Failed Servers. This detection and restart will occur as soon as possible after the 
Server is deemed to be Failed. 

3 .2 Functional Requirements 

NM Will periodically check Servers running on the local machine and Will automatically detect 
and restart Failed Servers. This detection and restart will occur as soon as possible after the 
Server is deemed to be Failed. 

This check will be controlled by these parameters: 

HealthCheckIntervalSeconds I <number of seconds> 

The interval of time (in seconds) between which periodic scans are done by NM to check 
if Servers are Failed. Default is 180 seconds. 

HealthCheckTimeoutSeconds I <number of seconds> 

The length of time (in seconds) the Node Manager will Wait for a response to the health 
check query after which it will deem the monitored server Failed. Default is 60 seconds. 

AutoKillIfFailedEnabled = < true | false > 

If a Server is deemed Failed, this parameter will control Whether NM will kill the Server 
or not. Default is false. 

The time that a Server takes to startup depends upon the applications being deployed on it. NM 
will wait for a Server to complete its startup before it (the NM) starts monitoring the Server. This 
wait time can be specified using the following parameter: 
HealthCheckStartDelaySeconds = <number of seconds> 

The length of time (in seconds) the Node Manager will wait before starting its monitoring 
of the Server. Default is 120 seconds. 

HealthChecklntervalSeconds and HealthCheckTimeoutSeconds and parameters will be de?ned 
per NM, and can be specified on the NM command line. 

Attorney Docket No: BEAS-OllSSUS? 3'7 
tpluuketnheas/l l83us6/l l 83us6ipatappdoc 
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AutoKilllfFailedEnabled and HealthCheekStartDelaySeeonds parameters Will be de?ned per 
Server instance and Will be modi?able at runtime via the Admin Console. After NM has killed a 
Failed server, its restartability is controlled by the parameters de?ned in section 3.2 above. 

3.3 External Interface Requirements 

3.3.] Software Interfaces (Javadoc, MBean, Objects, Classes) 

This feature has only an administrative interface, and it is via the new command line arguments 
described in section 4.2. 

These new parameters for the Server will be modi?able at runtime via the Admin Console. 

These methods will be added to the ServerMBean to access or modify these parameters: 

boolean getAutoKilllfFailedEnabledO; 

void setAutoKilllfFailedEnablcd(boolean); 
int getHealthCheckStartDelaySeeondsO; 
void setHealthCheckStartDelaySeconds(int secs); 

4. Node Manager Rum‘z'me MBeans 

4. 1 Functional Description 

These MBeans will serve the following purposes: 

1. Expose NM functionality to external administrative clients 

External administrative clients (3rd party application monitors. HA frameworks, etc.) need to be 
able to start and kill Servers using the NM. They should be able to do this programmatically 
without using the admin console. 

These MBeans will provide a programmatic interface to NM’s functionality. 

2. Expose NM's View of Server health 

As described in section 4 above, NM periodically collects health information on Servers. Internal 
or external administrative clients (e.g., admin console) need to be able to access this information. 

These MBeans Will provide an interface to this information. 
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4.2 Functional Requirements 

The Admin Server will host the new “NodeManagerRuntimeMBean”. There will be one 
N odeManagerRuntimeMBean per machine in the domain. 

This MBean will offer methods that wrap NM functionality and expose the health information 
collected by NM. 

The ServerLifecycleRuntimeMBean hosted on the Admin Server will use these MBeans 
internally. Thev will NOT be exposed to external JMX clients. 

4 .3 External interface Requirements 

4.3.2 Software Interfaces (Javadoc, MBean, Objects, Classes) 

public interface NodeManagerRuntimeMBean extends 
WebLoqic.manaqement.runtime.RuntimeMBean 

Method Summa 

java.io.Reader start(ServerMBean server) throws 
NodeManagerException; 

starts the speci?ed Server. 

Returns Reader to local log file containing output of executed command. Throws 
NodeManagerException if any error occurs. 

java.io.Reader startlnStandby(ServerMBean server) throws 
NodeManagerException; 

starts the speci?ed Server in Standby state. 

Returns Reader to local log file containing output of executed command. Throws 
NodeManagerException if any error occurs. 

java.io.Reader shutdowntServerMBean server) throws 
NodeManagerException; 

shuts down the specified Server. 

Returns Reader to local log file containing output of executed command. Throws 
N odeManagerException if any error occurs. 

java.io.Reader kill (ServerMBean server) throws 
NodeManagerException; 

kills the speci?ed Server. Used to kill the server process When the server does not 
respond to shutdown operation. 
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Returns Reader to local log ?le containing output of executed command. Throws 
NodcManagcrEXccption if any crror occurs. 

java.io.Reader startMonitoring(ServerMBean server) throws 
NodeManagerException; 

lnstruct NM to start monitoring the speci?ed server. NM will automatically restart the 
server if 

it crashes (if AutoRestartEnabled is set to true) or gets into Failed state (if 
AutoKillIfFailedEnabled and AutoRestartEnabled are set to true). 

Returns Reader to local log ?le containing output of executed command. Throws 
N odeManagerException if any error occurs. 

java.io.Reader stopMonitorinq(ServerMBean server) throws 
NodeManagerException; 

Instruct NM to stop monitoring the speci?ed server. 

Returns Reader to local log ?le containing output of executed command. Throws 
NodeManagerException if any error occurs. 

java.io.Reader getLogs(ServerMBean server, String type) throws 
NodeManagerException; 

Gct logs from the NM for the speci?ed scrvcr. Thc type is either "WI__output" or "WI__crror". 

Returns Reader to log retrieved. Throws N odeManagerException if any error occurs. 

String getState (ServerMBean server) throws NodeManaqerException; 

Query the NM for its view of speci?ed server's state. Used when server does not respond to 
queries to its ServerRuntimeMBean. 

Will return “Unknown” if NM is either not monitoring or does not have any knowledge of the 
server. Throws NodcManagcrExccption if any error occurs. 

5.1 Nodc Manager — Managed Scrvcr communication 

5.1 .1 Health monitoring communication 

NM will periodically poll the Server to check its health. The algorithm used in this polling is as 
follows: 
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l . Upon startup, NM reads an on-disk ?le to retrieve information on Servers it Was monitoring 
during its previous incarnation. 

It assumes that all of the monitored Servers are alive when it starts up. It assumes no 
knowledge oftheir current States (i.e., it sets its view oftheir State to “Unknown"). 

2. NM invokes the NMCommandServlet deployed on the Server. This is an asynchronous 
Servlet that will return the Server's health information after HcalthChccklntervalSeeonds 
have elapsed. 

3. One of the following happens when NM invokes the Servlet: 

lOException is thrown. 

This could mean a number of different things: 

Server has crashed or is not running 

Server too busy to accept TCP connection 

Server has Failed, unable to accept TCP connection 

Transient 1O exception 
All cases are treated as if Server has Failed. NM sets its internal value of Server state 
to “Failed". 

To handle “false negatives”, NM kills the Server. 

If the Server’s AutoKillIfFailcdEnabled parameter is “true", NM sets its internal value of Server 
state to “Failed” and kills the Server. 

If AutoKilllfFailedEnablcd is false, NM sets it internal value of Server state to “Failed Not 
Restartable”, logs a warning and continues. 

3.3 Server returns its State value after HealthCheckIntervalSeconds. 

3.3.1 Server State is Running 

No action. 
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