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ENTERPRISE COMPUTER INVESTIGATION 
SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 10/1 76,349, ?led Jun. 20, 2002, the entire 
content of Which is incorporated by reference herein. 

FIELD OF THE INVENTION 

[0002] The present invention relates to computer investiga 
tion systems, and more speci?cally, to secure computer foren 
sic investigations in a netWork. 

BACKGROUND 

[0003] Computer investigation has become increasingly 
important as the use of computers has extended to virtually all 
areas of everyday life. Computer investigation, as used 
herein, includes computer forensics, Which is the collection, 
preservation and analysis of computer-related evidence. 
Computer-related evidence is increasingly being used for 
court trials and police investigations. Computer evidence may 
be relevant in criminal or civil matters. 

[0004] One tool for computer forensic investigation is soft 
Ware used to perform the computer forensic investigation. 
Electronic evidence may be altered or erased Without proper 
handing. For example, merely booting a target computer into 
its native WindoWs environment Will alter critical date 
stamps, erase temporary data, and cause data to be Written to 
a hard disk drive or other storage device, thereby possibly 
destroying or altering data on the storage device. It is desir 
able in forensic systems to be minimally invasive and prevent 
unintended changes of the data-on the storage device. 
Accordingly, it is desirable that computer forensic softWare 
minimize the alteration of data during the acquisition process 
and that it further minimiZe any such alteration by other 
programs. 

[0005] As an example of forensic investigation, a target 
storage device may be non-invasively examined by creating a 
bit-stream image, or “exact snapshot,” of the target storage 
device on another external media, such as ?oppy or Zip disk, 
thereby creating an image or Working copy of the target 
storage device. 

[0006] Once the image copy is created, computer forensic 
softWare may mount the image of the target storage device as 
a read-only drive, thus alloWing the investigator to conduct 
the examination on the image of the target drive Without 
altering the contents of the original. This process of making a 
copy image of the storage device, before examining the stor 
age device, may preserve computer ?les Without altering date 
stamps or other information. The process of non-invasively 
examining the storage device may also be accomplished 
through a previeW process Where the computer is booted to 
DOS and then connected to the investigator’s computer, for 
example, through a parallel port cable. 

[0007] Computer forensic analysis softWare may enable the 
e?icient management, analysis and searching of large vol 
umes of computer data by being able to vieW and analyZe, for 
example, such storage devices such as disk drives at the disk 
level Without having to go through, for example, intermediate 
operating system softWare. Forensic analysis scripting tools 
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may be used to target and automate analysis of large volumes 
of computer data. Accordingly, computer forensics analysis 
softWare may be an advantageous tool for related but non 
forensic investigation purposes, such as computer auditing 
and information assurance. 

[0008] Current computer forensics analysis tools com 
monly Work either from an image copy of a storage device, or 
over a link coupled betWeen the parallel ports of the analyZing 
computer and the target computer. Commonly used, non 
forensic, methods of searching, revieWing, and copying logi 
cal ?les over a netWork may have a shortcoming in that time 
stamps and existing data may be altered or destroyed in the 
process. 

[0009] VieWing computer ?les presents additional prob 
lems When used in a netWork setting. A remote administrator 
may access a node on a netWork and access all of the ?les on 

the node’s hard drive. HoWever, When the remote admini stra 
tor opens and accesses a ?le, the time stamp of the ?le may 
change, and a temporary copy of the ?le may be created on the 
node’s hard drive as Well as link ?les and other data. It is 
desirable for forensic investigations to maintain the time 
stamps, and to avoid creating various temporary ?les, Which 
may overWrite other data. Even though a remote admini stra 
tor can commonly access ?les, a remote administrator may be 
unable to access such items as sWap ?les, deleted ?les, ?le 
slack, or printer spooler ?les. File slack is the data located 
from the end of the logical ?le to the end of the physical 
storage allocation on a storage device and may contain infor 
mation previously Written to the storage device. Additionally, 
a storage device, such as a hard drive, may have dissimilar 
partitions, for example, fat and ext2, to operate With tWo 
different operating systems. In such a case a remote admin 
istrator may only be able to see and access the partition Which 
corresponds to the remote administrator’s operating system. 
Additionally, a search done by the remote administrator may 
be sloWer than a search carried out by softWare resident on 
that node. Remote access over a computer netWork also pro 
vides additional opportunities for abuse, such as unauthoriZed 
inspection. 

[0010] Accordingly, there is a need for methods and sys 
tems for performing secure computer forensics investigations 
over a computer netWork. 

SUMMARY OF THE INVENTION 

[0011] An embodiment of the present invention is directed 
to the computer investigation of target machines connected to 
a netWork and security and authentication protocols that 
enable computer investigations to take place in a secure envi 
ronment. 

[0012] In one aspect of the present invention, a method of 
examining a storage device coupled to a target machine in a 
communications netWork is disclosed. The method includes 
installing a servelet on the target machine, commanding the 
servelet over the communications netWork to retrieve data 
from the storage device, using the servelet to retrieve data 
from the storage device, receiving data from the servelet over 
the communications netWork, and storing the retrieved data 
on a client machine. 

[0013] In another aspect of the present invention, a machine 
coupled to a storage device and coupled to a netWork is 
disclosed. The machine includes a processing unit and a 
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servelet, the servelet including computer code that executes 
on the processing unit, the code comprising: code that 
receives a command to read a portion of the storage device, 
code that reads the storage device according to the command 
received, and code that sends data from the reading of the 
storage device to a client machine. 

[0014] In yet another aspect of the present invention, a 
method for secure forensic investigation of a target machine 
by a client machine over a communications netWork is dis 
closed. The method includes establishing secure communi 
cation With a server over a communications netWork, estab 

lishing secure communication With the target machine over 
the communications netWork, Wherein establishing secure 
communication With the target machine includes establishing 
secure communication betWeen the server and the target 
machine, installing a servelet on the target machine, transmit 
ting a secure command to the servelet over the communica 

tions netWork, executing the secure command in the servelet, 
transmitting data, by the target machine, in response to a 
servelet instruction, and receiving the data from the target 
machine over the communication netWork. 

[0015] In yet another aspect of the present invention, a 
system for secure forensic investigation over a communica 
tion netWork is disclosed. The system includes a target 
machine coupled to the communication netWork, the target 
machine coupled to a storage device, a client machine 
coupled to the communications network, the client machine 
con?gured to investigate the target machine over the commu 
nications netWork, and an intermediate node coupled to the 
communications netWork, Wherein the intermediate node is 
con?gured to facilitate secure communication betWeen the 
client machine and the target machine over the communica 
tions netWork. 

[0016] In yet another aspect of the present invention, an 
apparatus for secure forensic investigation of a target machine 
by a client machine over a communications netWork is dis 
closed. The apparatus includes means for establishing secure 
communication With a server over a communications net 

Work, means for establishing secure communication With the 
target machine over the communications netWork, Wherein 
establishing secure communication With the target machine 
includes means for establishing secure communication 
betWeen the server and the target machine, means for install 
ing a servelet on the target machine, means for transmitting a 
secure command to the servelet over the communications 
netWork, means for executing the secure command in the 
servelet, means for transmitting data, by the target machine, 
in response to a servelet instruction, and means for receiving 
the data from the target machine over the communication 
netWork. 

[0017] It is understood that other aspects of the present 
invention Will become readily apparent to those skilled in the 
art from the folloWing detailed description, Wherein is shoWn 
and described only exemplary embodiments of the invention, 
simply by Way of illustration. As Will be realiZed, the inven 
tion is capable of other and different embodiments, and its 
several details are capable of modi?cations in various 
respects, all Without departing from the invention. Accord 
ingly, the draWings and description are to be regarded as 
illustrative in nature, and not as restrictive. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] Aspects of the present invention are illustrated by 
Way of example, and not by Way of limitation, in the accom 
panying draWings in Which like reference numerals refer to 
similar elements throughout: 

[0019] FIG. 1A is a graphical illustration of an environment 
in Which embodiments of the present invention may operate. 

[0020] FIG. 1B is a graphical illustration of an exemplary 
topology for an embodiment of the present invention. 

[0021] FIG. 2 is a graphic illustration depicting the exami 
nation of a target machine by a client machine over a netWork. 

[0022] FIG. 3 is a graphic illustration of ?le slack that may 
be of interest in a forensic investigation. 

[0023] FIG. 4 is a graphic illustration of a servelet running 
on a target machine, according to an embodiment of the 
invention. 

[0024] FIG. 5 is a How diagram illustrating a keyWord 
search according to an embodiment of the invention. 

[0025] FIG. 6A is a How diagram of a computer investiga 
tion system setup in accordance With an embodiment of the 
invention. 

[0026] FIG. 6B is a How diagram of a computer investiga 
tion system in accordance With an embodiment of the inven 
tion. 

[0027] FIG. 6C is a graphical illustration of a system 
embodying a forensic examination security protocol, accord 
ing to an embodiment of the invention 

[0028] FIG. 7 is a sequence diagram of a setup process for 
machines used in the computer investigation in accordance 
With an embodiment of the invention. 

[0029] FIG. 8 is a sequence diagram for establishing a 
secure system of communication betWeen an auditor machine 
and a server in accordance With an embodiment of the inven 
tion. 

[0030] FIG. 9 is a sequence diagram for establishing a 
secure system of communication betWeen the server and a 
target machine in accordance With an embodiment of the 
invention. 

[0031] FIG. 10 is a sequence diagram for establishing a 
secure system of communications betWeen an auditor 
machine and the target machine in accordance With an 
embodiment of the invention. 

[0032] FIG. 11 is a sequence diagram for secure commu 
nication betWeen the auditor machine and the target machine 
in accordance With an embodiment of the invention. 

DETAILED DESCRIPTION 

[0033] The detailed description set forth beloW in connec 
tion With the appended draWings is intended as a description 
of exemplary embodiments of the present invention and is not 
intended to represent the only embodiments in Which the 
present invention can be practiced. The term “exemplary” 
used throughout this description means “serving as an 
example, instance, or illustration,” and should not necessarily 
be construed as preferred or advantageous over other embodi 
ments. The detailed description includes speci?c details for 
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the purpose of providing a thorough understanding of the 
present invention. However, it will be apparent to those 
skilled in the art that the present invention may be practiced 
without these speci?c details. In some instances, well known 
structures and devices are shown in block diagram form in 
order to better illustrate the concepts of the present invention. 

[0034] Various aspects of the inventive concepts herein will 
be described in the context of a computer network, however, 
those skilled in the art will appreciate that secure computer 
investigation is likewise suitable for use in various other 
communications environments. Accordingly, any reference 
to a computer network is intended only to illustrate the inven 
tive aspects of the present invention, with the understanding 
that such inventive aspects have a wide range of applications. 

[0035] FIG. 1A is a graphical illustration of an environment 
in which embodiments of the present invention may operate. 
In FIG. 1A a computer network is shown generally at 10. FIG. 
1A illustrates computer workstations 14A, 14B and 14C, 
which are coupled to server 12 via an Ethernet coupling 16. 
The network may comprise any number of workstations and 
servers. Additionally, the Ethernet coupling 16 may be 
replaced by other couplings well known in the art. 

[0036] FIG. 1B is a graphic illustration of an embodiment 
of the invention installed on an exemplary computer network. 
The exemplary environment illustrated at 101 may be a com 
puter network, such as the Internet, a wide area network 
(WAN), a local area net (LAN), or other network environ 
ment. For the purposes of the present disclosure a network 
may be de?ned as any communications scheme able to con 
nect multiple machines, in addition to the traditional notion of 
a network. The network 103 includes a plurality of machines 
coupled to the network 103 over data communications links 
105. The machines may be servers, work stations, personal 
computers, or other devices connected to the network by the 
data communications links 105. Link 105 may be any net 
work link known in the art, for example, an Ethernet coupling. 
Vendor 107 is a provider of computer investigation software 
109 that is used for the operation of a computer investigation 
system on network 101. Computer investigation software 
109, which is used to establish a secure investigational link 
and to facilitate secure communication between a client 
machine 115 and a target machine 117, is installed by the 
vendor 107 on a server 111. The investigation software may 
be installed on any machine on the network 101, here server 
111 is exemplarily chosen. The machine on which the inves 
tigation software 109 is installed is commonly located at a 
physically secure location, to help prevent it frombeing easily 
compromised. The computer investigation software 109 may 
be installed locally or over the network 103. 

[0037] Keymaster 113 is commonly a trusted network 
administrator or other equivalently trusted individual. A cli 
ent machine 115 investigates and retrieves data from the 
target machine 117 over the network 103. Client software 116 
operates on the client machine 115. The target machine 117 is 
exemplarily the subject of the forensic computer investiga 
tion. A servelet 118 is installed on the target machine 117. 
Computer data, software objects, or data packages are sent 
over the network using standard communication protocols, 
such as TCP/IP, SOCKS, IPX/SPX, or other suitable commu 
nication protocols. Machines communicate with other 
machines on the network by way of the software operating on 
each of the machines in conjunction with hardware compo 
nents of the machine. 
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[0038] There are exemplarily two different ways that a 
target machine 117 on network 103 can be investigated. The 
?rst type of investigation is a direct investigation of the target 
machine 117. In such an investigation the target machine 117 
is examined directly. Such an examination may be accom 
plished, for example, by making a disk image of a hard disk on 
the target machine 117 or in some manner directly coupling to 
the target machine 117 for the purposes of investigation. 

[0039] A second method of investigating a target machine 
117 is to investigate the target machine 117 remotely, for 
example, over a network 103. Such an investigation may be 
assisted by remote forensic examination tools. An illustrative 
example of such an investigation is depicted in FIG. 2. 

[0040] FIG. 2 is a graphic illustration depicting the exami 
nation of a target machine 117 by a client machine 115 over a 
network 1 03. Such an examination may be assisted by various 
embodiments of the invention which provides tools for 
remote forensic examinations. 

[0041] In an illustrative embodiment of the invention Client 
machine 115 examines a network node 201. The network 
node 201 comprises a target machine having two hard disks, 
e.g. 205A and 205B. The client machine 115 may investigate 
the hard drives 205A and 205B on target machine 117. One 
method of accomplishing such examination makes use of the 
fact that the target machine 117 will commonly be running 
some type of operating system. The operating system running 
on target machine 117 commonly will have a ?le system 
associated with it as a part of the operating system. Accord 
ingly, the target machine may have a ?le system(s) mounted 
on the one or more disks 205A or 205B. In some operating 
systems the client machine 115 can assume an administrator 
type mode and get a WindowsTM Explorer-type view of the 
?le system which is mounted on target machine 117. Such a 
view may be obtained without the operator of the target 
machine 117 being aware that such a view is being obtained. 

[0042] One dif?culty with the use of a resident operating 
system for a forensic examination is that the client machine 
115 will commonly operate in an administrative mode such 
that, as soon as the client machine 115 opens a document on 
the target machine 117, a time stamp on the document may 
change. Additionally, a temporary ?le and/ or a swap ?le may 
be created to accompany the open document. Accordingly, 
such changes on the target machine 117 may not be desirable 
from a forensic inspection standpoint. Additionally, if disk 
205A contains one operating system and disk 205B contains 
another ?le or operating system that is not recogniZed by the 
operating system of disk 205A, the client machine 115 may 
not be able to read both ?le systems. Such may be the case 
even if there is only one disk and the disk is partitioned for 
multiple operating systems. The client machine 115 may also 
have no visibility into ?les which have been deleted from the 
target machine. For the purposes of forensic investigation, the 
?les that have been deleted may be of importance. An addi 
tional dif?culty, which may be encountered, is in viewing ?le 
slack, as illustrated in FIG. 3. 

[0043] FIG. 3 is a graphic illustration of ?le slack that may 
be of interest in a forensic investigation. In a WindowsTM 
operating system, ?les are stored in clusters of multiples of 
512 bytes. Accordingly, if a ?le is 513 bytes long it will 
occupy two clusters, as will a ?le that is 1,024 bites long. In 
the illustration in FIG. 3, a memo 301 is created. The memo 
301 is then saved and mapped on to cluster 303A. At a time 
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later the ?le 301 is edited to form ?le 305. When ?le 305 is 
mapped cluster 303 it appears as shown at 303B. In other 
Words, the contents of ?le 305 is mapped on cluster 303 as 
shoWn in 303B but since the ?le 305 is shorter than ?le 301, 
?le 305 takes up less of the 303 cluster than does ?le 301. 
Accordingly, the remnant 307 of ?le 301 is still present on 
cluster 303 as shoWn at 303B. The remnant of ?le 301 that 
remains in cluster 303B is called ?le slack and is illustrated at 
307. File slack may shoW portions of previous ?les, Which had 
been stored on the clusterbefore the storage of the current ?le. 
Such slack may be of great interest in computer forensic 
investigation, for example to see portions of previous versions 
of a ?le. File slack hoWever may be invisible to simple ?le 
vieWing utilities. Such ?le slack, Which is de?ned as the area 
betWeen the end of the logical ?le currently occupying a 
cluster and the actual end of the physical cluster, may contain 
remnants of multiple previously stored ?les and may contain 
valuable data in computer forensic investigations. Such ?le 
slack may be vieWed by looking at the physical disk cluster 
and examining all the clusters regardless of the ?le siZe of the 
logical ?le Written on them. 

[0044] FIG. 4 is a graphic illustration of a servelet running 
on a target machine, according to an embodiment of the 
invention. In FIG. 4, the servelet 403 is running on target 
machine 117. In the present embodiment the servelet is lim 
ited to an ability to accept commands to read sectors from a 
storage device, exemplarily a physical hard drive, and report 
the sector data present. A sector map representing the con 
tiguous storage on the exemplary hard disk 205A is illustrated 
at 401. The servelet 403, though limited to minimal capability 
in the present example, may be endoWed With any number of 
capabilities, as Will be readily apparent to those skilled in the 
art. In the present embodiment hoWever, the servelet has 
limited capability, and accordingly small siZe. The servelet 
403 uses simple disk access commands to service requests 
from the client machine 115. The servelet 403 is actually used 
to vieW the physical disk structures of the disk sector map 
401. Accordingly, client machine 115 can send a get sector 
command to servelet 403. Servelet 403 can then reply by 
reading the physical structure of the disk and returning the 
sectors requested. Commonly a client machine 115 may ?rst 
command servelet 403 to read sector 0, thereby obtaining a 
map of the ?le structure of the disk 205A. Sector 0 commonly 
contains the partition data for the disk 205A. Once the client 
machine 115 has the partition data for the disk, the client 
machine 115 may examine logical ?les on the disk 205A or 
may examine the disk 205A according to the data Written on 
each sector of the physical hard drive, i.e., according to the 
sector map 401. By comparing a logical ?le and its mapping 
on the hard disk 205A, ?le slack can be readily identi?ed by 
the client machine 115. Such a mechanism is not limited to 
hard drives and may be used to examine any storage device 
located on the target machine 117. Additionally, the client 
machine 115 can determine the ?le structure, even of multiple 
operating systems, on the target machine 117. Therefore, the 
client machine 115 may be able to read not only the ?les 
present on disk 205A but also may be able to read such 
normally invisible items as deleted ?les, and ?le slack. 
Accordingly, by using the simple get sector command present 
in the servelet 403, the client machine 115 may examine all 
structures present on the disk 205A. In such a manner, the 
client machine 115 may recreate either an exact image of the 
physical hard drive, such as section map 401, or an equivalent 
?le structure that exists on disk 205A, or both. 
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[0045] In one embodiment of the invention the client 
machine 115 Will have mounted a series of folders and ?les 
locally Which are copies of those present on the target 
machine 117. The client Will then knoW the ?le names and the 
?le extents. File extents are a list of the series of sectors Which 
comprise a logical ?le. Accordingly, an extent table 405 may 
be constructed. In the exemplary extent table 405, a ?le begins 
at sector 2 and continues for 20 sectors, then jumps to sector 
78 and continues for 12 sectors, then jumps to sector 106 and 
continues for 8 sectors. Once an extent table for a ?le is 
discerned, then searches, for example a keyWord search, may 
be facilitated. Such a keyWord search is illustrated in FIG. 5. 

[0046] FIG. 5 is a How diagram illustrating a keyWord 
search according to an embodiment of the invention. In FIG. 
5 the keyWord search is initiated in block 501. In block 501 
the ?le structure and extent tables for ?les are determined as 
previously described. As an example, keyWords are to be 
searched in a ?le represented by extent table 405. In block 
503, the keyWords are sent to the servelet 403. In the present 
illustrative embodiment, the servelet 403 is equipped With the 
additional ability of being able to look for and identify key 
Words. In block 505 the client machine 115 then sends the ?le 
extents, according to the exemplary extent table 405, to the 
servelet. The client machine 115 may send all or part of the 
extent table depending on hoW the servelet softWare has been 
constructed. So if a keyWord is to be searched for, in a ?le the 
servelet does not have to blindly search through the disk map 
401, it may instead search the sectors and counts in the extent 
table. Once the servelet has completed the search, it may send 
back the location of the hits, i.e., matches of the keyWords and 
Where they are located in a particular sector. By doing so, the 
traf?c across the netWork is minimiZed over a case, for 
example, in Which sectors are simply sent from the servelet to 
the client machine 115. Once the hits for keyWord matches are 
received by the client machine 115, as depicted in block 506, 
the client machine 115 can decide Which sectors it Wishes to 
examine and can send commands to the servelet to get sectors 
of the disk 205A as illustrated at block 507. By proceeding in 
such a manner, the amount of netWork traf?c to and from the 
target machine 117 can be minimiZed. Additionally, much of 
the searching takes place right on the target machine 117, 
therefore speeding that process. Accordingly, the information 
regarding the keyWord hits is only communicated to the client 
machine 115, instead of having to communicate the entire ?le 
to the client machine 115 and then searching for the keyWords 
on the client 115. Using such a methodology ?les on the target 
machine can be examined and searched Without having to 
open the ?le, go through an operating system, change ?le 
stamps, create backup ?les, or perform other actions that Were 
required if the ?le Would be searched using operating system 
utilities. In addition, ?le permissions on the target machine 
117 can be bypassed using this methodology. 

[0047] The same methodology can be used in order to take 
digital ?ngerprints of ?les on the target machine 117. That is, 
the servelet 403 may have the softWare to compute a digital 
signature for ?les such as, for example, a CRC (cyclic redun 
dancy check) or other digital ?ngerprint Well knoWn in the art. 
In that Way When a target machine is being examined certain 
?les can be identi?ed readily and can be examined for alter 
ations. For example, certain types of hacker tools used to alter 
?les may be used on the target machine 117. The presence of 
such ?les can be determined by having the servelet examine 
?les for digital ?ngerprints of the common hacker tools. Even 
if such hacker tools are erased, portions of the tools may 
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remain in deleted ?les or within slack space. In such a way, the 
types of ?les present on a target machine 117 can be exam 
ined. Further, types of ?les can be identi?ed on the target 
machine 117 in order to be ignored. That is, the client 
machine 1 17 may not be interested in programs, such as word 
processors, spreadsheets, etc. present on the target machine 
117, and can eliminate those from scrutiny by having the 
servelet identify their digital ?ngerprints, and hence their 
location on the storage device. 

[0048] FIG. 6A is a ?ow diagram of a computer investiga 
tion system setup in accordance with an embodiment of the 
invention. In step 601, a handshake authentication occurs 
between the vendor 107 of the software 109 and the keymas 
ter 113. The keymaster 113 is a trusted individual in an 
organiZation. It will commonly be an individual that is 
regarded as a permanent employee, because the establish 
ment of a new keymaster commonly involves reauthoriZation 
by the forensic investigation software vendor 107. During the 
hand shake authentication, the vendor 1 07 generates an asym 
metric key pair Vpriv and Vpub, comprising a private key and a 
public key respectively, and sends a certi?ed copy of Vpub to 
the keymaster 113. A certi?ed copy is a copy that has been 
signed by a certifying authority such as Verisign. Such a 
certifying authority will digitally sign the vendor’s key 
thereby authenticating the vendor’s identity to the keymaster 
113. The keymaster 113 generates an asymmetric key pair 
KMPIiv and KMpub and sends a copy of KMpub to the vendor 
107. In step 603, the computer investigation software 109 is 
installed on the server 111. In step 605, a setup process is 
executed in which the server 111 and the target machine 117 
are set up for secure communication. An embodiment of the 
setup process is further illustrated in FIG. 7. The servelet 403 
is installed on the target machine 117, in step 607. Steps 601 
through 607 are used to authenticate the server 111 that is 
used to facilitate secure investigation of the target machine 
117 by the client machine 115. The server 111 may then 
facilitate the secure investigation of any number of target 
machines. 

[0049] FIG. 6B is a ?ow diagram of a computer investiga 
tion system in accordance with an embodiment of the inven 
tion. In the present embodiment, a unique machine dependent 
number is generated on the server 111 which will be used for 
authenticating the communication between a client machine 
115 and a target machine 117, which will be the subject of the 
forensic investigation. In step 609, the client machine 115 
establishes secure communication with the server 111. In 
establishing secure communication the client machine 115 
and the server 111 securely exchange a ?rst secret encryption 
key to facilitate secure communication sessions between the 
auditor machine 115 and the target machine 117. In step 611, 
the server 111 and the target machine 117 securely exchange 
a second secret encryption key to facilitate secure communi 
cation sessions between the server 111 and the target machine 
117. After the client machine 115 and the server 111 establish 
secure communication and the server 111 and the target 
machine 117 establish secure communication, the server 111 
then facilitates secure communication between the client 
machine 115 and the target machine 117, step 613. Using the 
secure communication between the client machine 115 and 
the target machine 117, the client machine 115 performs a 
secure investigation of the target machine 117 over the net 
work 103, step 615. Steps 609 through 615 may be utiliZed 
any number of times to perform secure investigation of a 
plurality of target machines. 
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[0050] Secure communications are established between the 
machines in the environment 101 using a combination of 
asymmetric public key encryption, symmetric key encryp 
tion, and digital signatures. Computer data, including soft 
ware objects, tokens, and encryption keys, are transmitted 
and received by machines over the network 103. To distin 
guish between the various types of data, the following con 
ventions are adopted herein: encloses signed data; ( ) 
encloses asymmetrically encrypted data; and encloses sym 
metrically encrypted data. 
[0051] In public key encryption, an asymmetric key pair is 
created, such keys are denoted using subscript notation. For 
example, KEYpriv is a private key and KEYpub is a public key 
in the key pair named KEY. Using asymmetric encryption, 
data encrypted with a private key and can only be decrypted 
by a party having the matching public key of the key pair. 
Similarly, data encrypted with a public key may only be 
decrypted by a party having the private key of the key pair. For 
example, the asymmetrical encryption of data named DATA 
by the private key KEYpriv is denoted as (DATA)KEYpriV, 
where the name of the encrypted data is enclosed within the 
parentheses, and the key used to encrypt the data is located 
immediately to the right of the closing right parentheses, in 
this case KEYpriv. 

[0052] Using symmetric key encryption, data is encrypted 
and decrypted with a single secret encryption key. For 
example, the symmetric encryption of data named DATA by 
the encryption key named KEY would be denoted as [DATA] 
KEY, where the name of the encrypted data is enclosed within 
square brackets, and the key used to encrypt the data is located 
immediately to the right of the closing right square bracket. 
Only the key used to encrypt the data can be used to decrypt 
and access the encrypted data. 

[0053] Transmitted data may also be electronically signed 
by a party by attaching an encrypted digital certi?cate to the 
transmitted data. An encrypted digital certi?cate is com 
monly encrypted with the private key of a key pair. A party 
with the matching public key can decrypt the digital certi? 
cate and verify the identity of the sending party. For example, 
the signing of data named DATA using the encryption key 
KEYPIiv would be denoted as {DATA}KEYpriv, where the 
name of the data is enclosed within curly brackets, and the key 
used to sign the data is located immediately to the right of the 
closing right curly bracket. Signed data is not encrypted and 
is therefore readable without a key to decrypt the digital 
certi?cate. The identity of the party sending data may be 
determined by examining a signature attached to the data. For 
example, data signed with KEYpriv may be veri?ed by a party 
having KEYpub. An encryption key is generally a large ran 
domly generated number having certain determined proper 
ties. 

[0054] FIG. 6C generally depicts an overview of a system 
embodying a security protocol, which is further described in 
FIGS. 8, 9, and 10. Communication between the client 115 
and server 111 is generally illustrated at 609, corresponding 
to block 609 in the ?ow chart of FIG. 6A. Communication 
between the server 111 and the target is generally illustrated 
at 613, corresponding to block 613 in the ?owchart of FIG. 
6A. The overall communication from client 115 to server 111 
to target 117 back to client 115 is illustrated generally at 613, 
corresponding to clock 613 in the ?owchart of FIG. 6A. 

[0055] FIG. 7 is a sequence diagram of a setup process for 
the network machines, as illustrated in FIG. 1B, which are 














