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SYSTEM, METHOD, AND SERVICE FOR 
PROVIDING A GENERIC RAID ENGINE AND 

OPTIMIZER 

FIELD OF THE INVENTION 

[0001] The present invention generally relates to data stor 
age. More speci?cally, the present invention relates to pro 
viding fault tolerance for a storage system comprising RAID 
coded storage volumes. 

BACKGROUND OF THE INVENTION 

[0002] Conventional applications requiring reliable data 
storage typically use commonly available RAID (redundant 
array of independent disks) levels to protect against data loss 
due to media or disk failures. Although conventional RAID 
technology has proven to be useful, it would be desirable to 
present additional improvements. With a marked rise in the 
quantity of stored data and no commensurate improvement in 
disk reliability, a variety of RAID codes are becoming essen 
tial to containing data management costs. However, rolling 
out new RAID codes is challenging as well as cost prohibitive 
since the new RAID codes require signi?cant development, 
testing, and tuning efforts. 
[0003] Until recently, protecting customer data from loss 
due to media failure and/or device failures meant storing the 
using one of a basic set of RAID codes representing various 
levels of data protection and storage performance. To handle 
higher performance and reliability needs of customers, stor 
age vendors deployed additional codes (e.g., RAID 51) as 
variations on that basic set. These additional codes were 
primarily offered as a result of juggling the inherent risk 
reward trade-off from a software engineering standpoint as 
opposed to improving storage ef?ciency or performance. 
These additional codes can be composed by reusing (e.g., 
hierarchically) the basic RAID set, thus minimiZing the 
amount of additional source code introduced. Consequently, 
product-marketing needs were satis?ed with a low testing 
expense. 
[0004] Only a few RAID codes were supported in tradi 
tional RAID implementations (?rmware) for a variety of rea 
sons: ?rmware complexity, software maintainability, and 
?eld upgrade di?iculty. Firmware complexity, as measured 
by the number of paths that need to be tested, grows with 
every supported RAID code. Increased complexity increases 
development and test costs. The ?rmware becomes a collec 
tion of special cases making it hard to perform path length 
optimizations. In addition, performance tuning becomes dif 
?cult, if not prohibitively expensive. 
[0005] From a software maintainability standpoint, a col 
lection of “if . . . then . . . else . . .” code blocks makes ?rmware 

readability harder, making the ?rmware more prone to bugs. 
Each rollout of a RAID code requires ?eld upgrades. Upgrad 
ing ?rmware and drivers is not a task that a storage adminis 
trator relishes, given the propensity of upgrades to trigger 
other problems. 
[0006] Since deploying ?rmware changes is painful, there 
is a general mindset to avoid it all costs. However, recent 
trends in storage-technology and customer focus are forcing 
a re-evaluation of this status quo because of a need for sup 
porting a variety of RAID codes in a system, growth in ref 
erence data, a growing popularity of modular systems, and a 
growing use of low cost serial disks to build highperformance 
systems. 
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[0007] No single RAID code satis?es all aspects of data 
storage. In a world where the volume of customer data is 
rising due to various reasons from business transformation to 
regulatory requirements, it is becoming increasing important 
to store data at levels of reliability, performance and e?i 
ciency that are proportional to the “business” value of the 
data. Information life-cycle management (ILM) is becoming 
crucial to cost containment. Supporting a variety of RAID 
codes thus becomes integral to effective information life 
cycle management. 
[0008] The additive nature of reference data in organiZa 
tions implies that the same storage manages a wide variety of 
scales of data sets from gigabytes to petabytes at the same 
reliability level. Using a single RAID code in this application 
is challenging. These data sets typically span many disks, 
indicating a relatively high probability of simultaneous fail 
ures. Furthermore, while disk capacities are increasing, the 
hard error rate (HER) due to media deterioration, channel 
errors, etc., has remains relatively constant. Combined, these 
trends raise the frequency of data loss events as data sets grow 
unless RAID codes with a higher fault tolerance are used. 

[0009] The use of modular (or brick) systems to build stor 
age systems that scale capacity, reliability and performance 
simultaneously is a trend that is gaining popularity. Many of 
these systems embrace deferred maintenance to reduce the 
cost of managing such systems. In a “fail in place” service 
strategy, software isolates failed components and rebuilds 
stored data on surviving bricks. As long as there is suf?cient 
spare capacity, replacement of failed components can be 
deferred to bi-annual or multi-year cycles. 
[0010] A further trend is the growing use of low cost serial 
ATA (SATA) disks to build high performance systems. SATA 
disks have hard error rates that are 10 times higher than 
comparable SCSI disks while costing about 35-55% less. 
Consequently, providing various data reliability levels using 
cheaper but less reliable disks requires a greater variety of 
RAID codes. 
[0011] One conventional approach, RAIDframe, focuses 
on providing ?rmware environments that permit rapid proto 
typing and evaluation of redundant disk array architectures. 
Although this approach has proven to be useful, it would be 
desirable to present additional improvements. This approach 
modulariZes the basic functions that differentiate RAID 
architectures: mapping, encoding, and caching. This modu 
lariZation allows each aspect to be modi?ed independently, 
creating new designs. In RAIDframe, array operations are 
modeled as directed acyclic graphs (DAGs) that specify the 
architectural dependencies (and execution) between primi 
tives. RAIDframe provides no simpli?cation or automation 
of error handling. Furthermore, RAIDframe has no ability to 
automatically tune performance. 
[0012] Other conventional approaches utiliZe a RAID sys 
tem-on-a-chip (SOC) product. Although these approaches 
have proven to be useful, it would be desirable to present 
additional improvements. For example, one such approach 
contains an embedded processor, DMA/XOR engines, and 
host and disk interface logic (FC and SATA). Since the pro 
cessor is programmable, it is conceivable that this approach 
may support a variety of RAID codes. However, all error 
paths are speci?ed as callbacks written by the developer. 
Further, tuning of this performance approach is only mini 
mally automatic, if at all. 
[0013] What is therefore needed is a solution to provide a 
variety of RAID codes without compromising the quality, 
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performance, and maintainability of the ?rmware. Such a 
method allows for adding new RAID codes without bloating 
the ?rmware. Many RAID codes have been proposed such as, 
for example, EVEN ODD, generalized EVENODD, X-code, 
RDP, and WEAVER. A common trend in these RAID codes is 
to focus on XOR-based RAID codes since they can be e?i 
ciently implemented in hardware or software. Non-XOR 
codes such as LDPC and Reed-Solomon have been devel 
oped, but these have not become popular since they offer no 
special advantage over XOR based codes. 
[0014] A solution is required to automatically handle any 
RAID code related error. An example of such an error path is, 
on a read, encountering a read error due to a failed sector or 

disk. Since error handling is a large fraction of a ?rmware, the 
solution should unify fault-free and fault-ridden cases into 
common code paths. 
[0015] The solution is further required to simplify nested 
error paths inherent in ?rmware. An example of a nested error 
path is when, in the process of reconstructing a lost block due 
to a previous failure, a new sector or disk failure is discovered. 
If the RAID code encounters such nested error paths, the 
solution is required to automatically determine how to recon 
struct the lost block. 
[0016] Furthermore, the solution is required to automati 
cally tune performance for every I/O operation performed by 
leveraging dynamic state such as currently cached pages. 
[0017] What is therefore needed is a system, a service, a 
computer program product, and an associated method for 
providing a generic RAID engine and optimizer. Such a sys 
tem should work for any XOR-based erasure (RAID) code 
and under any combination of sector or disk failures. The 
need for such a solution has heretofore remained unsatis?ed. 

SUMMARY OF THE INVENTION 

[0018] The present invention satis?es this need, and pre 
sents a system, a service, a computer program product, and an 
associated method (collectively referred to herein as “the 
system” or “the present system”) for providing a generic 
RAID engine and optimizer. 
[0019] The present system accepts an access request, 
accepts a metadata input comprising a layout description and, 
optionally, a plurality of resource optimization objectives, 
accepts a dynamic input comprising a dynamic state of an I/O 
stack comprising the generic RAID engine and a fault con 
?guration of a plurality of storage devices in the I/ O stack, and 
accepts RAID code input comprising information about the 
RAID code used by the I/O stack. The present system utilizes 
the metadata input the dynamic input, and the RAID code 
input to transform the access request into individual device 
reads and individual device writes such that RAID code rela 
tionships for the storage devices are maintained at all times. 
An optional optimizer module of the present system selects 
strategies that meet the resource optimization objectives. 
[0020] The layout description comprises a description of a 
rotation, a stripe size, and an element size of each of a plu 
rality of disks in the storage devices. 
[0021] The resource optimization objectives comprise 
minimizing disk I/O and minimizing memory bus bandwidth 
for the access request. 
[0022] The dynamic input comprises a description of a data 
cache of the I/ O stack regarding a description of clean pages 
in the data cache, a description of dirty pages in the data 
cache, the clean pages and the dirty pages being in a W-neigh 
borhood of a page to be any of read and written. 

Jul. 31, 2008 

[0023] The fault con?guration comprises a description of 
known sector failures and a plurality of known disk failures. 

[0024] Transforming a write request comprises construct 
ing a plurality of affected parity vectors, preparing a failure 
vector appropriate to the degraded layout, computing a plu 
rality of inverse matrices, and generating a plurality of sub 
plans by combining individual vectors. Transforming a write 
request further comprises reblocking (according to the gen 
erator matrix for the RAID code) the read and write vectors 
and generating a write I/O plan comprising the matrices for 
performing individual device read and writes. 
[0025] Transforming a read request comprises determining 
if any faults exist in the disks of the storage system that 
prevent a successful read, if faults exist, the present system 
zeroes column components in the generator matrix corre 
sponding to the failed elements and computes its pseudo 
inverse, translates this matrix for consideration to device 
reads, reblocks (as in the generator matrix for the RAID code) 
and generates a read I/O plan for performing individual 
device reads. 

[0026] Transforming the access request further comprises 
any of executing a scrub, executing a rebuild, and executing a 
migrate. 
[0027] The present system may be embodied in a utility 
program such as a generic RAID engine utility program. The 
present system also provides a method for the user to speci 
fying input comprising metadata input, RAID code input, and 
dynamic input and then invoking the generic RAID code 
engine utility to execute read requests and write requests. The 
metadata input comprises disk layout information such as 
rotation, stripe size, element size, etc. The metadata input 
optionally comprises optimization criteria such as, for 
example, minimizing disk I/O or minimizing bus bandwidth. 
The dynamic input comprises information regarding a data 
cache such as a description of dean pages and dirty pages in a 
W-neighborhood of pages to be read or written. The dynamic 
input further comprises a current fault con?guration compris 
ing a description of known sector failures and disk failures. 
The RAID code input comprises a concise description of the 
RAID code. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0028] The various features of the present invention and the 
manner of attaining them will be described in greater detail 
with reference to the following description, claims, and draw 
ings, wherein reference numerals are reused, where appropri 
ate, to indicate a correspondence between the referenced 
items, and wherein: 
[0029] FIG. 1 is a schematic illustration of an exemplary 
operating environment in which a generic RAID engine sys 
tem of the present invention can be used; 

[0030] FIG. 2 is a block diagram of the high-level architec 
ture of the generic RAID engine system of FIG. 1; 
[0031] FIG. 3 is comprised of FIGS. 3A, 3B, and 3C and 
represents a diagram illustrating possible strategies the 
generic RAID engine system of FIGS. 1 and 2 to perform an 
exemplary Hush operation; 
[0032] FIG. 4 is comprised of FIGS. 4A and 4B and repre 
sents a diagram illustrating an exemplary stripe of a device 
utilizing an EVENODD code and a corresponding generator 
matrix of the stripe generated by of the generic RAID engine 
system of FIGS. 1 and 2; 
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[0033] FIG. 5 is a process How chart illustrating a method of 
operation of the generic RAID engine system of FIGS. 1 and 
2; 
[0034] FIG. 6 is a process How chart illustrating a method of 
operation of a generic read module of the generic RAID 
engine system of FIGS. 1 and 2; 
[0035] FIG. 7 is a process How chart illustrating a method of 
operation of a generic Write module of the generic RAID 
engine system of FIGS. 1 and 2; 
[0036] FIG. 8 is a process How chart illustrating a method of 
operation of an optional optimizer module of the generic 
RAID engine system of FIGS. 1 and 2; 
[0037] FIG. 9 is a process How chart illustrating a method of 
operation of the generic RAID engine system of FIGS. 1 and 
2 in generating a sub-plan; and 
[0038] FIG. 10 is a process How chart illustrating a method 
of an execution engine of the generic RAID engine system of 
FIGS. 1 and 2. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0039] The folloWing de?nitions and explanations provide 
background information pertaining to the technical ?eld of 
the present invention, and are intended to facilitate the under 
standing of the present invention Without limiting its scope: 
[0040] Element (interchangeably referenced as a page): 
?xed-size chunks of bits. An element typically comprises one 
or more consecutive pages on a disk and comprises data pages 
or parity pages but not both parity pages and data pages. 
[0041] Page (interchangeably referenced as an element): 
?xed-size chunks of bits. 
[0042] RAID (Redundant Array of Independent Disks): 
Any of a family of codes using XOR codes to achieve a virtual 
erasure coded storage volume. Examples of RAID codes 
comprise RAID 5, EVENODD, generalized EVENODD, 
X-code, RDP, and WEAVER. 
[0043] Strategy: a sub-plan used by the present invention to 
develop an I/O plan based on metadata input, RAID code 
input, dynamic input, and one or more read requests or one or 
more Write requests. 
[0044] Stripe: the set of data elements and ail related parity 
elements. The number of elements that a stripe comprises 
depends on the number of disks in the storage system and the 
coding scheme. 
[0045] FIG. 1 portrays an exemplary overall environment 
in Which a system, a service, a computer program product, 
and an associated method (the generic RAID engine system 
10 or the “system 10”) for providing a generic RAID engine 
and optimizer according to the present invention may be used. 
System 10 comprises a softWare programming code or a 
computer program product that is typically embedded Within, 
or installed on an I/O stack 15.Altematively, system 10 can be 
saved on a suitable storage medium such as a diskette, a CD, 
a hard drive, or like devices. 
[0046] System 10 can take the form of an entirely hardWare 
embodiment, an entirely softWare embodiment or an embodi 
ment containing both hardWare and softWare elements. In a 
preferred embodiment, system 10 is implemented in soft 
Ware, Which includes but is not limited to ?rmware, resident 
softWare, microcode, etc. 
[0047] Furthermore, system 10 can take the form of a com 
puter program product accessible from a computer-usable or 
computer-readable medium providing program code for use 
by or in connection With a computer or any instruction execu 
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tion system. The computer program product comprises the 
instructions that implement a method of system 10. For the 
purposes of this description, a computer-usable or computer 
readable medium can be any apparatus that can contain, store, 
communicate, propagate, or transport the program for use by 
or in connection With the instruction execution system, appa 
ratus, or device. 
[0048] The medium can be an electronic, magnetic, optical, 
electromagnetic, Infrared, or semiconductor system (or appa 
ratus or device) or a propagation medium. Examples of a 
computer-readable medium comprise a semiconductor or 
solid-state memory, magnetic tape, a removable computer 
diskette, a random access memory (RAM), a read-only 
memory (ROM), a rigid magnetic disk, and an optical disk. 
Current examples of optical disks comprise compact disk 
read only memory (CD-ROM), compact disk-read/Write 
(CD-R/W), and DVD. 
[0049] A data processing system suitable for storing and/or 
executing program code comprises at least one processor 
coupled directly or indirectly to memory elements through a 
system bus. The memory elements comprise local memory 
employed during actual execution of the program code, bulk 
storage, and cache memories that provide temporary storage 
of at least some program code to reduce the number of times 
code is retrieved from bulk storage during execution. 
[0050] Input/output or I/O devices (including but not lim 
ited to keyboards, displays, pointing devices, etc.) can be 
coupled to the system either directly or through intervening 
I/ O controllers. 
[0051] NetWork adapters may also be coupled to the system 
to enable the data processing system to become coupled to 
other data processing systems or remote printers or storage 
devices through intervening private or public netWorks. 
Modems, cable modems, and Ethernet cards are just a feW of 
the currently available types of netWork adapters. 
[0052] FIG. 1 illustrates a high-level diagram of a typical 
deployment of system 10 Within the I/O stack 15. One or more 
applications 20 generate an access request comprising read or 
Write calls (interchangeably referenced herein as read 
requests or reads and Write requests or Writes) to a RAID 
coded storage volume such as a storage system 25. While 
described for illustration purposes only as read requests and 
Write requests, the applications 20 may also generate for 
consideration by system 10 a ?le read request, a ?le Write 
request, a block read request a block Write request, etc. 
[0053] The storage system 25 comprises, for example, a 
storage device 1, 30, a storage device 2, 35, through a storage 
device H, 40 (collectively referenced as storage devices 45). 
A device driver operates each of the storage devices 45. For 
example, a device driver 1, 50, operates the storage device 1, 
30. A device driver 2, 55, operates the storage device 2, 35. A 
device driver N, 40, operates the storage device N, 40. The 
device driver 1, 50, the device driver 2, 55, through the device 
driver N, 60, are collectively referenced as device drivers 65. 
[0054] The read and Write requests are initially served by a 
data cache 70. System 10 is invoked if a read miss occurs or 
a page needs to be ?ushed. System 10 provides generic sup 
port of any RAID code under any set of sector or disk failures. 
System 10 generates disk reads and Writes by considering the 
current (dynamic) state of the data cache 70. 
[0055] System 10 is invoked by the data cache 70 When 
reading or Writing data to a virtualized erasure coded storage 
volume such as, for example, RAID 5, EVENODD, etc. 
Applications 20 generate read and Write requests to the I/O 
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stack 15. The read and Write requests are serviced by the data 
cache 70 that manages cached data in pages. With Write-back 
caching, application Writes are copied to pages in the data 
cache 70 and marked dirty. At a later time, as determined by 
the page replacement policy of the I/O stack 15, dirty pages 
are ?ushed (Written out) to the storage devices 45. With read 
caching, application reads are served out of the data cache 70 
When possible. OtherWise, on a read miss, the data cache 70 
has to fetch the data from the storage devices 45 and then 
return this data to the applications 20. In one embodiment, the 
data cache 70 dynamically partitions pages into a Write-back 
portion and a read portion to handle a Wide variety of appli 
cation Workloads. 

[0056] While FIG. 1 illustrates a deployment of system in 
Which locally running applications 20 submit I/Os, is should 
be clear that system 10 is applicable to a variety of deploy 
ments. For example, applications 20 may operate on hosts 
connected to the I/O stack 15 via a network, such as, for 
example, a storage area network, the intemet, etc., to a (block 
or ?le) controller. The data cache 70 and system 10 are 
deployed Within this controller. In many controllers the Write 
back cache is battery backed to protect content of dirty pages 
from loss due to unexpected poWer failure. Other controllers 
employ a ?re-hose dump to a reserved disk. 

[0057] FIG. 2 illustrates a high-level hierarchy of system 
10. System 10 comprises a generic raid engine module 205, 
an optional optimiZer module 210, and an execution engine 
215. The generic raid engine module 205 comprises a generic 
read module 220, a generic Write module 225, a generic scrub 
module 230, a generic rebuild module 235, and a generic 
migrate module 240. Input to system 10 comprises a metadata 
input 245, a RAID code input 250, a dynamic input 255, and 
one or more read/Write requests 260 (further referenced 
herein as access requests 260). The access requests 260 com 
prises any request for access to the storage devices 25 such as, 
for example, a read request, a Write request, a ?le read request, 
a ?le Write request, a block read request, a block Write request, 
etc. System 10 generates as output one or more I/O plans 265. 
The U0 plans 265 are provided to the execution engine 215 
for execution. 

[0058] The U0 plan 265 comprises a set of pages that are 
read from the storage system 25, a set of pages that must be 
XORed, and a set of pages that are Written to the storage 
system 25. Depending on the operation and associated argu 
ments, some of sets of pages in the I/O plan 265 can be empty. 
The execution engine 215 generates and manages error han 
dling during execution of the I/O plan 265. If the execution 
engine 215 encounters any errors, the execution engine 215 
aborts the I/O plan 265, modi?es a fault con?guration vector, 
and re-submits the operations of the I/O plan 265 to the 
generic RAID engine module 205. The optimiZer module 210 
selects strategies that meet one or more resource optimiZation 
objective(s). 
[0059] The metadata input 245 comprises a description of 
the physical arrangement of blocks in the RAID code called 
the layout, available from the meta-data for the storage 
devices 45. Layout of the storage devices 45 comprises, for 
example, rotation, stripe siZe, element siZe, etc. The metadata 
input 245 optionally comprises any resource optimiZation 
objectives for use by the optimiZer module 210. The resource 
optimiZation objectives comprise optimiZation criteria such 
as minimiZing disk I/O or minimiZing memory bus band 
Width. This input guides the optimiZer module 210 in select 
ing I/O strategies for a given read or Write. 
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[0060] The optimiZer module 210 has feW options for fault 
free reads Where the only reasonable option is to read the 
required page directly from the appropriate disk in the storage 
devices 45. The optimiZer module 210 has many options for 
Writes. Each of these options can require a different number of 
disk reads and/or XOR operations. In such cases, the opti 
miZer module 210 uses the input resource optimiZation obj ec 
tives to guide selection of the desired I/O plan. 
[0061] The dynamic input 255 comprises information 
regarding the data cache 70 such as, for example, a descrip 
tion of cleanpages and dirty pages in the data cache 70 that are 
in a W-neighborhood of the page(s) to be read or Written. This 
description is available from a directory of the data cache 70, 
the data cache directory. The clean pages are designated as cv. 
The dirty pages are designated as dv. The dynamic input 255 
further comprises information regarding the storage devices 
45 such as, for example, a current fault con?guration. The 
current fault con?guration (designated as f) comprises a 
description of knoWn sector failures and disk failures. 
[0062] The RAID code input 250 comprises a concise 
description of the RAID code, available from the meta-data 
for the storage devices 45. 
[0063] The read/Write requests 260 comprise the type of 
operation (read or Write) and arguments associated With the 
operation. The arguments comprise a block address of the 
page(s), a starting virtual block address, and a number of 
bytes to be read or Written. 
[0064] Scenarios under Which the data cache 70 invokes 
system 10 comprise a read on a miss, a ?ush of a dirty page, 
a rebuild of a lost page, a scrub of every stripe, and a migrate 
of a page. 

[0065] The generic read module 220 responds to the “read 
on a miss” scenario. The generic read module 220 translates 
a virtualiZed block address of the requested page(s) to a 
corresponding physical block address Within an identi?ed 
disk. In the fault-free case, one or more disk read(s) are 
issued. If the identi?ed disk (or particular sectors Within the 
identi?ed disk) has failed, system 10 performs a reconstruc 
tion by reading related blocks as directed by the RAID code. 
If reconstruction fails, a read error is returned. 

[0066] The generic Write module 225 responds to the ?ush 
of a dirty page scenario. When the cache replacement policy 
has selected a victim (dirty) page for Writing to an identi?ed 
disk, the generic Write module 225 translates the virtual block 
address of the victim page to a corresponding physical block 
address Within the identi?ed disk. The generic Write module 
225 identi?es one or more dependent (parity) block(s) as 
determined by the RAID code. The generic Write module 225 
determines hoW to update the dependent (parity) blocks and 
issues that determination With a Write I/O plan. 
[0067] The generic rebuild module 235 responds to the 
“rebuild a lost page” scenario. The “rebuild a lost page” 
scenario is generated by an internal housekeeping routine to 
repair lost data due to sector or disk failure. The generic 
rebuild module 235 reconstructs the lost page using the 
redundant information Within the RAID code and then Writes 
the lost page to a neW location. The rebuild process of the 
generic rebuild module 235 can be vieWed as a composition: 
reconstruct read folloWed by Write. 
[0068] The generic migrate module 240 responds to the 
“migrate a page” scenario. Triggered by an administrative 
action, migration is invoked to change the RAID code of a 
page. Changes comprise varying the span (rank) of disks. For 
example, the span may be changed from an 8-disk RAID 5 to 


















