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(57) ABSTRACT 

A novel system for utilizing an authorization token to sepa 
rate authentication and authorization services. The system 
authenticates a client to an authenticating server; generates an 
authorization token With the authenticating server and the 
client; and authorizes services for the client using the gener 
ated authorization token. The authorization token may be 
transferred via a third party, or may be utilized to extend an 
initial session Without re-authentication. 
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SYSTEM FOR USING AN AUTHORIZATION 
TOKEN TO SEPARATE AUTHENTICATION 

AND AUTHORIZATION SERVICES 

CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] This application claims the priority bene?t of US. 
Provisional Application No. 60/ 867,377, ?led Nov. 27, 2006. 

TECHNICAL FIELD OF THE INVENTION 

[0002] The present invention relates generally to telecom 
munications, and more particularly, to a versatile system for 
using an authorization token to separate authentication and 
authorization services. 

BACKGROUND OF THE INVENTION 

[0003] Conventionally, an act of authentication is not sepa 
rated from an act of authorization. Typically, once an end-user 
client is authenticated by an authentication server, that user is 
also authorized by the same server to use a speci?c service. In 
the case that authentication and authorization are performed 
by the same server, the server is capable of performing cryp 
tographic functions related to authentication. It also has 
access to user credentials and identities; and may be capable 
of accessing a user’s pro?le and service access rights, as Well 
as interacting With service equipment to see if service may be 
granted. 
[0004] As diverse broadband access technologies are 
increasingly developed and deployed, revenue margins for 
access providers tend to decrease. Diversity of access tech 
nologies also dictates a need for access-independent applica 
tion and service offeringsisuch that a service-only provider 
can deploy a single service-architecture for any user, regard 
less of underlying access technology, While co-existing With 
access providers providing only connectivity. Mobile Internet 
Protocol v6 (MIPv6) operational development is, for 
example, considering scenarios Where a mobility service pro 
vider is separate and distinct from an access service provider. 
Different providers Will naturally use different Authenticat 
ing, Authentication, and Authorization (AAA) servers, and 
possibly differentAAA infrastructure, to control and manage 
resource usage and users. 

[0005] Service provider equipment and infrastructure may 
be different from netWork access equipment. For instance, a 
MIP Home Agent (HA) may be part of a service provider 
netWork, While a netWork access server/ Extensible Authenti 
cation Protocol (EAP) authenticator may be part of a netWork 
access provider. A separation of signaling path for authoriza 
tion and authentication may be needed in such a con?gura 
tion. 
[0006] Conventional systems have typically used the same 
authentication and authorization credentials. HoWever, this 
may not be so in the future, if cleaner separation of authenti 
cation and authorization functions and servers are developed, 
and better protection of sensitive authentication credentials 
against brute force attacks are desired. The less that authen 
tication credentials are used, the betterifrom a security 
standpoint. Separation may be especially bene?cial since an 
authentication procedure may typically establish a set of 
security associations With netWork boundaries, and later the 
authorization signaling may be performed over this secure 
channel using less security-intense authorization credentials. 
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[0007] By Way of illustration, consider an analogy of 
Watching a movie at a movie theater. At least for the time 
being, Watching a movie requires only a movie ticket. ShoW 
ing a movie ticket does not require shoWing a drivers license, 
particularly When a person may have already shoWn a drivers 
license in conjunction With paying for the ticket (e. g., With a 
credit card). 
[0008] Another approach is being developed in the Internet 
Engineering Task force (IETF) to address issues arising in 
conjunction With this neW trend4one Where no proof of prior 
authentication is provided to an authorizing server. This 
approach is obviously subject to a number of security con 
cerns, hoWever. 

[0009] By Way of illustration, Kerberos is a conventional 
technology for performing authentication and authorization 
separately. Using Kerberos, a token is generated in an authen 
tication process, and is used for authorization. HoWever, both 
a service server and a client receive keys through a Key 
Distribution Center (KDC), via secure transport. No keys are 
transported betWeen the service server and the client. A token 
is service speci?c, and is encrypted With a key, knoWn only to 
the service server. Retrieval of the token requires additional 
roundtrips betWeen a client and the KDC server. 

[0010] Another emerging trend is the use of extensible 
authentication protocol (EAP) for authentication of mobile 
nodes at AAA servers. Key generation capabilities of EAP 
servers [EAPKEYING] [USRK], combined With the addition 
of EAP as an authentication method for IKEv2 [IKEv2], and 
use of backend Diameter servers and infrastructure 
[RFC4072], have made EAP a popular authentication 
methodias compared to customized authentication and key 
management mechanisms de?ned for MIPv4 or Kerberos. 
Once EAP authentication is performed successfully, and EAP 
master session keys (MSK and EMSK) are generated, a server 
Will be able to use these keys to generate root keys for a 
variety of usesisuch as MIPv6 [MIP-USRK]. 
[0011] Since MIPv6 operation requires bootstrapping of 
various parametersisuch as home address, home agent 
address, and IPsec security associations4efforts in the IETF 
are underWay to perform such bootstrapping through AAA 
infrastructure. In more recent efforts, the IPSec association 
required for MIPv6 operation betWeen a mobile node (MN) 
and a home agent (HA) is established using IKEv2. To get 
around the need for pre-shared key for IKEv2 authentication, 
the MN authenticates through a MIP home agent (HA) to a 
backendAAAn, using EAP. Thus, EAP authentication is done 
as part of an IKEv2 exchange. HoWever, the authentication of 
an MN is only part of the MIP service establishment proce 
dure. Once the MN completes the IKEv2-EAP authentica 
tion, and establishes an IPsec channel With the HA, it still 
needs to be authorized for use MIP service. This typically 
means that an authorization server (usually also an AAA 

server) needs to perform the act of authorization. 
[0012] The recent trend on separation of access service 
from mobility service, leads to neWer design that separates 
the act of EAP authentication from the act of authorization for 
MIPv6 service. Under this paradigm, a peer and AAA client 
?rst run an EAP authentication With an authenticating AAA 
serverireferred to as AAA-EAP or AAAn. The peer then 
requests MIPv6 service authorization from an authorizing 
serverireferred to as MIPAAA or AAAz. It has been sug 
gested that there may be scenarios Where AAAn and AAAz 
are logically or physically different servers, and may not have 
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access to the same database. A number of security and opera 
tion considerations arise in such scenarios. 

[0013] For instance, an AAAn server that only performs 
authentication is not only unaWare of future service requests 
by a peer, but also is not able to provide any such authoriza 
tion. HoWever an AAAn, as an entity performing EAP, is the 
only entity alloWed to cache EMSKisince EMSK is not 
alloWed to be transported outside AAAn [EAPKEYING]. 
This means that root keys for other usagesisuch as MlPv6_ 
USRK (Mobile IPv6 usage speci?c root key)ican only be 
generated at and by the AAAn. In contrast, MIP service is 
authorized only at AAAz. This means that the MIPv6 -USRK 
must be created only after such authorization, and be acces 
sible to the AAAz for generation of other MIPv6 security 
keys. Furthermore, generation of MlPv6_USRK requires 
access to other “usage data” speci?c for Mobile IPv6; Which 
is typically not available at the AAAn. Thus, the AAAz must 
make the “usage data” available to the AAAn, and request 
MIPv6_USRK from the AAAn, in order to be able to generate 
further MIPv6 keys. 
[0014] In further consideration, most traditional authoriza 
tion frameworks simply do not have any special credential 
based procedure for authorization. An authorization decision 
itself is performed based a user pro?le available at a serveri 
not based on a credential presented by a client as proof for a 
right of access to service. As long as the client is previously 
authenticated, the client’s identity is used against its pro?le in 
a database. Under this scheme, using the movie theater anal 
ogy, a person Walks into a movie theater andiinstead of 
paying for a ticket as a proof of right to vieW a movieithe 
person simply shoWs some identi?cation. Based on the per 
son’s identity, and upon some movie theater membership 
listithe person is alloWed to just Walk into the theater With 
out a ticket. 

[0015] HoWever, such separation of authorization from 
authentication means that an authorizing server (AAAz) 
needs an assurance of previous authentication from an 
authenticating server (AAAn). Even if an identical peer iden 
ti?er is used for both authentication and authorization 
requests WithAAAn and AAAz, respectively, there is still no 
explicit proof presented to the AAAz that the peer has proved 
this identity to the AAAn. Furthermore, the lack of a prior 
state4especially the lack of established security association 
betWeen the peer (e.g., an MN in MIP protocol) and the 
AAAzihas a cascading effect on security problems. A rogue 
MN (or even anAAA client) could potentially use a spoofed 
identity (for a legitimate subscriber) to send service requests 
on behalf of a legitimate MN, and have charges for rendered 
services transferred to the legitimate MN. Existence of an 
MN-HA IPsec association can protect service requests on the 
MN-HA path to the AAAz, but does not provide any integrity 
or non-repudiation protection for MN service requests out 
side the MN-HA. Any proxy or middle man (including the 
HA itself) on the path from HA to the AAAz can modify a 
service request. So it is important that When AAAz receives a 
service request from an MN, it can con?rm that the MN has 
already been authenticated by an AAAn, and is using the 
same authenticated identity for its service requestiso that 
the AAAz can authorize service for a legitimate MN. 

[0016] Still other applications, such as Handover Keying 
(HOKEY), provide useful illustration of this technology. In 
most conventional HOKEY applications, deployments of 
EAP in Wireless netWorks employ an authenticator in pass 
through mode (typically located at an edge) coupled With a 
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backend AAA/EAP server. A number of conventional EAP 
systems generate an MSK and an EMSK. The MSK may be 
used by several EAP loWer layersihoWever, the EMSK typi 
cally remains at a peer and server, and does not appear to be 
utilized in current speci?cations or standards. Different EAP 
loWer layers make use of the MSK differently. A common 
usage for MSK is to derive Transient Session Keys (TSKs)i 
providing access link security in netWorks (e.g., IEEE 802. 
1 1i, IEEE 802.l6e)ialthough some loWer layers (e. g., 
IKEv2) use MSK for other purposes. 
[0017] Extensions to current EAP key frameWork Will be 
needed in the future to facilitate inter-authenticator handover 
and roaming. There are a number of issues that may arise in 
relation to EAP keying. For example, inter-authenticator han 
dovers currently require re-execution of EAP authentication, 
even though the same EAP authentication server is used. 
Handover scenarios may vary considerably in their funda 
mental assumptions and functional constraints. In scenarios 
Where, for example, hosts remain connected during a han 
dover period, EAP authentication does not need to be in the 
critical path for handover. There are, hoWever, scenarios 
Where necessary connectivity is not available to support 
“make before break” communications. In these scenarios, 
signi?cant handover latency can result. To avoid such latency, 
conventional SDOs have employed methodsisuch as con 
text transfer and anchoringithat tend to be inel?cient, inse 
cure or both. 

[0018] Other issues may arise Where EAP peersiWith 
unexpired keying material from a full EAP exchangeimust 
take part in a full EAP exchange With the same AAA server to 
extend a session. Although some conventional EAP systems 
do provide re-authentication mechanisms, more consistent, 
loW-latency, EAP-method-independent, re-authentication 
mechanisms are needed. Also, an EAP-generated EMSK key 
may be used as a root of a cryptographic key hierarchyi 
Where keys in the hierarchy are then used in various Ways to 
provide necessary security services. In order to ensure that 
different keys derived from an EMSK are cryptographically 
separate, and that such key derivations are coordinated in an 
acceptable manner, there is a need to clearly specify hierarchy 
parametersisuch as topology for the key hierarchy, top of 
the topology, and guidelines for child key derivations. 
[0019] When Wireless netWorks employ AAA infrastruc 
tures, cross-domain roaming is typically handled by inter 
domain authentication via a “home” AAA/EAP server. Any 
authentication must pass through this home server, Which 
increases latency. This latency can be reduced, hoWever, by 
establishing a trust relationship betWeen an EAP peer and a 
visited domain’s AAA/EAP server. Such a trust relationship 
may be brokered by a home EAP/AAA server, and ef?cient 
re-authentication for the EAP peer may be supported locally 
(i.e., Within the visited domain). 
[0020] In consideration of all of this, there is a need for a 
system Where authentication and authorization are performed 
separately and securely, and Where a reliable trust mechanism 
for such operation is also provided. There is also a need for a 
system performing authentication and authorization sepa 
rately that provides Authentication Authorization and 
Accounting (AAA) services With high performance and loW 
complexity. 

SUMMARY OF THE INVENTION 

[0021] The present invention provides a system, compris 
ing various methods and apparatus, for using an authorization 
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token to separate authentication and authorization services, 
and do so in a secure and reliable manner. The system authen 
ticates a client to an authenticating server; generates an autho 
rization token With the authenticating server and the client; 
and authorizes services for the client using the generated 
authorization token. The system thus performs the authenti 
cation and authorization services separately, and provides 
satisfactory service security and performances. 

[0022] Embodiments of the present invention provide an 
MN capability to assure an AAAz of a previous authentica 
tion With an AAAn. The AAAz is able to verify this authen 
tication With the AAAn, and obtain security material (e.g., 
SRK) required for operation of system signaling. By provid 
ing explicit assurance from the MN Within a service request to 
the AAAz, chances of spoo?ng and theft of service are sig 
ni?cantly reduced. Architecture having separate AAAn and 
AAAz is thus provided. 
[0023] FolloWing a successful EAP authentication, and 
prior to a service request, an MNiusing authentication 
statesiand anAAAn both create an extended master session 
key (EMSK) that may later be utilized to create a speci?c root 
key (SRK). The MN may use speci?c parameters to generate 
the SRK on its oWn, and then create a SERVICE_TOKEN_ 
KEY to sign its request for service. When the MN is ready to 
send a service request, it includes a signature using SERVIC 
E_TOKEN_KEY and transmits the request. Once an AAAz 
receives that service request, it forWards the service request to 
an AAAn, together With usage data that relates to MIPv6 
service. The AAAn may, after ?nding the MN’s authentica 
tion state (including EMSK), verify the MN’s authentication. 
Utilizing usage data sent by theAAAz, and EMSK, theAAAn 
may: create SRK and SERVICE_TOKEN_KEY; verify MN 
signature on a service request; or send a con?rmation, 
together With SRK, back to the AAAz. 
[0024] The folloWing description and draWings set forth in 
detail a number of illustrative embodiments of the invention. 
These embodiments are indicative of but a feW of the various 
Ways in Which the present invention may be utilized. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0025] For a more complete understanding of the present 
disclosure and its advantages, reference is noW made to the 
folloWing description taken in conjunction With the accom 
panying draWings, in Which like reference numerals represent 
like parts: 
[0026] FIG. 1 is a diagram depicting an illustrative MIPv6 
key hierarchy, resulting from EAP Authentication, according 
to the present invention; 
[0027] FIG. 2 depicts an illustrative example of an MIPv6 
authorization procedure in accordance With the present inven 
tion; 
[0028] FIG. 3 is a diagram depicting an illustrative embodi 
ment of a MN MIPv6_AUTHORIZATION_OPTION in 
accordance With the present invention; and 
[0029] FIG. 4 is a diagram depicting an illustrative embodi 
ment of a Handover Keying (HOKEY) operation in accor 
dance With the present invention. 

DETAILED DESCRIPTION 

[0030] The folloWing discussion is presented to enable a 
person skilled in the art to make and use the invention. The 
general principles described herein may be applied to 
embodiments and applications other than those detailed 
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beloW Without departing from the spirit and scope of the 
present invention as de?ned herein. The present invention is 
not intended to be limited to the embodiments shoWn, but is to 
be accorded the Widest scope consistent With the principles 
and features disclosed herein. 

[0031] The present invention provides a system forusing an 
authorization token to separate authentication and authoriza 
tion services. The system separates the act of authentication 
from the act of authorization, and performs authentication or 
authorization through separate Authentication Authorization 
and Accounting (AAA) servers. A client may ?rst authenti 
cate to an authenticating AAA (AAAN) server, create an 
authorization token, and then later present the token to a 
different authorizing AAA (AAAZ) server; While requesting 
an access for a speci?c service. 

[0032] FolloWing a successful authentication, an AAAN 
server and a client may create a key (TOKEN_KEY) for 
signing a generic authorization token. Later, the client (or 
service equipment acting on behalf of the client) asks an 
AAAZ for service authorization. The client may sign its 
authorization request With either the TOKEN_KEY as is, or a 
child key of the TOKEN_KEY tied to a speci?c service4e. 
g., a SERVICE_TOKEN_KEY (generation includes service 
related information). When an AAAZ server receives such a 
request, it may contact the AAAN server for the SERVICE_ 
TOKEN_KEY, and verify that the client has been properly 
authenticated. It may then reach the user pro?le (based on 
user’s identity), and make a proper authorization decision. 

[0033] Using the earlier analogy of movie tickets, an autho 
rization token is similar to a movie ticket. A user buying a 
movie ticket may need to shoW proper identi?cation creden 
tials (e.g., driver’s license, credit card) at a ticket counter in 
order to authenticate their access to a particular resource or 

service (e. g., su?icient age to enter a theater shoWing an “R” 
rated movie). Once the user has thus been properly authenti 
cated, they are granted authorization (e. g., a movie ticket) to 
gain access. Once the ticket is purchased, obtaining access 
(e.g., entering into the theater) only requires establishing 
authorization (e.g., shoWing the ticket), but not authentica 
tion. 

[0034] In certain embodiments of the present invention, an 
Extensible Authentication Protocol (EAP) is provided for 
authentication, While a Mobile Internet Protocol (MIP) is 
provided as a service. In some embodiments, for example, an 
operator may need to deploy an AAA_EAP as an authenti 
cating AAA (AAAN) server and an AAA_MIP for a Mobile 
IP service (AAAZ); or a mobility provider may only deploy 
an AAA_MIP, While relying on another operator for netWork 
access and authentication (AAA_EAP). 

[0035] A mobile node With EAP client functionality may 
authenticate to an AAA_EAP using EAP authenticationi 
either via a Home Agent (HA), or other suitable entityias a 
pass-through authenticator. Authentication may be per 
formed by any suitable method. Following a successful 
authentication, the client and AAA_EAP may generate EAP 
master session keys (MSK or EMSK), or other shared secret 
authentication keys. For ease of reference, such secret authen 
tication keys may be referred to as Master Keys (MKs) . A MK 
is available at both AAA_EAP and the client, at the end of an 
EAP authentication. 
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[0036] An AAA server and the client may create a 
TOKEN_KEY from an MK as follows: 

[0037] TOKEN_KEY:PRF(MK, key generation data); 
Where PRF (Pseudo Random Function) may comprise a one 
Way cryptographic function, or other function or operation 
that renders efforts to deduct input data from output data 
nearly impossible. The key generation data may include: an 
ASCII label, such as “Authorization key generation”; client 
identity; AAA_EAP server identity; key length; or other 
optional ?elds. Both client and AAA_EAP must have access 
to key generation data, so that they may both create TOKEN_ 
KEY. 
[0038] Upon receipt of an EAP_Success message, the cli 
ent may generate TOKEN_KEY in the same manner as the 
AAA_EAP server. If there are ?elds that the client does not 
have knoWledge of, the AAA_EAP server may send informa 
tion of those ?elds through an AAA protocol to an AAA 
clientiacting as EAP pass-throughiWhich in turn sends 
that information to the client through available links. The 
client may also obtain unknoWn ?eld information through 
Mobile IP extensions. The client may create a service request 
such as, for example, a registration request, or a binding 
update in MIP. Since a service request may be forWarded to 
AAA_MIP (AAAZ)ipossibly through a MIP Home Agent 
(HA)ithe client may include a MIP extension (i.e., authori 
zation extension), to verify that the client has been authenti 
cated to that AAA_EAP. 
[0039] The authorization extension (MIP) may include a 
signature of MIP messaging dataisuch as a message authen 
tication code (MAC). This may be formed via a relevant 
registration request, or via binding update dataisuch as a 
Mobile node identi?cation, etc. A signing key used by a client 
is a SERVICE_TOKEN_KEY. For the sake of simplicity, a 
TOKEN_KEY may be used as a SERVICE_TOKEN_KEY. 
A process for generating a SERVICE_TOKEN_KEY may 
take the form of: 

[0040] SERVICE_TOKEN_KEYIPRF(TOKEN_KEK 
service-data); 

Where service-data is data related to services being requested. 
In this example, service-data is data related to MIP services. 
[0041] An HAiupon receiving a MIP message including 
an authorization extensionimay extract signature and 
include it in an AAA attribute/AVP, together With the MIP 
service request, to the AAA_MIP. The AAA_MIP may, after 
receiving the request, contact the AAA_EAP to retrieve the 
SERVICE_TOKEN_KEY; and to verify the MAC submitted 
by the client. When the MAC signature is veri?ed success 
fully, the AAA_MIP may authorize MIP service accordingly. 
[0042] For purposes of explanation and illustration, the 
present invention is described in greater detail hereinafter in 
relation to a MIPv6 application. In order to suf?ciently tie 
authentication and authorization procedures betWeen poten 
tially different AAA servers, anAAAz may con?rm previous 
authentication of an MN, and receive usage speci?c root keys 
(USRK). When an MN is ready to send a service request, it 
includes an authorization processing parametericalled a 
netWork service identi?er (N SDiWIIh the service request to 
the AAAz, through a service agent (e.g., HA), Which acts as 
an AAA client for AAAz. Since the MN is ready to request 
MIPv6 service, it has access to usage data. Using an EMSK 
rendered from EAP, the MN is able to generate a root key for 
MIPv6 service (MIP6_USRK). The MN may also generate a 
SERVICE_TOKEN_KEY from the MIPv6_USRK to “sign” 
its request for MIPv6 service. 
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[0043] Once the AAAz receives the service request, it for 
Wards the service request to the AAAn, along With usage data. 
The AAAn may search for the MN’s authentication state 
(including EMSK), and verify the MN’s authentication. Uti 
lizing the usage data sent by AAAz, and EMSK, the AAAn 
may: generate MIPv6 USRK and SERVICE_TOKEN_KEY; 
verify the MN signature on the service request; and send a 
con?rmation, along With MIPv6_USRK, back to the AAAz. 
[0044] One embodiment of a keying hierarchy is described 
in reference to FIG. 1, Which illustratively depicts a keying 
hierarchy diagram 100iillustrating an authorization pro 
cess. As noted, AAAn holds an EMSK and thusiupon 
receiving service dataimay generate MIPv6_USRK. SER 
VICE_TOKEN_KEY and, optionally, Auth_ID may be gen 
erated from MIPv6_USRK. This process may take the form 
of: 

[0045] 
“service token key derivation” 
IDI Service_type | length); 

Where the length of SERVICE_TOKEN_KEY is 128 bits. 
MN_ID and AAAz_ID identify the tWo entities Who share the 
key. 
[0046] Referring noW to FIG. 2, a depiction of one embodi 
ment of a MIPv6 authorization procedure 200 in accordance 
With the present invention is illustrated. In procedure 200, 
after a successful authentication (i.e., EAP is utilized for 
authentication), AAAn sends a Diameter EAP ansWer (DEA) 
to an AAA client (HA). Upon reception of indication of 
successful EAP, or IKE con?guration messaging, an MN 
initiates an authorization processiby ?rst generating 
MIPv6_USRK, an NSI, and a SERVICE_TOKEN_KEY. 
[0047] In the example of a MIPv6 application, a service 
request may be a binding update (BU). The MN adds an 
"MN_MIP6_Authorization_option”ia mobility optionito 
the BU. This mobility option comprises an authenticator ?eld 
(i.e., a MAC) to protect the message and extension from 
tampering, and to provide assurance of a previous authenti 
cation. 

[0048] A SERVICE_TOKEN_KEY, derived from MIPv6 
USRK, may be used for creation of a MAC. In such instances, 
NSI is not used for purposes of identi?cation. In fact, the same 
identity used for authentication to AAAn may be used again. 
An MN may, for example, use an NAI extension for this 
purpose. Upon reception of an MIPv6 BU message, an 
HAias an AAA client of an AAAz4creates an MIPv6 
authorization command for the AAAz. The HA inserts data, 
included in the MN_MIP6v_Authorization_option, inside an 
AVP for this command. An HA also includes User_Name 
AVP in the MIPv6 authorization request, to identify a particu 
lar MN. User_Name AVP carries the same MN identity as that 
previously used for authentication. 
[0049] For the MIPv6 authorization request message, the 
AAAz ?rst ensures that the MN is previously authorized. The 
AAAz investigates location of the AAAn that authenticated 
the MN, based on the MIPv6 Authorization Request, and 
sends a “Mobile IPv6 Key and veri?cation request” (MKVR) 
command to the AAAn. This command may serve several 
purposes, including: anAAAz requesting anAAAn to verify 
a MAC signature, and thereby assure AAAz that an MN has 
already been authenticated; and to request creation a MIP6_ 
USRK for usage at AAAz. 

[0050] TheAAAn needs usage data for MIPv6 (as found in 
[MIP USRK]) to be able to calculate MIP6_USRK. Thus, an 
AAAz must also include usage datairequired for creation of 

SERVICE_TOKEN_KEYIPRF (MIP6 USRK, 
| MN_ID | AAAz_ 
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MIP6_USRKito theAAAn [USRK]. Usage data is included 
inside a “MIP6_Usage_data” AVP. Transport of usage data to 
AAAn is important, since AAAn (AAA_EAP) has the 
EMSK, While AAAn may not have access to Mobile IPv6 
related data. AAAz may get part of usage data from the HA or 
MN. 
[0051] After receiving a MKVR command from a AAAz, 
the AAAn performs several checks. The AAAn looks for key 
material (EMSK) stored for the MN, proceeds With creating 
MIP6_USRK using EMSK, and then generates SERVICE_ 
TOKEN_KEY to check the MN signature. If the signature 
veri?cation succeeds, the AAAn sends a MIPv6 key and 
veri?cation ansWer (MKVA) back to the AAAz. This com 
mand veri?es that MN has already been authenticated by the 
AAAn, so that AAAz can authorize MN for MIPv6 service, 
and includes the MIP6_USRK for AAAz usage. Therefore, 
MIP6_USRK AVP must be encrypted, using a previously 
established AAAn-AAAz security association (eg an 
AAAn-AAAz key encryption key). In the event that veri?ca 
tion fails, MKVA includes an Authorization_Result AVP 
indicating the failure. When it receives an MKVA command, 
an AAAz may create other MIP6 child keys, using the 
received MIP6_USRK, and authorize the MN for Mobile 
IPv6 serviceiby sending a MIPv6 authorization ansWer to 
the AAA client (HA) 
[0052] Upon receiving a MIPv6 authorization ansWer 
(MAA) message, an HA my obtain authorization result and 
MIP6 related keys. If authorization fails, the HA noti?es the 
MN in the binding acknowledgement message. MN MlPv6_ 
AUTHORIZATION_OPTION is an extension for MIPv6, 
and it comprises a service authorization requestiWhich, for 
MIPv6, is a binding update sent to the HA. The option is 
designed to facilitate mobility and the MAC signature. 
[0053] This is illustratively depicted in FIG. 3, Which pre 
sents a diagram 300 representing an embodiment of a MN 
MIPv6_AUTHORIZATION_OPTION in accordance With 
the present invention. Here, type is assigned by IANA. The 
length of the option may depend on the length of a MAC. 
MN_ID is the same MN identi?er used for previous authen 
tication, and so may seem minimally redundant. Inclusion of 
a service type ?eld Within a MIPv6 option may also seem 
redundant. HoWever, such inclusions may make conversion 
of such a MIPv6 option to other AVPs less complicated. 
[0054] In instances Where bandWidth limitation for links 
betWeen an MN and an HA is of concern, this ?eld may be 
dropped and added by the HA to a Diameter AVP. The length 
of “Service Type” is adaptableibased upon a number of 
systems factors, and emerging industry de?nitions and stan 
dards (e.g., IETF USRK de?nition efforts). MAC is an 
authenticator ?eld for this option, and may be calculated as 
folloWs: 

[0055] MACIFirst (128, HMAC_SHA1 (SERVICE_ 
TOKEN KEY, Authorization data); 

Where 
[0056] Authorization data:(optional data|MN_ 

IDI Service_type). 
Note that optional data may include AAAn realm informa 
tion, and thereby serve as an indicator of the AAA server that 
authenticated the MN, and possible generated parts of Auth_ 
ID. 

[0057] The present invention thus provides an end client the 
ability to use an initial EAP authentication procedure to cre 
ate an authorization token on its oWn, for each service request. 
Although the present invention isifor purposes of illustra 
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tion and explanation4described above in relation to MIP, it is 
not limited exclusively to MIP, and may be applied to other 
service technologies or applications. 
[0058] The system of the present invention also provides 
ability for an AAA_EAP to interact With authorization pro 
cesses, Without advance noti?cation of the speci?c nature of 
a service being authorized. The system of the present inven 
tion provides EAP key hierarchy, and generates speci?c 
authorization keys from EAPihiding MKs from all entities 
other than an AAA_EAP and clients. The system of the 
present invention utilizes MIP extensions to carry authoriza 
tion token data from a mobile node to an AAAz, through an 
HA, and uses an AAA protocol attribute to carry authoriza 
tion token data over an AAA protocol. The system of the 
present invention eliminates intervention of intermediary ser 
vice equipmentsisuch as MIP HAiin a veri?cation pro 
cess. This eliminates security issues related to an HA, such as 
an HA launching a “man in middle” attack. The system of the 
present invention also eliminates the need for an HA to func 
tion as an EAP pass-through authenticator, during an initial 
EAP authentication. According to the present invention, an 
HA does not have to be part of an authentication infrastruc 
ture. 

[0059] Certain aspects of the present invention are further 
described in reference to the operation of a Handover Keying 
(HOKEY) based system 400, as illustratively depicted in 
FIG. 4. As previously noted, future extensions to conven 
tional HOKEY deployments of EAP in Wireless netWorks 
Will likely be needed to facilitate inter-authenticator handover 
and roaming. The operation of system 400 according to the 
present invention provides a secure and ef?cient solution to 
those needs. 
[0060] In the HOKEY embodiment illustrated in FIG. 4, an 
MN 402 authenticates to an EAP Server (AAAn) 404 using 
EAP. Both MN 402 andAAAn 404 generate EMSK. MN 402 
initiates a request for a key management service (e.g., key 
distribution to 3rd party, session extension) by creating a key 
(SRK) from EMSK; and including a signature With the SRK 
(and other information) as an extension to a request message 
to server 404. This signature provides proof of possession of 
EMSK, Which establishes a valid prior authentication. 
[0061] An AAAz server 406ia distinct ful?llment server 
(i.e., continued service or third party) Which may be an AAA 
server in a home or visited domain, or an AAA server collo 

cated With server 404icreates a request to server 404 for 
veri?cation of the signature, and may transmit service related 
data from MN 402. Server 404 generates SRK from EMSKi 
and, possibly, usage data from server 406iand veri?es the 
signature. Server 404 may then create a handover root key 
(HRK), and other domain and usage-related keys, and trans 
mit those back to server 406. Server 404 may, alternatively, 
send HRK to server 406iand alloW it to generate SRK and 
verify the request itself. Once a request is veri?ed, server 406 
authorizes MN 402iand its associated authenticatorifor 
service; and creates and provides keys for the authenticator. 
The system of the present invention thus provides the ability 
to use an initial EAP authentication procedure to generate or 
provide authorization tokens to third parties, or for session 

extension(s). 
[0062] The previous description of the disclosed embodi 
ments is provided to enable those skilled in the art to make or 
use the present invention. Various modi?cations to these 
embodiments Will be readily apparent to those skilled in the 
art and generic principles de?ned herein may be applied to 
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other embodiments Without departing from the spirit or scope 
of the invention. Thus, the present invention is not intended to 
be limited to the embodiments shoWn herein but is to be 
accorded the Widest scope consistent With the principles and 
novel features disclosed herein. 

1. A method of separating authentication and authorization 
services in a communications system, comprising the steps 
of: 

authenticating a client node to an authenticating server 
utilizing extensible authentication protocol; 

generating an authorization token; and 
authorizing services rendered to the client node via an 

authorizing server, based upon information in the autho 
rization token. 

2. The method of claim 1, further comprising distributing 
the authorization token by Which a client is capable of signing 
its service requests to an authorization server. 

3. The method of claim 2, Wherein the client, folloWing a 
successful authentication, signs service authorization 
requests toWards the authorizing server. 

4. The method of claim 2, Wherein the authorizing server 
authorizes the client service request, based upon the existence 
of the client signature, free from the authorizing server 
authenticating client identity. 

5. The method of claim 4, Wherein the authorizing server 
authorizes a client service request for ful?llment by a contin 
ued service server. 

6. The method of claim 4, Wherein the authorizing server 
authorizes a client service request for ful?llment by a third 
party server. 

7. A method by Which a Handover Keying authorization 
request for a client, and authentication of the client, compris 
ing the steps of: 

authenticating a client node to an authenticating server 
utilizing extensible authentication protocol; 

generating an authorization token; and 
authorizing services rendered to the client node via an 

authorizing server, based upon information in the autho 
rization token. 

8. The method of claim 7, Wherein the authorizing server is 
different from the authenticating AAA server, in at least one 
logical or physical aspect. 

9. The method of claim 7, further comprising distributing 
the authorization token by Which a client is capable of signing 
its service requests to an authorizing server. 

10. The method of claim 7, Wherein the client, folloWing a 
successful authentication, signs service authorization 
requests toWards the authorizing server. 

11. The method of claim 7, Wherein the authorizing server 
authorizes the client service request, based upon the existence 
of the client signature, free from the authorizing server 
authenticating client identity. 

12. The method of claim 11, Wherein the authorizing server 
authorizes a client service request for ful?llment by a contin 
ued service server. 
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13. The method of claim 11, Wherein the authorizing server 
authorizes a client service request for ful?llment by a third 
party server. 

14. The method of claim 7, Wherein the authorization token 
is derived from an extensible authentication protocol master 
session key. 

15. The method of claim 7, Wherein the authorization token 
comprises a shared secret authentication key betWeen the 
authorizing server and the client node. 

16. The method of claim 14, Wherein the extensible authen 
tication protocol master session key is generated after suc 
cessful extensible authentication protocol authentication. 

17. The method of claim 14, Wherein the authorization 
token is delivered from the authentication server to the autho 
rization server. 

18. The method of claim 14, Wherein the authorization 
token is encrypted for delivery to the authorization server. 

19. A communications system comprising: 
an authenticating netWork component; 
an authorizing netWork component; and 
a client netWork component, adapted to: 

exchange authentication messages With the authenticat 
ing netWork component utilizing extensible authenti 
cation protocol; 

generate an authorization token; and 
transfer the authorization token to the authorizing server 

to request a service. 
20. The system of claim 19, Wherein the service is Han 

dover Keying service. 
21. A client network device for use in a communications 

system, comprising: 
a ?rst component adapted to exchange authentication mes 

sages With an authenticating netWork component, utiliz 
ing extensible authentication protocol; 

a second component adapted to generate an authorization 
token; and 

a third component adapted to transfer the authorization 
token to the authorizing server to request a service. 

22. The device of claim 21, Wherein the service is Han 
dover Keying service. 

23. An authenticating netWork device for use in a commu 
nications system, comprising: 

a ?rst component adapted to receive authentication mes 
sages from a client netWork device, utilizing extensible 
authentication protocol; 

a second component adapted to generate an authorization 
token; 

a third component adapted to receive a service authentica 
tion message from a netWork service device; and 

a fourth component adapted to authenticate the service 
authentication message utilizing the authorization 
token. 

24. The device of claim 23, Wherein the service authenti 
cation message is for Handover Keying service. 

* * * * * 


