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SIMULATED INTERNET FOR TESTING 
INTERNET SOFTWARE 

BACKGROUND 

[0001] New software products that communicate over the 
Internet must consider the impact of various types of internet 
security devices and software, such as ?rewalls. Common test 
procedures dictate establishment of one or more private net 
works under the control of the software developer that are 
connected to the Internet and to each other, but not to the 
software developer’s corporate network due to security issues 
and concerns. These extranets require additional hardware 
and specialiZed procedures to maintain and implement the 
test environment, and by de?nition, normal access procedure 
for product deployment, testing and debugging do not apply. 
During the development of internet software there are many 
cycles of code, compile, deploy, test, debug, ?x, and repeat. 
Typically, all development processes are based on access to 
the software developer’s corporate network. In utiliZing the 
extranets the deployment and testing of the internet software 
is quite challenging, and debugging becomes nearly impos 
sible on the separate extranets. 

SUMMARY 

[0002] This Summary is provided to introduce a selection 
of concepts in a simpli?ed form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended to be used to limit 
the scope of the claimed subject matter. 
[0003] In order to improve upon the testing of internet 
software, a private network that acts like the Internet, referred 
to as a simulated internet, is con?gured with communications 
paths between two ?rewall devices, one a web proxy, and the 
other a publishing ?rewall, that at the same time are also 
protecting the corporate network. A domain name server pro 
vides name resolution for servers connected to the simulated 
internet. A test web server on the corporate network is pub 
lished to the simulated internet by the publishing ?rewall 
(also know as reverse proxy) as a unique domain or internet 
name that only exists on the simulated internet. One or more 
test client machines on the corporate network are con?gured 
to use the test web proxy to access the unique internet name. 
With this con?guration all the pieces are in place for what the 
Internet does, except the simulated internet is a private net 
work under the control of the software developer. All com 
munications protocol rules that apply to the Internet also 
apply to the simulated internet, but the tester now has full 
control over all components of the test environment. This 
approach eliminates the need for additional hardware and 
software deployments, and facilitates standard test and 
debugging procedures. The advantage of such a testing envi 
ronment is that the simulated internet allows the testers to 
utiliZe the same server and test client machines normally used 
to test direct network connections and multiple Internet con 
nection environments by simply manipulating a few settings 
in the test client machines and using an appropriate domain 
name for the target server. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

[0004] FIG. 1 shows a schematic/block diagram of a testing 
environment utiliZed by a software developer for testing inter 
net software. 
[0005] FIG. 2 shows a schematic/block diagram of the test 
ing environment of FIG. 1 with an expanded view of the 
simulated test environment for testing internet software. 
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[0006] FIG. 3 shows a schematic/block diagram of an 
embodiment of the simulated test environment having third 
party ?rewall and proxy hardware/ software for testing inter 
net software. 
[0007] FIG. 4 shows a schematic/block diagram of the data 
paths and how traf?c ?ows in the simulated test environment 
of FIG. 2. 
[0008] FIG. 5 shows a schematic/block diagram of the 
additional data paths and how tra?ic ?ows in the simulated 
test environment of FIG. 3. 
[0009] FIG. 6 shows a block ?ow diagram of an embodi 
ment of a method of testing internet software utiliZing a 
simulated internet. 
[0010] FIG. 7 shows a block ?ow diagram of an embodi 
ment of setting up a simulated internet connected to a corpo 
rate network. 

DETAILED DESCRIPTION 

[0011] Referring now to the Figures, in which like refer 
ence numerals and names refer to structurally and/ or func 
tionally similar elements thereof, FIG. 1 shows a schematic/ 
block diagram of a testing environment utiliZed by a software 
developer for testing internet software. In the ?gures, connec 
tions allowing communicationbetween networks and devices 
are shown as solid lines. Speci?c transaction or communica 
tion paths are shown as solid lines with arrows. Referring now 
to FIG. 1 and Testing Environment 100, one or more private 
networks such as Extranet 118 under the control of the soft 
ware developer are established in order to perform testing on 
new and existing software products that communicate over 
the Internet 114. Extranet118 is connected to Internet 114 but 
not directly to the software developer’s Corporate Network 
108. 
[0012] Test Automation System 104 controls the con?gu 
ration and assignment of test machine resources, execution of 
speci?c test cases, and the collection of test case results for 
later analysis. Test Automation System 104 is designed to 
function within the controlled corporate environment where it 
has complete control of all machine resources. When the 
targeted test web server(s) reside in a separate network, such 
as Extranet 118 that can only be accessed via Internet 114, 
Test Automation System 104 looses direct control of these 
server machines. Workarounds to address this type of testing 
environment create instability in the controlled test environ 
ment of Test Automation System 104, and some Internet 
security settings may not be testable due to corporate security 
policies implemented on Corporate Web Proxy 110. There 
fore, Testing Environment 100 also includes Simulated Test 
Environment 120 (explained more fully in respect to FIG. 2) 
which bypasses the use of Corporate Web Proxy 110 and 
allows TestAutomation System 104 to maintain direct control 
over the test procedures. 
[0013] Internet security has two main roles: allow users to 
safely access internet computers (via a forward proxy), and 
allow users to safely publish speci?c computers for internet 
access (via a reverse proxy). Most internet security products 
incorporate features of these two roles into a ?rewall service. 
The majority of communication directly on the Internet is 
between ?rewall devices/ ?rewall software that are protecting 
anywhere from one to hundreds or thousands of computers. 
[0014] In order for Test Client Machines 102 to access 
servers on Internet 114, Test Client Machines 102 would 
connect through Corporate Network 108 to Corporate Web 
Proxy 110 (forward proxy), requesting a URL. Corporate 
Web Proxy 110 takes over the task and creates a DNS request 
to ?nd the location of the target server, and sends it over 
Internet 114. Internet Domain Name Servers 112 provide the 
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location information requested, which may be the internet 
address of Firewall Server 116 (see description of FIG. 3 
below). Corporate Web Proxy 110 then makes a connection to 
the target server, submits the URL request and returns the 
requested web page to Test Client Machines 102. 
[0015] Firewall Server 116 protects Extranet 118 from 
requests that come from Internet 114. Extranet 118 is a sepa 
rate network that is not connected to Corporate Network 108, 
but is maintained by the software developer to host test serv 
ers. Extranet 118 will typically contain web servers, email 
servers, and so forth (not shown). Firewall Server 116 de?nes 
the types of requests from Internet 114 that are allowed to the 
target servers in Extranet 118. However, corporate IT security 
policies may dictate network tra?ic ?lters that prevent the 
testing of some internet protocols and ?rewall features. 
[0016] FIG. 2 shows a schematic/block diagram of the test 
ing environment of FIG. 1 with an expanded view of the 
simulated test environment for testing internet software. 
Referring now to FIG. 2, Simulated Test Environment 120 has 
a Test Web Proxy 202 (forward proxy), Test Publishing Fire 
wall 204 (reverse proxy), and Test Domain Name Server 206 
which are connected to form Simulated Internet 208. Test 
Web Proxy 202 and Test Publishing Firewall 204 are shown as 
dual-homed in that they are also connected to Corporate 
Network 108, and Test Domain Name Server 206 is not. 
However, Test Domain Name Server 206 could be con?gured 
as dual-homed to allow automated control of Domain Name 
to IP address entries. Test Domain Name Server 206 will only 
function on the connection to Simulated Internet 208, and 
provides name resolution for servers connected to Simulated 
Internet 208. Test Domain Name Server 206 may be con?g 
ured to run as a Dynamic Host Con?guration Protocol 
(“DHCP”) server to automatically provide internet addresses 
to any additional devices attached to Simulated Internet 208. 
The domain and server names of Test Domain Name Server 
206 may be controlled manually or via scripted commands. 
[0017] Test Publishing Firewall 204 is connected so that the 
protected network is Corporate Network 108 and the public 
connection is to Simulated Internet 208. Rules are created on 
Test Publishing Firewall 204 to allow Test Web Servers 106 to 
be accessed on Simulated Internet 208. 

[0018] Test Web Proxy 202 is connected so that the pro 
tected network is Corporate Network 108 and the public 
connection is to Simulated Internet 208. Rules are created on 
Test Web Proxy 202 to allow Test Client Machines 102 to 
access servers published to Simulated Internet 208. 

[0019] Simulated Internet 208 is a private internet with 
communications paths between the two ?rewall devices (Test 
Web Proxy 202 and Test Publishing Firewall 204) that are 
also protecting Corporate Network 108. For a small testing 
network, Simulated Internet 208 may simply have a small 
network switch or hub. For a larger testing network, Simu 
lated Internet 208 may require multiple switches and\or rout 
ers. 

[0020] Test Web Servers 106 on Corporate Network 108 are 
published to Simulated Internet 208 by Test Publishing Fire 
wall 204 using reverse proxy or network address translation 
(“NAT”) as a unique internet name that only exists on Simu 
lated Internet 208. One or more of Test Client Machines 102 
are con?gured to use Test Web Proxy 202 to access servers on 
Simulated Internet 208. All communications protocol rules 
apply to Simulated Internet 208 that apply to Internet 114. 
[0021] The uniqueness of Testing Environment 200 is that 
the addition of Simulated Test Environment 120 having Test 
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Web Proxy 202 and Test Publishing Firewall 204, which are 
connected to private Simulated Internet 208, provides the 
software developer the ability to create and fully control an 
“Intemet Test Environment” using existing hardware 
resources of the developer. Corporate IT security policies are 
not violated since in this embodiment there is no use of 
Corporate Web Proxy 110 and a connection to an external 
network. Simulated Test Environment 120 can be controlled 
by Test Automation System 104, allowing the software devel 
oper to utiliZe existing test automation scripts, with minor 
modi?cations, or design new automated tests using current 
tools and techniques. 
[0022] FIG. 3 shows a schematic/block diagram of an 
embodiment of the simulated test environment having third 
party ?rewall and proxy hardware/ software for testing inter 
net software. Referring now to FIG. 3, it is shown that Simu 
lated Test Environment 120 could be expanded to allow test 
ing of internet software interactions with security devices 
and/or ?rewalls from different third party vendors (Vendor 
Web Proxies 302 and Vendor Publishing Firewalls 304). 
Additional optional connections to one or more Private 
Domain 306 and one or more internal Private Network 308 
are also shown that may also be utiliZed in testing. Many other 
such con?gurations are possible, and the ones shown here are 
merely exemplary of the many such con?gurations that would 
suggest themselves to one skilled in the art. The con?gura 
tions shown are not to be interpreted as limiting the scope of 
the invention. 
[0023] FIG. 4 shows a schematic/block diagram of the data 
paths and how traf?c ?ows in the simulated test environment 
of FIG. 2. Referring now to FIG. 4, Test Web Proxy 202 
allows access to private domain names on Simulated Internet 
208. Test Publishing Firewall 204 contains rules that allow 
Test Web Servers 106 to be accessed from Simulated Internet 
208. Test Automation System 104 controls task execution on 
all test systems on Corporate Network 108 and Simulated 
Internet 208. For instance, within Corporate Network 108 a 
Test Web Server 106 may be named http://server.corp.com). 
Then when a Test Client Machine 102 connects to http:// 
server.corp.com, the Transaction Path 402 uses Corporate 
Network 108 to access Test Web Servers 106 and the response 
comes back along the same Transaction Path 402. 

[0024] For testing on Simulated Internet 208, a Test Web 
Server 106 named http://server.corp.com is published to 
Simulated Internet 208 as http://server.test.domain. When 
one or more Test Client Machines 102 connect to http:// 
server.test.domain the Transaction Path 404 goes through 
Test Web Proxy 202 and uses Simulated Internet 208, through 
Test Publishing Firewall 204 to access Test Web Servers 106 
and the response comes back along the same Transaction Path 
404. 

[0025] Test Automation System 104 can run a suite of tests 
utiliZing Transaction Path 402 and then run the same tests 
using Transaction Path 404 and compare the results. Addi 
tional testing may focus on modifying the con?guration of 
Test Web Proxy 202, Test Publishing Firewall 204, or Test 
Web Servers 106 between test runs. 

[0026] FIG. 5 shows a schematic/block diagram of the 
additional data paths and how tra?ic ?ows in the simulated 
test environment of FIG. 3. Referring now to FIG. 5, Private 
Domain 306 which is connected to Corporate Network 108 
may have Private Firewall 504, Private Domain Controller 
506, and Private Servers 508. Private Domain 306 can publish 
its Private Servers 508 to Corporate Network 108. Transac 
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tion Path 510 is comparable to Transaction Path 402 of FIG. 
4. Transaction Path 404 may be extended to encompass Ven 
dor Publishing Firewalls 304 and Vendor Web Proxies 302. 

[0027] Internet Clients 514 are connected directly to Simu 
lated Internet 208. Transaction Path 512 from Internet Clients 
514 may be channeled through either Vendor Publishing Fire 
walls 304 or Test Publishing Firewall 204 to reach Private 
Servers 508 published by Private Firewall 504 via Transac 
tion Path 516. Test Web Servers 106 may also be accessed by 
Internet Clients 514 through Transaction Path 512 to Vendor 
Publishing Firewalls 304 or Test Publishing Firewall 204 via 
Transaction Path 404 or part of Transaction Path 516 external 
to Private Domain 306. Private Servers 508 may also be 
accessed by Test Client Machines 102 through an extension 
of Transaction Path 402 and part of Transaction Path 516 
internal to Private Domain 306. 

[0028] FIG. 6 shows a block ?ow diagram of an embodi 
ment of a method of testing intemet software utiliZing a 
simulated intemet. Referring now to FIG. 6, the method 
begins in step 602 by constructing Simulated Internet 208 that 
is connected to a Corporate Network 108. The details of this 
step are shown in FIG. 7 which shows a block ?ow diagram of 
an embodiment of setting up a simulated intemet connected 
to a corporate network. Referring now to FIG. 7, in step 702 
Test Publishing Firewall 204 is connected so that the pro 
tected network is Corporate Network 108 and the public 
connection is to the network switch or hub of Simulated 
Internet 208. 

[0029] Next, in step 704 a Test Domain Name Server 206 is 
connected to Corporate Network 108 via the network switch 
or hub of Simulated Internet 208. DNS service of Test 
Domain Name Server 206 will only function on the connec 
tion to Simulated Internet 208. The connection to Corporate 
Network 108 via Simulated Internet 208 is used for remote 
control or automated creation of DNS entries. 

[0030] Test Web Proxy 202 is connected in step 706 so that 
the protected network is Corporate Network 108 and the 
public connection is to the network switch or hub of Simu 
lated Internet 208. 

[0031] Referring back now to FIG. 6, in step 604 param 
eters are set for the particular testing environment. DNS 
records are used to create unique DNS Domains and server 
names in those domains required for the particular testing to 
be done. The simplest implementation is a “Wild Card” DNS 
entry that associates all server names with a single address on 
Simulated Internet 208. Internet proxy settings can be con 
?gured on Test Client Machines 102 to use a Proxy Auto 
mated Con?guration (PAC) script to resolve server names for 
connection. Rules are created on Test Publishing Firewall 204 
orVendor Publishing Firewalls 304 to allow Test Web Servers 
106 of Corporate Network 108 to be accessed from Simulated 
Internet 208. Rules are also created on Test Web Proxy 202 or 
Vendor Web Proxies 302 to allow internal Test Client 
Machines 102 to access servers that are published to Simu 
lated Internet 208. 

[0032] In step 606 the software tests are conducted utiliZing 
Simulated Internet 208 and Corporate Network 108. Test 
Automation System 104 of Corporate Network 108 controls 
and runs suites of automated tests against the intemet soft 
ware to be tested, such as client software or server software. 
Test Automation System 104 has a centraliZed database of 
scripted instructions to accomplish a testing task. At the con 
clusion of the testing, the method ends. However, steps 604 
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and 606 can be repeated for additional tests on the same 
software, or, new software can be tested instead. 
[0033] Although the subject matter has been described in 
language speci?c to structural features and/or methodologi 
cal acts, it is to be understood that the subject matter de?ned 
in the appended claims is not necessarily limited to the spe 
ci?c features or acts described above. Rather, the speci?c 
features and acts described above are disclosed as example 
forms of implementing the claims. It will be understood by 
those skilled in the art that many changes in construction and 
widely differing embodiments and applications of the inven 
tion will suggest themselves without departing from the 
scope of the present invention. 

What is claimed is: 
1. A system for conducting tests on intemet software, the 

system comprising: 
a corporate network (108), said corporate network (108) 

further comprising; 
at least one test web server (106); 
a test automation system (104) for controlling the test 

ing; and 
at least one test client machine (102); 

a simulated internet (208) connected to said corporate net 
work (108), said simulated internet (208) further com 
prising; 
a test web proxy (202) having a connection to said cor 

porate network; 
a test publishing ?rewall (204) having a connection to 

said corporate network (108); and 
a test domain name server (206); 

wherein said at least one test web server (106) on said 
corporate network (108) is published to said simulated 
intemet (208) by said test publishing ?rewall (204) 
through reverse proxy as a ?rst domain name that only 
exists on said simulated internet (208), wherein said at 
least one test client machine (102) through said test web 
proxy (202) and said test domain name server (206) can 
access said at least one test web server (106) via said 
simulated intemet (208) through said ?rst domain name. 

2. The system according to claim 1 further comprising: 
at least one test automation script executed by said test 

automation system for conducting the tests on the inter 
net software. 

3. The system according to claim 1 further comprising: 
a ?rst transaction path used for conducting the tests on the 

intemet software, wherein said ?rst transaction path 
goes from said at least on test client machine through 
said corporate network to said test web proxy to said 
simulated internet and through said test publishing ?re 
wall to said at least one test web server when said at least 
one test client machine requests said ?rst domain name 
for said at least one test web server. 

4. The system according to claim 3 further comprising: 
a second domain name for said at least one test web server 

used within said corporate network; and 
a second transaction path used for conducting the tests on 

the internet software, wherein said second transaction 
path goes from said at least on test client machine 
through said corporate network to said at least one test 
web server when said at least one test client machine 
requests said second domain name for said at least one 
test web server. 
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5. The system according to claim 4 further comprising: 
a suite of tests run by said test automation system, wherein 

said suite of tests is ?rst run on said ?rst transaction path, 
and then said suite of tests is run on said second trans 
action path, wherein a results of said suite of tests run on 
said ?rst transaction path and said second transaction 
path are compared. 

6. The system according to claim 4 wherein said simulated 
internet further comprises: 

at least one additional vendor web proxy; and 
at least one additional vendor publishing ?rewall; 
wherein said ?rst transaction path is extended to include 

said at least one additional vendor web proxy and said at 
least one additional vendor publishing ?rewall to access 
said at least one test web server. 

7. The system according to claim 6 further comprising: 
a private domain connected to said corporate network, said 

private domain further comprising; 
a private ?rewall; 
a private domain controller; and 
at least one private server; 
wherein said second transaction path is extended to said 

private ?rewall to access said at least one private 
server over a third transaction path between said pri 
vate ?rewall and said at least one private server. 

8. The system according to claim 7 further comprising: 
at least one internet client connected directly to said simu 

lated internet; 
a third transaction path that goes from said at least one 

internet client to either of said vendor publishing ?rewall 
or said test publishing ?rewall; and 

a fourth transaction path that goes from said vendor pub 
lishing ?rewall or said test publishing ?rewall to said 
private ?rewall and on to said at least one private server; 

wherein said at least one internet client accesses said at 
least one private server through said third transaction 
path and said fourth transaction path to conduct the tests 
on the internet software. 

9. The system according to claim 7 further comprising: 
at least one internet client connected directly to said simu 

lated internet; and 
a third transaction path that goes from said at least one 

internet client to either of said vendor publishing ?rewall 
or said test publishing ?rewall; 

wherein said at least one internet client accesses said at 
least one test web server through said third transaction 
path and said ?rst transaction path to conduct the tests on 
the internet software. 

10. A method for conducting tests on internet software, the 
method comprising the steps of: 

(a) constructing (602) a simulated internet (208); 
(b) connecting (602) said simulated internet (208) to a 

corporate network (108); 
(c) setting parameters and rules (604) for conducting the 

tests; and 
(d) conducting the tests (606) on the internet software 

utiliZing said simulated internet (208) and said corporate 
network (108). 

11. The method according to claim 10 wherein said con 
structing step (a) further comprises the step of: 

connecting a test web proxy and a test publishing ?rewall 
and a test domain name server together to form said 
simulated internet so that said web proxy and said test 
publishing ?rewall are dual-homed between said simu 

Jul. 17, 2008 

lated internet and said corporate network, and said test 
domain name server is connected only to said simulated 
internet. 

12. The method according to claim 11 further comprising 
the steps of: 

publishing by said test publishing ?rewall a test web server 
on said corporate network to said simulated internet with 
a ?rst domain name for said test web server that only 
exists on said simulated internet; and 

con?guring at least one test client machine on said corpo 
rate network to use said test web proxy to access said test 
web server via said ?rst domain name. 

13. The method according to claim 12 further comprising 
the steps of: 

providing a second domain name for said test web server 
that only exists on said corporate network; 

con?guring said at least one test client machine on said 
corporate network to access said test web server via said 
second domain name; and 

conducting the tests on the internet software under the 
control of said test automation system through said cor 
porate network. 

14. The method according to claim 13 further comprising 
the step of: 

comparing a results of conducting the tests utiliZing said 
?rst domain name with a results of conducting the tests 
utiliZing said second domain name. 

15. A method for conducting tests on internet software, the 
method comprising the steps of: 

(a) con?guring (702) a simulated internet (208) that acts 
like the Internet (114) with communication paths 
between a test web proxy (202) and a test publishing 
?rewall (204) that both protect a corporate network 
(108); 

(b) providing (704) domain name resolution for servers 
connected to said simulated internet; 

(c) publishing by said test publishing ?rewall (204) at least 
one test web server (106) on said corporate network 
(108) to said simulated internet (208) with a ?rst domain 
name for said at least one test web server (106) that only 
exists on said simulated internet (208); 

(d) con?guring (706) at least one test client machine (102) 
to use said test web proxy (202) to access said at least 
one test web server (106) via said ?rst domain name; and 

(e) conducting (606) the tests on the internet software 
under the control of a test automation system (104) on 
said corporate network (108) through said simulated 
internet (208). 

16. The method according to claim 15 wherein said con 
?guring step (a) further comprises the steps of: 

con?guring said test publishing ?rewall so that its pro 
tected connection is to said corporate network and its 
public connection is to said simulated internet; and 

con?guring said test web proxy so that its protected con 
nection is to said corporate network and its public con 
nection is to said simulated internet. 

17. The method according to claim 15 further comprising 
the steps of: 

creating rules on said test publishing ?rewall to allow said 
at least one test web server to be accessed on said simu 

lated internet; and 
creating rules on said test web proxy to allow said at least 

one test client machine to access said at least one test 

web server published to said simulated internet. 



US 2008/0172575 A1 Jul. 17,2008 
5 

18. The method according to claim 15 wherein said con- conducting the tests on the intemet software under the 
ducting step (e) further comprises the step of: control of said test automation system on said corporate 

con?guring said test automation system to control con- netWork through said corporate netWork. 
ducting the tests utiliZing at least one automation script. 20. The method according to claim 15 Wherein said con 

19. The method according to claim 15 further comprising ducting step (e) further comprises the step of: 
the steps Ofl comparing a results of conducting the tests on the intemet 

providing a second domain name for said at least one test software utilizing said ?rst domain name with a results 
Web Server that only eXiStS 011 Said Corporate network; of conducting the tests on the intemet softWare utiliZing 

con?guring said at least one test client machine to use said said second domain name. 
test Web proxy to access said at least one test Web server 
Via said second domain name; and * * * * * 


