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HARDWARE DIAGNOSTICS AND SOFTWARE 
RECOVERY ON HEADLESS SERVER 

APPLIANCES 

BACKGROUND 

[0001] A headless server appliance is a computer system 
that is designed to operate as a server, but Without a keyboard, 
a mouse (or other pointing device) and a monitor. In general, 
existing headless server appliances are relatively expensive, 
in part because they are specialiZed computing devices, 
including customiZed BIOSes that are needed to interact With 
them for administration purposes. 
[0002] As can be readily appreciated, administration of 
server appliances that are based on conventional personal 
computer hardWare cannot be fully accomplished due to basic 
hardWare and softWare limitations. For example, traditional 
personal computers have BIOSes that can only display infor 
mation on a local monitor and can only be controlled by a 
local keyboard. As a result, changing basic hardWare con?gu 
ration via the BIOS or vieWing hardWare errors detected by 
the BIOS can only be done locally, With an attached keyboard 
and monitor. Note that because the BIOS controls the system 
boot order, if the primary operating system has become 
unbootable, or the hard disk holding that operating system has 
stopped functioning, the system may not be able to boot from 
another medium Without changes in BIOS con?guration; as 
described above, With a conventional BIOS, this can only be 
accomplished locally. 
[0003] Further, repairing an existing operating system or 
recovering data from an unrecoverable system generally 
requires booting the system With a secondary operating sys 
tem. This secondary operating system can then be used to 
access the ?le system containing the malfunctioning operat 
ing system to make repairs or salvage data. The secondary 
operating system can be stored on internal or external hard 
drive, on a CD or DVD ROM, ?oppy disk, USB thumb drive, 
or other medium. HoWever, booting such a secondary oper 
ating system is potentially very dif?cult on a headless system. 
For example, such secondary operating systems and the 
recovery utilities that run on them are generally designed to 
be used With a keyboard, mouse, and monitor attached. 

SUMMARY 

[0004] This Summary is provided to introduce a selection 
of representative concepts in a simpli?ed form that are further 
described beloW in the Detailed Description. This Summary 
is not intended to identify key features or essential features of 
the claimed subject matter, nor is it intended to be used in any 
Way that Would limit the scope of the claimed subject matter. 
[0005] Brie?y, various aspects of the subject matter 
described herein are directed toWards a headless server appli 
ance con?gured With a secondary actuation mechanism. 
When actuated, the secondary actuation mechanism enters 
the headless server appliance into a diagnostic mode, in 
Which primitives are communicated betWeen a client device 
coupled to the headless server appliance. For example, the 
diagnostic mode may correspond to a secondary operating 
system booted from a BIOS activated by the secondary actua 
tion mechanism. The primitives may provide the client device 
With access to a hard disk of the headless server appliance, 
such as one containing a primary operating system. Primi 
tives, such as communicated via APIs or the like, may also 
provide the client device With access to the BIOS. 
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[0006] In one example aspect, the secondary operating sys 
tem and/ or client device may perform diagnostics and recov 
ery operations on the headless server appliance. For example, 
the client device or similar source may restore or update the 
primary operating system image to a storage medium of the 
headless server appliance. The coupling of the client device to 
the headless server appliance may be accomplished over any 
suitable interface means, including a netWork connection, 
USB port or the like. 
[0007] Other advantages may become apparent from the 
folloWing detailed description When taken in conjunction 
With the draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] The present invention is illustrated by Way of 
example and not limited in the accompanying ?gures in 
Which like reference numerals indicate similar elements and 
in Which: 
[0009] FIG. 1 is an illustrative example block diagram of a 
headless server appliance con?gured to operate in a normal 
mode and diagnostic mode for communicating primitives 
With a client device. 
[0010] FIG. 2 is an illustrative example block diagram of a 
headless server appliance con?gured to operate in a normal 
mode and diagnostic mode via hardWare. 
[0011] FIG. 3 is a block diagram generally representing a 
headless server appliance coupled to a client device in Which 
the client device can access components of the headless 
server appliance via an API set. 
[0012] FIG. 4 is a block diagram generally representing a 
headless server appliance coupled to a client device in Which 
the client device can access a hard disk drive of the headless 
server appliance via a virtual device driver. 
[0013] FIG. 5 is a block diagram generally representing a 
headless server appliance coupled to a client device in Which 
the client device can run diagnostic programs or a recovery 
process With respect to the headless server appliance. 

DETAILED DESCRIPTION 

[0014] Various aspects of the technology described herein 
are generally directed toWards a headless server appliance 
that can be booted into a special operating mode, referred to 
herein as a diagnostic mode, in Which the server enters a state 
in Which another device can communicate With the server. In 
general, the other device can couple to the headless server 
appliance, Whereby the headless server appliance is tempo 
rarily accessed and/or controlled (at least in part) via the 
remote device. 

[0015] In one aspect, the headless server is equipped With a 
hardWare-based solution that alloWs a client device to couple 
to it (e.g., via USB) for interacting With one or more of the 
components of the server. For example, the server can report 
diagnostic information to the client, expose its hard drive and 
any other disk drive or drives to the client device, and so forth. 
In an alternative aspect, a hardWare and softWare solution 
alloWs a remote client device to couple to the server via a 
netWork connection (e.g., via Ethernet). The client can then 
run various diagnostic utilities and so forth, including access 
ing the server’s hard disk drive or drives. 
[0016] While example aspects described herein are gener 
ally directed toWards a client personal computer as the 
coupled device that accesses one or more hard disks on the 

headless server appliance, this is only one common scenario; 
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other possibilities include using other types of remote 
devices, and other types of access and control, such as chang 
ing BIOS settings. Essentially any type of computing device 
that can couple for communication With a server in any Way 
may act as a remote device, including personal computers, 
hand-held devices, personal digital assistants, cell phones and 
so forth. 

[0017] At the same time, any suitable communications 
medium and protocol may be used, and any readable and/or 
Writeable component or components Within the headless 
server appliance (e.g., memory, other nonvolatile storage and 
so forth) may be accessed. Still further, as described beloW, 
any of various mechanisms may be used to enter the server 
into the diagnostic mode, including hardWare-based trigger 
ing mechanisms, or a combination of hardWare and software. 
[0018] As such, the present invention is not limited to any 
particular embodiments, aspects, concepts, structures, func 
tionalities or examples described herein. Rather, any of the 
embodiments, aspects, concepts, structures, functionalities or 
examples described herein are non-limiting, and the present 
invention may be used various Ways that provide bene?ts and 
advantages in computing and networking in general. 
[0019] In general, an aspect of the technology described 
herein is directed toWards operating a headless server appli 
ance running commodity personal computer hardWare, and/ 
or a traditional operating system With relatively feW modi? 
cations (such as Microsoft® Windows@ Server) that is 
otherWise not ordinarily intended to operate on headless sys 
tem hardWare. To achieve a server appliance that is headless, 
the server needs to be capable of being restored to Working 
state in the event of operating system or hard disk failure, and 
capable of being administered, e.g., con?gured, maintained 
and/ or diagnosed. 
[0020] FIG. 1 shoWs an example block diagram in Which a 
headless server appliance 110 that is based on commodity 
personal computer hardWare. As is typical, the example com 
puter system 110 of FIG. 1 includes a processing unit (CPU) 
116, Which is coupled via a Northbridge chip 118 to RAM 
120. Note that being headless, no graphics processing unit 
(GPU/ Card) is required. 
[0021] As is also typical, a Southbridge chip 114 is shoWn 
as connecting to a netWork interface card (N IC) 122 for 
remote connectivity, to nonvolatile storage (e.g., a hard disk 
drive) 124 that includes the primary operating system, and 
(optionally, as shoWn via the dashed representation) to at least 
one other interface (e.g., a USB A port) 126 for device con 
nectivity. Being that the server 110 is intended for use in 
serving ?les, serving content and so forth, one or more other 
nonvolatile storage devices such as hard disk drive or drives 
128 may be present in (or otherWise coupled to) the headless 
server appliance 110. Note that one or more of the other hard 
disk drive or drives 128 can alternatively connect through the 
port 126. 
[0022] As represented in FIG. 1, in addition to the normal 
reboot mechanism 140 (e.g., a main poWer button coupled to 
normal BIOS normal boot logic 142), a secondary actuation 
mechanism 144 such as a small button (e.g., labeled “Server 
Diagnostics” or the like) is present in or coupled to BIOS 
secondary boot logic 146 of the headless server appliance 
110. Note that as indicated by the dashed line, the BIOS 
normal boot logic 142 and BIOS secondary boot logic 146 are 
likely incorporated into the same physical chip package, With 
different booting code. For example, the secondary actuation 
mechanism may set a small hardWare register read by a single 
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BIOS component during boot; if the BIOS sees that the reg 
ister is turned on, it uses the secondary logic 146 to boot in the 
diagnostic mode. 
[0023] When triggered, the secondary boot logic 146 enters 
the server 110 into a diagnostic operating mode, as described 
beloW. Any type of secondary actuation mechanism 144 may 
be used to trigger the secondary BIOS boot logic 146, but is 
typically one that requires some physical human intervention, 
such as a button, a smartcard insertion, connection of a USB 
device such as a personal computer or thumb drive, and so 
forth. It is also feasible to have the secondary actuation 
mechanism remotely activated, such as special key sent over 
the netWork connection; note hoWever that the server 110’s 
primary operating system may be inoperable, and thus any 
remote activation Would require special detection circuitry 
that Works independently of the primary operating system. It 
is also feasible to have non-human intervention, such as a 
timer or sensor that automatically triggers the secondary 
reboot, such as When the headless server appliance is not 
responding correctly to pings or the like. 
[0024] Regardless of hoW triggered, actuating the second 
ary actuation mechanism 144 causes the secondary BIOS 
boot logic 146 to boot the server 110 into the diagnostic mode. 
In general, the diagnostic mode is a special operating mode 
Which may be accomplished entirely in hardWare or With 
softWare assistance, in Which loW-level hardWare commands 
(primitives) may be used to interact With the headless server 
appliance 110. For example, via such hardWare primitives, 
the server’s internal hard disks may be exposed to a Working 
client computer via a netWork medium. 
[0025] In one example implementation represented in FIG. 
1, ?ash ROM 150 or the like on the server 110 may contain a 
secondary (custom and/or largely static) operating system 
(e.g., based on Microsoft® WindoWs® Preinstallation Envi 
ronment) that is booted When the secondary actuation mecha 
nism 144 is pressed. Note that as represented by the dashed 
line, the ?ash 150 (e. g., on a USB thumb drive) alternatively 
may be externally coupled via the port 126. Any suitable 
internal or external storage device, such as a USB thumb 
drive, a CD-ROM drive, and so forth may be coupled via the 
interface 126 to provide the secondary operating system. 
[0026] In this example implementation, the secondary 
operating system is very limited and relatively small (e. g., on 
the order of 256 MB), and in general alloWs the headless 
server appliance 110 to connect to a remote client device 160 
on the netWork. For example, the secondary operating system 
may use a communication protocol that provides primitives 
that expose the server’s hard disk 124 containing the server’s 
primary operating system over a TCP/IP netWork to a client 
computer, e.g., using the server’s built-in Ethernet adapter 
122 or other IP-capable netWork adapter. Files and/or other 
allocation units such as clusters or sectors on the hard drive 
124 containing the primary operating system may thus be 
accessed. Optionally, some or all of the server’s other hard 
disks 128 may be exposed in the same manner. 

[0027] FIG. 1 thus represents a softWare and hardWare 
based solution, Which When booted, hands off control to a 
?ash medium (or external device) 150 or the like containing 
the secondary operating system. The secondary operating 
system exposes internal components of the headless server 
appliance 110 via a netWork protocol. 
[0028] FIG. 2 represents an alternative Way to implement 
such a diagnostic mode, that is, by providing a single device 
side interface 226 added to the server, such as an appropri 
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ately labeled USB B port, e.g., “Server Diagnostic Port” or 
the like. Note that the components of FIG. 2 are basically like 
those of FIG. 1, (labeled 2xx instead of lxx), except that the 
interface 226 is not optional, and a client computing device 
250 is shoWn as being coupled via the port 226. For example, 
When coupled, the client computing device 250 sees the 
server 210 as one or more USB devices including a USB hard 

disk (that is the server’s primary disk), as described beloW. 
[0029] In the example of FIG. 2, server hardWare, in com 
bination With BIOS softWare, thus exposes a USB hub 256 
over the USB B port 226, although as can be readily appre 
ciated other types of ports (e.g., serial, parallel, Wireless, 
infrared and so forth are feasible). As represented in FIG. 2, 
the hub 256 may internally be coupled to (or have externally 
inserted as needed) a USB mass storage device 258 that 
controls and/or accesses the primary hard disk 224 containing 
the server’s primary operating system. Optionally, the USB 
mass storage device 258, or one or more additional USB mass 

storage devices (not explicitly shoWn in FIG. 2), can be used 
to expose the server’s other hard disks 228. 
[0030] In the diagnostic mode of FIG. 2, the server 210 
exposes at least the server’s hard disk 224, e.g., as a USB mass 
storage device (causing a coupling to a client computer as 
generally represented in FIG. 4). The server 210 also may 
expose a diagnostic mode API (described beloW) as one or 
more USB devices. To this end, the hardWare-based solution 
of FIG. 2 may include its oWn internal logic, Which (e.g., by 
exposing each as a USB device) may provide full access to 
other hard disks, may include a piece of recovery softWare to 
perform diagnostics, may run a utility such as a disk check, 
may repair the primary operating system, may Write a neW 
copy of the operating system onto the disk, may recover data 
off of disks When the server is deemed likely defective, and so 
forth. The information may be reported to the client comput 
ing device 250, e.g., plugged into the USB port 226 or other 
interface. When connected, a client device can also perform 
some or all of such diagnostic and recovery functionality. 
[0031] Once operating in the diagnostic mode, Whether via 
the example of FIG. 1, FIG. 2, or via any generally similar 
implementation, as represented in FIG. 3 a client computer 
360 can be coupled to the headless server appliance (labeled 
310 in FIG. 3) via an interface 333. Typically in the example 
of FIG. 1 the interface 333 is the netWork connection via the 
netWork interface card 122, hoWever it is alternatively fea 
sible to have the client device connect via the USB port 126 of 
FIG. 1 (if present), via the NIC 222 or port 226 of FIG. 2, or 
via some other interface. 

[0032] Once coupled, the client computer 360 may perform 
any number of operations to the headless server appliance 
330. For example, the client computer 360 may run recovery 
softWare and other Well-knoWn utilities to access the hard 
disks. 

[0033] In yet another alternative, the functionality of the 
server’s main-board hardWare may be exposed to the client 
computer, e.g., via an API set 370 or the like appropriate for 
the chosen netWork medium. For example, this API set may 
alloW for such operations as the con?guration of server BIOS 
settings, reprogramming of the server’s BIOS and/or Flash, 
executing and reporting the results of built-in hardWare diag 
nostics, and so forth. In this manner, the client device 360 can 
adjust settings Within the BIOS 346 (and/or perform a ?ash 
update), Whereby the BIOS settings can be changed Without 
needed a local keyboard, monitor, and so forth. For example, 
the secondary operating system can accept a neW BIOS 
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image, or if the BIOS is ACPI compliant, the client can update 
the BIOS settings via the APIs. 

[0034] FIG. 4 shoWs another Way in Which a coupled client 
device 460 may be used, namely to obtain access to a hard 
disk of the headless server appliance. In this example, the 
client includes a virtual disk driver 490 that essentially makes 
remote disk 424 look like a local drive on the client, e.g., using 
a disk drive letter (e.g., x:\). Any additional disks 428, 429 
may be similarly accessed via different letters. 

[0035] FIG. 5 is another example Way in Which a client 
device 560 may be used, namely to restore (or update) the 
headless server appliance With an operating system image via 
a recovery process 594. For example, the client device 560 
may include or be coupled to a CD ROM drive 596 into Which 
a recovery disk 597 (e. g., containing the original primary 
operating system) may be read to Write the operating system 
image back to the hard drive 524 of the headless server appli 
ance 510. Other media may be used for storing the image, 
including the client’s hard drive, a netWork source, and so 
forth. As can be appreciated, in this manner, a corrupted 
image may thus be replaced, and/ or use of a bad sector or the 
like may be avoided. 

[0036] Alternatively, the client device 560 may run a diag 
nostic program 598 or other utility, such as stored on a com 
pact disk 599. Again, other media may be used for storing the 
diagnostic program 598 or other utility, including the client’s 
hard drive, a netWork source, and so forth. 

[0037] As can be readily appreciated, once a server is 
operational in the diagnostic mode and connected to a Work 
ing computer, the technology achieves the general equivalent 
of having booted the server into a secondary operating sys 
tem, in Which any number of existing repair and recovery 
utilities can be executed. Full restoration of the primary oper 
ating system to factory shipped condition is possible by imag 
ing the operating system partition of the server’s hard disk. 
Further, if the API set 370 represented in FIG. 3 is imple 
mented, mainboard hardWare diagnostics and programming 
can be performed via the server 110 and/or client device 360 
using special-purpose utilities as Well as general purpose 
utilities. 

[0038] Thus, to summariZe, there is provided technology 
directed toWards exposing one or more hard disks of a head 
less server appliance (using a hardWare-only or hardWare and 
softWare solution) to a Working computer, such as via a net 
Work medium. This occurs selectively, such as When a hard 
Ware button on the appliance device is pressed. 

[0039] Further, the technology provides for exposing main 
board programming and diagnostic functionality of a head 
less server appliance (using a hardWare-only or hardWare and 
softWare solution) to a Working computer via an API, e.g., 
over a netWork medium, again selectively, such as When a 
particular hardWare button on the appliance device is pressed. 
[0040] Still further, there is facilitated the restoring of the 
server’s operating system to factory condition from a Working 
computer by imaging the operating system partition of the 
server’s hard When attached such as represented in FIG. 5. 

[0041] While the invention is susceptible to various modi 
?cations and alternative constructions, certain illustrated 
embodiments thereof are shoWn in the draWings and have 
been described above in detail. It should be understood, hoW 
ever, that there is no intention to limit the invention to the 
speci?c forms disclosed, but on the contrary, the intention is 
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to cover all modi?cations, alternative constructions, and 
equivalents falling Within the spirit and scope of the inven 
tion. 
What is claimed is: 
1. In a computing environment having a headless server 

appliance, a system comprising: 
a secondary actuation mechanism that When actuated 

enters the headless server appliance into a diagnostic 
mode, in Which primitives are communicated betWeen a 
client device coupled to the headless server appliance. 

2. The system of claim 1 Wherein the secondary actuation 
mechanism comprises a button. 

3. The system of claim 1 further comprising a hard disk 
Within the server appliance, and Wherein the primitives pro 
vide the client device With access to the hard disk. 

4. The system of claim 3 Wherein access to the hard disk is 
exposed as a USB mass storage device via a USB port. 

5. The system of claim 1 further comprising a BIOS 
coupled to the secondary actuation mechanism, the BIOS 
activated by the secondary actuation mechanism to enter the 
headless server appliance into the diagnostic mode. 

6. The system of claim 5 Wherein the primitives provide the 
client device With access to the BIOS. 

7. The system of claim 1 Wherein the client device couples 
to the headless server appliance over a netWork connection. 

8. The system of claim 1 Wherein the diagnostic mode 
corresponds to a secondary operating system that is operated 
in response to actuation of the actuation mechanism. 

9. The system of claim 8 Wherein the secondary operating 
system is contained in a ?ash memory incorporated into or 
coupled to the headless server appliance. 

10. The system of claim 8 further comprising anAPI set by 
Which the client device communicates at least one call to the 
secondary operating system. 

11. The system of claim 8 Wherein the secondary operating 
system performs at least one functionality of a set, the set 
including, providing access to a hard disk, running recovery 
software, performing diagnostics, running a utility, running a 
disk check, repairing a primary operating system, Writing a 
neW copy of the operating system onto the hard disk, recover 
data off of at least one hard disk, or any combination thereof. 

12. The system of claim 1 Wherein the client device 
includes a virtual disk driver that provides access to a hard 
disk of the headless server appliance. 
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13. The system of claim 1 Wherein the client device oper 
ates a diagnostic program that communicates With the head 
less server appliance, or operates a recovery process that 
Writes a primary operating system to a storage medium of the 
headless server appliance, or operates both the diagnostic 
program and the recovery process. 

14. In a computing environment having a headless server 
appliance, a system comprising: 
means for entering the headless server appliance into a 

secondary state in Which a secondary operating system 
is run; and 

means for communicating primitives betWeen a client 
device coupled to the headless server appliance When in 
the secondary state. 

15. The system of claim 14 Wherein the means for entering 
the headless server appliance into the secondary state com 
prises an actuation mechanism coupled to a BIOS component 
that loads the secondary operating system. 

16. The system of claim 14 Wherein the means for commu 
nicating primitives includes anAPI set that exposes program 
ming or diagnostic functionality of the headless server appli 
ance, or both, to the client device. 

17. The system of claim 14 Wherein the means for commu 
nicating primitives includes a mechanism for accessing data 
of at least one hard disk of the headless server appliance via 
the client device. 

18. In a computing environment having a headless server 
appliance, a system comprising: 

a storage medium of the headless server appliance; and 

means for restoring a primary operating system image to 
the storage medium, including running a secondary 
operating system on the headless server appliance that 
couples the headless server appliance to a source of the 
primary operating system image. 

19. The system of claim 18 Wherein the secondary operat 
ing system includes means for coupling the headless server 
appliance via an interface to a client device that corresponds 
to the source of the primary operating system image. 

20. The system of claim 18 Wherein the interface comprises 
a netWork connection. 

* * * * * 


