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DATA STORAGE SYSTEM AND PROCESS 

RELATED APPLICATIONS 

[0001] This application is a continuation of US. patent 
application Ser. No. 11/271,104, entitled DATA STORAGE 
SYSTEM AND PROCESS, ?led on Nov. 10, 2005, issued as 
US. Pat. No. 7,343,460 on Mar. 11, 2008; Which is continu 
ation of US. patent application Ser. No. 09/588,242, entitled 
PRODUCING A MASS STORAGE BACKUP USING A 
LOG OF WRITE COMMANDS AND TIME INFORMA 
TION, ?led on Jun. 6, 2000, issued as US. Pat. No. 7,334,098 
on Feb. 19, 2008; all of Which are incorporated herein by 
reference in their entireties. 

FIELD OF THE INVENTION 

[0002] The present invention relates to data storage systems 
and, in particular embodiments, to data storage systems that 
provide the ability for continuous up to date backup of a 
computer hard disk drive. 

BACKGROUND OF THE INVENTION 

[0003] Since the beginning of computer systems there have 
been computer system failures, crashes, poWer outages and 
other conditions that result in data loss. Often When a com 
puter system fails, the data Within the computer system, 
Which is not stored on a nonvolatile media storage device, is 
lost. To prevent the loss of computer data, users of computer 
systems have implemented a variety of schemes to protect 
computer data from loss. One method of preventing loss of 
computer data is through data backup schemes. Backup 
schemes, in general, protect computer data by copying data to 
a storage device, Which can then be accessed if the original 
data is lost or corrupted. 
[0004] Because of the proliferation of computer data, for 
example Within a company Wide netWork, facilities for back 
ing up large amounts of data are relatively common. One 
common scheme for backing up data, for example in a net 
Work, is to take a snapshot of the data during a period of loW 
user activity. For example, many computer systems are com 
monly backed up at night When feW or no users are using the 
system. A common method of backup is to merely copy all of 
the data on hard disks to a mass storage media such as a tape 

or RAID (Redundant Array of Inexpensive Disks). 
[0005] As the amount of data Within a netWork increases, 
daily backups of the entire data Within a system may become 
impractical. Most systems commonly limit the data backed 
up to include only those ?les Which have been changed during 
the course of a day. While the method of backing up only the 
?les that have changed can ease the backup burden, the pro 
cess of restoring of the data after a catastrophic failure can 
require loading data from multiple sequential days. Nonethe 
less, netWork backup systems are still commonly snapshot 
based, that is they run periodicallyicommonly once per day. 
In large systems, in Which only the changed ?les are backed 
up once per day, a full system back up is commonly per 
formed once per Week, for example, on the Weekends. 
[0006] There are several di?iculties With these common 
schemes of computer system backups. A ?rst obvious di?i 
culty arises because, although the ?les are backed up once per 
day, a failure during the day can cause the loss of several hours 
of data or Work product. Another dif?culty can arise because, 
during the back up period, a large amount of netWork band 
Width may be consumed in transferring ?les to a backup 
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system. This bandWidth usage requirement can interfere With 
other system functions that may be running concurrently. 
[0007] Some systems have attempted to deal With the prob 
lem of losing several hours of data, Which can occur if a 
backup is only done once per day, by increasing the frequency 
of backups. For example, some Word processing programs 
may have facilities to store the open ?les on a timedbasis. The 
method of storing ?les on a timed basis can someWhat alle 
viate the problem of losing many hours of data due to a 
catastrophic failure. The continual storing of ?les from many 
users in a netWork can consume a large amount of the netWork 

bandWidth, hoWever, thereby sloWing doWn all users. In addi 
tion to sloWing doWn the netWork response time by burdening 
the netWorks With the extra backup traf?c, the usable band 
Width and hence the capability and ef?ciency of the netWork 
is reduced. 
[0008] Because of the aforementioned di?iculties in cur 
rent systems there is a need for ef?cient continuous backups 
that can minimize the loss of data during a catastrophic failure 
and yet not adversely impact the functioning of the computer 
system With excessive backup tra?ic. 

SUMMARY OF THE DISCLOSURE 

[0009] Accordingly, to overcome limitations in the prior art 
described above, and to overcome other limitations that Will 
become apparent upon reading the present speci?cation, pre 
ferred embodiments of the present invention relate to a sys 
tem and method for enabling ef?cient continuous backups of 
mass storage Within a computer system. 
[0010] A preferred embodiment of the present invention 
provides the ability to restore data up to an arbitrary time, or 
up to the point that a failure occurred. 
[0011] In particular, preferred embodiments of the present 
system provide a continuous backup capability in Which, 
instead of storing snapshots of the system data at any particu 
lar time creates a continuous record of data changes. 
[0012] In one illustrative embodiment, a system and pro 
cess for enabling e?icient continuous backups is based on 
log-assisted disk technology (LAD). One embodiment of the 
LAD comprises a softWare layer that is added to an operating 
system’s normal disk interface. The LAD softWare alloWs 
extra capabilities to be added to the disk interface. A disk 
interface With a LAD softWare layer looks and acts just like a 
normal disk drive interface to the operating system. Its opera 
tion can also be transparent to the user. 
[0013] In an exemplary LAD based system, implemented 
on a Workstation Within a computer netWork, data Written to 
the LAD is also queued for transmission to a separate storage 
program running on a server. Data is sent to the storage server 
in the order in Which it Was Written to the LAD. These ordered 
transmissions of data alloW the storage server to maintain a 
complete copy of the data Written to the LAD. Because the 
storage server maintains a complete copy of the data Written 
to the LAD the storage server can determine for any point in 
time all of the data that Was current as of that time. This 
facility alloWs the creation of a virtual disk image of the local 
Workstation hard disk as it Was at any particular point in time. 
The server then can provide complete backup coverage of all 
data Written to the Workstation disk, an improvement over a 
daily-snap shot system, Which only captures data at the time of 
the snapshot. Another bene?t of the LAD system is that it can 
serve as a backup for both inactive and active ?les. 
[0014] In a further embodiment of a system containing 
LAD capability, the disk activity Which is queued for trans 
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mission to the server is sent only during periods in which the 
tra?ic on the network is light. In this manner continual backup 
of the workstation data does not adversely impact the overall 
performance of the network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] Referring now to the drawings in which consistent 
numbers refer to like elements throughout. 
[0016] FIG. 1 is a block diagram of a prior art backup 
system in which a workstation is backed up using a network 
connection. 
[0017] FIG. 2 is a block diagram according to an embodi 
ment of the invention in which a workstation is backed up 
using a network connection. 
[0018] FIG. 3 is a block diagram according to an embodi 
ment of the invention in which the function of a log-assisted 
disk is illustrated. 
[0019] FIG. 4 is an exemplary embodiment of the invention 
implemented on a single workstation. 
[0020] FIG. 5 is an illustration of data structures used to 
implement a log-assisted disk based system (LAD) according 
to an embodiment of the invention. 

[0021] FIG. 6 is a graphical representation of a portion of 
the data structures of a log assisted disk system according to 
embodiments of the invention in which the log assisted disk 
construct is further used to increase the ef?ciency of disk 
accesses. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0022] In the following description, reference is made to 
the accompanying drawings, which form a part hereof, and in 
which is shown by way of illustration speci?c embodiments 
in which the invention may be practiced. It is to be understood 
that other embodiments may be utiliZed as structural changes 
without departing from the scope and inventive concepts of 
the present disclosure. 
[0023] Accordingly embodiments of the present invention 
relate, generally, to continuous backup systems implemented 
on any computing platform. However, for the purposes of 
simplifying this disclosure, preferred embodiments are 
described herein with relation to backups performed for 
workstations connected to a network. This exemplary 
embodiment is chosen as an example likely to be familiar to 
those skilled in the art, but is not intended to limit the inven 
tion to the example embodiment. Those skilled in the art will 
recogniZe the wide applicability of the inventive aspects dis 
closed herein. Accordingly, the examples disclosed are 
intended to illustrate the inventive aspects of this disclosure, 
and not to limit them to a particular form or implementation. 

[0024] FIG. 1 is a block diagram illustrating an example of 
a prior art backup system. In FIG. 1, a workstation 101 is 
backed up using network 127. An application running on 
workstation 101 performs writes 105 that will be recorded on 
the mass storage device of the workstation, in the present 
example disk 117. The application 103 writes 105 are 
accepted by the operating system 107. The operating system 
changes the application writes into sector writes 109, each of 
which comprise a sector address 111 and data 113. The sector 
writes are communicated to a disk controller 115, which then 
performs the actual sector writes to the disk 117. At a desig 
nated period, for example once per day or on command, a 
backup is performed. The backup communicates copies of the 
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?les on disk 117, which have been changed since the last 
backup, to a network interface card (NIC) 119. In the present 
exemplary embodiment the network interface card 119 com 
prises an ethernet card. The card is connected to an ethernet 
cable 121, which is then further connected to a server 123. 
The server receives the communications from the network 
interface card 119 across the ethernet 121 and writes the 
communications to the mass storage 125. In this way any ?les 
that are changed on disk 117 during a particular day will be 
copied to the mass storage 125, to preserve them in case of 
catastrophic failure within the workstation. 
[0025] FIG. 2 represents a workstation according to one 
embodiment of the present invention. The workstation 201 
runs an application 103, which proceeds to issue application 
writes 105, as described above. The writes 105 are accepted 
by an operating system 107 and converted into sector writes 
109. The sector writes each comprise a sector address 111 and 
sector data 113. In the present example items 103 through 
113, in the illustrative embodiments of FIG. 2, may be iden 
tical to the similarly numbered items in FIG. 1, the prior art 
system. 
[0026] Sector writes 109 are communicated to a log-as 
sisted disk LAD 203. The log-assisted disk system 203 accu 
mulates the sector writes 109 and time stamps sector writes 
with a workstation clock 205 time. At predetermined times, 
which may be when a log assisted disk queue is nearly full, at 
pre-determined time intervals, or when there is minimal traf 
?c on the network, the new data structure comprising the 
sector writes 1 09 which have been time stamped by the work 
station clock 205 are provided to the network interface card 
119. The network interface card 119, illustratively an Ether 
net card, couples the sector writes time stamped by the work 
station clock into the Ethernet 121 and further to the server 
123 then to a mass storage 125. 

[0027] In the present example, however, instead of mass 
storage containing changed ?les the mass storage contains a 
log of the sector writes to the disk. The sector writes also have 
been time stamped by the workstation clock 205 so that the 
time when each was generated by the operating system is 
known. Additionally, since the log assisted disk system may 
write to a mass storage through the network many times per 
day, for example during periods in which the network traf?c 
is low, the need for a ?xed backup period can be eliminated. 
[0028] In a further embodiment, the LAD 203 may be con 
trolled to write to mass storage 125 through the network 127 
as the writes occur. In this manner, if a catastrophic event 
should befall the workstation 201, minimal or no data is lost 
because all writes are effectively being continuously recorded 
in the mass storage 125. 
[0029] An additional advantage provided over the periodic 
backup is that the original system data can be recreated with 
a ?ne granularity. This means that the most data which can be 
lost is that waiting to be written to the network from the LAD. 
The latency period between writes of the log assisted disk 
system 203 to the mass storage of the network 125 may be 
made as short as desired. If the period were made to equal ?ve 
minutes then the most data that a catastrophic failure at the 
workstation 201 could cause would be the data that had 
occurred in writes of ?ve minutes since the last log assisted 
disk transmission. 
[0030] Additionally, since the mass storage contains a log 
of events on, as opposed to a simple recording of the last 
updated version of each ?le, the workstation disk 117 can be 
re-created up to any given time within the log. The ability to 
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recreate the Workstation disk can be very useful if an appli 
cation for example Were to cause a catastrophic failure at the 
Workstation 201. The Writes of the application could then be 
traced through the log-assisted disk and a neW disk could be 
created that mirrored the old Workstation disk 117. The neW 
disk record could be recreated up to any point in time Within 
the log, including the point for example When the application 
causing the catastrophic failure Was initiated. Because the 
disk can be recreated as it existed at any time up until the 
failure the backup system provides great ?exibility. 
[0031] FIG. 3 is a more detailed description of the operation 
of a log-assisted disk system according to an example 
embodiment of the invention. Sector Writes 109 containing a 
sector address 111 and sector data 113 are communicated to 
the log-assisted disk (LAD) 203. The sector Writes 109 are 
also communicated from the LAD to a disk controller 115, as 
needed for recording on the Workstation disk 117. The sector 
Writes 109 are also time stamped 303 by the Workstation clock 
205, or other source of time information, and then passed into 
the log assisted disk queue 305. The log queue 305 queues the 
sector Writes along With their time stamp until such time as 
they are to be Written to the netWork. When it is time for the 
LAD queue to be Written to the netWork, the queue is com 
municated to the netWork interface card 1 19, in the illustrated 
example an ethemet card, and then to the ethernet 121 and 
further to server 123 and the mass storage unit 125. 

[0032] FIG. 4 is an example of a backup system Within a 
Workstation according to a further embodiment of the inven 
tion. As in the previous FIGS. 1, 2 and 3, sector Writes 109 
containing sector addresses 111 and data 113 are accepted by 
the log-assisted disk system 403. The sector Writes are then 
provided by the log-assisted disk system 403 to the disk 
controller 115, Which Writes the sector addresses and data to 
the disk 117 utiliZing normal disk Writes 407. In addition, the 
sector Writes are time stamped by Workstation clock 205 and 
are queued Within the log assisted disk 403 so as not to 
interfere With the normal disk Writes 407. The time stamped 
sector Writes are then Written into a log ?le 405 and onto disk 
1 17 by the disk controller 1 15. Other embodiments, instead of 
using a Workstation clock, may use other sources of time. 
Time may come from a netWork clock, an independent time 
sourceisuch as one synchronized to a particular time stan 
dard, or a variety of other sources. 

[0033] In a multi-disk system, the log ?le 405 may be 
Written to a second physical disk that is different from the disk 
being used to record normal disk Writes 407. If the ?rst disk to 
Which the normal disk Writes 407 Were occurring fails, the log 
?le on the second disk could be used to recreate the state of the 
?rst disk prior to the failure of the ?rst disk. 

[0034] UtiliZing this system of tWo disks, one containing a 
LAD system, also provides a sophisticated “undo” capability. 
So, for example, if an operator of the Workstation decided that 
they needed to undo several hours of Work they could use the 
log ?le to recreate the state of the disk as it Was several hours 
previously. In addition, the log ?le 405 Would be generating, 
in effect, a continuous backup of the normal disk Writes 407. 
The examples of storage devices herein are illustrated herein 
With respect to hard disk drives. Those skilled in the art Will 
recogniZe that any storage medium or device can be used With 
the inventive techniques disclosed herein. The hard disk has 
been chosen as the illustrative device only because it is an 
example likely to be familiar to those skilled in the art because 
of its Widespread popularity. No limitations on the inventive 
techniques should be inferred because a hard disk has been 
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chosen as the illustrative memory device. Devices such as 
removable media, tape, Writable CD-ROMS, WORM (Write 
Once Read Many) ?ash memory, EEPROM (Electrically 
Erasable Programmable Read Only Memory) as Well as other 
storage devices may be used. The inventive techniques dis 
closed herein are applicable to storage devices, combinations 
of storage devices and systems in general. 
[0035] FIG. 5 is an illustration of example log assisted disk 
data structures. Since the log-assisted disk system is, effec 
tively, a change record, it must have a point in time With Which 
to reference the change. Ideally, the log-assisted disk is 
started When the hard disk drive is ?rst put into use and 
therefore any intermediate state of the hard disk may be 
recreated upon a failure. If the hard disk is already in use, a 
snapshot of the disk 501 can be taken, for example, as part of 
the initial operation of the log assisted disk system. A snap 
shot of the disk is a copy of all the Written sectors of the disk. 
The snapshot of the disk is set to correspond, for example, to 
time Zero and copied onto a backup unit, such as the mass 
storage unit 125. Once the snapshot of the disk has been 
stored on the mass storage 125, the log assisted disk system 
has ascertained a beginning point and can record any subse 
quent change to the snapshot image. Changes comprise the 
time of the sector Writes, the actual sector being Written, and 
the sector data 507. The disk can be then recreated to a time 
end 509 by taking the snap shot of the disk 501 and performing 
the data Writes 507 to the sectors 505 that exist betWeen time 
Zero and time N. Of course any intermediate state of the disk 
Within the log can also be recreated. Alternatively a particular 
Write can be ascertained. 

[0036] The log assisted disk system may also be used to 
ascertain various metrics regarding the changes in a computer 
system. For example, a computer system controlling a pro 
cess or recording data events could use a LogAssisted Disk in 
order to determine the time at Which events happened, peri 
odic activity in a system, pro?les of and volume of events 
Within a system. In essence the history of activity in a system 
Would be captured and that history could be mined for any 
inherent data present Within that history of activity. 
[0037] FIG. 6 is an illustration of an operation of a log 
assisted disk system to produce a backup With a minimum of 
sector Writes. At time one in FIG. 6, sector (N-l) and (N+l) 
are displayed. At time one the data of sector (N-l) has data 
(1), the data of sector N has data(1) and the data of sector 
(N+l) has data(1). At time tWo, sector N has data(2) and 
sector (N +1) has data(2) Written to it. At time three, data(3) is 
Written into sector (N-l), data(3) is Written into sector N and 
nothing is Written into sector (N+l) so data(2) still exists 
Within sector (N +1). As can be seen from the illustration in 
FIG. 6, by implementing a smart log assisted disk, data(2) in 
sector N, i.e. 601, need never be Written to the backup. This is 
because sector N started With data(1), had data(2) Written to it 
and then Was overwritten by data(3). Therefore, data(2), i.e. 
601, is only an intermediate state of the disk to be destroyed 
by a future Write in normal disk operations. 
[0038] By maintaining a smart sector map such as illus 
trated in FIG. 6, intermediate values of the sectors need not be 
Written as a backup. Only ?nal values of a sector during any 
time period need be Written as a backup. This of course Would 
eliminate the ability to recreate a data disk at any point in 
time. HoWever, in netWorks With heavy tra?ic this embodi 
ment might be an acceptable compromise in order to mini 
miZe netWork traf?c. If the smart disk technology Were 
applied only betWeen successive Writes of the LAD system to 
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the network, then at most the data that could be lost Would be 
data in the time betWeen successive LAD system Writes to the 
network backup system. This period could be limited to a 
short period of minutes or even seconds. 
[0039] Many operating systems control sector Writes to 
blocks of a hard disk using various types of algorithms. For 
example, storage blocks might be arranged into a queue and 
the least recently used block used by the operating system. 
Such operating system embodiments of log assisted disks 
might be changed so that the most recently used blocks of a 
hard disk are reused Whenever possible. By placing the 
emphasis of reusing blocks in a hard disk system, a smart log 
assisted disk can eliminate a larger number of sector Writes 
and thereby further minimiZe the netWork tra?ic necessary to 
backup a system using a log assisted disk. A log-assisted disk 
system can provide a ?exibility Within computer systems that 
Was previously unknoWn in backup systems. 
[0040] A log-assisted disk system could also be used for 
creating parallel or mirror sites at different locations. Using a 
log assisted disk system, data could be posted, for example, as 
it occurred, to a number of sites that Were interested in the 
same data. Each remotely computed site Would then have a 
hard disk copy of the data that Was used to create the initial 
site. And applications such as remote databases could be 
continuously kept up to date While, in effect, providing a 
backup for the original data disk. 
[0041] The Log Assisted Disk system can provide backup 
for personal computers as Well as Workstations connected to 
a netWork, as for example shoWn in FIG. 3. The netWork 
interface card 1 19 coupled to an ethernet connection is merely 
one example of interconnection that the LAD system might 
employ. 
[0042] The NIC could also provide connection via a phone 
line, digital subscriber line (DSL), cable modem, or other 
connection to the Internet. The Internet can then provide the 
connection through a server 123 connected to the lntemet to 
a remote mass storage 125. 

[0043] Additionally the NIC 119 need not even connect to 
a netWork. The NIC 119 can, for example, connect via a 
phone line or dedicated line to a remote backup facility 
designed to accept log entries and return log entries on 
request. 
[0044] Additionally log entries could be Written directly to 
a local mass storage device, such as a tape drive, Without any 
netWork connection of any type required. 
[0045] The foregoing descriptions of exemplary embodi 
ments of the present disclosure have been presented for the 
purpose of illustration and description. It is not intended to be, 
exhaustive nor to limit the inventive concepts to the embodi 
ments disclosed. Many modi?cations and variations are pos 
sible in light of the above teaching. It is intended that the 
scope of the invention be limited not Within this detailed 
description, but rather by the claims appended hereto, Which 
appear beloW. 

What is claimed is: 
1. A method of continuous data storage, the method com 

prising: 
receiving a Write command; 
combining the received Write command With time infor 

mation, Wherein the time information indicates When the 
Write command Was received; and 

storing the Write command combined With the time infor 
mation. 
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2. The method of claim 1, Wherein combining the received 
Write command With time information comprises: 

converting the received Write command to a sector Write 
having a sector address and sector data; and 

combining the sector Write With a time stamp to create a log 
entry. 

3. The method of claim 2, Wherein storing the Write com 
mand combined With the time information comprises: 

storing the log entry in a log ?le. 
4. The method of claim 3, further comprising: 
queuing the log entry before storing the log entry in the log 

5. The method of claim 3, Wherein storing the log entry in 
a log ?le comprises: 

determining a sector address to be Written to from a 
received log entry; 

searching for log entries in the log ?le having an earlier 
time stamp Which Were Written to the same sector 

address; and 
deleting any log entries in the log ?le With an earlier time 

stamp Which Were Written to the same sector address as 
the received log entry. 

6. A computer-readable storage medium having computer 
executable instructions for continuous data storage, compris 
ing instructions for: 

receiving a Write command; 
combining the received Write command With time infor 

mation, Wherein the time information indicates When the 
Write command Was received; and 

storing the Write command combined With the time infor 
mation. 

7. The computer-readable storage medium of claim 6, 
Wherein combining the received Write command With time 
information comprises instructions for: 

converting the received Write command to a sector Write 
having a sector address and sector data; and 

combining the sector Write With a time stamp to create a log 
entry. 

8. The computer-readable storage medium of claim 7, 
Wherein storing the Write command combined With the time 
information comprises instructions for: 

storing the log entry in a log ?le. 
9. The computer-readable storage medium of claim 8, fur 

ther comprising instructions for: 
queuing the log entry before storing the log entry in the log 

10. The computer-readable storage medium of claim 8, 
Wherein storing the log entry in a log ?le comprises instruc 
tions for: 

determining a sector address to be Written to from a 
received log entry; 

searching for log entries in the log ?le having an earlier 
time stamp Which Were Written to the same sector 

address; and 
deleting any log entries in the log ?le With an earlier time 

stamp Which Were Written to the same sector address as 
the received log entry. 

11. A method of continuous data storage, the method com 
prising: 

receiving a Write command; 
converting the received Write command to a sector Write 

having a sector address and sector data; and 
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combining the sector Write With a time stamp to create a log 
entry, Wherein the time stamp indicates When the Write 
command Was received; and 

storing the log entry in a log ?le. 
12. The method of claim 11, further comprising: 
queuing the log entry before storing the log entry in the log 

?le. 

13. The method of claim 11, Wherein storing the log entry 
in a log ?le comprises: 
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determining a sector address to be Written to from a 
received log entry; 

searching for log entries in the log ?le having an earlier 
time stamp Which Were Written to the same sector 
address; and 

deleting any log entries in the log ?le With an earlier time 
stamp Which Were Written to the same sector address as 
the received log entry. 

* * * * * 


