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(57) ABSTRACT 

In a system comprising a ?rst fabric and a plurality of devices 
coupled to the fabric by Fibre Channel connections, the 
devices are logically grouped to form con?gurations and 
Zones. A con?guration includes at least one Zone, and each 
Zone includes at least one device as a member of the Zone. 

Communications between the devices is restricted according 
to the con?guration currently in effect. For example, one 
device may be permitted to communicate With another device 
only if they are members of a common Zone. 
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METHOD AND SYSTEM FOR CREATING 
AND IMPLEMENTING ZONES WITHIN A 

FIBRE CHANNEL SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a division of US. patent appli 
cation Ser. No. 11/748,612 ?led May 15, 2007; Which is a 
division of US. patent application Ser. No. 10/780,147 ?led 
Feb. 17, 2004; Which is a continuation of US. patent appli 
cation Ser. No. 09/426,567 ?led Oct. 22, 1999; Which claims 
the bene?t of US. Provisional Patent Application Ser. No. 
60/105,423, “Zoning”, by David Banks, Kumar Malavalli, 
Paul Ramsay, Kha Sin TeoW, and Jieming Zhu, ?led Oct. 23, 
1998, all of Which are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] This invention relates generally to a method for 
creating and implementing Zones Within a netWork commu 
nication system, and more particularly to a method for creat 
ing and implementing such Zones for devices Within a net 
Work communication system using Fibre Channel 
connections. 
[0004] 2. Description of the Related 
[0005] As the result of continuous advances in technology, 
particularly in the area of networking such as the Internet, 
there is an increasing demand for communications band 
Width. For example, the transmission of data over a telephone 
company’s trunk lines, the transmission of images or video 
over the Internet, the transfer of large amounts of data as 
might be required in transaction processing, or videoconfer 
encing implemented over a public telephone netWork typi 
cally require the high speed transmission of large amounts of 
data. As applications such as these become more prevalent, 
the demand for communications bandWidth capacity Will 
only increase. 
[0006] Fibre Channel is a transmission medium that is Well 
suited to meet this increasing demand, and the Fibre Channel 
family of standards (developed by the American National 
Standards Institute (ANSI)) is one example of a standard 
Which de?nes a high speed communications interface for the 
transfer of large amounts of data via connections betWeen a 
variety of hardWare devices, including devices such as per 
sonal computers, Workstations, mainframes, supercomput 
ers, and storage devices. Use of Fibre Channel is proliferating 
in many applications, particularly client/server applications 
Which demand high bandWidth and loW latency I/O. 
Examples of such applications include mass storage, medical 
and scienti?c imaging, multimedia communications, transac 
tion processing, distributed computing and distributed data 
base processing applications. 
[0007] In one aspect of the Fibre Channel standard, the 
communications betWeen devices is based on the use of a 
fabric. The fabric is typically constructed from one or more 
Fibre Channel sWitches and each device (or group of devices, 
for example, in the case of loops) is coupled to the fabric. 
Devices coupled to the fabric are capable of communicating 
With every other device coupled to the fabric. 
[0008] HoWever, there are situations Where the ability to 
freely communicate betWeen all devices on a fabric is not 
desirable. For example, it may be desirable to screen off 
certain devices on a fabric in order to perform testing and/or 
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maintenance activities on only those devices, Without risking 
interfering With the other devices on the fabric. Alternately, 
devices may be segregated according to use. For example, the 
devices coupled to the fabric may be segregated in one fash 
ion during normal operation and in another fashion to facili 
tate back-ups or system maintenance. As another example, 
different levels of security may be enforced by alloWing only 
certain sets of devices to communicate With each other. As a 
?nal example, devices may be segregated according to oper 
ating system or other technical features. 
[0009] Conventional Fibre Channel fabric topologies do 
not alloW the logical segregation of devices Which are coupled 
to the same fabric. Rather, devices can be prevented from 
communicating With each other typically only if they are 
actually physically separated (e.g., coupled to different fab 
rics). HoWever, this method does not facilitate the dynamic 
re-con?guration of connections betWeen devices since each 
re-con?guration requires a physical recoupling of devices. 
[0010] Thus, there is a need to con?gure a fabric so as to 
restrict communications betWeen sets of devices connected to 
the fabric. There is further a need to be able to dynamically 
re-con?gure the fabric and to support multiple con?gurations 
of device connections. 

SUMMARY OF THE INVENTION 

[0011] In accordance With the present invention, a method 
is for use in a system comprising a ?rst fabric and a plurality 
of devices coupled to the ?rst fabric by Fibre Channel con 
nections. The method is for logically organizing the devices 
and includes the folloWing steps. A de?nition of a ?rst con 
?guration is accessed. The ?rst con?guration includes at least 
one Zone, and each Zone includes at least one device as a 

member of the Zone. Responsive to the de?nition of the ?rst 
con?guration, communications betWeen the devices coupled 
to the ?rst fabric is restricted. The ?rst con?guration may be 
an effective one of a plurality of con?gurations. The members 
of each Zone may be identi?ed in a number of Ways, including 
by the port on the fabric to Which the member device is 
coupled, by a name for the device Which is independent of the 
device’s location on the fabric, or by an arbitrated loop physi 
cal address. 
[0012] In one embodiment, communications betWeen 
devices are restricted as folloWs. When a ?rst device queries 
for the address of a second device, the address is returned only 
if the ?rst and second device are members of a common Zone. 
This prevents the ?rst device from learning the addresses of 
other devices connected to the fabric but not Within a common 
Zone With the ?rst device. Alternately or additionally, com 
munications may be restricted by blocking communications 
betWeen devices if they are not members of a common Zone. 
In another aspect of the invention, at least one Zone is char 
acteriZed by a type of communication, such as read-only 
access or a speci?c communications protocol, and commu 
nications Within that Zone are restricted to the speci?ed type 
of communication. 
[0013] In another aspect of the invention, Zoning con?gu 
ration information is stored Within the fabric itself and/or the 
Zoning functionality is implemented by the fabric. Addition 
ally, the Zoning con?guration information and/or Zoning 
functionality may be distributed among the individual fabric 
elements Which make up the fabric. 
[0014] In another aspect of the invention, a fabric element 
includes a plurality of ports, a storage medium, and a logic 
device coupled to each of the foregoing. Each port is adapted 
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to be coupled to a device by a Fibre Channel connection. The 
storage medium is for storing a de?nition of the ?rst con?gu 
ration. The logic device restricts communications for devices 
coupled to the plurality of ports, responsive to the de?nition 
of the ?rst con?guration. 
[0015] In yet another aspect of the invention, Zoning is 
implemented by softWare. 
[0016] Zoning is advantageous because it overcomes many 
of the limitations of completely open connectivity betWeen all 
devices coupled to the fabric. Zoning alloWs for the creation 
of segmentation or Zones Within a fabric. This alloWs the 
devices coupled to the fabric to be subdivided into logical 
groups of devices Without the need to physically re-con?gure 
the network. Zones may be used to create different user 
groups, test and maintenance areas, and/or security barriers 
betWeen devices. Zones are dynamic and can be easily and 
quickly changed to suit varying netWork needs. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] The present invention has other advantages and fea 
tures Which Will be more readily apparent from the folloWing 
detailed description of the invention and the appended claims, 
When taken in conjunction With the accompanying draWings, 
in Which: 
[0018] FIG. 1 is a diagram of a Fibre Channel netWork 
communication system 100 utiliZing Zoning in accordance 
With the present invention; 
[0019] FIG. 2 is a diagram of system 100 utiliZing a second 
example of Zoning; 
[0020] FIG. 3 is a How diagram ofa method of Zoning in 
accordance With the present invention; 
[0021] FIG. 4 is a diagram ofa preferred embodiment 400 
of Fibre Channel system 100 utiliZing Zoning; 
[0022] FIG. 5 is a How diagram of a preferred method of 
Zoning based on the Simple Name Server (SNS); and 
[0023] FIG. 6 is a How diagram of another preferred 
method of Zoning. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0024] FIG. 1 is a diagram of a Fibre Channel netWork 
communication system 100 utiliZing Zoning in accordance 
With the present invention. As used herein, the term “Fibre 
Channel” refers to the Fibre Channel family of standards as 
Well as other ?exible, expandable netWork connectivity sys 
tems capable of moving data over long distances and support 
ing a variety of protocols. The Fibre Channel netWork com 
munication system 100 comprises a fabric 110 and a plurality 
of devices 120, 122, and 124 and/or groups of devices 130. 
Fabric 110 is coupled to the various devices 120, 122, 124, 
and 130, and acts as a sWitching netWork to alloW the devices 
to communicate With each other. 

[0025] In the examples Which folloW, fabric 110 is a Fibre 
Channel netWork made up of one or more interconnected 
Fibre Channel sWitches (not shoWn in FIG. 1, although the 
invention is not limited to such fabrics or to Fibre Channel. 
Devices 120, 122, 124 may be any type of device, such as a 
computer or a peripheral, and are coupled to the fabric 110 
using a point-to-point topology. Fabric 110 is also coupled to 
loop 130. Loop 130 includes a hub 132 and devices 134, 136, 
and 138, Which are coupled in a loop topology. In a preferred 
embodiment, the loop 130 comprises an arbitrated loop With 
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ring connections for providing multiple nodes With the ability 
to arbitrate access to a shared bandWidth. 

[0026] In FIG. 1, Fibre Channel system 100 includes tWo 
Zones 140 and 142. Zone 140 contains device 120 and device 
122. Zone 142 contains device 124 and loop 130. Devices 
Within the same Zone may communicate With each other. 
Thus, for example, devices 120 and 122 may communicate 
With each other because they are both members of Zone 140. 
Likewise, device 124 and loop 130 may communicate With 
each other because they are both members of Zone 142. HoW 
ever, device 124 cannot communicate With device 120 
because device 124 and device 120 are not members of a 
common Zone. Similarly, device 124 cannot communicate 
With device 122; and loop 130 cannot communicate With 
either device 120 or device 122. 

[0027] Zone 140 and Zone 142 may be designated to be in 
effect at separate times or at the same time. If Zones 140 and 
142 are in effect at the same time, they Would constitute a Zone 
con?guration 150. When a Zone con?guration is in effect, all 
Zones that are members of that con?guration are in effect. 

[0028] FIG. 2 is a diagram of system 100 illustrating 
another example con?guration 210. Con?guration 210 
includes Zones 140 and 200. Zone 140 is as de?ned in FIG. 1. 
Zone 200 includes devices 120 and 124. A device may be a 
member of more than one Zone concurrently, as shoWn by 
device 120 Which is a member of both Zone 140 and Zone 200. 
Device 120 may communicate With both device 122 and 
device 124. HoWever, device 122 may not communicate 
directly With device 124, and vice versa. Furthermore, in 
con?guration 210, loop 130 may not communicate With any 
ofthe devices 120, 122, or 124. 
[0029] Note that Zone con?gurations 150 and 210 may be 
stored and recalled at various times, thus facilitating the 
implementation of Zones. For example, con?guration 150 
may be the con?guration Which is normally in effect because 
devices 120 and 122 are used by one group of people and 
device 124 and loop 130 are used by another group. Con?gu 
ration 210 may be used When loop 130 requires servicing. 
Note that in con?guration 210, loop 130 is isolated from the 
other devices, Which Would minimize any disruption to 
devices 120, 122, and 124; and devices 120 and 124 are Zoned 
together, perhaps because device 120 serves as a temporary 
substitute to loop 130. 
[0030] FIG. 3 is a How diagram of a method of Zoning in 
accordance With the present invention. In step 300, a Zone 
con?guration is de?ned. For example, in FIG. 1, Zone con 
?guration 150 Wouldbe de?ned to include Zones 140 and 142, 
each of Which is de?ned to include their respective devices. 
As noted above, any Zones Which are in effect at the same time 
make up a Zone con?guration. Hence, de?ning a Zone inher 
ently also de?nes a Zone con?guration (i.e., the con?guration 
consisting of the de?ned Zone); so step 300 is not intended to 
require the explicit de?nition of a con?guration. For example, 
in FIG. 1, supposed that there Was only one Zone: Zone 140. 
De?ning Zone 140 Would also de?ne the con?guration 
including Zone 140. In step 310, the Zoning con?guration is 
implemented. As described previously, implementation of a 
con?guration restricts communications betWeen devices 
according to the Zones in the con?guration. 
[0031] Zoning is bene?cial for a number of reasons. For 
example, it alloWs for greater ?exibility in managing a net 
Work. In one application, different Zones could be de?ned for 
different user groups With each Zone set up to meet the needs 
of the corresponding user group. Zoning can also be used to 
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set up barriers between different operating environments, to 
deploy logical fabric subsets by creating closed user groups, 
or to create test and maintenance areas that are separate from 
the rest of the fabric. Zoning allows the network to be subdi 
vided for these and other purposes in a dynamic fashion and 
without the need to restructure the physical con?guration of 
the network. This makes logically separating devices from 
each other faster, safer and easier. 
[0032] Zoning may be implemented in a variety of different 
ways and FIGS. 4-6 illustrate two preferred embodiments for 
implementing Zoning within a Fibre Channel system. FIG. 4 
is a diagram of a preferred embodiment 400 of Fibre Channel 
system 100 utiliZing Zoning. FIG. 4 shows further details of 
the fabric 110, devices 120,122 and 124, and loop 130. Fabric 
110 is comprised of three fabric elements 420, 440 and 450, 
preferably Silkworm switches series 2100, 2400, or 2800 
manufactured by Brocade. Each switch 420, 440 and 450 
contains ports to which devices may be coupled. In a pre 
ferred embodiment, these ports are implemented on Applica 
tion Speci?c Integrated Circuits (ASICs) that may be plugged 
into or removed from a switch, thus allowing modularity 
regarding what ports are supported by each switch. Different 
types of ports support different types of connections from 
devices to a switch. An F_Port is a label used to identify a port 
of a fabric that is used to directly couple the fabric to a single 
device, such as a computer or peripheral. An FL_Port is a 
label used to identify a port of a fabric that is used to couple 
the fabric to a loop. The F_Port and the FL_Ports shall be 
referenced jointly as Fx_Ports. An E_Port is a label used to 
identify an inter-switch expansion port used to connect to an 
E_Port of another switch in order to build a larger switch 
fabric. 
[0033] For this example, the relevant ports on switch 420 
are F_Ports 422 and 432 and E_Ports 424 and 434. Similarly, 
switch 440 contains an F_Port 442 and E_Ports 444 and 446. 
Switch 450 contains an FL_Port 452 and two E_Ports 454 and 
456. Switch 420 is coupled to switch 450 via E_Ports 434 and 
E_Port 454. Switch 450 is coupled to switch 440 via E_Port 
456 and E_Port 446. Switch 440 is coupled to switch 420 via 
E_Port 444 and E_Port 424. 
[0034] Devices coupled to the fabric are also identi?ed as 
ports. An N_Port is a label used to identify a device coupled 
to the fabric. Device 120 is coupled to switch 420 via N_Port 
460 and F_Port 422; device 124 is coupled to switch 420 via 
N_Port 470 and F_Port 432; and device 122 is coupled to 
switch 440 via N_Port 480 and F_Port 442. An NL_Port is a 
label used to identify a device which is coupled to the fabric 
using a loop topology. Devices 134, 136, and 138 are coupled 
to loop 130 via NL_Ports 496, 494 and 492, respectively. 
Loop 130, in turn, is coupled to switch 450 via FL_Port 452. 
The N_Ports and the NL_Ports shall be referenced jointly as 
Nx_Ports. 
[0035] Each switch 420, 440 and 450 also contains an 
embedded central processing unit (CPU) module 428,448 
and 458 which controls the switch. These CPU modules typi 
cally include some sort of processor as well as local memory. 
As part of this control, each embedded CPU module 428, 448 
and 458 provides support to its associated switch for operat 
ing a Simple Name Server (SNS) module. The SNS in a fabric 
provides address information to devices about other devices 
connected to the fabric. As part of the Fibre Channel standard, 
Nx_Ports joining a fabric typically must register their Fibre 
Channel attributes with the SNS. They typically also query 
the SNS for address information and attributes of other 
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devices (e.g., other Nx_Ports) on the fabric. In response, the 
SNS provides an address list of other devices on the fabric. If 
address information changes at a later time, for example due 
to Zoning changes, the fabric sends a change signal to each 
device to instruct them to requery the SNS for updated 
address information. 
[0036] It should be understood that the examples discussed 
herein are purely illustrative. For example, referring to FIG. 4, 
fabric 110 may be comprised of a single switch or large 
numbers of switches. Other E_Port connection combinations 
could be used to couple the switches 420, 440, and 450 
together to form fabric 1 10. Similarly, other number and types 
of ports may be contained within each switch. The composi 
tion of con?gurations 150 and 210 from FIGS. 1 and 2, and of 
the Zones within these con?gurations is also merely illustra 
tive. 
[0037] FIG. 5 is a ?ow diagram of a preferred method of 
implementing Zoning based on the Simple Name Server 
(SNS). Additional Zoning software is added to the existing 
SNS addressing functions to implement Zoning. This Zoning 
software loads Zoning con?guration information in the form 
of a database into the CPU of each switch. The Zoning con 
?guration database is replicated and propagated to each indi 
vidual fabric switch. For example, referring to the example of 
FIG. 4, each switch 420,440 and 450 wouldhave a copy ofthe 
information de?ning con?gurations 150 and 210. The SNS 
will use this Zoning con?guration information to determine 
which devices are allowed to communicate with each other 
under the Zoning con?guration in effect. Since each switch 
maintains its own copy of the Zoning information, a single 
switch failure will not interrupt Zoning enforcement to other 
devices on the fabric. 

[0038] In step 500, a device attached to the fabric queries 
the SNS regarding address information for other devices 
attached to the fabric. This typically occurs, for example, 
when a device is ?rst coupled to the fabric in order for the 
device to determine what other devices are attached to the 
fabric. If the addressing information contained in the SNS or 
the Zoning information changes, the SNS sends a signal to all 
devices instructing them to requery 500 the SNS for updated 
address information. In FIG. 4, when device 122 ?rst attaches 
to the fabric 110, device 122 may query 500 the SNS (which 
is implemented as software running on CPU 448) to learn 
what other devices are also attached to fabric 110. This infor 
mation is provided as a table of addresses with which device 
122 may communicate. If the Zoning con?guration for the 
fabric 110 changes, device 122 will receive a signal from the 
SNS instructing it to re-load the address database, in which 
case device 122 will repeat step 500. 

[0039] In step 510, the SNS processes the request for infor 
mation under standard SNS operating procedures. In the cur 
rent example, in response to device 122’s queries, an SNS 
without Zoning capability would identify devices 120 and 124 
and loop 130 as being attached to the fabric 110, and would 
return the addresses of all of these devices. Device 122 would 
then have the addresses of these other devices and would be 
able to communicate with them. 

[0040] However, a fabric with the Zoning software enabled 
performs an additional feature. If a Zone con?guration is 
enabled in the fabric 110, the SNS does not automatically 
send back a list of all devices connected to the fabric 110. 
Rather, in step 520, a Zone check is performed. The Zoning 
software uses the Zoning con?guration information to deter 
mine which devices share a common Zone. Each device 
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address to be provided to another device requesting an 
address update is checked to ensure the two devices share a 
common Zone. The SNS replies in step 540 only with the 
addresses of those devices sharing a common Zone with the 
requesting device. The addresses of devices which are not in 
the same Zone as the requesting device are not returned as 

shown in step 530 and, therefore, the requesting device does 
not know that these other devices exist. This effectively 
makes devices not within the same Zone invisible to each 
other, although they are still connected to the same fabric. 

[0041] Continuing the current example, assume that con 
?guration 150 is in effect. In response to device 122’s query 
for a list of all devices attached to fabric 110, the SNS would 
reply 540 only with the identity of device 120 since it is the 
only device sharing a Zone with device 122. The addresses of 
device 124 and loop 130 would be eliminated during the Zone 
check 520 and therefore would not be included on the list of 
addresses sent to device 122 in step 530. Hence, device 122 
wouldnot know about device 124 or loop 130, making it more 
dif?cult for device 122 to communicate with those devices. 
Without device 124’s address, device 122 cannot send mes 
sages to device 124. On the other hand, if the SNS provides to 
device 122 the correct address for a destination device, device 
122 may send messages via the fabric 110 to that destination 
device. 

[0042] In this embodiment, the functions performed by the 
SNS change depending on whether or not Zoning is imple 
mented. However, the SNS protocol itself and the manner in 
which the devices query the SNS are not changed by the 
implementation of Zoning. In other words, the various devices 
query the SNS in the same manner, regardless of whether 
Zoning is implemented. Zoning is implemented entirely by 
changing the SNS’s responses to the queries. This is advan 
tageous because no change is required in the devices them 
selves or their drivers in order to implement Zoning. For 
example, to upgrade a fabric without Zoning capability to one 
with Zoning capability only requires the addition of the Zone 
check software. No change to the devices is required. 
[0043] FIG. 6 is a ?ow diagram of another preferred 
method of Zoning. In step 600, a source device obtains the 
address of a destination device. If the two devices are in a 
common Zone, then the source device should be permitted to 
send a message to the destination device. Otherwise, trans 
mission of the message should be blocked. In step 610, the 
source device sends a message (i.e., a frame according to the 
Fibre Channel standard) to the fabric 110 for routing to the 
destination device. In step 620, the fabric 110 performs a Zone 
check to con?rm that the source and destination devices are in 
a common Zone. If they are, the message is routed 630 to its 
?nal destination. Otherwise, the message is not routed 640. 
Not routing the message 640 may result in different actions 
being performed depending on the type of message being 
sent. For example, when the hardware Zone check detects an 
illegal frame, a Class 3 frame is discarded, whereas a Class 2 
frame is given to the switch ?rmware so that a reject signal 
can be transmitted to the source device. 

[0044] The method illustrated in FIG. 6 is preferably imple 
mented in addition to the SNS -based method shown in FIG. 5. 
This provides additional Zoning protection in the event that a 
fabric device inadvertently obtains the address of a destina 
tion device not within its Zone. For example, older devices 
connected to a fabric may not support the SNS function and 
rely instead on permanent device address lists which may be 
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inconsistent with the actual fabric con?guration. In such 
cases, it is desirable to have an additional method for enforc 
ing Zoning. 
[0045] Within the fabric, the Zone check may occur at any 
or all of a number of locations. For example, referring again 
to FIG. 4, supposed that device 122 desired to send a message 
to device 124 in violation of con?guration 150. The commu 
nications path might be N_Port 480 to F_Port 442 to E_Port 
444 to E_Port 424 to F_Port 432 to N_Port 470. The Zone 
check may be performed at many different locations along 
this path. 
[0046] In a preferred embodiment of the invention, the Zone 
check is performed at the destination port of the fabric 
(F_Port 432 in the above example). The Zone check prefer 
ably is not implemented by the ports on the devices (i.e., the 
Nx_Ports) because this would require upgrading of all 
devices in order to implement Zoning, as opposed to just 
upgrading the fabric 110. Of the various locations on the 
fabric 110, the source port F_Port 442 and destination port 
F_Port 432 are preferred because the communications path 
must contain these two ports. In contrast, the two E_Ports 444 
and 424 would be bypassed if the communications path was 
via switch 450. 
[0047] Zone checking at the destination port is preferable 
because it is more important to protect devices from receiving 
messages sent by other devices outside their Zone than it is to 
prevent devices from sending messages to other devices out 
side their Zone. More speci?cally, each fabric switch 420, 
440, 450 may or may not be Zoning-enabled, depending on 
whether Zoning software has been installed on that switch. If 
a switch is Zoning-enabled, the devices connected to it are not 
expecting to see messages from devices outside of their Zones 
because they expect the switch to enforce Zoning. That is, the 
devices are Zoning-aware. However, devices connected to a 
switch that is not Zoning enabled have no such expectations, 
ie they are Zoning-unaware. A Zoning-unaware device has 
no knowledge of Zoning and is prepared to accept communi 
cations from any other device in the fabric system. 
[0048] When the Zone check is performed by the destina 
tion port within the fabric communication pathway, a Zoning 
enabled switch will block improper transmissions from being 
sent to its attached Zoning-aware device, in accordance with 
the device’s expectations. In contrast, a switch which is not 
Zoning-enabled will not block improper transmissions, but 
this is also in accordance with the destination device’s expec 
tations since the destination device is Zoning-unaware and is 
not expecting any screening of transmissions due to Zoning. 
[0049] Now consider the situation when the Zone check is 
performed by the source port. If the switch attached to the 
source device is Zoning-enabled, messages will be properly 
?ltered based upon the enabled Zoning con?guration. How 
ever, if the switch attached to the source device is not Zoning 
enabled, messages will not be properly ?ltered. Unfortu 
nately, in this case although the source device is Zoning 
unaware, the destination device may or may not be Zoning 
aware. Thus, a Zoning-aware destination device may still 
receive an improper communication. 
[0050] Referring again to FIG. 4, in a preferred embodi 
ment, the Zone check is implemented by a logic device on 
each FX_Port. There are numerous ways to implement such 
logic devices, such as Application Speci?c Integrated Cir 
cuits (ASICs), Field Programmable Gate Arrays (FPGAs), 
Erasable Programmable Read-only Memory (EPROMs), 
microprocessors or microcontrollers, or Digital Signal Pro 
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cessors (DSPs), including software executing on any of the 
foregoing. A preferred embodiment uses anASIC as the logic 
device. Each ASIC contains fabric Zoning con?guration 
information in the form of a table providing a matrix of source 
and destination devices. Each potential source device and 
each destination device connected to the port Would be con 
tained in the matrix. This matrix is implemented as a bitmap, 
With a bit to be set or cleared in each position. Permitted 
source/ destination device combinations Would have their rep 
resentative matrix bit set in the bitmap. Each port Would 
contain such a bitmap. 
[0051] Assume con?guration 150 is in effect. As an 
example, the bitmap for F_Port 432 Would contain bits Which 
correspond to each of the other Fx_Ports 422, 442, and 452. 
The bits for F_Ports 422 and 442 Would indicate that F_Port 
432 is not permitted to receive communications from these 
ports; Whereas the bit for FL_Port 452 Would indicate that 
F_Port 432 is permitted to receive communications from this 
port. Each of the ASICs for the other Fx_Ports Would contain 
analogous information. When a message Was received by 
F_Port 432, the Zone check Would be implemented by refer 
encing the bitmap. 
[0052] In another embodiment of the method of Zone 
checking illustrated in FIG. 6, the Zone check may be per 
formed on the devices themselves as opposed to the fabric. A 
logic device forperforming this Zone check could be installed 
on each device attached to the fabric system. Such a Zone 
check could be performed by either the device sending the 
message or by the receiving device. 
[0053] In a preferred embodiment, the basic management 
of Zones and con?gurations is accomplished in part by a 
fabric system administrator Who logs into a sWitch on the 
fabric and inputs Zoning commands using a softWare inter 
face. The administrator may use any sWitch in the fabric for 
this purpose because a change made to the Zoning informa 
tion on one sWitch is propagated throughout all sWitches in 
the fabric. Other types of management Will be apparent to one 
of skill in the art. For example, the administrator may Work 
from a dedicated device (e.g., a server dedicated to managing 
the fabric and/or Zoning) rather than through the individual 
sWitches, or management functions may be performed auto 
matically by the fabric in response to commands from other 
computers rather than in response to inputs from a system 
administrator. 

[0054] In a preferred embodiment of the invention, Zoning 
management is broken doWn into the folloWing basic tasks: 
de?ning Zones, de?ning Zone con?gurations, and selecting 
Which con?guration in a set is to be in effect at any given time. 
To a certain extent, the softWare used to implement Zoning is 
?exible in regard to the order in Which these steps are per 
formed. For example, it is possible to de?ne a con?guration 
that refers to speci?c Zones that have not yet been de?ned. 
The Zones may then be de?ned at a later time, although it is 
preferable to de?ne the Zones before the con?guration con 
taining the Zones is put into effect. The folloWing paragraphs 
describe preferred embodiments of each of the basic tasks; 
other embodiments Will be apparent. 
[0055] Zones preferably are de?ned by identifying the 
devices Which are members of that Zone. Devices are typi 
cally identi?ed by Physical Fabric port number, Arbitrated 
Loop Physical Address (AL_PA), Node WorldWide Name 
(Node WWN), or Port WorldWide Name (Port WWN). Physi 
cal Fabric port numbers are speci?ed as a pair of decimal 
numbers “s,p” Where “s” is the sWitch number (domain ID 
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from 0 to 31) and “p” is the port number on that sWitch (0 to 
15). For example, “2,12” speci?es port 12 on sWitch number 
2. When a Zone member is speci?ed by physical fabric port 
number, then any and all devices connected to that port are in 
the Zone. If this port is an arbitrated loop, then all devices on 
the loop are in the Zone. AL_PA addresses are 8-bit addresses 
used by private loop devices that operate in a Fibre Channel 
Private Loop Direct Attach (FC_PLDA) environment. 
AL_PA is discussed in greater detail in Fibre Channel 2nd 
Generation Arbitrated Loop (FC-AL-2), revision 6.4 (Project 
1133-D), Which is incorporated by reference in its entirety 
herein. 
[0056] A WorldWide Name uniquely identi?es a Fibre 
Channel node or port on a device. WorldWide Names are 

speci?ed as eight hex numbers separated by colons, for 
example “10:00:00:60:69:00:00:8a. When a Zone member is 
speci?ed by Node WorldWide Name then all ports on that 
device are in the Zone. When a Zone member is speci?ed by 
Port WorldWide Name then only that single device port is in 
the Zone. Specifying Zone members by WorldWide Name is 
advantageous because, for example, a device Which is so 
speci?ed may be coupled to the fabric at any point or via any 
fabric element and it Will retain the same Zone membership. 
[0057] The type of Zone members used to de?ne a Zone may 
be mixed and matched. For example, a Zone de?ned With the 
folloWing members: “2,12; 2,14; 10:00:00:60:69:00:00:8a” 
Would contain Whichever devices are connected to sWitch 2, 
ports 12 and 14, and the device With either the Node World 
Wide Name or Port WorldWide Name of “10:00:00: 60: 69:00: 
00:8a”. Alternatively, a fabric system administrator may 
assign an alias to a Zone to simplify repetitive entry of port 
numbers, AL_PAs or WorldWide Names. For example, the 
name “host” could be used as an alias for “10:00:00:60:69: 
00:00:8a”. 

[0058] Zone con?gurations preferably are de?ned by speci 
fying Which Zones are members of that con?guration. For 
example, Zone con?guration 150 in FIG. 1 may be de?ned as 
“Zone_140; Zone_142” Where Zone_140 and Zone_142 are 
Zones de?ned as described in connection With FIG. 1. When 
a Zone con?guration is in effect, all Zones that are members of 
that con?guration are in effect. As With the de?nition of 
Zones, common naming conventions, such as aliasing, may 
also be used With the de?nition of Zone con?gurations. 
[0059] More than one Zone con?guration may be de?ned 
for any given fabric. For example, in FIGS. 1 and 2, con?gu 
rations 150 and 210 are tWo different Zone con?gurations 
Which may be applied to fabric 110. The set of all Zone 
con?gurations Which have been de?ned for a fabric shall be 
referred to as the “total de?ned con?guration set.” 
[0060] The actual con?guration Which is in effect shall be 
referred to as the “effective con?guration.” Communications 
betWeen devices are based on the effective con?guration. The 
effective con?guration may be selected by the fabric admin 
istrator or it may be programmed into the fabric. For example, 
in FIGS. 1 and 2, the fabric 110 may be programmed to 
automatically implement con?guration 210 every Saturday 
from 9-1 1 pm in order to alloW for regularly scheduled main 
tenance on loop 130 and to implement con?guration 150 at all 
other times. 
[0061] A con?guration is “compiled”, or reduced to a form 
usable by the fabric 110, each time that it is put into effect. For 
example, con?guration 210 Would be compiled every Satur 
day around 9 pm shortly before it is placed into effect, and 
con?guration 150 Would likeWise be compiled every Satur 
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day around 11 pm. The compilation procedure performs a 
number of functions, such as checking for unde?ned Zone 
names or other inconsistencies, removing duplicate entries, 
resolving aliases, and converting WorldWide Names to sWitch 
and port addresses if, for example, the fabric routes primarily 
based on sWitch and port addresses. 

[0062] As part of the management function, con?gurations 
may also be saved. In a preferred embodiment, saving Will 
store a copy of the current “total de?ned con?guration set” 
plus the name of the current “effective con?guration” into a 
non-volatile storage medium, such as each sWitch’s ?ash 
memory. This “saved con?guration set” is automatically 
reloaded by the fabric sWitches upon poWer up, including 
reinstating the effective con?guration from the saved con 
?guration set. Note that the saved con?guration set may not 
re?ect the most current total de?ned con?guration set since 
changes may have been made since the last save. 
[0063] The Zoning commands described above are only one 
speci?c embodiment of the Zoning management features of 
the present invention. Other management functions and/or 
combinations of commands Will be apparent. For example, 
When an administrator is modifying the total de?ned con?gu 
ration set, changes may be periodically auto-saved rather than 
requiring the administrator to af?rmatively save any changes. 
As another example, any number of command sets and user 
interfaces may be used to implement the basic tasks described 
above. 
[0064] Another aspect of Zoning management concerns the 
handling of changes to the fabric. For example, What happens 
to Zoning When devices are added to the fabric, or if multiple 
fabrics are merged into a single fabric. The sWitch or fabric to 
be added may either be neW, meaning it has no pre-existing 
Zoning information, or it may contain a previously de?ned set 
of Zone con?guration data. The folloWing paragraphs 
describe preferred embodiments for handling these situa 
tions, although other embodiments Will be apparent. 
[0065] If a neW sWitch is added to a fabric, Zoning informa 
tion is copied from the fabric into the neW sWitch. If a Zone 
con?guration is enabled in the fabric, then the same con?gu 
ration becomes enabled in the neW sWitch. Adding a neW 
fabric (i.e., a fabric in Which all the sWitches have no pre 
existing Zoning information) to an existing Zoned fabric is 
very similar to adding a neW sWitch. Zoning information is 
copied from the existing Zoned fabric into the sWitches of the 
neW fabric. If a Zone con?guration is enabled, then the same 
con?guration becomes enabled in the neW fabric sWitches. 
[0066] If tWo fabrics that both contain some existing Zone 
con?guration information are joined, then the situation is 
more complex. The Zoning softWare Will attempt to merge the 
tWo sets of Zone con?guration data together, but this is only 
possible if the tWo sets of data are compatible. The simplest 
case is Where both fabrics have identical Zone con?guration 
data and the same con?guration is enabled. In this case, the 
fabrics are compatible and they Will join to make one larger 
fabric With the same Zone con?guration in effect across the 
Whole neW fabric. If the fabrics have different Zone con?gu 
ration data, then the tWo sets of Zoning information Will be 
checked for compatibility and merged if possible. 
[0067] If a merge is not possible because the tWo Zoning 
con?guration data sets are incompatible, the fabric Will be 
segmented. A merge is not possible, for example, if the tWo 
Zone con?gurations that are enabled are different, if different 
names are used by each fabric to refer to the same Zone, or if 
a Zone With the same name in each fabric contains different 

Jul. 3, 2008 

groups of devices in each fabric. If the merge is not possible, 
then the fabric is logically segmented into tWo separate fab 
rics even though physically is it connected as a single fabric. 
Each of the tWo neW fabrics retains its original Zone con?gu 
ration. 
[0068] Zones may also be con?gured to alloW access 
betWeen devices for only certain types of communication. For 
example, a Zone may be con?gured to permit read-only 
access betWeen devices, as opposed to the default read-Write 
access generally permitted betWeen devices Within the same 
Zone. Altemately, Zones may also be con?gured as protocol 
Zones, Which restrict all devices Within a Zone to utiliZing the 
same communications protocol. Such Zone types may be 
implemented in a number of Ways. For example, referring to 
the previously described embodiment based on the SNS and 
additional Zoning softWare, the Zoning softWare may be 
modi?ed to differentiate betWeen Zone types (e.g., normal, 
read-only, or protocol) and the SNS may respond to a query 
for addresses by providing a list of other devices, including 
both address and type of communication. Similar changes 
may be made to the other embodiments described above. 
[0069] Although the invention has been described in con 
siderable detail With reference to certain preferred embodi 
ments, other embodiments are possible. For example, Zoning 
could be implemented via a centraliZed, versus distributed, 
method. In the previously described distributed method of 
implementing Zoning, the Zoning information is propagated 
to each sWitch. HoWever, this Zoning information could also 
be contained and accessed in a centraliZed Way, such as via a 
central Zoning server for the entire fabric system. Therefore, 
the scope of the appended claims should not be limited to the 
description of the preferred embodiments contained herein. 

1. In a system comprising a ?rst fabric and a plurality of 
devices coupled to the ?rst fabric by Fibre Channel connec 
tions, the devices otherWise being able to communicate 
through the ?rst fabric, a method for logically organizing the 
devices comprising: 

accessing a de?nition of a ?rst con?guration including at 
least one Zone, each Zone including at least one device as 
a member of the Zone; and 

responsive to the de?nition of the ?rst con?guration, 
restricting communications betWeen the devices 
coupled to the ?rst fabric. 

2. The method of claim 1 Wherein the ?rst con?guration is 
an effective one of a plurality of stored con?gurations. 

3. The method of claim 1 further comprising: 
storing the de?nition of the ?rst con?guration in a non 

volatile medium; and 
reinstating the ?rst con?guration after a loss of poWer to the 

?rst fabric. 
4. The method of claim 1 Wherein, in the de?nition of the 

?rst con?guration, at least one device is identi?ed by a name 
Which is independent of the device’s address. 

5. The method of claim 4 Wherein the name includes a 
WorldWide Port Name. 

6. The method of claim 4 Wherein the name includes a 
WorldWide Node Name. 

7. The method of claim 1 Wherein, in the de?nition of the 
?rst con?guration, at least one device is identi?ed by an 
Arbitrated Loop Physical Address. 

8. The method of claim 1 Wherein: 
the step of accessing the de?nition of the ?rst con?guration 

includes: 
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storing the de?nition of the ?rst con?guration in the ?rst 
fabric, and 

the ?rst fabric accessing the de?nition; and 
the step of restricting communications betWeen the devices 

includes, responsive to the de?nition of the ?rst con?gu 
ration, the ?rst fabric restricting communications 
betWeen the devices coupled to the ?rst fabric. 

9. The method of claim 1 Wherein the ?rst fabric comprises 
one or more interconnected fabric elements to Which the 
devices are coupled, the method further comprising: 

responsive to a coupling of an additional fabric element to 
the ?rst fabric, modifying the de?nition of the ?rst con 
?guration to account for the additional fabric element. 

10. The method of claim 1 further comprising: 
responsive to a merging of the ?rst fabric With a second 

fabric, modifying the de?nition of the ?rst con?guration 
to account for the second fabric. 

11. The method of claim 1 further comprising: 
compiling the de?nition of the ?rst con?guration; and 
Wherein the step of restricting communications betWeen 

the devices coupled to the ?rst fabric is responsive to the 
compiled de?nition of the ?rst con?guration. 

12. A fabric element for use in a system comprising a ?rst 
fabric and a plurality of devices coupled to the ?rst fabric by 
Fibre Channel connections, the devices otherWise being able 
to communicate through the ?rst fabric, the fabric element 
comprising: 

a plurality of ports, each port adapted to be coupled to a 
device by a Fibre Channel connection; 

a storage medium for storing a de?nition of a ?rst con?gu 
ration including at least one Zone, each Zone including at 
least one device as a member of the Zone; and 

a logic device coupled to the plurality of ports and to the 
storage medium, for, responsive to the de?nition of the 
?rst con?guration, restricting communications for 
devices coupled to the plurality of ports. 

13. The fabric element of claim 12 Wherein the storage 
medium includes a nonvolatile medium. 
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14. The fabric element of claim 12 further comprising: 
a compiler coupled to the storage medium and to the logic 

device for compiling the de?nition of the ?rst con?gu 
ration for use by the logic device. 

15. A computer readable medium containing softWare for 
logically organiZing a plurality of devices coupled to a ?rst 
fabric by Fibre Channel connections, the devices otherWise 
being able to communicate through the ?rst fabric, the soft 
Ware for instructing a processor to perform the steps of: 

accessing a de?nition of a ?rst con?guration including at 
least one Zone, each Zone including at least one device as 
a member of the Zone; and 

responsive to the de?nition of the ?rst con?guration, 
restricting communications betWeen the devices 
coupled to the ?rst fabric. 

16. The computer readable medium of claim 15 Wherein, in 
the de?nition of the ?rst con?guration, at least one device is 
identi?ed by a name Which is independent of the device’s 
address. 

17. The computer readable medium of claim 15 Wherein, in 
the de?nition of the ?rst con?guration, at least one device is 
identi?ed by an Arbitrated Loop Physical Address. 

18. The computer readable medium of claim 15 Wherein 
the softWare is further for instructing the processor to perform 
the step of: 

storing the de?nition of the ?rst con?guration. 
19. The computer readable medium of claim 15 Wherein 

the softWare is further for instructing the processor to perform 
the step of: 

responsive to a merging of the ?rst fabric With a second 
fabric, modifying the de?nition of the ?rst con?guration 
to account for the second fabric. 

20. The computer readable medium of claim 15 Wherein 
the softWare is further for instructing the processor to perform 
the step of: 

compiling the de?nition of the ?rst con?guration; and 
Wherein the step of restricting communications betWeen 

the devices coupled to the ?rst fabric is responsive to the 
compiled de?nition of the ?rst con?guration. 

* * * * * 


