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CAMERA TAMPERING DETECTION 

TECHNICAL FIELD OF THE INVENTION 

[0001] The present invention relates to a method for detect 
ing camera tampering, to a module for detecting camera 
tampering, and to a monitoring camera detecting tampering 
of said monitoring camera. 

BACKGROUND OF THE INVENTION 

[0002] Monitoring systems including cameras for monitor 
ing of premises, areas of particular interest and/or processes 
are Widely used in order to provide frequently updated images 
from an image vieW of interest, i.e. to provide a video 
sequence of an environment of interest. A problem With moni 
toring by means of a camera is that the image vieW from the 
camera may be covered or in any other Way obstructed or 
altered. For instance, the lens of the camera may be deliber 
ately or unintentionally covered, e. g. by paint, poWder, mois 
ture, a piece of cloth, etc., the cameras may be deliberately or 
unintentionally redirected to present a camera vieW of no 

interest, the camera may be removed, or the camera may be 
severely defocused. In particular tampering of cameras is 
unWanted in a surveillance situation and can eg be an act of 

vandalism, preparation for a crime or simply produced by 
carelessness. Either Way a surveillance camera can become of 

limited use When tampered With. 

[0003] Hence there are a lot of Ways a camera vieW may be 
obstructed or tampered With resulting in the camera deliver 
ing video sequences of no interest or hiding important events. 
Therefore it is important to automatically alert or raise an 
alarm When a camera is obstructed or tampered With. 

[0004] One method for detecting camera dysfunctions is 
described in Harasse S, et al. “Automated Camera Dysfunc 
tion Detection”. Symposium on Image Analysis and Interpre 
tation, 2004. 6th IEEE SouthWest, March 2004, pp 36-40. 
According to this document the dysfunction of a camera is 
detected by detecting displacement, obstruction or defocus 
ing of the camera. The process of detecting the dysfunction of 
a camera includes accumulating strong edges from each 
frame of an image sequence of T frames into a pre-accumu 
lator. Then N pre-accumulators are generated and stored. 
From the N pre-accumulators a temporal accumulator is gen 
erated. The temporal accumulator is updated by generating a 
neW pre-accumulator, subtracting the oldest pre-accumulator 
from the temporal accumulator, and adding the neW pre 
accumulator to the temporal accumulator. In order to detect 
displacement of the camera a reference accumulator, gener 
ated in the same Way as the temporal accumulator, and a 
current accumulator are matched using a block matching 
algorithm, Which maximizes the normalized correlation 
betWeen the tWo accumulators, and a relative translation 
betWeen the reference accumulator and the current accumu 
lator is identi?ed. Obstruction is detected by dividing the 
image space into several blocks and estimating the quantity of 
information in each block by measuring the entropy. Focus 
change is detected by computing the gradient energy only 
Where there are stable edges. 

[0005] The above proposed dysfunction detection requires 
a lot of memory for storing image frames and different types 
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of accumulators. Moreover, the detection requires a lot of 
processing capacity and is complex. 

SUMMARY OF THE INVENTION 

[0006] The object of the present invention is to improve 
identi?cation of camera vieW tampering. 
[0007] The object is achieved by means of a method for 
identifying possible tampering of a camera vieW according to 
claim 1, a module for identifying possible camera tampering 
according to claim 11, a monitoring camera including the 
module and a monitoring camera performing the method 
according to claim 20 and claim 21, respectively, and a com 
puter program according to claim 22. Further embodiments of 
the invention are disclosed in the dependent claims. 
[0008] In particular, according to one embodiment of a ?rst 
aspect of the invention, a method for identifying possible 
tampering of a camera vieW comprises receiving an image for 
analysis from an image sequence, converting the received 
image into an edge image, generating a similarity value indi 
cating a level of similarity betWeen said edge image and a 
reference edge image. Moreover the method includes indi 
cating possible tampering of the camera vieW if the similarity 
value is Within a speci?ed tampering range, and updating the 
reference edge image by combining a recently analyzed edge 
image With the reference edge image in case of each one of a 
predetermined number of consecutively analyzed images 
does not result in an indication of possible tampering. 
[0009] According to one embodiment of a second aspect of 
the present invention a module for identifying possible cam 
era tampering comprises means for receiving an image for 
analysis from an image sequence, and an edge image genera 
tor arranged to convert a received image into an edge image. 
The module further comprises a correlation evaluator 
arranged to generate a similarity value indicating a level of 
similarity betWeen an edge image and a reference edge image 
and to indicate possible tampering of the camera vieW if the 
similarity value is Within a speci?ed tampering range, and a 
reference edge image updater arranged to update the refer 
ence edge image by combining a recently analyzed edge 
image With the reference edge image in case of each one of a 
predetermined number of consecutively analyzed images do 
not result in an indication of possible tampering. 
[0010] The advantage of the above method and the above 
module is that they both require small amount of memory, that 
they both are simple and that they both require little process 
ing capacity. Another advantage is that the method and mod 
ule do not require that each image from an image sensor is 
analyzed, they do not even require that there is a constant 
number of frames betWeen tWo analyzed images of the image 
sequence. This makes the method and module robust and 
possible to use in systems Where other critical tasks may be 
prioritized. 
[0011] Another advantage of the above method and module 
is that only tWo images to be used by the method and module 
need to be stored in the memory at any given time. 
[0012] According to another embodiment and the ?rst 
aspect of the invention, the resolution of the image to be 
converted to an edge image is decreased. According to the 
second aspect of the invention this is performed by means of 
a scaling means. 

[0013] The decrease in resolution results in the advantages 
of making the tampering detection less sensitive to vibrations 
and minor movements, of the tampering detection requiring 
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loW processing capacity, and of the amount of memory 
needed is even more decreased. 

[0014] According to yet another embodiment, the method 
comprises selecting a neW image for analysis only after that at 
least one consecutive image of the image sequence has not 
been selected for analyZing. This results in the identi?cation 
of tampering using even less processing capacity. 
[0015] According to another embodiment, the method fur 
ther comprises counting by means of a counter npt in response 
to said indicating of possible tampering of the camera vieW. 
[0016] According to yet another embodiment the method 
further comprises generation of an alarm signal if the counter 
npt has reached a predetermined alarm limit. By requiring a 
plurality of possible camera tampering indications, before 
setting an alarm, the system becomes less sensitive to occa 
sional obstructions not resulting from tampering With the 
monitoring camera. 
[0017] According to another embodiment, the method fur 
ther comprises counting by means of a counter nm in response 
to said similarity value not being Within said tampering range 
and resetting the counter npt if the current analyZed image 
resulted in the counter nm counting and the previously ana 
lyZed image resulted in the counter npt counting. The resetting 
of the counter npt counting analyZed images resulting in pos 
sible tampering When the analysis indicates non tampering 
results in that the alarm only is triggered When a predeter 
mined number of consecutively analyZed images indicates 
possible tampering. This is advantageous in that the method 
becomes less sensitive to a plurality of occasional obstruc 
tions occurring more than once and Wherein the camera vieW 
has been unobstructed in betWeen the occasional obstruc 
tions. 
[0018] According to another embodiment the counter nm is 
reset if the currently analyZed image resulted in the counter 
npt counting and the previously analyZed image resulted in the 
counter nm counting. 
[0019] According to yet another embodiment, said updat 
ing of the reference edge image is performed if the counter nm 
has counted past a predetermined update limit. This is advan 
tageous in that the updating of the reference edge image 
becomes robust and stable. 
[0020] According to another embodiment, the updating of 
the reference edge image by combining a recently analyZed 
edge image With the reference edge image comprises com 
bining the recently analyZed edge image multiplied With a 
?rst factor With the reference edge image multiplied With a 
second factor. This feature may also stabiliZe the reference 
edge image, as a neW reference image only is partly affected 
by the edge image used for the update. 
[0021] According to yet another embodiment the ?rst fac 
tor is of a value less than one and the second factor is of a value 
corresponding to one minus the ?rst factor. This feature may 
further stabiliZe the reference image. 
[0022] According to another aspect of the invention the 
method or the module of the present invention may be used in 
a monitoring camera. The method and the module according 
to the invention may operate in environments providing lim 
ited resources and may therefore advantageously be imple 
mented in a monitoring camera. 

[0023] A further scope of applicability of the present inven 
tion Will become apparent from the detailed description given 
beloW. HoWever, it should be understood that the detailed 
description and speci?c examples, While indicating preferred 
embodiments of the invention, are given by Way of illustration 
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only, since various changes and modi?cations Within the 
spirit and scope of the invention Will become apparent to 
those skilled in the art from this detailed description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] Other features and advantages of the present inven 
tion Will become apparent from the folloWing detailed 
description of a presently preferred embodiment, With refer 
ence to the accompanying draWings, in Which 
[0025] FIG. 1 schematically illustrates a possible monitor 
ing network, 
[0026] FIG. 2 is a schematic vieW of a digital monitoring 
camera according to an embodiment of the invention, 
[0027] FIG. 3 is a How chart of a method according to an 
embodiment of the invention, and 
[0028] FIG. 4 is a How chart relating to generation of a 
reference edge image and operation of the monitoring camera 
in the event of an alarm indicating camera tampering is set. 

DETAILED DESCRIPTION OF AN 
EMBODIMENT 

[0029] According to one embodiment of the invention, 
detecting a potential camera tampering is based on analysis of 
images from the image sequence generated by the monitoring 
camera. In FIG. 1 a monitoring camera 10, 20 is depicted as 
being connected via a netWork 12 to a surveillance centre 14, 
a client computer 16 and/or a video server 18. The ?gure is 
only intended to shoW different means that may interact With 
a monitoring camera 10. The monitoring camera 10 may be 
any digital camera 10 capable of generating image sequences 
or the monitoring camera 20 may be any analog camera 20 
capable of generating image sequences and being connected 
to a converter 22 transforming the analog image information 
to digital image data and providing the digital image data to 
the netWork 12. In the rest of the description only monitoring 
camera 10 is referred to, hoWever monitoring camera 10 shall 
be understood to be any one of the digital camera 10 or the 
combination of the analog camera 20 and the converter 22. In 
case of the monitoring camera being the analog camera the 
camera tampering detection is performed in the converter. 
[0030] In one embodiment, the camera is a monitoring 
camera providing image sequences for transport via a net 
Work 12. For example, the monitoring camera 10 may be a 
digital camera enabled to send the image sequences via a 
computer network. The monitoring camera 10 may be 
arranged to communicate directly With a speci?c client com 
puter 16, a surveillance centre 14 or a video server 18. The 
video server 18 may be a server for storing, manipulating 
and/or relaying image sequences from the monitoring cam 
era. Accordingly, the video server 18 may be arranged to 
provide the surveillance centre 14 and/ or the client computer 
16 With information from the monitoring camera 10. 
[0031] The camera tampering detection of the present 
invention is based on analysis of images from the image 
sequences captured by the monitoring camera 10. The analy 
sis of said images may be performed in the monitoring camera 
10, in the surveillance centre 14, in the client computer 16 or 
in the video server 18. HoWever, it may be advantageous to 
perform the tampering detection in the monitoring camera 
because the camera tampering detection may be performed 
Without loading the netWork With tra?ic using a lot of band 
Width. Hence, this advantage is particularly relevant for appli 
cations in Which the user is not interested in being continu 
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ously provided With image sequences, eg in applications 
Where the user only is provided With image sequences if 
something happens in the camera vieW. Systems not sending 
image sequences indiscriminately may be provided in order 
to save bandWidth or in order to facilitate scalability of the 
system, because it is easier to add further monitoring cameras 
to such a system. 

[0032] In the folloWing description the camera tampering 
detection is mainly described as being performed in the moni 
toring camera. HoWever, the invention should not be seen as 
limited to such an implementation. 
[0033] In FIG. 2 a digital monitoring camera 50 implement 
ing the invention is schematically described. In order to facili 
tate the understanding of the invention, standard features of a 
monitoring camera not being relevant for the present inven 
tion are not described. The monitoring camera 50 includes an 
image sensor 52, eg a Charge Coupled Device (CCD), a 
CMOS-sensor or similar, for registering incident light, an 
image processing means 54, a camera tampering detection 
module 60, a memory 80, a camera controller 82, and a 
netWork interface 84. 
[0034] The image processing means 54 receives informa 
tion regarding the registered light and processes this informa 
tion by means of an A/D-converter and signal processing 
means 56, Which is Well knoWn by the skilled person. In some 
embodiments, eg when the image sensor 52 is a CMOS 
sensor, the image sensor 52 includes A/D-converters and 
therefore there is no need for any A/D-converters in the image 
processing means 54. The result from the A/D-converter and 
signal processing means 56 is digital image data Which, 
according to one embodiment, is processed in a scaling unit 
57 before it is processed by an encoder 58. The scaling unit 57 
is arranged to process the digital image data into at least one 
image of a particular siZe. HoWever, it may be arranged to 
generate a plurality of images of different siZes, all represent 
ing the same image/ frame provided by the A/ D converter and 
signal processing means 56. According to another embodi 
ment, the function of the scaling unit is performed by the 
encoder and in yet another embodiment there is no need to 
perform any scaling or resiZing of the image from the image 
sensor. 

[0035] The encoder 58 is arranged to encode the digital 
image data into any one of a plurality of knoWn formats for 
continuous video sequences, for limited video sequences, for 
still images or for streamed images/video. For instance, the 
image information may be encoded into MPEG1, MPEG2, 
MPEG4, JPEG, Bitmapped, etc. 
[0036] The camera tampering detection may be imple 
mented as a camera tampering detection module 60 imple 
mented in hardWare or in softWare. The camera tampering 
detection module includes an edge image generator 62, a 
correlation evaluator 64, a counter 66 arranged to count edge 
images determined to represent possibly tampered image 
vieWs, a counter 68 arranged to count edge images represent 
ing non tampered image vieWs, an alarm generator 70 and a 
reference edge image updater 72. The edge image generator 
62 of the camera tampering detection module 60 is arranged 
to receive image data from the scaling unit 57. Alternatively, 
depending on Where the scaling of image data is performed, 
the edge image generator 62 may be arranged to receive 
image data from the scaling unit 57, the encoder 58 or from 
the A/D converter and signal processing means 56. If the 
camera tampering module 60 is not embedded in the moni 
toring camera 50 the edge image generator 62 may receive 
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image data from a netWork connection, not shoWed. Further, 
the edge image generator 62 is arranged to generate an edge 
image, ie an image in Which the contours are enhanced, of 
the retrieved image, ie the image to be analyZed. Before 
processing the retrieved image the resolution of the retrieved 
image has been decreased. This may be performed in the 
scaling unit 57, the encoder 58, or by the edge image genera 
tor 62. The generated edge image is then temporarily stored in 
memory 80. 
[0037] Further, the correlation evaluator 64 is arranged to 
perform a correlation operation on said generated edge image 
stored in memory 80 and a reference edge image stored in 
memory 80. The correlation operation produces a similarity 
value. The correlation evaluator 64 is also arranged to decide, 
based on the similarity value and a predetermined level of 
similarity, Whether the generated edge image is representing 
an image vieW of a tampered monitoring camera or of a non 
tampered monitoring camera. 
[0038] Further, the correlation evaluator 64 is arranged to 
make each of the counters 66 and 68 count analyZed edge 
images representing a possibly tampered image vieW and 
analyZed edge images representing a non tampered image 
vieW. This may be implemented by arranging the correlation 
evaluator 64 to send a counting signal to the relevant counter, 
66 or 68, in response to said decision. The counters are sup 
posed to count the number of consecutive occurrences of 
analyZed images representing a possibly tampered image 
vieW and analyZed images representing a non tampered image 
vieW, respectively. Therefore, the correlation evaluator 64 is 
arranged to reset a counter 66, 68 every time the decision 
relating to the presently analyZed edge image differs from the 
previously analyZed edge image. 
[0039] The alarm generator 70 is arranged to generate a 
signal indicating potential camera tampering in response to 
the counter 66 reaching or passing a predetermined number of 
counts. Accordingly, a signal indicating potential camera 
tampering is only generated if each one of a predetermined 
number of consecutively analyZed images is determined to 
represent a possibly tampered camera vieW. The alarm signal 
is passed on to the camera controller in order to be indicated 
on the monitoring camera or sent to some one or a central 

responsible for such alarms. The alarm may, for example, be 
sent to a surveillance center, to a client computer, or to a 
mobile telephone. 
[0040] The reference edge image updater 72 is arranged to 
update the reference edge image in response to the counter 68 
reaching or passing a predetermined number of counts. 
Accordingly, the reference edge image is only updated if each 
one of a predetermined number of consecutively analyZed 
images is decided to represent a non tampered camera vieW. 
[0041] The monitoring camera further comprises a camera 
controller 82 and a netWork interface 84. The camera control 
ler controls the general functionality of the monitoring cam 
era and arranges information to be sent via the netWork inter 
face 84. The camera controller 82 may be arranged to transfer 
an indication of potential camera tampering to a device con 
nected to the netWork in response to the signal indicating 
potential camera tampering being generated by the alarm 
generator 70. Said indication may be transferred to a client 
computer, a surveillance centre, a video server, or any other 
device intended to present the indication to a user. 

[0042] In FIG. 3 one embodiment of a method for detecting 
potential camera tampering is described. The images forming 
the image sequence are continuously captured by the image 
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sensor of the monitoring camera and are provided to an image 
processing means of the monitoring camera, step 102. The 
resolution of the image to be analyzed is decreased, step 104. 
The resolution of the image may be decreased by any method 
knoWn to the skilled person. One method of decreasing the 
resolution is by replacing n><m blocks of pixels With a single 
pixel, Wherein n and m are selected in order to provide the 
desired resolution. Moreover, n and m may be identical. The 
single pixel may represent the mean value of the pixels of the 
block. Another method is to extract the mean values from 
each jpeg block of an image encoded in accordance With the 
jpeg standard and to represent each jpeg block by one single 
pixel. 
[0043] One advantage of decreasing the resolution of the 
image is to make the detection method robust for minor 
movements of the monitoring camera, eg from vibrations, 
Wind, etc. Another advantage is that the method for detection 
requires less memory and less processing poWer. 
[0044] In step 106, edges of objects in the image to be 
analyZed are detected. In other Words, the contours Within the 
image to be analyZed are identi?ed. Then an edge image I1 is 
generated from the image to be analyZed, i.e. the edge image 
I1 is an image in Which the contours in the image to be 
analyZed are substantially ampli?ed. Methods for detecting 
edges in an image and for generating an edge image are Well 
knoWn to the skilled person and are described in Digital 
image processing, Second Edition, (GonZaleZ, R. C., and 
Woods, R. E.), Prentice Hall, 2002. 
[0045] The generated edge image I l is then correlated With 
a reference edge image I2, step 108, resulting in a correlation 
value C(I l, I 2). The correlation may be performed by means of 
any one of a plurality of correlation methods knoWn to the 
skilled person. One possible method is to use normaliZed 
correlation in accordance With the folloWing equation: 

[0046] The correlation value C(Il, I2) is then compared 
With a correlation threshold value C1, step 110. The correla 
tion threshold value CT is set to a value indicating a possibly 
tampered image vieW. 
[0047] If the correlation value C(I 1, I2) is less than the 
threshold value C Tthen the process moves on to step 1 12. This 
result means that the correlation betWeen the edge image I 1 
and the reference edge image I 2 is loW and thus the similarities 
betWeen the tWo images are feW or non existing. According to 
this embodiment such a result indicates possible tampering of 
the camera vieW. 

[0048] If the correlation value C(Il, I2) is greater than or 
equal to the threshold value CT then the process moves on to 
step 114. This result means that the correlation betWeen the 
edge image I 1 and the reference edge image I2 is high and thus 
the similarities betWeen the tWo images are many or total. 
According to this embodiment such a result indicates a non 
tampered camera vieW. 

[0049] Hence, if the correlation value C(Il, I2) indicates 
possible tampering in step 110, the process moves to step 112 
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and checks if the previous correlation value indicated a non 
tampered image vieW, i.e. if the previous C(I 1, IQZCT. 
[0050] In step 112, if the correlation value C'(I1, I2) from 
the analysis of the previously analyZed edge image indicated 
a non tampered image vieW, then a counter nm arranged to 
count the number of consecutively analyZed non tampered 
images is reset, step 116. In this embodiment the reset is 
implemented as setting the counter nm to Zero, i.e. nMtIO. By 
resetting the counter nm, When the correlation value indicates 
possible tampering, it is ensured that the counter only counts 
a non interrupted sequence of consecutively analyZed images 
determined not to represent tampered vieWs. Then, When the 
counter nm has been reset, the process proceeds to step 118, 
Which Will be explained beloW. 
[0051] In step 112, if the previous correlation value C'(Il, 
I2), as Well as the present correlation value C(I 1, I2), indicated 
possible camera tampering of the analyZed image then the 
process proceeds directly to step 118 Where a counter npt 
counting the number of consecutively analyZed images being 
possibly tampered images is set to count the presently ana 
lyZed image as a possibly tampered image. In the present 
embodiment the counter npt is simply increased by one, i.e. 

nPtInP t+1 . 
[0052] Accordingly, the counter npt alWays counts When the 
present correlation value C(Il, I2) indicates possible camera 
tampering. HoWever, if the present correlation value C(I 1, I2) 
is the ?rst of a potential sequence of analyZed images having 
correlation values C(Il, I2) indicating possible camera tam 
pering, the process includes the additional step of resetting 
the counter nm Which is arranged to count analyZe results 
indicating non tampering image vieWs. 
[0053] After the counter npt has counted the present analy 
sis result in step 118, the resulting value of the counter nut is 
compared With a threshold value Lmmpm-ng, step 120. If the 
number of consecutively analyZed images indicating possible 
camera tampering reaches a predetermined value, in this 
embodiment the threshold value Lmmpm-ng, then the counter 
npt is reset, step 121, and an indication of a potential tampering 
With the image vieW is set. The indication of a potential 
tampering may also be used to send an alarm to a surveillance 
centre, to a client computer, a cellular phone, etc. If the 
number of consecutively analyZed images indicating possible 
camera tampering is beloW the predetermined value, then the 
process returns to step 102 for analyZing another image. 
[0054] NoW returning to step 110, checking if the correla 
tion value C(Il, I2) indicates possible tampering. If the corre 
lation value C(Il, I2) indicates no tampering, the process 
moves to step 114 and checks if the previous correlation value 
indicated a possibly tampered image vieW, i.e. if the previous 
C(Il, I2)<CT. 
[0055] If the correlation value from the analysis of the 
previously analyZed image indicated a possibly tampered 
image vieW, a counter npt counting the number of consecu 
tively analyZed possibly tampered images is reset, step 124. 
In the present embodiment the reset is implemented as setting 
the counter npt to Zero, i.e. nPtIO. By resetting the counter npt, 
When the correlation value indicates non tampering of the 
image vieW, it is ensured that the counter only counts a non 
interrupted sequence of analyZed images determined to be 
possibly tampered With. When the counter npt has been reset, 
the process proceeds to step 126, Which Will be explained 
beloW. 
[0056] In step 114, if the previous correlation value C'(Il, 
I2) as Well as the present correlation value C(Il, I2), indicated 



US 2008/0152232 A1 

possible camera tampering of the analyzed image, the process 
proceeds directly to step 126 Where a counter nm counting the 
number of consecutively analyZed images being non tam 
pered images is set to count the presently analyZed image as 
a non tampered image. In the present embodiment the counter 
nm is simply increased by one, ie nm:nm+l. 
[0057] Accordingly, the counter nmalWays counts When the 
present correlation value C(I 1, I2) indicates non tampering of 
the monitoring camera. HoWever, if the present correlation 
value C(Il, I2) is the ?rst of a potential sequence of analyZed 
images having correlation values C(Il, I2) indicating non 
tampering of the monitoring camera, the process includes the 
additional step of resetting the counter npt. 
[0058] After the counter nm has counted the present analy 
sis result in step 126, the resulting value of the counter nm is 
compared With a threshold value Lupdate, step 128. If the 
number of consecutively analyZed images indicating non 
tampering of the monitoring camera vieW reaches the prede 
termined threshold value Lupdate, the counter nm is reset, step 
129, the reference edge image is updated, step 130, and the 
process is returned to step 102 for analyZing another image. If 
the number of consecutively analyZed images indicating non 
tampering of the camera vieW does not reach the predeter 
mined value, the process is returned to step 102 for analyZing 
another image. 
[0059] According to another embodiment, step 112 of FIG. 
3 may be removed and step 116 of resetting the counter nm 
may be performed any time the counter npt counts an analyZed 
image indicating a possibly tampered image vieW. Corre 
spondingly, step 114 may be removed and step 124 of reset 
ting the counter npt may be performed any time the counter nm 
counts an analyZed image indicating a non tampered image 
vieW. 

[0060] Moreover, the counters nm and npt may be arranged 
to count doWn from a value corresponding to said Lupdate and 
Lmmpmng, respectively. In such an embodiment, step 130 of 
updating the reference edge image and step 122 of indicating 
potential tampering of the image vieW, are performed if the 
respective counter reaches Zero. 

[0061] In the above method it is required that a number of 
consecutively analyZed images are indicating possible tam 
pering before setting an alarm or indicating potential tamper 
ing. This makes the method robust in vieW of temporary 
“tampering” or false indications, such as a person temporarily 
standing close to the monitoring camera. Depending on the 
application of the monitoring camera, ie the environment 
and the purpose of the monitoring camera, and the frequency 
of the analyZing of images, the threshold value LmWmm-ng may 
vary. For example, When monitoring something like the inte 
rior of a buss, Where people may come close to the monitoring 
camera and Where they often stay in one place for a relative 
long time, the threshold value may correspond to the number 
of analyZed images during a time period of about 30 minutes. 
When for example monitoring a corridor, Where the monitor 
ing camera often is positioned at a distance from people and 
Where people often only pass by, the threshold value may 
correspond to the number of analyZed images during a time 
period of about 30 seconds. 
[0062] The updating of a reference edge image that is per 
formed in step 130 of FIG. 3 may include adding the presently 
analyZed edge image multiplied With a ?rst factor 0t to the 
reference edge image multiplied With a second factor [3. In 
this Way the reference edge image is adjusted for long term 
changes in the area of the camera vieW. Further, by limiting 
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the in?uence the present edge image has on the reference edge 
image, eg by setting the factor 0t to a loWer value than [3, the 
effect of objects occasionally occupying the image vieW is 
small. Moreover, this update scheme makes use of relatively 
small amount of memory as it only requires the storage of the 
reference edge image, Which has to be stored anyWay, and 
temporary storage of the present edge image, Which has to be 
temporarily stored for the analysis anyWay. Thus, the scheme 
makes ef?cient use of the memory. 

[0063] In one embodiment the second factor [3 has the value 
of l-ot. If the neW reference edge image is named lnew, the 
present reference edge image is named 1pm and the present 
edge image is named lpm, then the update of the reference 
edge image according to this embodiment may be described 
by the folloWing equation: 

new pm pm 

[0064] The factor 0t may be set to a value in the range of 
0.05-0.25, depending on the application and the environment 
of operation. The value may be set high if it is desired that 
changes in the environment are quickly indicated in the ref 
erence edge image. HoWever, there may be a risk of getting 
objects not desired into the reference edge image. On the 
other hand if the value is set very loW the system may be very 
sloW to adjust the reference edge image for long lasting 
changes of the environment. 
[0065] The initial reference edge image may be generated 
by combining a ?rst edge image With a second edge image in 
accordance With the equation above. Then the combined edge 
image is combined With an additional edge image in the same 
manner. The procedure is repeated for a plurality of images, 
the number of images may be preset. When the preset number 
of images have been combined like this, the camera tamper 
ing detection process is started and the thus acquired edge 
image resulting from is set as the reference edge image foruse 
in the camera tampering detection process. 

[0066] According to one embodiment, an initial reference 
edge image is set When the monitoring camera is started, see 
FIG. 4. The process for setting the initial reference image, 
according to this embodiment, includes transferring an image 
captured by the image sensor to the image processing means, 
step 200, and then decreasing the resolution of the image, step 
202. From the image having decreased resolution an edge 
image is generated, step 204. The initial reference edge image 
is updated by combining an edge image With the data of the 
present reference image in accordance With the equation used 
for updating the reference image. After the update of the 
initial reference edge image a counter m counts, step 208. If 
the counter reaches or passes a limit Lima-ate the initial refer 
ence image is determined to be completed and the counter m 
is reset and the process continues With the camera tampering 
detection process of FIG. 3. OtherWise the process returns, to 
step 200, receiving another image for the initial reference 
edge image. The images used in forming the initial reference 
edge image may be each image captured. HoWever, in one 
embodiment not all captured images are used. The selection 
of images may be performed in the same manner as for 
selecting images to be analyZed in the camera tampering 
detection process. 

[0067] When an alarm is indicated in the camera tampering 
detection process of FIG. 3 the monitoring camera is set to 
generate a neW initial reference edge image by returning the 
process to step 200 of FIG. 4. 
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[0068] A monitoring camera is arranged to generate an 
image sequence or streaming video at a predetermined frame 
rate showing a camera vieW of interest. The frame rate speci 
?es the number of frames per second in the image sequence. 
The frame rate used in a speci?c monitoring application is 
often selected in vieW of quality requirements of the resulting 
image sequences. Generally, a high frame rate of 10-30 
frames per second is required. Hence 10-30 images have to be 
processed every second. In addition, a lot of other analysis 
and image processing may have to be performed simulta 
neously. In embodiments Where much of the processing and 
analyZing is performed in the monitoring camera it is essen 
tial to be able to prioritize. 
[0069] In one embodiment of the invention not every image 
provided by the monitoring camera is analyZed in the camera 
tampering module, i.e. after an image from the image 
sequence has been selected for analysis, at least one consecu 
tive image of the image sequence is passed Without being 
selected for analysis before the next image from the image 
sequence is selected for analysis. 
[0070] In yet another embodiment the number of images of 
the image sequence that are not selected for analysis betWeen 
the images selected for analysis may vary during an image 
sequence. By not selecting every image in the image sequence 
for analysis by the camera tampering detection module, the 
camera tampering detection requires less processing poWer 
and thus the likelihood of being able to implement the camera 
tampering detection method in a monitoring camera, Which 
often is equipped With limited processing poWer, memory, 
etc, is increased. Moreover, the camera tampering detection 
method does not require that the temporal distance betWeen 
images to be analyZed is identical, the number of images 
betWeen images selected for analysis may be varied depend 
ing on the load of the system running the camera tampering 
detection method. This property of the method is advanta 
geous for devices in Which you can not or in Which it is 
dif?cult to predict the amount of free processing capacity 
during the operation of the device. Said property is also 
advantageous in devices or processes Where it is impossible to 
guarantee that every image intended to be analyZed can be 
analyZed. It is further advantageous in embedded systems 
Which often are provided With limited resources. In such 
cases the camera tampering method of the present invention 
may skip analyZing images for a period and then return to 
analyZing images When the processing load of the device have 
decreased. 

1. A method for identifying possible tampering of a camera 
vieW, said method comprising: 

receiving an image for analysis from an image sequence, 
converting the received image into an edge image, 
generating a similarity value indicating a level of similarity 

betWeen said edge image and a reference edge image, 
indicating possible tampering of the camera vieW if the 

similarity value is Within a speci?ed tampering range, 
updating the reference edge image by combining a recently 

analyZed edge image With the reference edge image in 
case of each one of a predetermined number of consecu 
tively analyZed images does not result in an indication of 
possible tampering, 

counting the number of consecutively analyZed images 
resulting in an indication of possible tampering, and 

generating an alarm signal in case of each one of a prede 
termined number of consecutively analyZed images 
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does result in an indication of possible tampering, 
Wherein said predetermined number is larger than one. 

2. Method according to claim 1, further comprising the act 
of decreasing the resolution of the image to be converted into 
an edge image. 

3. Method according to claim 2, further comprising select 
ing a neW image for analysis only after that at least one 
consecutive image of the image sequence has not been 
selected for analyZing. 

4. Method according to claim 1, further comprising count 
ing by means of a counter npt in response to said indicating 
possible tampering of the camera vieW. 

5. Method according to claim 4, further comprising gener 
ating an alarm signal if the counter npt has reached a prede 
termined alarm limit. 

6. Method according to claim 4, further comprising count 
ing by means of a counter nm in response to said similarity 
value not being Within said tampering range and resetting the 
counter npt if the currently analyZed image resulted in the 
counter nm counting and the previously analyZed image 
resulted in the counter npt counting. 

7. Method according to claim 6, further comprising reset 
ting the counter nm if the currently analyZed image resulted in 
the counter npt counting and the previously analyZed image 
resulted in the counter nm counting. 

8. Method according to claim 6, Wherein said updating of 
the reference edge image is performed if the counter nm has 
counted past a predetermined update limit. 

9. Method according to claim 1, Wherein the updating of 
the reference edge image by combining a recently analyZed 
edge image With the reference edge image comprises com 
bining the recently analyZed edge image multiplied With a 
?rst factor to the reference edge image multiplied With a 
second factor. 

10. Method according to claim 9, Wherein the ?rst factor is 
of a value less than one and Wherein the second factor is of a 
value corresponding to one minus the ?rst factor. 

11. Method according to claim 1, Wherein only one edge 
image and one reference edge image is stored in memory for 
use by the method at any given time. 

12. A module for identifying possible camera tampering, 
said module comprising: 
means for receiving an image for analysis from an image 

sequence, and 
an edge image generator arranged to convert a received 

image into an edge image, 
the module being characterized by: 
a correlation evaluator arranged to generate a similarity 

value indicating a level of similarity betWeen an edge 
image and a reference edge image and to indicate pos 
sible tampering of the camera vieW if the similarity value 
is Within a speci?ed tampering range, 

a reference edge image updater arranged to update the 
reference edge image by combining a recently analyZed 
edge image With the reference edge image in case of 
each one of a predetermined number of consecutively 
analyZed images do not result in an indication of pos 
sible tampering, 

a counter arranged to count the number of consecutively 
analyZed images resulting in an indication of possible 
tampering, and 

an alarm signal generator arranged to generate an alarm 
signal in case of each one of a predetermined number of 
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consecutively analyzed images do result in an indication 
of possible tampering, Wherein said predetermined 
number is larger than one. 

13. Module according to claim 12, further comprising a 
scaling means arranged to decrease the resolution of the 
image that is to be converted into an edge image. 

14. Module according to claim 12, further comprising a 
counter npt arranged to count indications of possible camera 
tampering. 

15. Module according to claim 14, further comprising an 
alarm generator arranged to generate an alarm signal if the 
counter npt has reached a predetermined alarm limit. 

16. Module according to claim 14, further comprising a 
counter nm arranged to count analyZed images determined not 
to be Within said tampering range, Wherein the correlation 
evaluator additionally is arranged to reset the counter np t if the 
currently analyZed image resulted in the counter nm counting 
and the previously analyZed image resulted in the counter npt 
counting. 

17. Module according to claim 16, Wherein the correlation 
evaluator additionally is arranged to reset the counter n” t if the 
currently analyZed image resulted in the counter npt counting 
and the previously analyZed image resulted in the counter nm 
counting. 
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18. Module according to claim 16, Wherein the reference 
edge image updater is arranged to perform said updating of 
the reference edge image if the counter nm has counted past a 
predetermined update limit. 

19. Module according to claim 12, Wherein the reference 
edge image updater is arranged to combine a recently ana 
lyZed edge image With the reference edge image by combin 
ing the recently analyZed edge image multiplied With a ?rst 
factor to the reference edge image multiplied With a second 
factor. 

20. Module according to claim 19, Wherein the ?rst factor 
is of a value less than one and Wherein the second factor is of 
a value corresponding to one minus the ?rst factor. 

21. A monitoring camera including the module according 
to claim 12. 

22. A monitoring camera performing the method according 
claim 1. 

23 . A video server including the module according to claim 
12. 

24. A video server performing the method according to 
claim 1. 

25. A computer program product stored on a computer 
usable medium, comprising computer readable program 
means for causing a computer to performing the steps accord 
ing to claim 1. 


