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(57) ABSTRACT 

A method and apparatus for transferring electronic content. 
The method and apparatus include providing electronic con 
tent to a ?rst user, providing the ?rst user With a key packet, 
the key packet including a decryption key and content rights 
information, transferring the electronic content and the key 
packet from the ?rst user to a second user and rendering rights 
of the ?rst user to the electronic content unusable upon trans 
fer of the electronic content and the key packet from the ?rst 
user to the second user. 
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TRANSFERRING ELECTRONIC CONTENT 

RELATED APPLICATION INFORMATION 

[0001] The present application is continuation of US. 
patent application Ser. No. 10/399,747, Which is a ?ling under 
35 USC §37l of PCT/IL0l/0063l, ?led on 10 Jul. 2001, 
Which claims priority from Israel Patent Application No. 
139251, ?led 24 Oct. 2000, and from US. Provisional Patent 
Application Ser. No. 60/274,998, ?led 12 Mar. 2001. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to methods 
for transferring electronic content received from an electronic 
delivery source, from one user to another user or back to the 
source. 

BACKGROUND OF THE INVENTION 

[0003] Many kinds of electronic content are delivered over 
the Internet, such as articles, catalog pages, electronic books, 
music, etc. For example, VERSAWARECOM provides con 
sumers With electronic library capability, Wherein the con 
sumer can store data culled from reference books, encyclo 
pedias, almanacs and the like. Many systems require the 
consumer to purchase the content or at least pay for use of the 
content. In such cases, doWnloading of the content is usually 
secured by an encrypted link. 
[0004] When a consumer buys a tangible item, for example, 
a book or souvenir from a store, the consumer can transfer the 
item to another consumer, such as by selling, lending or 
renting the item. HoWever, When a consumer purchases or 
pays for the use of electronic content, many kinds of elec 
tronic delivery systems prevent the consumer from transfer 
ring the content to another. 
[0005] The folloWing example is a classic case in point. A 
university student typically purchases text books at the begin 
ning of a semester, and resells the books, either back to the 
store or to another student, usually at a loWer price. If the 
student drops out of the course for some reason, is perhaps 
dissatis?ed With the particular book, or has never even read 
the book, he/she can usually return the book to the store. 
HoWever, the situation is different in the event that a student 
doWnloads an electronic book from the Web. First, as men 
tioned above, the electronic delivery system generally pre 
vents the student from transferring the content to another 
person. Second, even if the student did not read or use the 
electronic content, it is not generally possible to return the 
content to the provider and receive one’s money back. 
[0006] Systems are knoWn in the prior art for protecting 
against unauthorized distribution of documents that Were 
received by a consumer from an electronic content provider. 
European Patent EP 999488, assigned to XEROX Corpora 
tion, describes a system for creating a self-protected docu 
ment, and Which prevents users from obtaining a useful form 
of an electronically distributed document during the decryp 
tion and rendering processes. The system has a polarization 
key Which is used by a polarizer to transform the document to 
a version having polarized contents. The polarization key 
represents a combination of data elements taken from the user 
system’s internal state, such as the date and time of day, 
elapsed time since the last keystroke, the processor’s speed 
and serial number, and any other information that can be 
repeatably derived from the user system. Time-derived infor 
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mation may also be included in the polarization key so that 
interception and seizure of the polarized contents is rendered 
useless. 
[0007] Published PCT patent application WO 00/08909, 
assigned to IBM Corporation, describes a secure digital con 
tent distribution system that decrypts a decryption key from 
an encrypted decrypting key. The decrypted decrypting key is 
transferred to another system. The secure digital content dis 
tribution system is capable of communicating With another 
system Which is capable of receiving data encrypted With the 
encryption key and the encrypted encryption key. The system 
enables making digital content available to a Wide range of 
users and businesses While ensuring protection and metering 
of digital assets. The system includes rights management to 
alloW secure delivery, licensing, authorization, and control of 
the usage of digital assets. The system provides retailers of 
electronic content a Way to differentiate themselves from 
each other and the content oWners When selling music 
through electronic distribution. 
[0008] In the WO 00/08909 system, a clearinghouse is 
maintained by the system for the management of the elec 
tronic content (see pages 52-53 of WO 00/08909, entitled “A. 
Overview”). Content rights may be transferred by electronic 
digital content stores, content providers or by authorized end 
user devices. HoWever, every transfer of rights, even from one 
authorized end-user device to another, must alWays be autho 
rized by and transacted through the clearinghouse. It is not 
possible for an authorized end-user device to transfer content 
rights independently of the clearinghouse. 

SUMMARY OF THE INVENTION 

[0009] The present invention seeks to provide novel meth 
ods for transferring electronic content received from an elec 
tronic delivery source, from one user to another user or back 
to the source, Without having to enact the transaction via a 
clearinghouse or other central authority. The present inven 
tion uniquely enables electronic content transfer from one 
user by means of “chaining”. 
[0010] The term “chaining”, as used in the present speci? 
cation and claims, refers to transferring the electronic content 
plus a packet of information, herein referred to as a key 
packet, from a ?rst user entity to a second user entity. The key 
packet includes, for example and inter alia, one or more 
encrypted keys, preferably comprising one or more decryp 
tion keys encrypted according to at least one appropriate key 
encryption key, and content rights information. The key 
packet is preferably transferred from a ?rst user entity to a 
second user entity, Wherein the ?rst user entity’s rights to the 
content and key packet information are rendered unusable 
upon creation of a neW key packet and its transfer to the 
second user entity. 
[0011] As is Well knoWn in the art of encryption and 
decryption, keys Which are used primarily to encrypt other 
keys are knoWn as “key encryption keys”. Throughout the 
present speci?cation and claims, keys Which are used prima 
rily to encrypt other keys, even if used also for other purposes, 
Will be referred to as “key encryption keys”. 
[0012] In a preferred embodiment of the present invention, 
the ?rst user entity can repeatedly send the key packet or 
packets, so that in a case of communication failure, the second 
user entity can request the key packets again. In general, after 
transfer of the neWly encrypted content and key packet, the 
?rst user entity deletes its noW unusable key packet or con 
tent. In one preferred embodiment of the present invention, 
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the method does not require irrevocable proof that the second 
user entity has received the content, nor does it require sub 
sequent deletion of the content or key packets; in other pre 
ferred embodiments, irrevocable proof and/or subsequent 
deletion may be required. 
[0013] The communication line from the ?rst user entity to 
the second user entity does not need to be secure. Instead, the 
present invention preferably uses a security device, mo st pref 
erably a smart card, to secure the transfer of the content and 
key packet from the ?rst user entity to the second user entity. 
The communication betWeen the tWo users is secured by 
using a key derived for that communication session from a 
secure protocol to encrypt the data such that it can neither be 
forged nor intercepted by a third party. 
[0014] There is thus provided in accordance With a pre 
ferred embodiment of the present invention a method for 
transferring electronic content, including providing elec 
tronic content to a ?rst user, providing the ?rst user With a key 
packet, the key packet including a decryption key and content 
rights information, transferring the electronic content and the 
key packet from the ?rst user to a second user, and rendering 
rights of the ?rst user to the electronic content unusable upon 
transfer of the electronic content and the key packet from the 
?rst user to the second user. The electronic content may be 
provided to the ?rst user from a content provider or from a 
previous user. 

[0015] In accordance With a preferred embodiment of the 
present invention the method further includes rendering 
rights of the ?rst user to the key packet unusable upon transfer 
of the electronic content and the key packet from the ?rst user 
to the second user. 

[0016] Further in accordance With a preferred embodiment 
of the present invention the electronic content and the key 
packet are stored in a ?rst content reader and the step of 
transferring includes transferring the electronic content and 
the key packet from the ?rst content reader to a second content 
reader. 

[0017] Still further in accordance With a preferred embodi 
ment of the present invention a security device is used to 
secure communication betWeen the ?rst and second content 
readers. 

[0018] In accordance With a preferred embodiment of the 
present invention the security device includes a ?rst smart 
card associated With the ?rst content reader Which commu 
nicates With a second smart card associated With the second 
content reader. 

[0019] Further in accordance With a preferred embodiment 
of the present invention the step of rendering includes using 
the ?rst smart card to mark the electronic content and key 
packet as being un?t for use by the ?rst content reader. 
[0020] Still further in accordance With a preferred embodi 
ment of the present invention the ?rst and second smart cards 
carry out a mutual authentication process so as to establish a 

secure session betWeen the ?rst and second content readers. 

[0021] Additionally in accordance With a preferred 
embodiment of the present invention the mutual authentica 
tion process includes a mutual Zero-knoWledge interaction 
authentication process. 

[0022] In accordance With a preferred embodiment of the 
present invention the method further includes sending a key 
encryption key from the second user to the ?rst user, and 
creating a neW key packet for the second user, the neW key 
packet including a content decryption key at least partially 
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encrypted With the key encryption key, and Wherein the step 
of transferring includes transferring the neW key packet to the 
second user. 

[0023] In a preferred embodiment of the present invention, 
the content is sent Without re-encryption: the same content 
decryption key is used by the second user as Was used by the 
?rst user; the same content decryption key has been delivered 
to the second user encrypted With that second user’s key 
encryption key. 
[0024] Further in accordance With a preferred embodiment 
of the present invention the method includes re-encrypting 
the content using the second user’s content encryption key. 
The second user’s content encryption key may or may not be 
the same as the ?rst user’s content encryption key. The 
encryption may take place either Within the smart card or 
Within the ?rst content reader. 
[0025] Further in accordance With a preferred embodiment 
of the present invention the method includes using the second 
smart card to send an encryption key from the second user to 
the ?rst user, and using the ?rst smart card to create a neW key 
packet for the second user, the neW key packet including the 
electronic content and previous key packet at least partially 
encrypted With the encryption key, and Wherein the step of 
transferring includes transferring the neW key packet to the 
second user. 

[0026] Still further in accordance With a preferred embodi 
ment of the present invention the second smart card delivers a 
transfer request message to the ?rst smart card prior to trans 
ferring the neW key packet. 
[0027] Additionally in accordance With a preferred 
embodiment of the present invention the step of sending an 
encryption key is performed during a mutual authentication 
process betWeen the ?rst and second smart cards. 
[0028] In accordance With a preferred embodiment of the 
present invention the method further includes sending a 
unique user ID during a mutual authentication process 
betWeen the ?rst and second smart cards. 
[0029] Further in accordance With a preferred embodiment 
of the present invention the encryption key is sent With the 
transfer request message. 
[0030] Still further in accordance With a preferred embodi 
ment of the present invention the transfer request message 
includes a unique identi?cation of the electronic content. 
[0031] Additionally in accordance With a preferred 
embodiment of the present invention the transfer request mes 
sage includes an e-cash transfer in a mutually-agreed-upon 
amount. 

[0032] In accordance With a preferred embodiment of the 
present invention the transfer request message includes a 
unique user ID. 
[0033] Further in accordance With a preferred embodiment 
of the present invention if the second content reader sends a 
con?rmation of receipt to the ?rst content reader, the ?rst 
content reader deletes the noW-unusable key packet. 
[0034] Still further in accordance With a preferred embodi 
ment of the present invention if the second content reader 
sends a con?rmation of receipt to the ?rst content reader, the 
?rst content reader deletes the electronic content. 
[0035] In accordance With a preferred embodiment of the 
present invention if the second content reader sends a con?r 
mation of receipt to the ?rst content reader, the ?rst content 
reader deletes the neW electronic content, encrypted accord 
ing to the second user’s content encryption key, and/ or and the 
neW key packet. Alternatively, it is appreciated that the ?rst 
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content reader need not store the neW electronic content, but 
may merely re-encrypt “on-the-?y” during transmission to 
the second content reader. Further alternatively, as also 
described herein, it is appreciated that re-encryption of the 
electronic content may be optional. 
[0036] Further in accordance With a preferred embodiment 
of the present invention if a predetermined period of time has 
elapsed, the ?rst content reader deletes the neW electronic 
content and the neW key packet. 
[0037] Additionally in accordance With a preferred 
embodiment of the present invention if the second content 
reader requests the neW key packet again from the ?rst content 
reader, the ?rst content reader resends the neW key packet. 
[0038] In accordance With a preferred embodiment of the 
present invention the second user is the content provider. 
Alternatively, the ?rst user is the content provider. 
[0039] Further in accordance With a preferred embodiment 
of the present invention the key packet is divided into a main 
packet and at least one dependent packet. 
[0040] Still further in accordance With a preferred embodi 
ment of the present invention information is stored as to 
Whether the at least one dependent packet Was accessed by the 
?rst user. A refund may be provided if the at least one depen 
dent packet Was not accessed by the ?rst user. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0041] The present invention Will be understood and appre 
ciated more fully from the following detailed description, 
taken in conjunction With the drawings in Which: 
[0042] FIG. 1 is a simpli?ed block diagram ofa method for 
transferring electronic content, in accordance With a pre 
ferred embodiment of the present invention; and 
[0043] FIG. 2 is a simpli?ed ?oW chart of the method for 
transferring electronic content, in accordance With a pre 
ferred embodiment of the present invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

[0044] Reference is noW made to FIG. 1 Which illustrates a 
method for transferring electronic content, in accordance 
With a preferred embodiment of the present invention. 
[0045] A source 5 of electronic content 10, also referred to 
as a content provider 5, preferably delivers electronic content 
10 plus a “key packet” 12 to a ?rst content reader 14 of a ?rst 
user. It is appreciated that the source 5 may, in an alternative 
preferred embodiment of the present invention, be associated 
With the ?rst user and further may be comprised in or opera 
tively associated With the ?rst content reader 14; in the alter 
native preferred embodiment, the ?rst user is thus identi?ed 
With the content provider 5. 
[0046] The electronic content 10 may be any material trans 
ferred as digital data, such as MP3 music, digitally recorded 
video, electronic book ?les, electronic ?les of unpublished 
patent applications, and the like. The key packet 12 is de?ned 
as a personal packet for the purpose of delivering one or more 
decryption keys 16 related to the electronic content 10, to one 
and only one user. Each decryption key 16 is preferably 
encrypted using a subscriber’s key encryption key 18, such as 
a public key Which has been issued by a key authority 20 to the 
?rst user. It is appreciated that, in order to produce the key 
packet 12 in a case Where at least one of the decryption keys 
16 is encrypted With the subscriber’s key encryption key 18, 
the key authority 20 must also supply the key encryption key 
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18 to the content provider 5 or to another source (not shoWn) 
of the key packet 12; alternatively, it is Well knoWn in the art 
for public keys to be available such as, for example, from a 
public key server or directly from the oWner of the public key. 
Appropriate key handling protocols for carrying out such 
transfers of the key encryption key 18 are Well knoWn in the 
art. 

[0047] The key packet 12 preferably includes the encrypted 
decryption key 16, content rights information 22 and other 
optional metadata 24. The key packet 12 may be divided into 
a main packet and one or more dependent packets 26. For 
example, there may be one main packet for the title of the 
electronic content 10, plus dependent packets 26 for each 
segment or chapter. The decryption key 16 for the title is 
preferably used to decrypt the segment keys. Alternatively, 
the dependent packets may, for example, be encrypted With 
the key encryption key 18. It Will be appreciated by persons 
skilled in the art that other alternatives are possible. 
[0048] The ?rst content reader 14 preferably comprises any 
appropriate electronic device capable of reading the inputted 
electronic content 10 and key packet 12, and providing a 
digital output to a second content reader 28. It is believed that, 
in a preferred embodiment of the present invention, the con 
nection betWeen the content readers 14 and 28 does not need 
to be secure. Rather, in a preferred embodiment of the present 
invention, security devices, most preferably a ?rst smart card 
30 and a second smart card 32, are used to secure the transfer 
of the content 10 and the key packet 12 from the ?rst content 
reader 14 to the second content reader 28. Accordingly, smart 
card readers 15 and 29 are provided Which are in electrical 
communication With ?rst and second content readers 14 and 
28, and are preferably housed together With ?rst and second 
content readers 14 and 28. 

[0049] As is Well knoWn in the art, the ?rst smart card 30 
and the second smart card 32 are preferably designed and 
programmed to carry out only operations Which are autho 
riZed, such as, for example, operations Which are authoriZed 
by a content oWner. Thus, the ?rst smart card 30 and the 
second smart card 32 are, at least to some extent, trusted 
devices Which may be trusted to carry out their assigned 
operations and Which may not usually be arbitrarily forced to 
carry out unauthorized operations by a user of the system of 
FIG. 1. 

[0050] Reference is noW made to FIG. 2 Which illustrates in 
How chart form a preferred method of the present invention. A 
?rst user acquires the electronic content 10 and key packets 
12 from the source 5. The content 10 and key packet 12 are 
stored by ?rst content reader 14. The ?rst user Wishes to 
transfer content 10 to a second user for a price mutually 
agreed upon or upon any other appropriate terms. The second 
user can be another “end user”, such as in a transaction 
betWeen felloW students at a university. Alternatively, the 
second user can be the content provider 5 itself, such as in the 
case of returning unused or unread content back to the pro 
vider. First content reader 14 is preferably in electrical com 
munication (Wired or Wireless) With second content reader 28 
for the purpose of the transfer of information. 
[0051] Smart cards 30 and 32 are respectively inserted in 
smart card readers 15 and 29. Smart card 30 preferably carries 
out a mutual authentication process With smart card 32, such 
as the so-called Fiat-Shamir mutual Zero-knoWledge interac 
tion authentication methods taught in US. Pat. Nos. 4,748, 
668 to Shamir and Fiat, and 4,933,970 to Shamir, the disclo 
sures of Which are incorporated herein by reference. Smart 
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cards 30 and 32 preferably establish a secure session between 
?rst and second content readers 14 and 28 using any standard 
or proprietary session protocol. 
[0052] Smart card 32 preferably delivers a transfer request 
message to smart card 30. The message preferably includes 
unique identi?cation of the electronic content 10 and an 
e-cash transfer in a mutually-agreed-upon amount. A unique 
user ID 36 and a neW key encryption key 38 of the second user 
(such as a public key Which has been issued by a key authority 
to the second user, for example) are preferably transferred as 
part of the authentication protocol or secure session establish 
ment betWeen smart card 30 and 32. Alternatively, the ID 36 
and key 38 may be included in the transfer request message. 
[0053] It is noted that technology for transferring informa 
tion from one smart card to another is Well knoWn and 
described, for example, in UK Patent 2311451, assigned to 
the present assignee/applicant, the disclosure of Which is 
incorporated herein by reference. It is noted, hoWever, that 
UK Patent 2311451 does not deal With chaining as de?ned 
hereinabove, rather With using one smart card to deactivate or 
activate another smart card. 
[0054] First content reader 14 preferably creates a neW key 
packet 40 and optionally, but not necessarily, a neW electronic 
content 41 for second content reader 28 based upon a neW key 
encryption key 38 of the second user. It is believed to be 
suf?cient, in a preferred embodiment of the present invention, 
that the content key has noW been re-encrypted With the neW 
key encryption key 38, in the neW key packet 40, such that the 
neW electronic content 41 Would be preferably identical to the 
electronic content 10. 
[0055] The neW key packet 40 preferably includes the same 
information as the key packet 12, including encrypted key 16 
as noted above, comprising the original key 16 re-encrypted 
for the second user With the second user’s key encryption key, 
the neW key encryption key 38. 
[0056] In an alternative preferred embodiment, in Which 
the content is to be re-encrypted, a different key may be used, 
either a single key for content-re-encryption and for key 
encryption, or different keys for content-re-encryption and 
for key encryption. Performing content re-encryption is 
believed to be more secure but may require more hardWare to 
perform encryption of content. Alternatively, primary 
encryption using the original content provider’s key and sec 
ondary local encryption of a simple type could be performed. 
In the alternative preferred embodiment of the present inven 
tion, Where neW electronic content 41 is re-encrypted such as, 
for example, With the neW key encryption key 38 (here used 
not only to encrypt a key but also to encrypt content), such 
encryption preferably takes place “on the ?y”, Without storing 
the neW electronic content 41 in the ?rst content reader 14. 

[0057] It is appreciated that various methods of re-encryp 
tion Will occur to persons skilled in the art, and that any 
appropriate re-encryption method may be used. 
[0058] The neW key packet also preferably includes content 
rights information 22 and other optional metadata 24, noW 
encrypted according to the neW key encryption key 38. 
[0059] It is noted that all of the key packet 12 may be 
encrypted according to the neW key encryption key 38, or 
alternatively, only a portion thereof, such as the decryption 
keys for some of the dependent packets 26, may be so 
encrypted, While other decryption keys remain encrypted 
With key(s) 16. Smart card 30 also preferably marks elec 
tronic content 10 and key packet 12 as being un?t for use, i.e., 
undecodable or inaccessible, by ?rst content reader 14. 
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[0060] First content reader 14 then transfers neW key packet 
40 and neWly encrypted electronic content 41 to second con 
tent reader 28. If second content reader 28 sends a con?rma 
tion of receipt, ?rst content reader 14 preferably deletes the 
noW-unusable key packet 12 and may optionally delete the 
electronic content 10. HoWever, it is noted that the method 
does not require irrevocable proof that second content reader 
28 has received the content 10 and subsequent deletion of 
content 10 or key packet 12 by ?rst content reader 14. First 
content reader 14 can repeatedly send neW key packets and 
content to the second content reader 28, so that in a case of 
communication failure, second content reader 28 may request 
the key packets and content again. 
[0061] The electronic content 41 and key packet 40 can be 
transferred from the second user to a third user, ad in?nitum, 
in the same manner as the electronic content 10 and key 
packet 12 Were transferred from the ?rst user to the second 
user, as described hereinabove. In such a case, it is preferable 
that the ?rst content reader 14 be incapable of repeatedly 
sending neW key packets and content to second content reader 
28. Instead, if second content reader 28 sends a con?rmation 
of receipt or if a predetermined period of time has elapsed, 
?rst content reader 14 preferably deletes neW key packet 40 
and electronic content 41, thereby rendering ?rst content 
reader 14 incapable of sending neW key packets and content to 
the second user Without repeating the entire process of the 
sate, in the case Where the ?rst user is entitled according to the 
content rights to sell it more than once. 

[0062] As similarly described hereinabove, second smart 
card 32 preferably deletes its key packets and electronic con 
tent after sending them to the third user. This provides impor 
tant added security to the method of the invention, in the event 
that ?rst smart card 30 is “hacked” but second smart card 32 
remains secure. 

[0063] The term “hacked” in its various grammatical 
forms, as is Well knoWn in the art, refers to a case Where an 
unscrupulous person causes a smart card or other secure 
device to behave in other than its intended manner, so that the 
hacked smart card can no longer be trusted to carry out its 
assigned operations and may noW be arbitrarily forced to 
carry out unauthoriZed operations. 
[0064] The basic method of the present invention, as 
shoWn, for example, in the preferred method of FIG. 2, can be 
varied to suit a particular user or application. For example, 
roll back of the transaction betWeen the content readers 14 
and 28 may be supported by repeating the transfer in the 
opposite direction. In another feature, the rights contained in 
the neW key packet 40 may limit the price at Which the content 
10 may be transferred to less than the price paid by the ?rst 
user. In yet another feature, the content 10 may be transferred 
along With additional material created by the ?rst user at a 
price higher than the original content. As described above, the 
?rst user may or may not be limited in having the right to sell 
it to more than one “second” user. 

[0065] The methods of the present invention thus enable 
transferring electronic content Without having to enact the 
transaction via a clearinghouse or other central authority. It is 
clear from the foregoing description, that the second user 
does not need to be another “end user”, rather the second user 
can be the content provider 5 itself In such a case, in contrast 
to the prior art, if the ?rst user did not read or use the elec 
tronic content 10, the ?rst user can indeed return the content 
10 to the content provider 5 and receive his/her money back. 
(In the above described embodiment, this can be accom 
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plished by storing in smart card 30 information as to Which of 
the dependent packets 26 Were accessed.) Alternatively, 
instead of paying back money, the content provider 5 can 
transfer tokens to the ?rst user (e. g., bookstore coupons). In a 
case Where the second user is the content provider 5 itself and 
the content is being “returned”, it is appreciated that the 
electronic content 10 itself need not actually be sent back to 
the content provider 5, as long as the electronic content 10 has 
been marked as inaccessible and/or deleted as described 
above. 
[0066] It Will be appreciated by persons skilled in the art 
that the present invention is not limited by What has been 
particularly shoWn and described hereinabove. Rather the 
scope of the present invention includes both combinations 
and subcombinations of the features described hereinabove 
as Well as modi?cations and variations thereof Which Would 
occur to a person of skill in the art upon reading the foregoing 
description and Which are not in the prior art. 

1-34. (canceled) 
35: A method for transferring electronic content, compris 

ing: 
providing encrypted electronic content to a ?rst user; 
providing said ?rst user With a key packet, said key packet 

comprising: a decryption key for decrypting said 
encrypted electronic content; and 

content rights information; 
re-encrypting said electronic content, thereby producing 

re-encrypted electronic content; 
producing a second user key packet comprising: a second 

user decryption key for decrypting said re-encrypted 
electronic content; and second user content rights infor 
mation; 

transferring said re-encrypted electronic content and said 
second user key packet from said ?rst user to a second 
user; and 

rendering rights of said ?rst user to said electronic content 
unusable upon transfer of said re-encrypted electronic 
content and said second user key packet from said ?rst 
user to said second user. 

36: The method according to claim 35 and Wherein said 
re-encrypting comprises: 

decrypting said electronic content using said decryption 
key; and 

encrypting said electronic content to produce said re-en 
crypted electronic content. 

37: The method according to claim 35 and Wherein said 
re-encrypting comprises performing secondary encryption. 

38: The method according to claim 35 and Wherein said 
re-encrypting comprises re-encrypting “on-the-?y”. 
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39: The method according to claim 35 and Wherein said 
second user key packet is decryptable using a key encryption 
key. 

40: A method for transferring electronic content, compris 
ing: 

providing encrypted electronic content to a ?rst user; 
providing the ?rst user With a key packet, said key packet 

comprising: a decryption key for decrypting said 
encrypted electronic content; and content rights infor 
mation; 

the ?rst user adding additional material to said electronic 
content, thereby producing extended electronic content; 

transferring said extended electronic content and a second 
user key packet from the ?rst user to a second user; and 

rendering rights of the ?rst user to said electronic content 
unusable upon transfer of said electronic content and 
said second user key packet from the ?rst user to the 
second user. 

41: The method according to claim 40 and also comprising: 
re-encrypting said extended electronic content, thereby 

producing re-encrypted extended electronic content; 
and 

producing the second user key packet, the second user key 
packet comprising: a second user decryption key; and 
second user content rights information. 

42: The method according to claim 41 and Wherein said 
re-encrypting comprises: 

decrypting said encrypted electronic content using said 
decryption key; and 

encrypting said extended electronic content to produce 
said re-encrypted extended electronic content. 

43: The method according to claim 41 and Wherein said 
re-encrypting comprises performing secondary encryption. 

44: The method according to claim 41 and Wherein said 
re-encrypting comprises re-encrypting “on-the-?y”. 

45: The method according to claim 41 and Wherein said 
second user key packet is decryptable using a key encryption 
key. 

46: The method according to claim 40 and Wherein said 
electronic content is associated With a ?rst price payable by 
said ?rst user and said extended electronic content is associ 
ated With a second price payable by said second user. 

47: The method according to claim 46 and Wherein said 
second price is higher than said ?rst price. 

48: The method according to claim 40 and Wherein said 
second user key packet is divided into a main packet and at 
least one dependent packet. 

* * * * * 


