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(57) ABSTRACT 

A system for protecting and de-identifying healthcare data 
includes a storage device for storing the healthcare data and 
personally identi?able information for a person and a proces 
sor in communication With the database. The processor gen 
erates an anonymous linking code using a keyed hash func 
tion and a second hash function. The anonymous linking code 
is based at least in part on a portion of the personally identi 
?able information. The processor further appends the anony 
mous linking code to the healthcare data for the person. 
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SYSTEM AND METHOD FOR THE 
PROTECTION AND DE-IDENTIFICATION OF 

HEALTH CARE DATA 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application claims priority under 35 U.S.C. § 
119(e) to US. Provisional Patent Application No. 60/875, 
392, entitled “System and Method for the Protection and 
De-Identi?cation of Health Care Data” by Andrew E. Kress et 
al., ?led on Dec. 18, 2006, the entire disclosure of Which is 
incorporated herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates to a system and a 
method for protecting data. In particular, the present inven 
tion relates to a system and a method for protecting healthcare 
data, purging the data of patient identi?able information, and 
associating the healthcare data of the same person. 

BACKGROUND OF THE INVENTION 

[0003] An increasing amount of patient healthcare data 
regarding disease and treatment is being electronically 
entered and recorded. For example, a healthcare provider may 
electronically submit healthcare data for the purpose of 
receiving payment for services rendered. The data generally 
?oWs from the healthcare provider to a clearinghouse or a 
provider of electronic data interchange and related services. 
Healthcare data submitted can include standardized codes to 
describe the diagnosis made, services performed, or products 
used. 
[0004] As patient data regarding disease and treatment 
becomes more Widely recorded and available, linking data for 
individual patients from different data sources created at dif 
ferent times Would be advantageous, for example, When a 
researcher Wants to study certain variables, such as patients’ 
diagnoses, procedures performed, or drugs prescribed. 
[0005] HoWever, the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) restricts entities cov 
ered under HIPAA from disclosing protected health informa 
tion (“PHI”). The disclosure of PHI is regulated because it is 
healthcare data With personally identi?able information 
(“PII”). Many data sources Would be considered covered 
entities because the data sources produce information Which 
may contain PHI, and PHI through its associated PII can be 
used to positively identify a person. Such information con 
taining PII and concerning individual privacy are strictly pro 
tected by HIPAA. Under HIPAA, covered entities cannot 
disclose PII to third parties, except in limited circumstances, 
such as to other authorized entities for billing purposes. Thus, 
healthcare data used by non-covered entities for research, 
analysis, and/or reporting needs to be de-identi?ed so that the 
data is no longer considered PII. Consequently, direct identi 
?ers, such as names, elements of addresses (except zip codes 
if they cover a suf?ciently large population), birth dates, 
social security numbers, insurance policy numbers, license 
numbers, or any other unique identi?er that may alloW patient 
identi?cation, must be removed. Thus, researchers are limited 
to data Which may not include a particular desired variable, 
such as the prevalence of a particular disease in a particular 
area because any demographic data, even indirect identi?ers, 
appended to de-identi?ed patient data increases the risk of 
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identifying an individual. As a result, researchers are limited 
to data Without relevant demographic variables that they may 
Wish to study. 
[0006] Thus under HIPAA, the healthcare data transmitted 
by covered entities must be de-identi?ed so that it no longer 
contains PII. HIPAA stipulates tWo methods for de-identify 
ing data. The ?rst method is based on the safe harbor provi 
sion, Which directs the removal of 18 enumerated identi?ers, 
such as, name, geographic subdivision smaller than a state, 
dates directly related to an individual phone numbers, fax 
numbers, email addresses, social security numbers, medical 
record numbers, health plan bene?ciary numbers, account 
numbers, certi?cate/license numbers, vehicle identi?ers and 
serial numbers, device identi?ers and serial numbers, Web 
universal resource locators, Internet protocol address num 
bers, biometric identi?ers, full face photographic and com 
parable images, and other unique identi?ers. The second 
method is based on statistical de-identi?cation. An entity 
covered under HIPAA may determine that the health infor 
mation is not individually identi?able health information 
only if a person With appropriate knowledge of and experi 
ence With generally accepted statistical and scienti?c prin 
ciples and methods for rendering information individually 
unidenti?able, applying such principles and methods, (1) 
determines that the risk is very small that the information 
could be used, alone or in combination With other reasonably 
available information, by an anticipated recipient to identify 
an individual Who is the subject of the information, and (2) 
documents the methods and results of the analysis that justify 
such a determination, as described in “HIPAA Certi?cation 
for SDI’s De-Identi?cation Technology” by Fritz Scheuren, 
Ph.D. and Patrick Baier, D. Phil, dated Jun. 4, 2007. 
[0007] As described by Scheuren and Baier, knoWn meth 
ods append additional information to the de-identi?ed patient 
data. One method appends additional information in a non 
speci?c Way such as With the zip code or other grouping 
information, as discussed in the “Description of the Related 
Art” in US. Patent Application Pub. No. 2004/0199781, 
entitled “Data Source Privacy Screening Systems and Meth 
ods,” by Erickson et al. Another method appends only limited 
variables in order to minimize the risk of identi?cation, as 
discussed in US. PatentApplication Pub. No. 2004/0199781. 
The disadvantages of these approaches are that (1) they 
assume that all individuals in a particular group share the 
same appended characteristic data, (2) they limit the number 
of discrete variables that can be included in any analysis, (3) 
they require a very high degree of oversight and revieW by an 
approved statistician, and/or (4) they carry a risk of re-iden 
ti?cation, as the party Who holds the merged data may have 
enough data available to possibly re-identify an individual in 
violation of HIPAA through combining the data With demo 
graphic or other available variables. 
[0008] Thus, there continues to be a need for a system and 
a method that alloWs associating of patient healthcare data 
from different data sources at different times but avoids using 
PII that can be used to identify the patient. 

SUMMARY OF THE INVENTION 

[0009] Accordingly, an aspect of the present invention is to 
provide a system and a method for protecting and de-identi 
fying healthcare data. Another object of the present invention 
is to correlate de-identi?ed healthcare data for a particular 
patient from several data sources Without using PII that can be 
used to identify the patient. 
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[0010] One embodiment of the present invention provides a 
system for protecting and de-identifying healthcare data. The 
system includes a storage device for storing the healthcare 
data and personally identi?able information for a person; and 
a processor in communication With the database, the proces 
sor generates an anonymous linking code using a keyed hash 
function and a second hash function, the anonymous linking 
code based at least in part on a portion of the personally 
identi?able information, said processor further appending the 
anonymous linking code to the healthcare data for the person. 

[0011] Another embodiment of the present invention pro 
vides a system for protecting and de-identifying healthcare 
data. The system includes at least one data source capable of 
generating an anonymous linking code using a keyed has 
function and a second hash function, the anonymous linking 
code based at least in part on a portion of personally identi 
?able information, the at least one data source capable of 
transmitting healthcare data With the anonymous linking code 
appended to the healthcare data; and a data Warehouse 
capable of receiving the healthcare data With the appended 
anonymous linking code and storing the healthcare data With 
the appended anonymous linking code, the data Warehouse 
associating the received healthcare data With stored health 
care data by matching appended anonymous linking codes. 
[0012] Yet another embodiment of the present invention 
provides a method for protecting and de-identifying health 
care data. The method includes the steps of: using a keyed 
hash function to convert a portion of personally identi?able 
information into a ?rst output; using a second hash function to 
convert the ?rst output into an anonymous linking code; 
appending the anonymous linking code to the healthcare data; 
and removing personally identi?able information from the 
healthcare data. 

[0013] Yet another embodiment of the present invention 
provides a system for protecting and de-identifying health 
care data. The system includes a data retrieval module receiv 
ing healthcare data and its associated personally identi?able 
information; an extraction and encryption module in commu 
nication With the data retrieval module, the extraction and 
encryption module extracting portions of personally identi? 
able information for forming an anonymous linking code and 
encrypting the portions of the personally identi?able infor 
mation; a concatenation module in communication With the 
extraction and encryption module, the concatenation module 
linking together in a predetermined sequence the portions of 
the personally identi?able information; a ?rst hash function 
module in communication With the concatenation module, 
the ?rst hash function module inputting the portions of the 
personally identi?able information into a ?rst hash function 
that converts the portions of the personally identi?able infor 
mation into a ?rst output; a second hash function module in 
communication With the ?rst hash function module, the sec 
ond hash function module inputting the ?rst output into a 
second hash function that converts the ?rst output into an 
anonymous linking code; a de-identi?cation module in com 
munication With the second hash function module, the de 
identi?cation module appending the anonymous linking code 
to the healthcare data and substantially removing the person 
ally identi?able information from the healthcare data; an 
encryption for transmission module in communication With 
the de-identi?cation module, the encryption for transmission 
module encrypting for transmission the healthcare data and 
the appended anonymous linking code; a data transmission 
module in communication With the encryption for transmis 
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sion module, the data transmission module transmitting the 
encrypted healthcare data and appended anonymous linking 
code on a data pathWay; the data pathWay in communication 
With the data transmission module; a data reception module in 
communication With the data pathWay, the data reception 
module receiving the encrypted healthcare data and appended 
anonymous linking code from the data pathWay; a decryption 
module in communication With the data reception module, 
the decryption module decrypting the encrypted healthcare 
data and appended anonymous linking code; a patient linkage 
module in communication With the decryption module, the 
patient linkage module linking healthcare data related to the 
same person; and a report creation module in communication 
With the decryption module, the report creation module out 
putting a report based on the healthcare data. 
[0014] Other objects, advantages and salient features of the 
invention Will become apparent from the folloWing detailed 
description, Which, taken in conjunction With the annexed 
draWings, discloses a preferred embodiment of the present 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] A more complete appreciation of the invention and 
many of the attendant advantages thereof Will be readily 
obtained as the same becomes better understood by reference 
to the folloWing detailed description When considered in con 
nection With the accompanying draWings, Wherein: 
[0016] FIG. 1 is a block diagram of a system for protecting 
and de-identifying healthcare data in accordance With an 
exemplary embodiment of the invention; 
[0017] FIG. 2 is a How diagram shoWing operations per 
formed by modules of the system illustrated in FIG. 1; 
[0018] FIG. 3 is a How diagram of a method for protecting 
and de-identifying healthcare data in accordance With an 
exemplary embodiment of the invention; 
[0019] FIG. 4 is an example report outputted by the system 
illustrated in FIG. 1; and 
[0020] FIG. 5 is a How diagram shoWing hoW healthcare 
data is manipulated by the system illustrated in FIG. 1. 

DETAILED DESCRIPTION OF THE INVENTION 

[0021] Referring to FIGS. 1-5, the present invention pro 
vides a system and a method for protecting and de-identifying 
healthcare data subject to HIPAA by converting elements of 
PII into an anonymous linking code that protects the anonym 
ity of the individual associated With the healthcare data. The 
anonymous linking code is HIPAA-compliant and alloWs for 
identi?cation of a unique individual While preserving the 
anonymity of that individual by forming the anonymous link 
ing code from predetermined portions of PII and replacing PII 
With the anonymous linking code. The healthcare data is 
“de-identi?ed” by removing all information considered to be 
PII. The anonymous linking code is then appended to the 
healthcare data. 
[0022] The anonymous linking code alloWs for linking or 
associating of healthcare data for a particular person even 
though the healthcare data has no direct identi?ers, comes 
from different data sources, and Was created at different 
times. The de-identi?ed data With the appended anonymous 
linking code is sent to a data Warehouse that can join several 
data ?les at the de-identi?ed patient-speci?c level. At the data 
Warehouse, the anonymous linking code can be replaced With 
or augmented by an indexing tag. By replacing the anony 
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mous linking code, Which is based on portions of PII, With the 
indexing tag, the healthcare data is substantially de-identi?ed 
because it contains no PII, and the anonymous linking code, 
Which is based on portions of PII, is replaced by the indexing 
tag. Data can then be linked (i.e., associated With other data 
related to the same person) and clustered Without using PII or 
any data based on PII. The results are then returned to the data 
source, Which can replace the anonymous linking code With 
PII. 

[0023] Thus, the present invention prevents an entity hav 
ing de-identi?ed data that is subject to HIPAA from also 
having speci?c data related to an individual. The present 
invention also prevents a party having data related to an 
individual from also having HIPAA data at an individual 
speci?c level. By providing data in such a manner, the present 
invention minimizes the risk of individual re-identi?cation, 
While alloWing the use of highly speci?c demographic and 
other information in combination With data subject to 
HIPAA. 

[0024] Referring to FIG. 1, a system 10 is provided for 
protecting and de-identifying healthcare data. The system 10 
includes, at least, a data source 100 and a data Warehouse 200. 
The data source 100 includes a user interface 102, a database 
108, a processor 110, and healthcare data 112. The data 
source 100 can be located at a physician’s o?ice, a hospital, a 
pharmacy, a laboratory, a health insurer, a consultancy, or any 
other similar facility Where healthcare data is collected, 
received, provided, or created. The data source 100 is prefer 
ably provided at any facility that is considered to be a covered 
entity under HIPAA. 
[0025] HIPAA regulates healthcare data 112 if it contains 
PHI. The disclosure of PHI is regulated because it contains 
PII. The healthcare data 112 is data pertaining to the health, 
condition, disease, treatment, and other similar information 
of a particular person Who is identi?ed by PII. The healthcare 
data 112 can include, but is not limited to, diagnoses, patient 
visit information, drug data, procedure data, prescription 
speci?c information, laboratory data, data feeds, test orders, 
test results, consultant’s report, and other similar data related 
to or associated With the health of the person. The healthcare 
data 112 can be provided on a standard form, such as CMS 
1500/837p, CMS-l450/UB-92/UB-04/837i, NCPDP 5.1, or 
other similar forms. The healthcare data 112 can also include 
standardized codes to describe the diagnoses made, services 
performed, products used, and other relevant information. 
The healthcare data 112 can be from healthcare insurance 
claims from pharmacies and physicians. The healthcare data 
112 can be from data provided directly by the healthcare 
provider or from data provided by a central clearinghouse, a 
payer, a pharmacy bene?ts manager, or other similar sources 
of healthcare data 112. 

[0026] The user interface 102 is in communication With the 
database 108 and the processor 110. The user interface 102 
can be a desktop, handheld, and/or touch screen computing 
device or any other display and information input device. It 
has a display 104 and an input device 106. The display 104 
can be any device that presents information to the user. The 
input device 106 can be any device to electronically enter 
information into the data source 100, such as, but not limited 
to, a keyboard, touch screen, mouse, scanner, digital camera, 
or other similar device for transmuting non-electronic infor 
mation into electronic data. 
[0027] The database 108 is in communication With the user 
interface 102 and the processor 110. The database 108 stores 
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information, such as PHI or healthcare data 112 and its asso 
ciated PII. The database 108 can be separate from the proces 
sor 110 or can be stored in memory internal to the processor 
110. Though a single database 108 is shoWn in the embodi 
ment of FIG. 1, more than one database can be provided. If 
more than one database is provided, each separate database is 
preferably in communication With each other, the user inter 
face 102, the processor 110, or any combination of these 
components. 
[0028] The processor 110 is in communication With the 
user interface 102 and the database 108. The processor 110 
preferably has one or more of the folloWing modules: a data 
retrieval module 114, an extraction and encryption module 
116, a concatenation module 118, a ?rst hash function mod 
ule 120, a second hash function module 122, a de-identi?ca 
tion module 124, an encryption for transmission module 126, 
and a data transmission module 128. Each of the modules 
described herein has various sub-routines, procedures, de? 
nitional statements, macros, and other similar processes. 
SoftWare is provided in the processor 110 to implement the 
system 10 and a method of protecting and de-identifying 
healthcare data. The softWare includes programming that 
embodies the data retrieval module 114, the extraction and 
encryption module 116, the concatenation module 118, the 
?rst hash function module 120, the second hash function 
module 122, the de-identi?cation module 124, the encryption 
for transmission module 126, and the data transmission mod 
ule 128. The description of each of the modules is used for 
convenience to describe the functionality of the processor 1 10 
and the system 10 overall. Thus, the processes that are per 
formed by each of the modules may be redistributed to one of 
the other modules, combined together in a single module, or 
made available in a shareable dynamic link library. FIG. 2 is 
a How diagram shoWing the operations performed by the 
modules. 

[0029] The user interface 102, the database 108, and the 
processor 110 can each be coupled to the Internet or a netWork 
such as a local area netWork (LAN) or Wide area netWork 
(WAN). The system 10 is not limited to hard-Wired connec 
tions but can include Wireless communication such as radiof 
requency (RF), 802.1 1 (WiFi), Bluetooth or any combination 
of data communications paths. For example, the data source 
100 can be implemented or incorporated as a single device 
such as a stand-alone personal computer or a PDA or the 
database 108 can be placed on a remote server coupled to the 
Internet by hard-Wired connections With other components 
located nearby in Wireless communication With the Internet. 
[0030] The data source 100 replaces PII With a HIPAA 
compliant encrypted anonymous linking code that alloWs for 
identi?cation of a unique individual While preserving the 
anonymity of that individual. The anonymous linking code is 
formed from predetermined portions of PII and appended to 
the healthcare data 112. Then the healthcare data 112 is de 
identi?ed by removing all PII at the data source 100 before the 
electronic healthcare data is sent to a data Warehouse 200. 

[0031] To describe the system 10 and the method of pro 
tecting and de-identifying healthcare data concurrently, ref 
erence Will be made to FIG. 1 Which depicts the system 10, 
FIG. 2 Which shoWs the operations performed by the system 
10, and FIG. 3 Which is a How diagram of the method. In step 
602, healthcare data 112 and its associated PII are received. 
This is performed in the processor 110 by the data retrieval 
module 114 Which retrieves electronic healthcare data, 
including PHI and its associated PII, from the database 108 or 
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from the user interface 102, step 414. The healthcare data 112 
is converted into electronic healthcare data by the input 
device 106. 

[0032] Next, in step 604 of the method, portions of PII are 
extracted to form an anonymous linking code and the 
extracted portions of PII are encrypted. During extraction, 
portions of PII required to form the anonymous linking code 
are identi?ed in the healthcare data 112 and can also be set 
aside to be converted into the anonymous linking code. In the 
processor 110, the extraction and encryption module 116 
extracts predetermined portions of PII from the electronic 
healthcare data and encrypts those extracted portions, step 
416. The extraction and encryption module 116 copies and 
stores in the database 108 or in the memory of the processor 
110 predetermined portions of PII for converting into the 
anonymous linking code. In the preferred embodiment, after 
the predetermined portions of PII required to form the anony 
mous linking code are stored in the database 108 or in the 
memory of the processor 110, the electronic healthcare data 
can be modi?ed so that the predetermined portions of PII are 
deleted from the electronic healthcare data. For electronic 
healthcare data made up of bits, the bits representing the 
predetermined portions of PII are nulled (i.e., the PII is 
replaced With 0 bits of data). 
[0033] Predetermined portions of PII are used to create an 
anonymous linking code (done in step 610) so that there is a 
functional relationship or dependence betWeen the anony 
mous linking code and the PII. The functional relationship or 
dependence alloWs the same anonymous linking codes to be 
created by unrelated or separate data sources 100. Thus, each 
data source 100 Will be able to create the same anonymous 
linking code because each data source 100 creates it from the 
same predetermined portions of PII. The predetermined por 
tions of PII can be, for instance, the patient’s name, birth date, 
social security number, some other identifying information, 
or any combination of these. Since in some cases the elec 
tronic healthcare data may not include, for example, the birth 
date or the social security number, the anonymous linking 
code can be derived from other available portions of PII in the 
electronic healthcare data. Regardless, the extraction and 
encryption module 116 extracts predetermined portions of 
PII from the healthcare data retrieved at step 602 by the data 
retrieval module 114. 

[0034] After the predetermined portions of PII are 
extracted by the extraction and encryption module 116, the 
extracted predetermined portions of PII are encrypted. The 
encryption provides further protection of the extracted pre 
determined portions of PII, Each extracted predetermined 
portion of PII for forming the anonymous linking code can 
encrypted individually or collectively. The encryption is pref 
erably done by common techniques, such as character sub 
stitution or translation, as described in US. Pat. No. 4,979, 
832 to Ritter, the entirety of Which is incorporated herein by 
reference. The encryption can also be completed by block 
cipher, hash function, or any other suitable encryption 
method. 

[0035] In step 606, the extracted and encrypted portions of 
PII are assembled together in a predetermined sequence. In 
the processor 110, the concatenation module 118 concat 
enates the portions of the PII, step 418. After each portion of 
PII has undergone encryption in the extraction and encryption 
module 116, the concatenation module 118 assembles 
together the encrypted portions of PII. To ensure that each 
data source 100 creates the same anonymous linking code 
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from the same predetermined portions of PII, the portions of 
PII must be properly sequenced in the same predetermined 
sequence prior to inputting into a ?rst hash function in step 
608. 

[0036] In step 608, the extracted, encrypted, and properly 
sequenced predetermined portions of PII are inputted into the 
?rst hash function, step 420. In the processor 110, the ?rst 
hash function module 120 inputs the extracted and encrypted 
portions of the PII that have been linked in the proper 
sequence into the ?rst hash function, and the ?rst hash func 
tion converts the extracted, encrypted, and properly 
sequenced portions of PII into a ?rst output. 
[0037] The hash function is a cryptographic primitive. 
Although another cryptographic primitive, such as a block 
cipher, can be used, the hash function is preferred because it 
generally has no inverse function that can recover the input 
from the hash function’s output. The hash function maps a bit 
string of arbitrary length to another bit string of ?xed length. 
Hash functions include Ripe-MD, Whirlpool, Haval, MD4, 
MDS, and the SHA group of hash functions. Preferably, the 
?rst hash function is from the SHA-2 family, in particular, 
SHA-256 Which creates 256 bit hashes. The SHA family of 
hash functions Was designed by the National Institute of 
Standards and Technology and is a Federal Information Pro 
cessing Standard, as described by Federal Information Pro 
cessing Standards Publication 180-2, dated Aug. 1, 2002. 
Federal Information Processing Standards Publication 180-2 
also provides an algorithm and examples for implementing an 
SHA-256 hash function. 

[0038] The ?rst output of the ?rst hash function can be, but 
is not limited to, a character string, a bit string, a base-n 
number, or any other suitable hash function output. Prefer 
ably, the ?rst output is a hexadecimal number. The ?rst hash 
function is also keyed to prevent deciphering the anonymous 
linking code back to its constituent predetermined portions of 
PII. Preferably, a key comprised of a string of random char 
acters is appended to the ?rst output of the ?rst hash function. 
The key can also be appended to the extracted, encrypted, and 
properly sequenced portions of the PII before being 
encrypted by the ?rst hash function. The key is a ?xed char 
acter string Where each character Was chosen randomly and 
independently of other characters in the key. In one exem 
plary embodiment, the key is a ?xed character string of 64 
characters Where each of the 64 characters is randomly 
selected from the set of 94 printable, non-blank ASCII char 
acters. 

[0039] The key must be protected to prevent the anonymous 
linking code from being decrypted back into the portions of 
PII used to derive the anonymous linking code. The key can 
be protected by using an independent third party to choose the 
key, obfuscating the key in the ?rst hash function module 120, 
using mathematical algorithms to reconstruct the key When 
the key is required, or any combination of the above. Alter 
natively, the key can be transmitted separately before it is 
used. If the key is transmitted, it can be transmitted via Web 
services, such as SOAP, Which is a protocol for exchanging 
XML-based messages over computer netWorks, normally 
using HTTP/HTTPS. 
[0040] In step 610, after the key is appended to the ?rst 
output of the ?rst hash function, the ?rst output and the key 
are inputted into a second hash function. In the processor 110, 
the second hash function module 122 inputs the ?rst output 
and the key from the ?rst hash function module 120 into the 
second hash function that converts the ?rst output and the key 



US 2008/0147554 A1 

into the anonymous linking code, step 422. Inputting the ?rst 
output and the key into the second hash function provides 
additional protection by using tWo hash functions sequen 
tially to convert portions of PII into the anonymous linking 
code. The second hash function is similar to the ?rst hash 
function and is implemented substantially in the same Way the 
?rst hash function is implemented. The output of the second 
hash function, i.e., the anonymous linking code, can be, but is 
not limited to, a character string, a bit string, a base-n number, 
or any other suitable hash function output. Preferably, the 
anonymous linking code is a bit string. The anonymous link 
ing code can be used in place of PII and appended to health 
care data that is not subject to HIPAA requirements. 

[0041] Next, in step 612, the anonymous linking code is 
appended to the healthcare data 112, and any remaining PII is 
removed from the healthcare data 112. In step 604, described 
above, only portions of PII required to form the anonymous 
linking code may have been removed, thus any remaining 
portions of PII must be removed from the healthcare data 112 
so that the data 112 Will not be subject to HIPAA. In the 
processor 110, the de-identi?cation module 124 electroni 
cally appends the anonymous linking code to electronic 
healthcare data and modi?es the electronic healthcare data so 
that any remaining PII is deleted. The processor 110 elec 
tronically appends the anonymous linking code to the end of 
the electronic healthcare data. Thus, for electronic healthcare 
data represented by bits, the bits representing the anonymous 
linking code Will be at the end of the set of bits representing 
the electronic healthcare data. In the preferred embodiment, 
only the portions of PII required to form the anonymous 
linking code are removed by the extraction and encryption 
module 116, thus some PII may still need to be removed from 
the healthcare data. Any remaining direct identi?ers are 
removed from the healthcare data. Direct identi?ers include, 
for example, the name, some parts of the address, the social 
security number, the insurance policy number, the license 
number, and other similar identifying information. In 
embodiments Where the electronic healthcare data is repre 
sented by bits, the bits representing the remaining PII are 
nulled. Because the electronic healthcare data is missing data 
that represented the removed PII, the de-identi?cation mod 
ule can also shift the remaining data elements to make up for 
the removed and missing PII data. In the preferred embodi 
ment, the ?le representing the electronic healthcare data is 
reWritten into a neW ?le that does not contain any PII. 

[0042] In step 614, both the healthcare data Without PII and 
its appended anonymous linking code are encrypted for trans 
mission. In the processor 110, the encryption for transmission 
module 126 encrypts the electronic healthcare data With its 
appended anonymous linking code for transmitting, step 426. 
This additional encrypting prior to transmitting further pro 
tects the electronic healthcare data and its appended anony 
mous linking code. The encryption before transmission can 
be done by using Information Concealment Engine (ICE), 
Data Encryption Standard (DES), Advanced Encryption 
Standard (AES), Triple DES, RC5, BloW?sh, IDEA, NeW 
DES, JAFER, CAST5, FEAL, a block cipher, or any other 
suitable encryption. Preferably, the encryption before trans 
mission is completed by using ICE, such as Pretty Good 
Privacy (PGP) encryption. 
[0043] Then, in step 616, the encrypted healthcare data 
With its appended anonymous linking code is transmitted on 
a data pathWay 300 to an authoriZed recipient, in this case the 
data Warehouse 200. In the processor 110, the data transmis 
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sion module 128 transmits the electronic healthcare data With 
the appended anonymous linking code on a data pathWay 300, 
step 428. Preferably, the data pathWay 300 is secure to prevent 
interception of protected information. The encrypted elec 
tronic healthcare data With its appended anonymous linking 
code is transmitted through the data pathWay 300 to the data 
Warehouse 200 Where the electronic healthcare data can be 
processed into a customizable output in step 624. The data 
pathWay 300 can be, but is not limited to, the Internet or a 
netWork such as a local area netWork (LAN) or Wide area 
netWork (WAN). The data pathWay 300 can include hard 
Wired connections as Well as Wireless communication such as 
radiofrequency (RF), 802.11 (WiFi), Bluetooth or any com 
bination thereof. The data pathWay 300 can be any combina 
tion of data communications pathWays. As described above, 
the electronic healthcare data With its appended anonymous 
linking code is preferably transmitted by a secure method, 
such as File Transfer Protocol (FTP), secure File Service 
Protocol (FSP), FTPS or FTP/SSL, Gopher, Secure Copy 
Protocol (SCP), Simple File Transfer Protocol (SFTP), SSH, 
Trivial File Transfer Protocol (TFTP), and other similar 
secure data transmission pathWays. 

[0044] The data Warehouse 200 processes, stores, and 
transmits the electronic healthcare data to selected recipients 
in a customizable output. Processing the electronic healthcare 
data can include, but is not limited to, cleaning, collecting, 
classifying, packaging, additional de-identifying, and match 
ing the electronic healthcare data. The data Warehouse 200 
also distributes the electronic healthcare data to recipients in 
a requested format. As shoWn in FIG. 1, the data Warehouse 
200 includes a user interface 202, a storage device 208, a 
processor 210, and a report 212. The data Warehouse 200 can 
be located near to or remote from the data source 100. The 
user interface 202 is similar to the user interface 102 of the 
data source 100, and thus a detailed description thereof is 
omitted. 

[0045] The storage device 208 is in communication With 
the user interface 202 and the processor 210. The storage 
device 208 stores healthcare data including electronic health 
care data that Was previously received from the data source 
100. The stored electronic healthcare data can include the 
appended anonymous linking codes and/or an indexing tag 
(described more fully beloW). Though a single storage device 
208 is shoWn in the embodiment of FIG. 1, more than one 
storage device can be provided. If more than one storage 
device is provided, each separate storage device is preferably 
in communication With each other, the user interface 202, the 
processor 210, or any combination of these components. 
Also, in alternate embodiments, the storage device 208 can be 
the memory associated With the processor 210. 

[0046] The processor 210 is in communication With the 
user interface 202 and the storage device 208. The processor 
210 preferably has one or more of the folloWing modules: a 
data reception module 214, a decryption module 216, a 
patient linkage module 218, and a report creation module 
220. Each of the modules described herein has various sub 
routines, procedures, de?nitional statements, macros, and 
other similar processes. SoftWare is provided in the processor 
210 to implement the system 10 and the method. The softWare 
includes programming that embodies the data reception mod 
ule 214, the decryption module 216, the patient linkage mod 
ule 218, and the report creation module 220. The description 
of each of the modules is used for convenience to describe the 
functionality of the processor 210 and the system 10 overall. 
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Thus, the processes that are performed by each of the modules 
may be redistributed to one of the other modules, combined 
together in a single module, or made available in a shareable 
dynamic link library. 
[0047] The user interface 202, the storage device 208, and 
the processor 210 can each be coupled to the Internet or a 
netWork such as a local area netWork (LAN) or Wide area 
netWork (WAN). The system 10 is not limited to hard-Wired 
connections but can include Wireless communication such as 
radiofrequency (RF), 802.11 (WiFi), Bluetooth or any com 
bination of data communications paths. For example, the data 
Warehouse 200 can be implemented or incorporated as a 
single device such as a stand alone computer or a PDA or the 
storage device 208 can be placed on a remote server coupled 
to the Internet by hard-Wired connections With other compo 
nents located nearby in Wireless communication With the 
Internet. 

[0048] In step 618, the encrypted healthcare data With the 
appended anonymous linking code is received from the data 
pathWay 300. In the processor 210, the data reception module 
214 receives the electronic healthcare data With its appended 
anonymous linking code from the data pathWay 300, step 514. 
[0049] Next, in step 620, the encrypted healthcare data With 
its appended anonymous linking code is decrypted. In the 
processor 210, the decryption module 216 decrypts the elec 
tronic healthcare data With its appended anonymous linking 
code, step 516. The decryption module 216 decrypts the 
encrypted information Which Was encrypted by the transmis 
sion module 126 in step 614. The anonymous linking code 
can also be replaced With or augmented by an indexing tag. 
By replacing the anonymous linking code, Which is based on 
portions of PH, With the indexing tag, the electronic health 
care data is substantially de-identi?ed because it contains no 
PII and the anonymous linking code Which is based on por 
tions of PH is replaced by the indexing tag. 
[0050] Then, in step 622, the healthcare data is compared to 
other healthcare data, and if the healthcare data is related to 
the same person, then the tWo sets of healthcare data are 
linked to or associated With each other. In the processor 210, 
the patient linkage module 218 compares the received elec 
tronic healthcare data to the electronic healthcare data stored 
in the storage device 208, and if the received electronic 
healthcare data and the stored electronic healthcare data are 
related to the same person, then the received electronic 
healthcare data is linked to the stored electronic healthcare 
data. The patient linkage module 218 can link or associate 
electronic healthcare data by assigning each the same 
appended anonymous linking code, the same indexing tag, or 
a combination of the aforementioned. The patient linkage 
module 218 can also use PII that is not subject to HIPAA to 
ensure that the received electronic healthcare data is linked to 
the correct corresponding stored electronic healthcare data. 
For example, since the Zip code may not be subject to HIPAA, 
the Zip code of the received electronic healthcare data can be 
used to verify that it has been linked to the correct correspond 
ing electronic healthcare data stored in the storage device 208 
by comparing the Zip codes associated With each. Also, the 
received electronic healthcare data can be ?agged to indicate 
that the storage device 208 already has electronic healthcare 
data associated With the anonymous linking code and/or the 
indexing tag. Thus, by linking or associating received elec 
tronic healthcare data With stored electronic healthcare data, 
the data Warehouse 200 collects and accumulates healthcare 
data associated With one person. 
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[0051] In one exemplary embodiment, the data Warehouse 
200 maintains a master table stored in the storage device 208 
Which contains all previously received anonymous linking 
codes and their associated PII that is not subject to HIPAA. 
Each combination of anonymous linking codes and associ 
ated PII not subject to HIPAA is tabulated by the indexing tag. 
The patient linkage module 218 then compares the received 
anonymous linking code and associated PII not subject to 
HIPAA to previously received anonymous linking codes and 
their associated PII not subject to HIPAA. If the received 
anonymous linking code and associated PII not subject to 
HIPAA match a previously received anonymous linking code 
and associated PII not subject to HIPAA, then both are con 
sidered related to the same person. Thus, the received anony 
mous linking code and associated PII not subject to HIPAA 
are assigned the indexing tag of the matching previously 
received anonymous linking code and associated PII not sub 
ject to HIPAA. If the received anonymous linking code and 
associated PII not subject to HIPAA do not correspond to any 
previously received, then they are considered not related to 
the same person. Therefore, the received anonymous linking 
code and PH not subject to HIPAA are added to the master 
table and assigned a previously unused indexing tag. 
[0052] Finally, in step 624, a report 212 is outputted. In the 
processor 210, the report creation module 220 outputs a 
report 212, step 520. The report 212 provides statistical analy 
sis of stored healthcare data, demographic analysis of stored 
healthcare data, and other similar outputs. The contents of the 
report 212 can be customiZed to the requirements of the user. 
For example, the report 212 can include hoW often a certain 
medical procedure Was completed in a certain city, the demo 
graphic data associated With prescriptions of a certain class of 
drugs, and other similar data. The report 212 can be, but not 
limited to, a paper report, electronic data, a data feed, a 
program, or any other suitable output. The report creation 
module 220 can create a report 212 With a predetermined 
form and format. 

[0053] The report 212 provided is available in near real 
time because the report 212 can be provided shortly after the 
healthcare data 112 is entered into the system 10. By provid 
ing near real-time reports, the data Warehouse 200 can pro 
vide detection and tracking of speci?c diseases and syn 
dromes by analyZing records for that speci?c malady. The 
report 212 can also be used for detection and geo-spatial 
tracking of a neW infectious disease by searching the stored 
healthcare data for the occurrence of the neW infectious dis 
ease and hoW frequently the neW disease occurs in different 
geographical areas and then reporting the results of the 
search. The data Warehouse 200 can also track other events, 
such as bioterrorism events that impact the healthcare system 
in a Way similar to infectious diseases. 

[0054] Referring to FIG. 4, an example report 700 is shoWn. 
In the example report 700 shoWn, the example report 700 
provides statistical data concerning the number of unique 
anonymous linking codes. The report 700 states that, in an 
analysis of 614,987 records (provided under “Number of 
RoWs” 702), 443,692 unique anonymous linking codes Were 
found, as indicated next to “Number of Unique Values” 704. 
The report 700 also provides the “Number of Occurrences” 
706 Which indicates hoW frequently a particular anonymous 
linking code appears in the 614,897 records analyZed. Under 
“Percentage of Total Records” 708, the report provides What 
percentage of the 614,897 records analyZed had a particular 
anonymous linking code. To keep the report 700 brief, the 
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report 700 divides the anonymous linking codes into 21 
groups or “Cells” 710 that are de?ned betWeen a “From 
Value” 712 and a “To Value” 714. The anonymous linking 
codes in the example report 700 are presented in their hashed 
and coded form. 
[0055] Additionally, as the system 10 processes healthcare 
data 112 or the method is performed, data required by the 
system 10 or While performing the method is stored in the 
database 108 or in the memory of the processor 110. Data that 
is stored includes, for example, the predetermined portions of 
PII, algorithms to implement the present invention, the ?rst 
hash function, the second hash function, the key, and other 
data that is not immediately needed. 
[0056] The processes performed by any one or more mod 
ules can be accomplished by a prede?ned algorithm, tables, 
combinations of algorithms and tables, or other similar meth 
ods. For example, the operations of the extraction and encryp 
tion module 116, the concatenation module 118, the ?rst hash 
function module 120, the second hash function module 122, 
the encryption for transmission module 126, the data trans 
mission module 128, the data reception module 214, the 
decryption module 216, the patient linkage module 218, and 
the report creation module 220 can each be performed by a 
prede?ned algorithm. In particular, for instance, the ?rst and 
second hash function modules 120 and 122 to form the anony 
mous linking code can be implemented as separate or com 
bined algorithms. In other embodiments, the operations of the 
extraction and encryption module 116, the encryption for 
transmission module 126, the decryption module 216, and the 
patient linkage module 218 canbe completed by use of tables. 
[0057] To describe one implementation of the system 10 
and the method, the folloWing exemplary embodiment is 
provided and described in detail. HoWever, the invention is 
not intended to be limited to the folloWing exemplary 
embodiment. In the exemplary embodiment, the system 10 
and method are applied to a data supplier of prescription 
claims, such as a pharmacist or a doctor. Because it supplies 
data, the data supplier is also the data source 100. A local 
computer Work station is provided as the data source 100 and 
includes the user interface 102, the processor 110, and the 
database 108. 

[0058] The Work station also includes a computer keyboard 
to function as the input device 106, a monitor to function as 
the display 104, a conventional central processing unit and 
associated memory to function as the processor 110, and a 
hard drive to store the programming and electronic healthcare 
data 112. The hard drive also contains a computer database 
program to function as the database 108. 

[0059] Referring to FIG. 5, a How diagram illustrating hoW 
healthcare data 112 is processed by the system 10 and the 
method is shoWn. In the exemplary embodiment, as shoWn in 
block 800, the healthcare data 1 12 is a drug prescription claim 
Which includes discrete informational elements such as the 
patient’s name, address, insurance policy number, the drug 
prescribed, the quantity of the drug required, co-pay informa 
tion, and date of the transaction. The drug prescription claim 
is considered PHI since it is healthcare data With PII, such as 
the patient’s name, address, and insurance policy number. 
The patient provides or the pharmacist collects elements of 
the healthcare data 112. The elements of the healthcare data 
112 are asked for in speci?c ?elds shoWn on the display 104. 
The data 112 is entered into the ?elds through the keyboard 
functioning as the input device 106. Because the system 10 
and method can be implemented With industry-speci?c for 

Jun. 19, 2008 

matting for data 112, a speci?c format such as NCPDP 5.1 can 
determine the order of the ?elds and the order in Which data 
112 is entered into the system. The data 112 is then electroni 
cally stored in the hard drive of the Work station. The hard 
drive has an electronic database 108 Which stores and tracks 
electronic healthcare data 112. The electronic database 108 
can store the data 112 in a speci?c format such as NCPDP 5.1 
on the hard drive. 

[0060] In accordance With step 602, the data retrieval mod 
ule 114 retrieves healthcare data 112 from the hard drive, as 
described in step 414 of FIG. 2. Since the healthcare data 112 
is in a knoWn predetermined order such as NCPDP 5.1, the 
system 10 is able to reorder the elements so that, for example, 
the patient’s ?rst name, the patient’s last name, and the 
patient’s insurance policy number are the ?rst three elements 
folloWed by non-protected healthcare data such as the drug 
prescribed, the quantity of the drug required, co-pay informa 
tion, and date of the transaction. The programming stores the 
reordered data in an extract ?le Which is then stored on the 
hard drive in a predetermined subdirectory. 
[0061] The programming next reads predetermined por 
tions of PII such as the patient’s name, address, and insurance 
policy number into the memory of the processor 110. In 
accordance With step 604 of the method, the extraction and 
encryption module 116 of the programming then uses the 
predetermined parts of the PII to create the anonymous link 
ing code, as described in step 416 of FIG. 2. In the exemplary 
embodiment, as shoWn in block 802 of FIG. 5, the program 
ming uses the ?rst name, the last name, and the insurance 
policy number. First, the programming reads from the elec 
tronic healthcare data and stores in memory the data in the 
“?rst name” ?eld, the “last name” ?eld, and the “insurance 
policy number” ?eld. After reading the data in the “?rst 
name” ?eld, the “last name” ?eld, and the “insurance policy 
number” ?eld, the programming nulls the data in the “?rst 
name” ?eld, the “last name” ?eld, and the “insurance policy 
number” ?eld. Also, the programming removes spaces and 
other non-alphabetic characters from the ?rst name data, the 
last name data, and the insurance policy number data store in 
memory. 
[0062] The extraction and encryption module 116 of the 
programming then encrypts the data. As shoWn in block 804, 
the system 10 performs a character substitution on the data in 
block 802. To complete character substitution, each character 
of the last name, the ?rst name, and the insurance policy 
number is substituted With another character in accordance 
With a predetermined character substitution scheme stored in 
the database 108, the processor 112, the storage device 208, 
the processor 212, or any combination of the aforementioned. 
For instance, as shoWn, the ?rst name “Joe” is encrypted as 
“I2Z”. 

[0063] Then, at step 606, the concatenation module 118 of 
the programming concatenates or sequences in a predeter 
mined order the par‘ts of PII being used to create the anony 
mous linking code, as described in step 418 of FIG. 2. For 
example, the concatenation module 118 orders the data in 
block 804 such that the encrypted ?rst name is folloWed 
immediately by the encrypted last name and then immedi 
ately by the encrypted insurance policy number, as shoWn in 
block 806 of FIG. 5. 

[0064] To execute step 608 of the method, the concatenated 
name and insurance policy number are then inserted in a ?rst 
hash function by the ?rst hash function module 120 of the 
programming, as described in step 420 of FIG. 2. If the ?rst 
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hash function is an SHA-256, the hash function converts the 
last name, the ?rst name, and the insurance policy number 
into a 64 digit hexadecimal number using 64 characters from 
the set including {0, l, . . . 9, A, B, . . .F}.Also, since the hash 
function is keyed, the ?rst hash function module 120 of the 
programming appends a key to the end of the output. The key 
is ?xed and remains the same from one application to the next. 
In the exemplary embodiment, the key is a ?xed character 
string of 64 characters chosen independently from the other 
characters in the key and randomly selected from the set of 
printable, non-blank ASCII characters from 0x21 (“l”) to 
0x7E (“~”). To maintain the secrecy of the key in the exem 
plary embodiment, the key is not stored as a single character 
string. Instead, in the exemplary embodiment, Whenever the 
key is required, the softWare assembles the key from its con 
stituent parts Which are embedded in coded portions of the 
programming. In block 808 of FIG. 5, an example output of 
the ?rst hash function based on the data in block 806 is shoWn. 

[0065] Next, in accordance With step 610 of the method, the 
output of the ?rst hash function With the appended key is 
inputted into a second hash function by the second hash 
function 122 module of the programming, as described in step 
422 of FIG. 2. In the exemplary embodiment, the second hash 
function is substantially similar to the ?rst hash function and 
converts the 64 hexadecimal number (the ?rst hash function 
output) and appended character string of 64 characters (the 
key) into another 64 digit hexadecimal number. The key is 
appended to the output of the second hash function to create 
the anonymous linking code. An example output of the sec 
ond hash function based on the ?rst hash function output in 
block 808 is shoWn in block 810 of FIG. 5. 

[0066] In step 612 of the method, the anonymous linking 
code 814 is appended to the end of the extract ?le and remain 
ing PII is removed from the extract ?le. The de-identi?cation 
module 124 of the programming appends the anonymous 
linking code 814 and removes any remaining PII subject to 
HIPAA from the extract ?le, as described in step 424 of FIG. 
2. In FIG. 5, block 812 depicts the anonymous linking code 
814 appended to the end of non-protected healthcare data. 
Also, because all PII subject to HIPAA has been removed, the 
extract ?le has several nulled bits that represented the 
removed PII, and the extract ?le noW contains ?elds With no 
data interspersed among the data elements. Thus, a neW ?le is 
created from the extract ?le, and the neW ?le has no nulled bits 
and no ?elds Without data. The programming sequentially 
examines each data ?eld of the extract ?le and copies only 
?elds With data into the neW ?le. Thus, When compared to the 
extract ?le, the neW ?le shifts data elements by skipping data 
?elds Without data. Therefore, as shoWn in block 812 of FIG. 
5, because the data ?elds and data for the “?rst name,” the 
“last name,” and the “insurance policy number” have been 
removed, the programming shifts the remaining data ele 
ments, such as the “drug prescribed,” the “quantity of drug 
required.” “co-pay information,” and “date of transaction” to 
make up for the bytes removed When PII not subject to 
HIPAA Was removed from the extract ?le. 

[0067] The resulting extract ?le With the anonymous link 
ing code 814 appended at the end, PII subject to HIPAA 
removed, and the data shifted to compensate for the missing 
PII forms a modi?ed extract ?le, substantially similar to the 
data shoWn in block 812 of FIG. 5. The modi?ed extract ?le 
is stored in another predetermined subdirectory on the hard 
drive. The encryption for transmission module 126 of the 
programming then encrypts the modi?ed extract ?le for trans 
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mission in accordance With step 614 of the method and as 
described in step 426 of FIG. 2. In the exemplary embodi 
ment, the modi?ed extract ?le is encrypted by using ICE. 
Block 816 of FIG. 5 depicts the result of encrypting the data 
in block 812 using ICE. Next, as described in step 428 ofFIG. 
2, the data transmission module 128 of the programming 
transmits the encrypted modi?ed extract ?le on the secure 
data pathWay 300, step 616 of the method. In the exemplary 
embodiment, after being encrypted by ICE, the modi?ed 
extract ?le is transmitted by secure FTP to the data Warehouse 
200. 

[0068] In the exemplary embodiment, the data Warehouse 
200 includes a local computer Work station Which includes 
the user interface 202, the processor 210, and the storage 
device 208. Software is provided on the computer Work sta 
tion to implement the system 10 and the method. The softWare 
includes programming that embodies the data reception mod 
ule 214, the decryption module 216, the patient linkage mod 
ule 218, and the report creation module 220. 
[0069] The Work station also includes a computer keyboard 
to function as the input device 206, a monitor to function as 
the display 204, a conventional central processing unit and 
associated memory to function as the processor 210, and a 
hard drive to store the programming and electronic data. The 
hard drive also contains a computer database program to 
function as the storage device 208. 

[0070] As described in step 514 of FIG. 2, the data recep 
tion module 214 of the programming receives the encrypted 
modi?ed extract ?le from the secure data pathWay 300, step 
618 of the method. In the exemplary embodiment, the data 
reception module 214 receives the encrypted modi?ed extract 
?le from secure FTP. The encrypted modi?ed extract ?le 
received by the data reception module 214 is the output from 
the encryption for transmission module 126. In the exemplary 
embodiment, this corresponds to the data shoWn in block 816 
of FIG. 5. Then, the decryption module 216 of the program 
ming decrypts the encrypted modi?ed extract ?le, step 620 of 
the method. In the exemplary embodiment, the decryption 
module 216 removes the ICE encryption completed by the 
encryption for transmission module 126, step 516 of FIG. 2. 
Thus, the decrypted modi?ed extract ?le is noW back to data 
shoWn in block 812 of FIG. 5. The modi?ed extract ?le can 
also be sent to the data source 100, and the data source 100 can 
decrypt the anonymous linking code 814 by using the ?rst and 
second hash functions to recover the predetermined portions 
of the PII. 

[0071] To execute step 622 of the method, the patient link 
age module 218 of the programming links the received modi 
?ed extract ?le to stored modi?ed extract ?les, as described in 
step 518 of FIG. 2. In the exemplary embodiment the storage 
device 208 contains a master table Which tracks all previously 
encountered anonymous linking codes and their associated 
PII not subject to HIPAA. Each unique combination of anony 
mous linking code and associated PII not subject to HIPAA is 
given an indexing tag so that each patient has a unique index 
ing tag. 
[0072] The programming extracts the anonymous linking 
code 814 from the modi?ed extract ?le of block 812 and 
compares the anonymous linking code 814 and PII elements 
not subject to HIPAA of the received modi?ed extract ?le to 
the anonymous linking codes and associated PII not subject to 
HIPAA of previously encountered modi?ed extract ?les tabu 
lated on the master table. If the received anonymous linking 
code 814 and associated PII elements not subject to HIPAA 
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match a previously encountered anonymous linking code and 
associated PII elements not subject to HIPAA, the received 
anonymous linking code 814 and associated PII elements not 
subject to HIPAA are assigned the indexing tag of the match 
ing previously encountered anonymous linking code and 
associated PII elements not subject to HIPAA. Matching 
anonymous linking codes indicate that the corresponding 
modi?ed extract ?les are for the same patient. Matching PII 
elements not subject to HIPAA veri?es that the modi?ed 
extract ?les are for the same patient. 

[0073] However, if the received anonymous linking code 
814 and PII elements not subject to HIPAA do not correspond 
to any previously encountered anonymous linking code and 
associated PII elements, then the received anonymous linking 
code 814 and associated PII elements not subject to HIPAA 
are inserted into the master table, and a previously unused 
indexing tag is assigned to the anonymous linking code 814 
and associated PII elements not subject to HIPAA. The modi 
?ed extract ?le is also stored at the data Warehouse 200, and 
the transactions contained in the modi?ed extract ?le are 
available for analysis and reporting. In the exemplary 
embodiment, prescription transactions With the same index 
ing tag are considered to belong to the same patient and can be 
analyZed and reported as such. 
[0074] Using the anonymous linking code 814 alloWs 
healthcare data ?les to be correlated to the same patient With 
out having to use information that identi?es the patient, such 
as PII. Thus, the anonymous linking code 814 does not have 
to be reverted back to its constituent predetermined portions 
of PII to correlate healthcare data ?les to the same patient. 
Furthermore, the data Warehouse 200 never has PII subject to 
HIPAA, but the data Warehouse 200 can still correlate health 
care data ?les from different data sources 100 created at 
different time to the same patient. 
[0075] As described in step 520 of FIG. 2, the report cre 
ation module 220 of the programming provides analysis and 
reports based on the stored data, step 624 of the method. In the 
exemplary embodiment, the report creation module 220 can 
report cost per patient of a particular prescribed drug, the total 
payments made on behalf of a particular patient, and other 
similar data. Also by using the indexing tag and/or the anony 
mous linking code, the report provided protects the identity of 
the patient. Thus, the system 10 and the method provide 
analysis and reports for a single patient Without revealing the 
patient’s identity in compliance With HIPAA requirements. In 
the exemplary embodiment of FIG. 5, an example report may 
include hoW often acetaminophen has been prescribed to the 
anonymous linking code 814 associated With Joe Smith. 
[0076] The foregoing description and draWings should be 
considered as illustrative only of the principles of the inven 
tion. The invention may be con?gured in a variety of embodi 
ments and is not intended to be limited by the particular 
embodiments described. Numerous applications of the inven 
tion Will readily occur. Therefore, it is not desired to limit the 
invention to the speci?c examples disclosed or the exact 
operation shoWn and described. Rather, all suitable modi? 
cations and equivalents may be resorted to, falling Within the 
scope of the invention. 

What is claimed is: 
1. A system for protecting and de-identifying healthcare 

data, the system comprising: 
a storage device for storing the healthcare data and person 

ally identi?able information for a person; and 
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a processor in communication With the database, the pro 
cessor generates an anonymous linking code using a 
keyed hash function and a second hash function, the 
anonymous linking code based at least in part on a por 
tion of the personally identi?able information, said pro 
cessor further appending the anonymous linking code to 
the healthcare data for the person. 

2. The system of claim 1, Wherein the processor encrypts 
the healthcare data and the appended anonymous linking 
code. 

3. The system of claim 1, further comprising: 
a second database receiving and storing the healthcare data 

With the appended anonymous linking code; and 
a second processor in communication With the second 

database. 
4. The system of claim 3, Wherein the second processor 

uses the appended anonymous linking code of the received 
healthcare data to link the received healthcare data With 
stored healthcare data With a corresponding appended anony 
mous linking code. 

5. The system of claim 3, Wherein the healthcare data With 
the appended anonymous linking code is received from a 
secure data pathWay. 

6. The system of claim 3, Wherein the second processor 
outputs a report based on the stored healthcare data. 

7. The system of claim 1, Wherein the keyed hash function 
is a keyed SHA-256 hash function. 

8. The system of claim 1, Wherein the second hash function 
is a SHA-256 hash function. 

9. A system for protecting and de-identifying healthcare 
data, the system comprising: 

at least one data source capable of generating an anony 
mous linking code using a keyed hash function and a 
second hash function, the anonymous linking code 
based at least in part on a portion of personally identi? 
able information, the at least one data source capable of 
transmitting healthcare data With the anonymous linking 
code appended to the healthcare data; and 

a data Warehouse capable of receiving the healthcare data 
With the appended anonymous linking code and storing 
the healthcare data With the appended anonymous link 
ing code, the data Warehouse associating the received 
healthcare data With stored healthcare data by matching 
appended anonymous linking codes. 

10. The system of claim 9, Wherein the at least one data 
source encrypts the healthcare data With the anonymous link 
ing code before transmitting. 

11. The system of claim 9, Wherein the data Warehouse 
forms a report based in part on the stored healthcare data. 

12. The system of claim 9, Wherein the keyed hash function 
is a keyed SHA-256 hash function. 

13. The system of claim 9, Wherein the second hash func 
tion is a SHA-256 hash function. 

14. The system of claim 9, Wherein the at least one data 
source transmits the healthcare data and appended anony 
mous linking code through a secure data pathWay. 

15. A method for protecting and de-identifying healthcare 
data, the method comprising the steps of: 

using a keyed hash function to convert a portion of person 
ally identi?able information into a ?rst output; 

using a second hash function to convert the ?rst output into 
an anonymous linking code; 

appending the anonymous linking code to the healthcare 
data; and 
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removing personally identi?able information from the 
healthcare data. 

16. The method of claim 15, further comprising the step of 
transmitting the healthcare data With the appended anony 
mous linking code to a data Warehouse. 

17. The method of claim 16, further comprising the step of 
encrypting the healthcare data and the appended anonymous 
linking code before transmitting. 

18. The method of claim 15, further comprising the step of 
linking healthcare data With healthcare data from another 
source and at another time by the appended anonymous link 
ing code. 

19. The method of claim 15, Wherein the keyed hash func 
tion is a keyed SHA-256 hash function. 

20. The method of claim 15, Wherein the second hash 
function is a SHA-256 hash function. 

21. A system for protecting and de-identifying healthcare 
data, the system comprising: 

a data retrieval module receiving healthcare data and its 
associated personally identi?able information; 

an extraction and encryption module in communication 
With the data retrieval module, the extraction and 
encryption module extracting portions of personally 
identi?able information for forming an anonymous link 
ing code and encrypting the portions of the personally 
identi?able information; 

a concatenation module in communication With the extrac 
tion and encryption module, the concatenation module 
linking together in a predetermined sequence the por 
tions of the personally identi?able information; 

a ?rst hash function module in communication With the 
concatenation module, the ?rst hash function module 
inputting the portions of the personally identi?able 
information into a ?rst hash function that converts the 
portions of the personally identi?able information into a 
?rst output; 
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a second hash function module in communication With the 
?rst hash function module, the second hash function 
module inputting the ?rst output into a second hash 
function that converts the ?rst output into an anonymous 
linking code; 

a de-identi?cation module in communication With the sec 
ond hash function module, the de-identi?cation module 
appending the anonymous linking code to the healthcare 
data and substantially removing the personally identi? 
able information from the healthcare data; 

an encryption for transmission module in communication 
With the de-identi?cation module, the encryption for 
transmission module encrypting for transmission the 
healthcare data and the appended anonymous linking 
code; 

a data transmission module in communication With the 
encryption for transmission module, the data transmis 
sion module transmitting the encrypted healthcare data 
and appended anonymous linking code on a data path 
Way; 

the data pathWay in communication With the data transmis 
sion module; 

a data reception module in communication With the data 
pathWay, the data reception module receiving the 
encrypted healthcare data and appended anonymous 
linking code from the data pathWay; 

a decryption module in communication With the data 
reception module, the decryption module decrypting the 
encrypted healthcare data and appended anonymous 
linking code; 

a patient linkage module in communication With the 
decryption module, the patient linkage module linking 
healthcare data related to the same person; and 

a report creation module in communication With the 
decryption module, the report creation module output 
ting a report based on the healthcare data. 

* * * * * 


