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REDUNDANT MULTIPLE COMPUTER 
ARCHITECTURE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present application claims the bene?t of priority 
to US. Provisional Application Nos. 60/850,532 (5027W 
US) ?led 9 Oct. 2006; and to Australian Provisional Applica 
tion No. 2006905529 (5027W-AU) ?led on 5 Oct. 2006, each 
of Which are hereby incorporated herein by reference. 
[0002] This application is related to concurrently ?led US. 
Application entitled “Redundant Multiple Computer Archi 
tecture,” (Attorney Docket No. 61130-8022.US02 (5027W 
US02)) and concurrently ?led US. Application entitled 
“Redundant Multiple Computer Architecture,” (Attorney 
Docket No. 61130-8022.US03 (5027W-US03)), each of 
Which are hereby incorporated herein by reference. 

FIELD OF THE INVENTION 

[0003] The present invention relates to multiple computer 
systems and to single computer systems operating in a mul 
tiple computer system environment. In particular, the present 
invention relates to the provision of redundancy in multiple 
computer systems. 

BACKGROUND 

[0004] Ideally, redundancy is provided in a multiple com 
puter system so that in the event that one computer fails, not 
only is the data Which is stored in local application memory of 
the failed computer preserved on another computer, but that 
other computer (or a different computer), or a number of 
computers is/ are able to step in and undertake the computing 
task previously undertaken by the application program of the 
failed computer. 
[0005] Hitherto, such redundancy has not been available. 
For example, in super computing a “checkpoint” system is 
used. Under this arrangement at predetermined intervals of, 
say, every hour or after some predetermined or dynamically 
determined number of operations have been performed, 
executing stops and a permanent record is made of the current 
status and current data of each computer. As a consequence, in 
the event of a failure, it is necessary to stop all computers, 
restore the status and data as of the last checkpoint, and then 
With a replaced computer, or a repaired computer, recom 
mence executing instructions as of the last checkpoint. 
[0006] Another form of multiple computer system is that 
knoWn as Distributed Shared Memory (DSM). Here indi 
vidual computers are interconnected by means of a commu 
nications netWork or some other equivalent communications 
link and the local memory of each of the computers is acces 
sible by any one of the other computers. Hitherto in DSM 
computing redundancy has not been possible. 
[0007] A different form of multiple computer system has 
recently been described, but not commercially used, and this 
is knoWn as Replicated Shared Memory (RSM). This system 
is described in International Patent Application No. PCT/ 
AU2005/000580 (Attorney Ref 5027F-WO) published under 
WO 2005/ 103926 (to which US. patent application Ser. No. 
11/111,946 and published under No. 2005-0262313 corre 
sponds) in the name of the present applicant. This speci?ca 
tion discloses hoW different portions of an application pro 
gram Written to execute on only a single computer can be 
operated substantially simultaneously on a corresponding 
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different one of a plurality of computers. That simultaneous 
operation has not been commercially used as of the priority 
date of the present application. International Patent Applica 
tion Nos. PCT/AU2005/001641 (WO 2006/110,937) (Attor 
ney Ref 5027F-D1-WO) to which US. patent application Ser. 
No. 11/ 259,885 entitled: “Computer Architecture Method of 
Operation for Multi-Computer Distributed Processing and 
Co-ordinated Memory and Asset Handling” corresponds and 
PCT/AU2006/000532 (WO 2006/ 110, 957) (Attorney Ref: 
5027F-D2-WO) both in the name of the present applicant and 
both unpublished as at the priority date of the present appli 
cation, also disclose further details. The contents of the speci 
?cation of each of the abovementioned prior application(s) 
are hereby incorporated into the present speci?cation by cross 
reference for all purposes. 
[0008] Brie?y stated, the abovementioned patent speci?ca 
tions disclose that at least one application program Written to 
be operated on only a single computer can be simultaneously 
operated on a number of computers each With independent 
local memory. The memory locations required for the opera 
tion of that program are replicated in the independent local 
memory of each computer. On each occasion on Which the 
application program Writes neW data to any replicated 
memory location, that neW data is transmitted and stored at 
each corresponding memory location of each computer. Thus 
apart from the possibility of transmission delays, each com 
puter has a local memory the contents of Which are substan 
tially identical to the local memory of each other computer 
and are updated to remain so. Since all application programs, 
in general, read data much more frequently than they cause 
neW data to be Written, the abovementioned arrangement 
enables very substantial advantages in computing speed to be 
achieved. In particular, the stratagem enables tWo or more 
commodity computers interconnected by a commodity com 
munications netWork to be operated simultaneously running 
under the application program Written to be executed on only 
a single computer. 

GENESIS OF THE INVENTION 

[0009] The genesis of the present invention is a desire to 
provide at least some redundancy in multiple computer sys 
tems. 

SUMMARY OF THE INVENTION 

[0010] According to a ?rst aspect of the present invention 
there is disclosed a method of storing data in a multiple 
computer system comprising a plurality of computers each 
having a local memory and each being interconnected to the 
other computers via a communications netWork, said method 
comprising the steps of: 
[0011] (i) partitioning the local memory of each computer 
into tWo compartments, 
[0012] (ii) for each computer storing data created by, or 
required for, the operation of said computer ?rstly in a com 
partment in said computer, and secondly in a compartment of 
one other computer, and 
[0013] (iii) updating changes in content or value in said 
stored data at both said compartments, 
Whereby in the event of failure of only one of said computers 
said stored and updated data is available in the remaining 
computers. 
[0014] According to second aspect of the present invention 
there is disclosed a multiple computer system comprising a 
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plurality of computers each having a local memory and each 
being interconnected to the other computers via a communi 
cations network, the local memory of each computer being 
partitioned into two compartments, said system including 
data storage allocation means to allocate to each computer 
data created by, or required for, the operation of that computer 
?rstly in a compartment in that computer, and secondly in a 
compartment of one other computer, and data updating means 
to store changes in the content or value of said stored data at 
both said compartments, whereby in the event of failure of 
only one of said computers all said stored and updated data is 
available in the remaining computers. 
[0015] According to a third aspect of the present invention 
there is disclosed a single computer adapted to operate in a 
multiple computer system comprising a plurality of comput 
ers each having a local memory and each being intercon 
nected to the other computers via a communications network, 
said single computer having a local memory which is parti 
tioned into two compartments, a communications port for 
connection with said communications network, a data updat 
ing means connected with said communications port to 
receive data from, or send data to, said communications port, 
and a data storage allocation means to store in a ?rst of said 
compartments ?rst data created by, or required for, the opera 
tion of said computer, to send said ?rst data to said commu 
nications port for storage in another computer, and to receive 
from said communications port second data created by, or 
required for, the operation of another computer whereby in 
the event of failure of said another computer the data required 
for said single computer to take over the computational tasks 
of said another computer is present in said single computer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] Embodiments of the present invention will now be 
described with reference to the drawings in which: 
[0017] FIG. 1 is a schematic representation of a Redundant 
Array of Independent Disks (RAID) in which static data is 
able to be stored in a redundant matter, 
[0018] FIG. 2 is a schematic representation of a DSM mul 
tiple computer system, 
[0019] FIG. 3 is a schematic representation of a DSM mul 
tiple computer system with memory arranged to provide 
redundancy, 
[0020] FIG. 4A is a schematic illustration of a prior art 
computer arranged to operate JAVA code and thereby consti 
tute a single JAVA virtual machine, 
[0021] FIG. 4B is a drawing similar to FIG. 1A but illus 
trating the initial loading of code, 
[0022] FIG. 4C illustrates the interconnection of a multi 
plicity of computers each being a JAVA virtual machine to 
form a multiple computer system, 
[0023] FIG. 5 schematically illustrates “n” application run 
ning computers to which at least one additional server 
machine X is connected, 
[0024] FIG. 5A is a schematic representation of an RSM 
multiple computer system, 
[0025] FIG. 5B is a similar schematic representation of a 
partial or hybrid RSM multiple computer system, 
[0026] FIGS. 6 and 7 are each a schematic representation of 
an RSM multiple computer system, 
[0027] FIGS. 6A and 7A illustrate a modi?ed case ofFIGS. 
6 and 7 of partially replicated application memory locations/ 
contents/values, 
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[0028] FIG. 8 is a modi?cation to the arrangement illus 
trated in FIG. 5 in which partial replicated shared memory is 
provided with redundancy, 
[0029] FIG. 9 is a view similar to FIG. 8 and illustrating 
another partial replicated shared memory system 
[0030] FIG. 10 is a further embodiment in which redun 
dancy is provided by means of an additional single computer, 
and 
[0031] FIG. 11 is a view similar to FIG. 10 and illustrating 
a modi?cation to the arrangement of FIG. 10. 

DETAILED DESCRIPTION 

[0032] In computing tasks where continued access to stored 
data on a disk drive storage device is crucial, it is known to 
provide disk drive redundancy by means of a Redundant 
Array of Independent Disks (RAID) and such an arrangement 
is schematically illustrated in FIG. 1. It is important to note in 
this connection that the redundancy of the disk drive is in 
relation to failure of a single disk and has nothing to do with 
the failure of the computer which needs to access the data 
stored on the disk. It is also noted that the data is static in the 
sense that the data once written to the disk does not change 
and is persistent until it is eventually overwritten. 
[0033] In the arrangement illustrated in FIG. 1, a computer 
1 is connected to a disk controller 2 which is in turn connected 
to a plurality of “n” disks or disk drives D1, D2, . . . Dn, where 
“n” is an integer greater than or equal to two. In the illustrated 
embodiment, ?ve disks or disk drives D1-D5 are illustrated. 
Data from the computer or machine 1 is sent to the disk 
controller 2 where a decision is made as to what data to store 
on which disk. Some data A is stored on disk D1, some data B 
is stored on disk D2, some data C is stored on disk D3, and 
some data D is stored on disk D4. In order to provide redun 
dancy, some additional data, which is conventionally termed 
parity data, is stored on disk 5 and this is indicated as P[A+ 
B+C+D]. The concept of parity is well known in computing. 
In order to give a trivial example, if the value of A is 12, the 
value ofB is 13, the value ofC is 14, and the value ofD is 15 
then utilising a simple parity algorithm what is stored on disk 
D is the sum 54 of these four individual pieces of data. As a 
consequence, if for any reason disk 1, for example, were to 
fail, then it would be possible to reconstitute the data A by 
taking the value of the data stored on disk 5 (eg the parity 
sum 54) and subtracting l3, l4, and then 15 in turn from this 
total to arrive at the original ?gure for A. This is an example 
of a reversible encoding technique. In general, parity utilises 
reversible encoding techniques. It will be appreciated in the 
light of the description provided here in, that this is merely an 
illustrative example of a particular kind of parity information 
and recovery of the original data from the failed disk drive 
using the stored parity data, and that the invention is not 
limited only to this particular form of parity data or data 
recovery, but rather contemplates any form of parity data and 
recovery 
[0034] In FIG. 1, each of the disks, D1-D5 are shown as 
having only three data locations. In the second data location 
are stored data W, X, Y, and Z and their parity data sum in 
disks D2-D5 and D1 respectively. Similarly, data H, I, J, and 
K are stored on disks D3, D4, D5, and D1 respectively whilst 
their parity data sum is stored on disk D2. This arrangement 
distributes the stored sums, or parity data, amongst the vari 
ous disks and this is advantageous since it evens out the 
storage requirement between disks. That is, it would be pos 
sible to store the data A, the data W and the data H for example 
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all on disk D1 and store all the parity data on disk D5 but this 
arrangement is generally undesirable. 
[0035] The abovementioned arrangement provides an 
acceptable level of redundancy, particularly where a delay 
can be tolerated between the time of failure and the time at 
which operation of the data store can re-commence. However, 
it should be noted that the computer 1 is not a multiple 
computer system and that the redundancy is only in respect of 
the static data stored on the disks and so the RAID system 
does not provide any assistance in the event of the failure of 
computer 1. 

[0036] Turning now to FIG. 2, a known multiple computer 
system is illustrated in which “n” computers C1, C2 . . . Cn are 

provided each of which has a corresponding local memory 
m1, m2 . . . mn. The computers C1, C2 . . . Cn are intercon 

nected by means of a communication system 5 which typi 
cally takes the form of a commercially available ETHERNET 
or similar communication system or network, though any 
communication network or system capable of providing the 
described level of communication may be utilised. For the 
purposes of explanation, but not as a limitation of the inven 
tion, each of the individual memories is provided with 100 
memory locations which are conveniently consecutively 
numbered so that the memory locations of the local memory 
m1 are 0-99, whilst the memory locations for the local 
memory m2 are numbered 100-199, etc. A characteristic of 
the DSM system is that each of the individual computers is 
able to access each of the memory locations of all the other 
computers in addition to its own memory locations. This 
architecture arrangement has the advantage of increasing the 
total memory available to all the computers, however, it does 
result in slowing of the computational speed of the multiple 
computer system because of the need for memory reads and 
memory writes to take place from one computer to another via 
the communications system 5. 

[0037] In accordance with a ?rst embodiment of the present 
invention, as illustrated in FIG. 3, the abovementioned dis 
tributed shared memory multiple computer system can be 
modi?ed by partitioning the memory of each computer into 
two parts. The computers are arranged in a hierarchy being 
numbered from C1 through to Cn. Each computer preferably 
has its “own” memory stored in one of the compartments of 
the partitioned local memory, and the memory of the adjacent 
hierarchical computer in the other local memory compart 
ment. Thus local memory m2 of computer C2 includes the 
memory locations 100-199 of computer C2 and includes 
memory locations R0-R99 which are a replica of the memory 
locations 0-99 of computer C1. 

[0038] In the multiple computer system of FIG. 3, on those 
occasions where data is to be read, it is read from the “normal” 
computer. Thus if memory location 120 is to be read this is 
read from computer C2 which would have been the case for 
the computer system of FIG. 2. However, on those occasions 
where data is to be written, or overwritten, then the data has to 
be written to two locations. For example, in the case of 
memory location 20, the data is written to computer C1 and is 
also written to computer C2 to memory location R20. 

[0039] Thus in the arrangement of FIG. 3, if the computer 
C1, for example were to fail then a request to read, for 
example, memory location 58 which was directed to com 
puter C1 would be unsuccessful. Instead the request is then 
directed to the adjacent computer C2 and memory location 
R58 is read from computer C2. In this way, the failure of one 
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of the computers C1-Cn does not disrupt the entire operation 
of the multiple computer system. 
[0040] The computational tasks which were carried out by 
the failed computer should be re-allocated so as to share these 
amongst the remaining computers. 
[0041] In one embodiment the computers each use a “vir 
tual memory page faults” procedure, or similar to ensure that 
every time that a particular computer such as C1 writes to a 
replicated application memory location/content/value, the 
content of value of that write operation (that is, the updated 
value of the written-to replicated application memory loca 
tion) is subsequently updated to the corresponding replica 
application memory locations/contents/values of computer 
C2. Alternatively, each machine C1. C5 may use any “tag 
ging” (or similar “marking”, “alerting”) means or methods to 
record or indicate that a write to one or more replicated 
application memory locations/contents/values has taken 
place, and that in due course, the identi?ed replicated appli 
cation memory locations which have been recorded or iden 
ti?ed as having been written to, are to have their new value in 
turn propagated to all other corresponding replica application 
memory locations/contents/values on one or more other 

member machines of the replicated shared memory arrange 
ment or other operating plurality of machines. One such 
tagging method is disclosed in the International Patent Appli 
cation Nos. PCT/AU2005/001641 (WO2006/1 10937) (At 
torney Ref 5027F-Dl -WO) to which U.S. patent application 
Ser. No. 11/259,885 entitled: “Computer Architecture 
Method of Operation for Multi-Computer Distributed Pro 
cessing and Co-ordinated Memory and Asset Handling” cor 
responds and PCT/AU2006/000532 (WO2006/110957) (At 
torney Ref 5027F-D2-WO). Ultimately however, how the 
writes are detected is not important, what is important is that 
they be detected and in due course the memory contents or 
value is sent to computer C2. 
[0042] In addition to computer C2 being updated with 
writes to the memory of computer C1, the computer C2 is 
preferably also updated from time to time with advice that 
computer C1 in executing its portion of the application pro 
gram 50 has reached certain “milestone” instructions. 

[0043] In a simple embodiment of this “milestone” tech 
nique, from time to time each computer (eg C1) halts execu 
tion of code and for each thread records the program counter 
and associated state data (eg one or more of thread stacks, 
register memory locations and method frames). This infor 
mation is then sent to the corresponding computer C2. Then 
the computer C1 resumes execution. This simple embodi 
ment may not work with all application programs but will 
work with a substantial number or proportion of such appli 
cation programs. In a further embodiment, both “milestones” 
and memory changes are collected and/or sent at the same 
time (ie at the time of code execution halt, or the execution 
halt is timed to coincide with the detected write to memory) so 
that computer C2 receives both together. “Together” in this 
instance can be a single message containing both items of 
data, or two or more messages closely spaced in time. 

[0044] In the event that a computer, for example computer 
C1, should fail, then several consequences ?ow. Firstly, 
updates to the memory location of computer C1 are sent to 
computer C2 instead. Secondly, computer C2 is able to ini 
tiate execution of the application program previously 
executed by computer C1 commencing at the position of the 
last “milestone” instruction reached by computer C1 prior to 
its failure. In this connection the computer C2 utilises both the 
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application code and the memory contents of computer C1 
Which are replicated in computer C2. 
[0045] The above-mentioned failure is able to be detected 
by a conventional detector attached to each of the application 
program running machines and reporting to machine X, for 
example. 
[0046] Such a detector is commercially available as a 
Simple Network Management Protocol (SNMP). This is 
essentially a small program Which operates in the background 
and provides a speci?ed output signal in the event that failure 
is detected. 
[0047] Such a detector is able to sense failure in a number of 
Ways, any one, or more, of Which can be used simultaneously. 
For example, machine X can interrogate each of the other 
machines M1, M2, . . . Mn in turn requesting a reply. If no 

reply is forthcoming after a predetermined time, or after a 
small number of “reminders” are sent, also Without reply, the 
non-responding machine is pronounced “dead”. 
[0048] Alternatively, or additionally, each of the machines 
M1, . . . Mn can at regular intervals, say every 30 seconds, 
send a predetermined message to machine X (or to all other 
machines in the absence of a server) to say that all is Well. In 
the absence of such a message the machine can be presumed 
“dead” or can be interrogated (and if it then fails to respond) 
is pronounced “dead”. 
[0049] Further methods include looking for a turn on event 
in an uninterruptible poWer supply (UPS) used to poWer each 
machine Which therefore indicates a failure of mains poWer. 
Similarly, conventional sWitches such as those manufactured 
by CISCO of California, USA include a provision to check 
either the presence of poWer to the communications netWork 
53, or Whether the netWork cable is disconnected. 
[0050] In some circumstances, for example for enhanced 
redundancy or for increased bandWidth, each individual 
machine can be “multi-peered” Which means there are tWo or 
more links betWeen the machine and the communications 
netWork 53 . An SNMP product Which provides tWo options in 
this circumstance-namely Wait for both/all links to fail before 
signalling machine failure, or signal machine failure if any 
one link fails, is the 12 Port Gigabit Managed SWitch GSM 
7212 sold under the trade marks NETGEAR and PROSAFE. 
[0051] The arrangements illustrated in FIGS. 4A-4C are 
described With reference to the JAVA language. HoWever, it 
Will be apparent to those skilled in the art that the invention is 
not limited to this language and, in particular can be used With 
other languages (including procedural, declarative and object 
oriented languages) including the MICROSOFTNET plat 
form and architecture (Visual Basic, Visual C, and Visual 
C++, and Visual C#), FORTRAN, C, C++, COBOL, BASIC 
and the like. 
[0052] It is knoWn in the prior art to provide a single com 
puter or machine (produced by any one of various manufac 
turers and having an operating system (or equivalent control 
softWare or other mechanism) operating in any one of various 
different languages) utiliZing the particular language of the 
application by creating a virtual machine as illustrated in FIG. 
4A. 
[0053] The code and data and virtual machine con?gura 
tion or arrangement of FIG. 4A takes the form of the appli 
cation code 50 Written in the JAVA language and executing 
Within the JAVA virtual machine 61. Thus Where the intended 
language of the application is the language JAVA, a JAVA 
virtual machine is used Which is able to operate code in JAVA 
irrespective of the machine manufacturer and internal details 
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of the computer or machine. For further details, see “The 
JAVA Virtual Machine Speci?cation” 2'” Edition by T. Lind 
holm and F. Yellin of Sun Micro systems Inc of the USA Which 
is incorporated herein by reference. 
[0054] This conventional art arrangement of FIG. 4A is 
modi?ed by the present applicant by the provision of an 
additional facility Which is conveniently termed a “distrib 
utedrun time” or a “distributed run time system” DRT 71 and 
as seen in FIG. 4B. 

[0055] In FIGS. 4B and 4C, the application code 50 is 
loaded onto the Java Virtual Machine(s) M1, M2, . . . Mn in 
cooperation With the distributed runtime system 71, through 
the loading procedure indicated by arroW 75 or 75A or 75B. 
As used herein the terms “distributed runtime” and the “dis 
tributed run time system” are essentially synonymous, and by 
means of illustration but not limitation are generally under 
stood to include library code and processes Which support 
softWare Written in a particular language running on a par 
ticular platform. Additionally, a distributed runtime system 
may also include library code and processes Which support 
softWare Written in a particular language running Within a 
particular distributed computing environment. A runtime sys 
tem (Whether a distributed runtime system or not) typically 
deals With the details of the interface betWeen the program 
and the operating system such as system calls, program start 
up and termination, and memory management. For purposes 
of background, a conventional Distributed Computing Envi 
ronment (DCE) (that does not provide the capabilities of the 
inventive distributed run time or distributed run time system 
71 used in the preferred embodiments of the present inven 
tion) is available from the Open SoftWare Foundation. This 
Distributed Computing Environment (DCE) performs a form 
of computer-to-computer communication for softWare run 
ning on the machines, but among its many limitations, it is not 
able to implement the desired modi?cation or communication 
operations. Among its functions and operations the preferred 
DRT 71 coordinates the particular communications betWeen 
the plurality of machines M1, M2, . . . Mn. Moreover, the 
preferred distributed runtime 71 comes into operation during 
the loading procedure indicated by arroW 75A or 75B of the 
JAVA application 50 on each JAVA virtual machine 72 or 
machines JVM#1, JVM#2, . . . JVM#n of FIG. 4C. It Will be 
appreciated in light of the description provided herein that 
although many examples and descriptions are provided rela 
tive to the JAVA language and JAVA virtual machines so that 
the reader may get the bene?t of speci?c examples, there is no 
restriction to either the JAVA language or JAVA virtual 
machines, or to any other language, virtual machine, machine 
or operating environment. 

[0056] FIG. 4C shoWs in modi?ed form the arrangement of 
the JAVA virtual machines, each as illustrated in FIG. 4B. It 
Will be apparent that again the same application code 50 is 
loaded onto each machine M1, M2 . . . Mn. HoWever, the 

communications betWeen each machine M1, M2 . . . Mn are 

as indicated by arroWs 83, and although physically routed 
through the machine hardWare, are advantageously con 
trolled by the individual DRT’s 71/1 . . . 71/n Within each 

machine. Thus, in practice this may be conceptionalised as 
the DRT’s 71/1, . . . 71/n communicating With each other via 
the netWork or other communications link 53 rather than the 
machines M1, M2 . . . Mn communicating directly themselves 

or With each other. Contemplated and included are either this 
direct communication betWeen machines M1, M2 . . . Mn or 

DRT’s 71/1, 71/2 . . . 71/n or a combination of such commu 
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nications. The preferred DRT 71 provides communication 
that is transport, protocol, and link independent. 
[0057] The one common application program or applica 
tion code 50 and its executable version (With likely modi? 
cation) is simultaneously or concurrently executing across 
the plurality of computers or machines M1, M2 . . . Mn. The 

application program 50 is Written to execute on a single 
machine or computer (or to operate on the multiple computer 
system of the abovementioned patent applications Which 
emulate single computer operation). Essentially the modi?ed 
structure is to replicate an identical memory structure and 
contents on each of the individual machines. 

[0058] The term “common application program” is to be 
understood to mean an application program or application 
program code Written to operate on a single machine, and 
loaded and/or executed in Whole or in part on each one of the 
plurality of computers or machines M1, M2 . . . Mn, or 

optionally on each one of some subset of the plurality of 
computers or machines M1, M2 . . . Mn. Put someWhat 

differently, there is a common application program repre 
sented in application code 50. This is either a single copy or a 
plurality of identical copies each individually modi?ed to 
generate a modi?ed copy or version of the application pro 
gram or program code. Each copy or instance is then prepared 
for execution on the corresponding machine. At the point 
after they are modi?ed they are common in the sense that they 
perform similar operations and operate consistently and 
coherently With each other. It Will be appreciated that a plu 
rality of computers, machines, information appliances, or the 
like implementing the above arrangement may optionally be 
connected to or coupled With other computers, machines, 
information appliances, or the like that do not implement the 
above arrangement. 
[0059] The same application program 50 (such as for 
example a parallel merge sort, or a computational ?uid 
dynamics application or a data mining application) is run on 
each machine, but the executable code of that application 
program is modi?ed on each machine as necessary such that 
each executing instance (copy or replica) on each machine 
coordinates its local operations on that particular machine 
With the operations of the respective instances (or copies or 
replicas) on the other machines such that they function 
together in a consistent, coherent and coordinated manner and 
give the appearance of being one global instance of the appli 
cation (i.e. a “meta-application”). 
[0060] The copies or replicas of the same or substantially 
the same application codes, are each loaded onto a corre 
sponding one of the interoperating and connected machines 
or computers. As the characteristics of each machine or com 
puter may differ, the application code 50 may be modi?ed 
before loading, or during the loading process, or With some 
disadvantages after the loading process, to provide a customi 
Zation or modi?cation of the application code on each 
machine. Some dissimilarity betWeen the programs or appli 
cation codes on the different machines may be permitted so 
long as the other requirements for interoperability, consis 
tency, and coherency as described herein can be maintained. 
As it Will become apparent hereafter, each of the machines 
M1, M2 . . . Mn and thus all ofthe machines M1, M2 . . . Mn 

have the same or substantially the same application code 50, 
usually With a modi?cation that may be machine speci?c. 
[0061] Before the loading of, or during the loading of, or at 
any time preceding the execution of, the application code 50 
(or the relevant portion thereof) on each machine M1, M2 . . 
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. Mn, each application code 50 is modi?ed by a corresponding 
modi?er 51 according to the same rules (or substantially the 
same rules since minor optimiZing changes are permitted 
Within each modi?er 51/1, 51/2 . . . 51/n). 

[0062] Each of the machines M1, M2 . . . Mn operates With 
the same (or substantially the same or similar) modi?er 51 (in 
some arrangements implemented as a distributed run time or 
DRT 71 and in other arrangements implemented as an adjunct 
to the application code and data 50, and also able to be 
implemented Within the JAVA virtual machine itself). Thus all 
of the machines M1, M2 . . . Mn have the same (or substan 
tially the same or similar) modi?er 51 for each modi?cation 
required. A different modi?cation, for example, may be 
required for memory management and replication, for initial 
iZation, for ?naliZation, and/or for synchronization (though 
not all of these modi?cation types may be required for all 
arrangements). 
[0063] There are alternative implementations of the modi 
?er 51 and the distributed run time 71. For example, as indi 
cated by broken lines in FIG. 1C, the modi?er 51 may be 
implemented as a component of or Within the distributed run 
time 71, and therefore the DRT 71 may implement the func 
tions and operations of the modi?er 51. Alternatively, the 
function and operation of the modi?er 51 may be imple 
mented outside of the structure, softWare, ?rmWare, or other 
means used to implement the DRT 71 such as Within the code 
and data 50, or Within the JAVA virtual machine itself. In one 
embodiment, both the modi?er 51 and DRT 71 are imple 
mented or Written in a single piece of computer program code 
that provides the functions of the DRT and modi?er. In this 
case the modi?er function and structure is, in practice, sub 
sumed into the DRT. Independent of hoW it is implemented, 
the modi?er function and structure is responsible for modi 
fying the executable code of the application code program, 
and the distributed run time function and structure is respon 
sible for implementing communications betWeen and among 
the computers or machines. The communications functional 
ity in one arrangement is implemented via an intermediary 
protocol layer Within the computer program code of the DRT 
on each machine. The DRT can, for example, implement a 
communications stack in the JAVA language and use the 
Transmission Control Protocol/lntemet Protocol (TCP/IP) to 
provide for communications or talking betWeen the 
machines. These functions or operations may be imple 
mented in a variety of Ways, and it Will be appreciated in light 
of the description provided herein that exactly hoW these 
functions or operations are implemented or divided betWeen 
structural and/or procedural elements, or betWeen computer 
program code or data structures, is not important or crucial. 
[0064] HoWever, in the arrangement illustrated in FIG. 4C, 
a plurality of individual computers or machines M1, M2 . . . 

Mn are provided, each of Which are interconnected via a 
communications netWork 53 or other communications link. 
Each individual computer or machine is provided With a 
corresponding modi?er 51. Each individual computer is also 
provided With a communications port Which connects to the 
communications netWork. The communications netWork 53 
or path can be any electronic signalling, data, or digital com 
munications netWork or path and is preferably a sloW speed, 
and thus loW cost, communications path, such as a netWork 
connection over the lntemet or any common netWorking con 
?gurations including ETHERNET or INFINIBAND and 
extensions and improvements, thereto. Preferably, the com 
puters are provided With one or more knoWn communications 
ports (such as CISCO PoWer Connect 5224 SWitches) Which 
connect With the communications netWork 53. 






























