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(57) ABSTRACT 

A method and apparatus to protect memory consistency in a 
multiprocessor computing system are described, in particular 
relating to program code conversion such as dynamic binary 
translation. The exemplary system provides a memory, pro 
cessors and a controller/translator unit (CTU) arranged to 
convert subject code into at least ?rst and second target code 
portions executable on the processors. The CTU comprises an 
address space allocation unit to provide virtual address space 
regions and direct the target code portions to access the 
memory therethough; a shared memory detection unit to 
detect a request to access a shared memory area, accessible by 
both target code portions, and to identify at least one group of 
instructions in the ?rst target code portion Which access the 
shared memory area; and a memory protection unit to selec 
tively apply memory consistency protection in relation to 
accesses to the shared memory area by the identi?ed group of 
instructions. 
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MEMORY CONSISTENCY PROTECTION IN 
A MULTIPROCESSOR COMPUTING SYSTEM 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims bene?t of GB Patent Appli 
cation No. 06232763 ?led Nov. 22, 2006 and US. Provi 
sional Patent Application Ser. No. 60/ 879,834, ?led Jan. 11, 
2007. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The present invention relates generally to the ?eld of 
computers and computer systems. More particularly, the 
present invention relates to the protection of memory consis 
tency in a multiprocessor computing system. 
[0004] 2. Description of the Related Art 
[0005] Modern needs for high-poWered computing systems 
have resulted in the development of multiprocessor computer 
architectures having tWo, four, eight or more separate proces 
sors. Such multiprocessor systems are able to execute mul 
tiple portions of program code simultaneously (i.e. execute 
multiple processes and/or multiple process threads simulta 
neously). Several different mechanisms exist to share data 
betWeen the executing portions of program code including, 
for example, message passing for inter-process communica 
tion (IPC). HoWever, mo st modern multiprocessor computing 
systems also support the use of shared memory that is acces 
sible by tWo or more program code portions running on sepa 
rate processors. 
[0006] It is important that any changes to the data stored in 
the shared memory are made visible to each of the multiple 
code portions in an orderly and synchronised manner. Hence, 
each different type of multiprocessor system has its oWn 
corresponding memory consistency model that speci?es the 
semantics of memory operations (particularly relating to 
load, store and atomic operations) that thereby de?nes the 
Way in Which changes to shared memory are made visible in 
each of the multiple processors. The program code and the 
hardWare in the multiprocessor system should both adhere to 
the memory consistency model in order to achieve correct 
operation. Conversely, a memory consistency failure may 
lead to a fatal crash of the system. 

[0007] A more detailed introduction to memory consis 
tency models in multiprocessor computing systems is pro 
vided in “Shared Memory Consistency Models: A Tutorial” 
by Sarita V. Advey and Kourosh GharachorlooZ, published as 
Rice University ECE Technical Report 9512 and Western 
Research Laboratory Research Report 95/7 dated September 
1995, the disclosure Which is incorporated herein by refer 
ence. 

[0008] In the simplest example, the memory consistency 
model speci?es sequential consistency Whereby the memory 
operations appear to take place strictly in program order as 
speci?ed in the program code. HoWever, the processors and 
memory subsystems in a multiprocessor architecture are 
often designed to reorder memory operations to achieve 
improved hardWare performance. That is, many modern 
shared-memory multiprocessor systems such as Digital 
ALPHA, SPARC v8 & v9 and IBM POWER and others 
provide various forms of relaxed ordering and offer subtly 
different forms of non-sequential memory consistency. Here, 
further general background information in the ?eld of 
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memory consistency is provided in an article entitled 
“POWER4 and shared memory synchronisation” by B. Hay 
and G. Hook at http://WWW-l28.ibm.com/developerWorks/ 
eserver/articles/poWer4_mem.html of 24 Apr. 2002, the dis 
closure of Which is incorporated herein by reference. 

SUMMARY OF THE INVENTION 

[0009] According to the present invention there is provided 
a multiprocessor computer system and a method to protect 
memory consistency in a multiprocessor computer system, as 
set forth in the claims appended hereto. Other, optional, fea 
tures of the invention Will be apparent from the dependent 
claims and the description Which folloWs. 
[0010] The example embodiments of the present invention 
discussed herein concern the protection of memory consis 
tency in a multiprocessor computing system. In particular, the 
exemplary embodiments of the present invention concern a 
mechanism to provide consistent and synchronised opera 
tions in relation to shared memory in a multiprocessor com 
puter system. 
[0011] The folloWing is a summary of various aspects and 
advantages realiZable according to embodiments of the 
invention. It is provided as an introduction to assist those 
skilled in the art to more rapidly assimilate the detailed design 
discussion that ensues and does not and is not intended in any 
Way to limit the scope of the claims that are appended hereto. 
[0012] In one exemplary aspect of the present invention 
there is provided a multiprocessor computing system, com 
prising a memory, a plurality of processors and a controller 
unit. The memory has a plurality of target code portions 
stored therein, including at least a ?rst target code portion and 
a second target code portion. The plurality of processors are 
arranged to execute the plurality of target code portions stored 
in the memory, using parallel processing. The controller unit 
is arranged to control execution of the plurality of target code 
portions by the plurality of processors. The controller unit 
comprises an address space allocation unit arranged to divide 
a virtual address space used to address the memory into a 
plurality of virtual address space regions and to control 
execution of the plurality of target code portions to access the 
memory though the plurality of virtual address space regions 
initially according to a ?rst memory consistency model. Also, 
the controller unit comprises a shared memory detection unit 
arranged to detect a memory access request made in execu 
tion of the ?rst target code portion With respect to a shared 
memory area in the memory Which is also accessible by at 
least the second target code portion and to identify at least one 
group of instructions in the ?rst target code portion Which 
access the shared memory area. Further, a memory protection 
unit is arranged to selectively apply a memory consistency 
protection to enforce a second memory consistency model in 
relation to accesses to the shared memory area in execution of 
the identi?ed group of instructions in the ?rst target code 
portion, responsive to the shared memory detection unit iden 
tifying the identi?ed group of instructions. 
[0013] In another exemplary aspect of the invention there is 
provided a method to protect memory consistency in a mul 
tiprocessor computing system, comprising the computer 
implemented steps of: executing at least a ?rst code portion 
under a ?rst memory consistency model; detecting a shared 
memory area that is accessible by both the ?rst code portion 
and at least a second code portion; identifying a group of 
instructions in the ?rst code portion that access the shared 
memory area; and selectively applying a memory consistency 
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protection such that the group of instructions in the ?rst code 
portion execute under a second memory consistency model 
When accessing the detected shared memory area. 

[0014] In another exemplary aspect of the invention there is 
provided a method to protect memory consistency in a mul 
tiprocessor computing system, comprising the computer 
implemented steps of: executing at least a ?rst program code 
portion and a second program code portion under a default 
memory consistency model of the multiprocessor computing 
system; detecting a request to initiate an explicitly shared 
memory area accessible to both the ?rst program code portion 
and the second program code portion; and applying a memory 
consistency protection selectively such that the ?rst and sec 
ond program code portions execute under a different second 
memory consistency model When accessing the shared 
memory area. 

[0015] In another exemplary aspect of the invention there is 
provided a method to protect memory consistency in a mul 
tiprocessor computing system having at least ?rst and second 
processors, comprising the computer-implemented steps of: 
executing a ?rst code portion on the ?rst processor With 
respect to a ?rst virtual address space region and executing a 
second code portion on the second processor With respect to 
a second virtual address space region, Wherein the ?rst and 
second virtual address space regions are separate and non 
overlapping; mapping at least one mapped area Within the 
?rst virtual address space region; detecting an access request 
by the second code portion to a memory area Which is 
unmapped in the second virtual address space region but 
Which is mapped area in the ?rst virtual address space region 
and thereby determining that the second code portion is 
attempting to access a shared memory area; remapping the 
mapped area from the ?rst virtual address space region 
instead into a third virtual address space region, Wherein the 
third virtual address space is separate and non-overlapping 
With respect to the ?rst and second address space regions; and 
modifying at least a selected block of instructions in the 
second code portion containing the access request to apply a 
memory consistency protection Which causes the block to 
execute under predetermined memory ordering constraints 
and directing at least the selected block of code to access the 
shared memory area mapped in the third address space 
region. 
[0016] The example embodiments provide a loW-cost and 
effective mechanism to protect memory consistency in a mul 
tiprocessor computing system, in particular by identifying 
and applying memory consistency protection selectively only 
to those parts of a program Which demand such protection. 
Further, the exemplary embodiments provide a loW-cost and 
effective mechanism for detecting accesses to shared memory 
and thereby determining those parts of the program Which 
require the memory consistency protection. 
[0017] Some of the exemplary embodiments discussed 
herein provide improved memory consistency When under 
taking program code conversion. Here, the controller unit is a 
translator unit. In particular, the inventors have developed 
mechanisms directed at program code conversion, Which are 
useful in connection With a run-time translator that performs 
dynamic binary translation. That is, the controller unit is 
con?gured as a dynamic binary translator. For example, When 
undertaking such translation from a subject architecture With 
a ?rst memory consistency model to a target architecture 
having another memory consistency model, the differences 
betWeen the memory consistency models of the subject and 
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target architectures may lead to unexpected or erroneous 
behaviour of the program code executed on the target archi 
tecture. In particular, memory consistency errors may arise 
When converting program code from a subject architecture 
having a strongly-ordered memory consistency model (such 
as SPARC and x86 architectures) to a target architecture 
having a memory consistency model With relatively Weak 
ordering (such as in PoWerPC and Itanium architectures). 
Hence, the example embodiments provide loW-cost and 
effective mechanisms Which protect memory consistency in a 
multiprocessor computer system performing these forms of 
program code conversion. 
[0018] For further information regarding program code 
conversion as may be employed in the example embodiments 
discussed herein, attention is directed to PCT publications 
WO2000/2252l entitled “Program Code Conversion”, 
WO2004/095264 entitled “Method and Apparatus for Per 
forming Interpreter Optimizations during Program Code 
Conversion”, WO2004/09763l entitled “Improved Architec 
ture for Generating Intermediate Representations for Pro 
gram Code Conversion”, WO2005/ 006106 entitled “Method 
and Apparatus for Performing Adjustable Precision Excep 
tion Handling”, and WO2006/ 103395 entitled “Method and 
Apparatus for Precise Handling of Exceptions During Pro 
gram Code Conversion”, Which are all incorporated herein by 
reference. 
[0019] The present invention also extends to a controller 
apparatus or translator apparatus arranged to perform any of 
the embodiments of the invention discussed herein, When 
used in cooperation With a multiprocessor computing system. 
Also, the present invention extends to computer-readable 
storage medium having recorded thereon instructions Which 
When implemented by a multiprocessor computer system 
perform any of the methods de?ned herein. 
[0020] At least some embodiments of the invention may be 
constructed, partially or Wholly, using dedicated special-pur 
pose hardWare. Terms such as ‘component’, ‘module’ or 
‘unit’ used herein may include, but are not limited to, a hard 
Ware device, such as a Field Programmable Gate Array 
(FPGA) or Application Speci?c Integrated Circuit (ASIC), 
Which performs certain tasks. Alternatively, elements of the 
invention may be con?gured to reside on an addressable 
storage medium and be con?gured to execute on one or more 
processors. Thus, functional elements of the invention may in 
some embodiments include, by Way of example, components, 
such as softWare components, object-oriented softWare com 
ponents, class components and task components, processes, 
functions, attributes, procedures, subroutines, segments of 
program code, drivers, ?rmWare, microcode, circuitry, data, 
databases, data structures, tables, arrays, and variables. Fur 
ther, although the preferred embodiments have been 
described With reference to the components, modules and 
units discussed beloW, such functional elements may be com 
bined into feWer elements or separated into additional ele 
ments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] The accompanying draWings, Which are incorpo 
rated in and constitute a part of the speci?cation, illustrate 
presently preferred implementations and are described as 
folloWs: 
[0022] FIG. 1 is a block diagram illustrative of a multipro 
cessor computing system Where embodiments of the inven 
tion ?nd application; 
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[0023] FIG. 2 is a schematic overview of a program code 
conversion process as employed by embodiments of the 
present invention; 
[0024] FIG. 3 is a schematic overvieW of a program code 
conversion system for a multiprocessor computing system as 
employed by embodiments of the present invention; 
[0025] FIG. 4 is a schematic ?oW diagram of a memory 
consistency protection method applied in exemplary embodi 
ments of the invention; 
[0026] FIG. 5 is a schematic block diagram illustrating 
selected portions of the program code conversion system in 
more detail; 
[0027] FIG. 6 is a schematic diagram shoWing part of a 
virtual memory layout; 
[0028] FIGS. 7A to 7D are schematic diagrams shoWing 
part of a virtual memory layout; 
[0029] FIG. 8 is a schematic block diagram illustrating 
selected portions of the program code conversion system in 
more detail; 
[0030] FIG. 9 is a schematic ?oW diagram ofa method to 
provide memory consistency protection in an exemplary 
embodiment of the present invention; 
[0031] FIG. 10 is a schematic ?oW diagram of a method to 
provide memory consistency protection in another exemplary 
embodiment of the present invention; and 
[0032] FIGS. 11A and 11B are schematic diagrams illus 
trating selected portions of the program code conversion sys 
tem in more detail. 

DETAILED DESCRIPTION 

[0033] The following description is provided to enable a 
person skilled in the art to make and use the invention and sets 
forth the best modes contemplated by the inventors of carry 
ing out their invention. Various modi?cations, hoWever, Will 
remain readily apparent to those skilled in the art, When 
considering the general principles of the present invention 
de?ned herein. 
[0034] FIG. 1 gives an overvieW of a system and environ 
ment Where the example embodiments of the present inven 
tion may ?nd application, in order to introduce the compo 
nents, modules and units that Will be discussed in more detail 
beloW. Referring to FIG. 1, a subject program 17 is intended 
to execute on a subject computing system 1 having at least one 
subject processor 3. HoWever, a target computing system 10 
instead is used to execute the subject program 17, through a 
translator unit 19 Which performs program code conversion. 
The translator unit 19 performs code conversion from the 
subject code 17 to target code 21, such that the target code 21 
is executable on the target computing system 10. 
[0035] As Will be familiar to those skilled in the art, the 
subject processor 3 has a set of subject registers 5. A subject 
memory 8 holds, inter alia, the subject code 17 and a subject 
operating system 2. Similarly, the example target computing 
system 10 in FIG. 1 comprises at least one target processor 13 
having a plurality of target registers 15, and a memory 18 to 
store a plurality of operational components including a target 
operating system 20, the subject code 17, the translator code 
19, and the translated target code 21. The target computing 
system 10 is typically a microprocessor-based computer or 
other suitable computer. 
[0036] In one embodiment, the translator code 19 is an 
emulator to translate subject code of a subject instruction set 
architecture (ISA) into translated target code of another ISA, 
With or Without optimisations. In another embodiment, the 
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translator 19 functions as an accelerator for translating sub 
ject code into target code, each of the same ISA, by perform 
ing program code optimisations. 
[0037] The translator code 19 is suitably a compiled ver 
sion of source code implementing the translator, and runs in 
conjunction With the operating system 20 on the target pro 
ces sor 13. It Will be appreciated that the structure illustrated in 
FIG. 1 is exemplary only and that, for example, softWare, 
methods and processes according to embodiments of the 
invention may be implemented in code residing Within or 
beneath an operating system 20. The subject code 17, trans 
lator code 19, operating system 20, and storage mechanisms 
of the memory 18 may be any ofa Wide variety of types, as 
knoWn to those skilled in the art. 

[0038] In the apparatus according to FIG. 1, program code 
conversion is performed dynamically, at run-time, to execute 
on the target architecture 10 While the target code 21 is run 
ning. That is, the translator 19 runs inline With the translated 
target code 21. Running the subject program 17 through the 
translator 19 involves tWo different types of code that execute 
in an interleaved manner: the translator code 19; and the target 
code 21. Hence, the target code 21 is generated by the trans 
lator code 19, throughout run-time, based on the stored sub 
ject code 17 of the program being translated. 
[0039] In one embodiment, the translator unit 19 emulates 
relevant portions of the subject architecture 1 such as the 
subject processor 3 and particularly the subject registers 5, 
Whilst actually executing the subject program 17 as target 
code 21 on the target processor 13. In the preferred embodi 
ment, at least one global register store 27 is provided (also 
referred to as the subject register bank 27 or abstract register 
bank 27). In a multiprocessor environment, optionally more 
than one abstract register bank 27 is provided according to the 
architecture of the subject processor. A representation of a 
subject state is provided by components of the translator 19 
and the target code 21. That is, the translator 19 stores the 
subject state in a variety of explicit programming language 
devices such as variables and/ or objects. The translated target 
code 21, by comparison, provides subject processor state 
implicitly in the target registers 15 and in memory locations 
18, Which are manipulated by the target instructions of the 
target code 21. For example, a loW-level representation of the 
global register store 27 is simply a region of allocated 
memory. In the source code of the translator 19, hoWever, the 
global register store 27 is a data array or an object Which can 
be accessed and manipulated at a higher level. 
[0040] The term “basic block” Will be familiar to those 
skilled in the art. A basic block is a section of code With 
exactly one entry point and exactly one exit point, Which 
limits the block code to a single control path. For this reason, 
basic blocks are a useful fundamental unit of control How. 
Suitably, the translator 19 divides the subject code 17 into a 
plurality of basic blocks, Where each basic block is a sequen 
tial set of instructions betWeen a ?rst instruction at a single 
entry point and a last instruction at a single exit point (such as 
a jump, call or branch instruction). The translator 19 may 
select just one of these basic blocks (block mode) or select a 
group of the basic blocks (group block mode). A group block 
suitably comprises tWo or more basic blocks Which are to be 
treated together as a single unit. Further, the translator may 
form iso-blocks representing the same basic block of subject 
code but under different entry conditions. 

[0041] In the preferred embodiments, trees of Intermediate 
Representation (IR) are generated based on a subject instruc 
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tion sequence, as part of the process of generating the target 
code 21 from the original subject program 17. IR trees are 
abstract representations of the expressions calculated and 
operations performed by the subject program. Later, the tar 
get code 21 is generated (“planted”) based on the IR trees. 
Collections of IR nodes are actually directed acyclic graphs 
(DAGs), but are referred to colloquially as “trees”. 

[0042] As those skilled in the art may appreciate, in one 
embodiment the translator 19 is implemented using an obj ect 
oriented programming language such as C++. For example, 
an IR node is implemented as a C++ object, and references to 
other nodes are implemented as C++ references to the C++ 
objects corresponding to those other nodes. An IR tree is 
therefore implemented as a collection of IR node objects, 
containing various references to each other. 

[0043] Further, in the embodiment under discussion, IR 
generation uses a set of register de?nitions Which correspond 
to speci?c features of the subject architecture upon Which the 
subject program 17 is intended to run. For example, there is a 
unique register de?nition for each physical register on the 
subject architecture (i.e., the subject registers 5 of FIG. 1). As 
such, register de?nitions in the translator may be imple 
mented as a C++ object Which contains a reference to an IR 
node object (i.e., an IR tree). The aggregate of all IR trees 
referred to by the set of register de?nitions is referred to as the 
Working IR forest (“forest” because it contains multiple 
abstract register roots, each of Which refers to an IR tree). 
These IR trees and other processes suitably form part of the 
translator 19. 
[0044] FIG. 1 further shoWs native code 28 in the memory 
18 of the target architecture 10. There is a distinction betWeen 
the target code 21, Which results from the run-time translation 
of the subject code 17, and the native code 28, Which is Written 
or compiled directly for the target architecture. In some 
embodiments, a native binding is implemented by the trans 
lator 19 When it detects that the subject program’s How of 
control enters a section of subject code 17, such as a subject 
library, for Which a native version of the subject code exists. 
Rather than translating the subject code, the translator 19 
instead causes the equivalent native code 28 to be executed on 
the target processor 13. In example embodiments, the trans 
lator 19 binds generated target code 21 to the native code 28 
using a de?ned interface, such as native code or target code 
call stubs, as discussed in more detail in published PCT 
application WO2005/008478, the disclosure of Which is 
incorporated herein by reference. 
[0045] FIG. 2 illustrates the translator unit 19 in more detail 
When running on the target computing system 10. As dis 
cussed above, the front end of the translator 19 includes a 
decoder unit 191 Which decodes a currently needed section of 
the subject program 17 to provide a plurality of subject code 
blocks 171a, 171b, 1710 (Which usually each contain one 
basic block of subject code), and may also provide decoder 
information 172 in relation to each subject block and the 
subject instructions contained therein Which Will assist the 
later operations of the translator 19. In some embodiments, an 
IR unit in the core 192 of the translator 19 produces an 
intermediate representation (IR) from the decoded subject 
instructions, and optimisations are opportunely performed in 
relation to the intermediate representation. An encoder 193 as 
part of the back end of the translator 19 generates (plants) 
target code 21 executable by the target processor 13. In this 
simplistic example, three target code blocks 211a-211c are 
generated to perform Work on the target system 10 equivalent 
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to executing the subject code blocks 17111-1710 on the subject 
system 1. Also, the encoder 193 may generate control code 
212 for some or all ofthe target code blocks 211a-211c Which 
performs functions such as setting the environment in Which 
the target block Will operate and passing control back to the 
translator 19 Where appropriate. 
[0046] In some exemplary embodiments, the translator 19 
is further arranged to identify system calls in the subject code 
17. As discussed above, the target system 10 may use a dif 
ferent target operating system 20 and a different target ISA, 
and hence have a different set of system calls compared to the 
subject ISA. Here, in the translation phase, the decoder 191 is 
arranged to detect system calls of the subject ISA, Where the 
subject code 17 calls the subject operating system 2. Most 
modern operating systems provide a library that sits betWeen 
normal user-level programs and the rest of the operating 
system, usually the C library (libc) such as glibc or MS LibC. 
This C library handles the loW-level details of passing infor 
mation to the kernel of the operating system 2 and sWitching 
to a more privileged supervisor mode, as Well as any data 
processing and preparation Which does not need to be done in 
the privileged mode. On POSIX and similar systems, some 
popular example system calls are open, read, Write, close, 
Wait, execve, fork, and kill. Many modern operating systems 
have hundreds of system calls. For example, Linux almost has 
300 different system calls and FreeBSD has about 330. Fur 
ther, in some cases it is desired to maintain control of the 
target code and not pass execution control directly from the 
target code 21 to the target OS 20. In the exemplary embodi 
ments, at least some of the system calls identi?ed in the 
subject code 17 cause the target code 21 to be generated 
including function calls Which call back into the translator 19, 
Which Will be termed herein “x_calls”. These x_calls appear 
to the target code 21 as if a system call had been made to the 
target OS 20, but actually return execution control from the 
target code 21 back into the translator 19. In the example 
embodiment, the translator 19 includes a target OS interface 
unit (also termed a “FUSE”) 194 Which is called from the 
target code 21 by such x_calls. The FUSE 194 responds to the 
x_call, including performing actual system calls to the target 
OS 20 Where appropriate, and then returns to the target code 
21. Thus, the translator 19 effectively intercepts system calls 
made by the target code 21 and has the opportunity to monitor 
and control the system calls required by the target code 21, 
Whilst the target code 21 still acts as if a system call had been 
made to the target OS 20. 

[0047] As also shoWn in FIG. 2, in some exemplary 
embodiments the translator 19 is arranged to selectively inter 
cept exception signals raised during execution of the target 
code 21. The translator 19 includes one or more exception 
handlers 195 that are registered With the target OS to receive 
at least some types of exception signals raised by execution of 
the target code 21. The exception handler 195 is thus able to 
selectively intervene Where appropriate in handling the 
exception and inform the translator 19 that a certain exception 
has been raised. Here, the exception handler 195 either 
handles the exception and resumes execution as appropriate 
(e.g. returning to the target code 21), or determines to pass the 
exception signal to an appropriate native exception handler 
such as in the target OS 20. In one embodiment, the translator 
19 provides a proxy signal handler (not shoWn) that receives 
selected exception signals and passes certain of the received 
exception signals to be handled by the appropriate exception 
handler 195. 
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[0048] FIG. 3 is a schematic diagram showing a program 
code conversion system according to an exemplary embodi 
ment of the present invention. 
[0049] Firstly, for illustration and ease of explanation, FIG. 
3 shoWs a multiprocessor subject computing system 1 having 
a plurality of processors 3a, 3b Which execute separate por 
tions ofsubject code 170a,170b(SC1 & SC2) and access data 
stored in a memory subsystem (MS) 8. 
[0050] Most commonly, the subject code portions 170a, 
170b executing on the processors 3a, 3b access the physical 
memory 8 by referring to an address space (VAS) 81 Which 
maps memory access addresses referred to in the subject code 
17011, 170b to physical memory addresses in the memory 
subsystem 8. Hence, the term virtual address space is used in 
the art to distinguish the code’s address space from the physi 
cal addressing. 
[0051] In some circumstances, the ?rst and second subject 
code portions 170a, 170b are both intended to access the same 
region of the physical memory 8. In the example situation 
illustrated in FIG. 3, an area such as a page of the memory 8 
is mapped in the virtual address space 81 by both the subject 
code portions 170a,170b. In other cases, an explicitly shared 
memory area is mapped into tWo different virtual address 
spaces. 
[0052] As discussed above, a memory consistency model 
of the subject computing architecture 1 de?nes the semantics 
of memory accesses and the extent to Which the processors 
3a, 3b and the memory subsystem 8 may reorder memory 
accesses With respect to the original program order of the 
subject code 17. In this example, the subject architecture 1 has 
relatively strong ordering constraints. That is, the subject 
memory consistency model may de?ne that consecutive 
stores and consecutive loads are ordered, but that a store 
folloWed by a load or a load folloWed by a store may be 
reordered compared to the program order. The memory con 
sistency model in this example subject architecture can be 
brie?y summarised in the folloWing Table 1. 

TABLE 1 

First Instruction Second Instruction Constraint 

Store Store Ordered 
Store Load Not ordered 
Load Store Not ordered 
Load Load Ordered 

[0053] The subject code 17 relies on the memory consis 
tency model in order to function correctly. In practice, subject 
code is often Written and debugged to the point at Which it 
Works on the currently available versions of the subject hard 
Ware. HoWever, implementing the subject code 17 on a target 
computing system 10 as a different version of the subject 
computing system 1, or converting the subject code 17 to run 
on a totally different target computing system 10, can reveal 
Weaknesses in the subject code. Here, there are many practi 
cal examples of multiprocessor systems Which employ vari 
ous different forms of relaxed memory consistency, including 
Alpha, AMD64, IA64, PA-RISC, POWER, SPARC, x86 and 
ZSeries (IBM 360, 370, 390) amongst others. 
[0054] As shoWn in FIG. 3, the translator unit (TU) 19 on 
the target computing system 10 converts the subject code 17 
into target code 21 for execution on multiple target processors 
13a, 13b With reference to the physical memory 18 of the 
target system. In this example, the target computing system 
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10 has a memory consistency model With Weaker, more 
relaxed constraints than those of the subject system 1. For 
example, the target memory consistency model may specify 
that there is no ordering Whatsoever and the target memory 
consistency model alloWs loads and stores to be freely reor 
dered Whilst maintaining program semantics, as summarised 
in the folloWing Table 2. 

TABLE 2 

First Instruction Second Instruction Constraint 

Store Store Not ordered 
Store Load Not ordered 
Load Store Not ordered 
Load Load Not ordered 

[0055] As Will be familiar to those skilled in the art, the 
memory subsystem 18 may include various cache structures 
(not shoWn) Which are designed to increase memory access 
speeds. The memory subsystem 18 may comprise tWo or 
more layers of physical memory including cache lines pro 
vided by on-chip or off-chip static RAM, a main memory in 
dynamic RAM, and a large-capacity disc storage, amongst 
others, Which are managed by the memory sub system accord 
ing to the architecture of the subject computing system. There 
are many mechanisms to protect cache consistency (also 
termed cache coherency) to ensure that the cache structures 
remain consistent, but these are not particularly relevant to the 
examples under consideration and are not discussed further 
herein. 
[0056] A simpli?ed example Will noW be provided to illus 
trate some of the Ways in Which memory consistency errors 
may arise in the target computing system 10. In this example, 
tWo memory locations (*area1, *area2) are accessed. These 
locations are assumed to be on different memory pages to 
ensure that they are not on the same cache line Within the 
cache structure of the target memory subsystem 18, and to 
increase the possibility that accesses to the memory 18 Will 
happen out of order. Initially, We de?ne the values stored in 
these locations as *area1:0 and *area2:0. The ?rst processor 
1311 is executing a ?rst portion of target code 2111 Which 
monitors the values stored in *area2 and then sets a variable 
“a” according to the value of *area1, as illustrated in the 
folloWing pseudocode: 

While (*areaZ == 0) { } 
int a = *areal 

[0057] The second processor 13b executes a second portion 
of target code 21b Which contains instructions that modify the 
values stored in the tWo memory locations: 

[0058] Intuitively, We expect that the variable “a” should 
noW be set to the value “1”. Indeed, in a strongly ordered 
sequentially consistent system, this Would be true. HoWever, 
a memory consistency error may arise such that the variable 
a is instead set to “0”. The error may arise for tWo typical 

reasons. Firstly, relaxed store ordering may alloW the second 
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store (*area2:l) to reach the memory before the ?rst store 
(*area1:l). The ?rst processor 1311 is then able to read the old 
value of *area1. Secondly, relaxed load ordering alloWs loads 
to be issued out of order in the instruction pipeline Within the 
?rst processor 1311, including loads that a speculatively 
executed. In this case, While the ?rst processor 1311 is Waiting 
for *area2 to change, the value in *area1 is already specula 
tively loaded and Will not be reloaded once the test succeeds. 
This means that even though the stores from the second 
processor 13b are correctly ordered, the ?rst processor 1311 
can still read the updated values in a different order. 

[0059] Most multiprocessor systems provide a safety net 
Which enables the program code to override the relaxed 
memory consistency model of the hardWare and impose 
stronger ordering constraints, thereby providing a measure of 
protection against memory consistency errors. One such 
safety net mechanism uses serialisation instructions in the 
target code 21a, 21b to form appropriate synchronisation 
points, Whilst another such safety net is to safeguard certain 
areas of memory by setting attributes in a page table. These 
and other memory consistency protection mechanisms can be 
employed alone, or in combination, as Will noW be discussed 
in more detail. 

[0060] Looking ?rstly at the use of serialisation instruc 
tions, one commonly available form is a fence instruction. 
The fence instruction forms a memory barrier Which divides 
the program instructions into those Which precede the fence 
and those Which folloW. Memory accesses caused by instruc 
tions that precede the fence are performed prior to memory 
accesses Which are caused by instructions Which folloW the 
fence. Hence, the fence is useful in obtaining memory con 
sistency, but incurs a signi?cant performance penalty. The 
instruction SYNC in the IBM POWER Instruction Set Archi 
tecture is a prime example of a fence instruction. Other spe 
ci?c variations of the fence instruction are also available in 
the POWER ISA, such as a lightWeight synchronisation 
(LWSYNC) instruction or Enforce In-order Execution of I/O 
(EIEIO) instruction. Other examples include MB and MBW 
from the Alpha ISA, MFENCE from the x86 ISA and MEM 
BAR from the SPARC ISA. 

[0061] Some ISAs also provide one or more serialisation 
instructions Which synchronise execution of instructions 
Within a particular processor. That is, instruction synchroni 
sation causes the processor to complete execution of all 
instructions prior to the synchronisation, and to discard the 
results of any instructions folloWing the synchronisation 
Which may have already begun execution. After the instruc 
tion synchronisation is executed, the subsequent instructions 
in the program may then begin execution. Here, the instruc 
tion ISYNC in the IBM POWER Instruction Set Architecture 
is a prime example of an instruction to perform such an 
instruction synchronisation. 
[0062] These serialisation instructions are inserted into the 
target code to assert a memory consistency model Which 
differs from the default memory consistency model of the 
target machine. Inserting these serialisation instructions into 
the example pseudo code discussed above results in modi?ed 
target code 2111 and 21b as folloWs. 

[0063] For the ?rst processor 13a, the serialisation instruc 
tion ISYNC is inserted (because of the Load-Load ordering 
speci?ed in Table 1) so that the target code 21a becomes: 
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While (*areaZ == 0) { } 
isync 
int a = *areal 

[0064] For the second processor 13b, the serialisation 
instruction SYNC is inserted so that the target code 21b 
becomes: 

*areal = I 

sync 
*areaZ = l 

[0065] Turning noW to another mechanism to provide pro 
tection against memory consistency errors, some target com 
puting systems alloW the manipulation of page table 
attributes. As a speci?c example, the IBM POWER architec 
ture alloWs certain areas of the memory 18 to be designated as 
both caching-inhibited and guarded (hereafter called store 
ordered). If separate store instructions access such a protected 
area of memory, the stores are performed in the order speci 
?ed by the program. Conveniently, some pages of the memory 
are marked as store-ordered, Whilst other pages of the 
memory are not store-ordered. The store-ordered pages may 
be used to assert a memory consistency model Which differs 
from the default memory consistency model of the target 
machine. HoWever, access to such store-ordered pages usu 
ally incurs a performance penalty compared With accesses to 
non store-ordered pages. 

[0066] Example embodiments of the present invention Will 
noW be described in more detail to address the memory con 
sistency issues outlined above, Whilst minimising or avoiding 
altogether the heavy performance penalties associated With 
the memory consistency protection mechanisms such as seri 
alisation instructions and store-ordered pages. 
[0067] FIG. 4 is a schematic ?oW diagram Which provides 
a general overvieW of a method applied in the exemplary 
embodiments of the present invention to protect memory 
consistency in a multiprocessor computing architecture, such 
as in the target computing system 10 discussed above With 
reference to FIG. 3. 
[0068] Step 401 comprises executing at least a ?rst target 
code portion 21a under a ?rst memory consistency model. 
That is, in step 401 at least a ?rst portion of target code 2111 is 
executed in the target computing system 10 under a ?rst 
default memory consistency model applicable to the archi 
tecture of the target computing system. 
[0069] Step 402 comprises detecting a request to access a 
shared memory area that is accessible by both the ?rst target 
code portion 21a and at least one other second program code 
portion 21b. That is, at step 402 the translator unit 19 is 
arranged to detect a memory access request With respect to a 
shared memory area in the memory 18 Which is accessible (or 
Will become accessible) to at least both of the ?rst and second 
target code portions 21a, 21b. Various mechanisms are avail 
able to access such a shared memory area and various detec 
tion mechanisms are considered herein as Will be discussed in 
more detail beloW. 

[0070] Step 403 comprises applying a memory consistency 
protection mechanism such that at least certain instructions or 
certain groups of instructions in the ?rst target code portion 


























