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APPARATUS FOR 
ENCRYPTING/DECRYPTING REAL-TIME 

INPUT STREAM 

CROSS REFERENCE TO RELATED ART 

[0001] This application claims the bene?t of Korean Patent 
Application No. 2001-2644, ?led on Jan. 17, 2001, Which is 
hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 
[0003] The present invention relates to an apparatus for 
encrypting/decrypting a real-time input stream using AES 
(Advanced Encryption Standards) algorithm. 
[0004] 2. Background of the Related Art 
[0005] As importance of pay information and privacy pro 
tection increases, so does that of encryption/decryption appa 
ratuses. Speci?cally, the next generation encryption stan 
dards have been neWly proposed so as to replace the DES 
(Data Encryption Standards) Which has been the US. encryp 
tion standard. 
[0006] NIST (National Institute of Standards and Technol 
ogy) has evaluated 15 algorithms as AES candidate technolo 
gies for years, and has narroWed the candidates to 5 and has 
?nally selected the Rijndael algorithm as the next generation 
encryption standards through a close investigation and set 
about details. NIST is going to open/examine/modify the 
Rijndael algorithm for a While so as to con?rm it as the AES. 
The con?rmed proposal Will be selected as FIPS (Federal 
Information Processing Standards). 
[0007] The AES as a block encryption algorithm (Which 
carries out the encryption by gathering streams by block unit) 
replaces the previous encryption standards, DES, and Will be 
used for protecting information of US. government and 
people. AlloWance of exporting encryption devices by US. 
government Will make the AES as encryption standards pre 
vail throughout the World. DES selected as encryption stan 
dards by US. government in 1976 uses 56-bits encryption 
system, While AES uses three systems of 128, 192, and 256 
bits so as to strengthen the encryption With such excellent 
advantages as performance, e?iciency, ?exibility, and easy 
embodiment. 
[0008] Yet, the AES algorithm introduced by softWare fails 
to carry out encryption/decryption for a real-time input 
stream. Namely, for real-time operation, a block round should 
ful?ll the calculation of all rounds before the next block data 
are transferred. HoWever, the block round in the AES algo 
rithm constructed With softWare fails to ful?ll such operation. 
Thus, When consecutive data streams are inputted, the block 
round With softWare is unable to secure a time to perform a 
processing on data by preparing one block, thereby failing to 
carry out the real-time processing on the consecutive data 
streams. 

SUMMARY OF THE INVENTION 

[0009] Accordingly, the present invention is directed to an 
apparatus for encrypting/decrypting a real-time input stream 
that substantially obviates one or more problems due to limi 
tations and disadvantages of the related art. 
[0010] An object of the present invention is to provide an 
apparatus for encrypting/decrypting a real-time input stream 
enabling to encrypt and decrypt a real-time inputted stream 
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real-timely by constructing Rijndael algorithm selected as 
AES algorithm With hardWare. 

[0011] Another object of the present invention is to provide 
an apparatus for encrypting/ decrypting a real -time input 
stream enabling to carry out encryption and decryption With a 
simple hardWare structure by sharing a block used in common 
When realiZing hardWare of Rijndael algorithm. 
[0012] Additional advantages, objects, and features of the 
invention Will be set forth in part in the description Which 
folloWs and in part Will become apparent to those having 
ordinary skill in the art upon examination of the folloWing or 
may be learned from practice of the invention. The objectives 
and other advantages of the invention may be realiZed and 
attained by the structure particularly pointed out in the Written 
description and claims hereof as Well as the appended draW 
ings. 
[0013] To achieve these objects and other advantages and in 
accordance With the purpose of the invention, as embodied 
and broadly described herein, an apparatus for encrypting/ 
decrypting a real-time input stream according to the present 
invention includes a control unit receiving a real-time stream 
of byte units, converting the real-time stream into block data, 
and outputting the block data for encryption or decryption, 
the control unit receiving encrypted or decrypted block data, 
converting the received encrypted or decrypted block data 
into byte units, and outputting the converted block data of the 
byte units, a key schedule unit carrying out a key schedule 
every round in accordance With a size and a key value of a 
block inputted from outside so as to output a key value for the 
encryption or decryption each round, and a block round unit 
receiving the converted data of block units from the control 
unit, receiving the key value from the key schedule unit so as 
to carry out the encryption or decryption, and outputting the 
encrypted or decrypted result to the control unit. 

[0014] Preferably, the control unit comprises an input 
buffer storing the real -time stream of byte units inputted from 
the outside and converting the received real-time stream into 
the block data having the siZe inputted from the outside so as 
to output the converted block data to the block round unit and 
an output buffer receiving the block data encrypted or 
decrypted in the block round unit and converting the received 
block data into the byte units so as to output the converted 
data. 

[0015] More preferably, the block round unit completes all 
round calculation of data having been currently encrypted or 
decrypted before a next block data is inputted from the control 
unit and then stores the corresponding result in the output 
buffer of the control unit. 

[0016] Preferably, the key schedule unit carries out every 
round the key schedule on a key required for the block round 
unit to process each round so as to output the key scheduled 
result to the block round unit. 

[0017] More preferably, the key schedule unit includes a 
key expansion unit expanding the inputted key value into a 
siZe amounting to {block siZe*(count of rounds+1)} and a key 
selection unit selecting a 128 bits key required for each round 
from the expanded key value so as to output the selected key 
to the block round unit. 

[0018] Preferably, the key schedule unit expands the input 
ted key value into a siZe of {block siZe*(count of rounds+1)} 
and then carries out a step of selecting the 128 bits key 
required for each round using one key register. 
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[0019] More preferably, the key schedule unit comprises 
the key register amounting to the key value required sub stan 
tially for one round. 
[0020] More preferably, the key register has a capacity 
amounting to {(siZe of an inputted block)*(siZe of one round) 

[0021] Preferably, the control unit generates a control sig 
nal to produce the key value every round and then outputs the 
control signal to the key schedule unit. 
[0022] It is to be understood that both the foregoing general 
description and the folloWing detailed description of the 
present invention are exemplary and explanatory and are 
intended to provide further explanation of the invention as 
claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] The accompanying draWings, Which are included to 
provide a further understanding of the invention and are 
incorporated in and constitute a part of this application, illus 
trate embodiments) of the invention and together With the 
description serve to explain the principle of the invention. In 
the draWings: 
[0024] FIG. 1 illustrates a schematic block diagram of an 
encryption/decryption apparatus of a real-time input stream 
according to a preferred embodiment of the present invention; 
[0025] FIG. 2 illustrates a detailed block diagram of an 
encryption/decryption apparatus of a real-time input stream 
according to the preferred embodiment of the present inven 
tion; 
[0026] FIG. 3 illustrates a detailed block diagram of a key 
schedule unit in FIG. 2; 
[0027] FIG. 4 illustrates a detailed block diagram of an 
encryption unit of a block round unit in FIG. 2; 
[0028] FIG. 5 illustrates a detailed block diagram of a 
decryption unit of a block round unit in FIG. 2; and 
[0029] FIG. 6 illustrates a detailed block diagram of a con 
trol unit in FIG. 2. 

DETAILED DESCRIPTION OF THE INVENTION 

[0030] Reference Will noW be made in detail to the pre 
ferred embodiments of the present invention, examples of 
Which are illustrated in the accompanying draWings. 
[0031] FIG. 1 illustrates a schematic block diagram of an 
encryption/decryption apparatus of a real-time input stream 
according to the present invention, in Which input/ output 
signals are shoWn exemplarily. FIG. 2 illustrates a detailed 
block diagram of an encryption/decryption apparatus of a 
real-time input stream according to the preferred embodiment 
of the present invention. 
[0032] Referring to FIG. 2, an AES encryption/decryption 
apparatus according to the present invention includes a key 
schedule unit 202 receiving 128/192/256 bit keys so as to be 
in charge of a key schedule, a block round unit 203 receiving 
128 block data so as to carry out encryption/ decryption, and a 
control unit 201 generating control signals required for the 
key schedule unit 202 and the block round unit 203 and 
receiving to convert a stream of a byte unit into that of a block 
unit through an input buffer to output the converted stream to 
the block round unit 203 or converting block data outputted 
from the block round unit 203 into byte units so as to output 
the converted byte units externally. 
[0033] In this case, signals preferably inputted to the con 
trol unit 201 include stream data (MPEG system stream, DSS 
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stream, and the like) Data_in[7:0] for encryption or decryp 
tion of byte units, data valid signal Data_valid, Wsel[1:0] 
signal informing a siZe of a key value, block data Out_block 
[127:0] encrypted or decrypted in the block round unit 203, 
and encrypted or decrypted block data valid signal Out_ 
block_valid. 
[0034] And, signals preferably outputted from the control 
unit 201 include byte-united stream data Out_data[7:0] 
encrypted or decrypted through the key schedule unit 202 and 
the block round unit 203, output data valid signal Out_valid, 
block data In_block[127:0] outputted to the block round unit 
203 for encryption and decryption, block data valid signal 
In_block_valid for encryption and decryption, and key sched 
ule start control signal Key_start outputted to the key sched 
ule unit 202. 
[0035] Signals inputted to the key schedule unit 202 
include Wsel[1:0] signal informing a siZe of a key value, 
Encrypt_en signal informing Whether to encrypt or decrypt, 
Key_data[128, 192, 256], and Key_start signal outputted 
from the control unit 201. And, signals outputted from the key 
schedule unit 202 include key data Round_key/I_round_key 
[127:0] and key data valid signal Round_key_valid. 
[0036] Signals inputted to the block round unit 203 include 
Wsel[1:0] informing a siZe of a key value, Encrypt_en signal 
informing Whether to be encrypt or decrypt, block data 
In_block[127:0] outputted from the control unit 201 for 
encryption and decryption, the block data valid signal 
In_block_valid, key data outputted from the key schedule unit 
202 for encryption and decryption, and key data valid signal 
Round_key_valid. And, signals outputted from the block 
round unit 203 include encrypted or decrypted block data 
Out_block[127:0] and the block data valid signal Out_block_ 
valid. 
[0037] In this case, the plain text, i.e. block data inputted for 
encryption, is preferably ?xed to 128. Namely, the plain text 
is the block data becoming the target of encryption. The Wsel 
signal values in accordance With the plain text and key value 
are illustratively shoWn in Table 1 . Alternatively, other values 
may be assigned as the siZe of the plain text or key value 
Without deviating from the gist of the present invention. 

TABLE 1 

Wsel[1:0] Plain text = 128 

key value = 128 00 

Key value = 192 01 
Key value = 256 10 

[0038] For instance, assuming that the inputted Wsel[1:0] 
signal is ‘01’, the plain text to be encrypted, ie a siZe ofa 
block, is 128. In this case, the key value means ‘192’. And, 
such a Wsel[1:0] signal is inputted to the control unit 201, key 
schedule unit 202, and block round unit 203, simultaneously. 
[0039] FIG. 3 illustrates a detailed block diagram of a key 
scheduling unit in FIG. 2. 
[0040] Referring to FIG. 3, the key schedule unit 202 pref 
erably comprises a key expansion unit 301 and a key selection 
unit 302. 
[0041] A siZe of the key value is determined by the Wsel 
signal, as shoWn in Table 1, and inputted to the key expansion 
unit 301. The key expansion unit 301 then expands the input 
ted key value into a siZe corresponding to {a block siZe* 
(account of rounds+1)} through a key expansion process 
key_expans. Each of the expanded keys is inputted to the 
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block round unit 203 through the key selection unit 302 every 
round or period (or a predetermined period) so as to carry out 
encryption/ decryption, i.e. cipher/ decipher Rijndael algo 
rithm. Preferably, the key selection unit 302 selects a 128 bit 
key required for each round so as to output the selected key to 
the block round unit 203. This is because each round needs the 
key value When the block round unit 203 carries out the 
encryption or decryption. 
[0042] Preferably, the key schedule unit 202 ?nds a key for 
encrypting or decrypting each round so as to output the found 
key to the block round unit 203. If an encryption process is 
currently carried out, the selection unit 302 generates to out 
put the key value Round_key[l27:0] required for each round 
selectively. If a decryption process is currently carried out, the 
key selection unit 302 carries out an inverse operation by 
receiving a ?nal 128 bit key value found previously through a 
decryption key schedule in an initial process so as to generate 
a key value required for each round. 
[0043] In this case, if the expanded key is previously stored 
instead of ?nding the key for encryption or decryption of one 
block every round, a register amounting to {block siZe* (count 
of rounds+ 1 )} is required. For instance, if the block siZe is 128 
bits and a siZe of the key value is 256 bits, a count of rounds 
becomes ‘14’. Hence, a required siZe of the register is {128* 
(14+1)} bits:1920 bits:240 bytes. For another instance, if 
the block siZe is 128 bits and a siZe ofthe key value is 128 bits, 
a count of rounds becomes ‘10’. Hence, a required siZe of the 
register is {128*(10+1)} bits:1408 bits:176 bytes. 
[0044] Namely, if the register is constructed so as to have all 
of the key value(block siZe*count of rounds) expanded by key 
schedule, the register should have excessively large capacity. 
This Wastes memory siZe and processing time. 
[0045] In order to prevent such an unnecessary Waste, the 
present invention ?nds the key for encryption or decryption of 
one block every round so as to output the found key to the 
block round unit 203. Hence, the register having the key value 
only required for a round is necessary. 
[0046] For instance, ifthe block siZe is 128 bits and a siZe of 
the key value is 256 bits, the register needs a value of (block 
siZe*value for one round). Hence, the required siZe of the 
register is 128*1:16 bytes. 
[0047] The encryption/decryption apparatus according to 
the present invention carries out the encryption/decryption 
operation by key-scheduling each round in order to reduce the 
siZe of the register. And, the present invention enables to carry 
out both of the encryption and decryption using the encrypt_ 
en signal and the key schedule unit 202 only. 
[0048] FIG. 4 illustrates a detailed block diagram of an 
encryption unit of the block round unit 203 in FIG. 2, and FIG. 
5 illustrates a detailed block diagram of a decryption unit 500 
of the block round unit in FIG. 2. 

[0049] Namely, the block round unit 203 carries out the 
encryption/ decryption operation using the block data 
In_block[ 1 27 :0] and valid signal In_block_valid provided by 
the input buffer of the control unit 201. 

[0050] In this case, the encryption/decryption key required 
for each round is inputted from the key schedule unit 202. 
Moreover, the block round unit 203 carries out the calculation 
of all rounds before the next block data is transferred from the 
control unit 201. This is because the hardWare structure that 
the control unit 201, key schedule unit 202, and block round 
unit 203 are preferably constructed With logic gates so as to 
enable a real-time processing. Alternatively, other program 
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mable logic devices or softWare processing knoWn to one of 
ordinary in the art may also be substituted. 
[0051] If the encryption is carried out, a data conversion 
unit 401 of the encryption unit 400 in FIG. 4 receives to 
convert the block data In_block[127:0] to be encrypted from 
the control unit 201 into byte units. In this case, the data 
conversion unit 401 has a non-linear characteristic so as to 
carry out non-linear substitution for the conversion of byte 
units, and plays an important role of determining robustness 
of encryption in encryption algorithm. 
[0052] The data substituted by byte units in the data con 
version unit 401 is inputted to a shifter 402 to be shifted in a 
roW direction, inputted to a mixer 403 so as to be mixed in a 
column direction, inputted to a key mixer 404 so as to be 
combined With the round key Round_key[127.0] outputted 
from the key schedule unit 202, and outputted to the control 
unit 201, successively. Namely, the inputted block data passes 
through the data conversion unit 401, shifter 402, mixer 403, 
and key mixer 404 sequentially so as to complete one round. 
And, the above steps are repeated in accordance With a count 
of the previous setup rounds. In this case, the count of the 
repeated rounds is determined by the key value. 
[0053] If the decryption is being carried out, the encryption 
in FIG. 4 is carried out in reverse. The reverse process is 
shoWn in FIG. 5. 
[0054] Namely, When the block data In_block[127:0] is 
inputted from the control unit 201 for decryption, the key 
mixer 501 adds the block data In_block[127:0] to the inverse 
round key I_round_key outputted from the key schedule unit 
202 so as to output the added result to an inverse mixer 502. 
The inverse mixer 502 mixes inversely the data outputted 
from the key mixer 501 in a column direction, and then 
outputs the result to an inverse shifter 503 so as to carry out 
inverse shift in a roW direction. This is because the mixing is 
carried out in the column direction for encryption as Well as 
the shift is carried out in the roW direction. Thus, the process 
for decryption is carried out in a reverse manner of the encryp 
tion. Data outputted from the inverse shifter 503 is outputted 
to the control unit 201 through a data conversion unit 504. 

[0055] Thus, the block data Out_block[127:0], Which is 
encrypted in the encryption unit 400 of the block round unit 
203 or decrypted in the decryption unit 500, is transferred to 
an output buffer in the control unit 201 With the block data 
output valid signal Out_block_valid. 
[0056] FIG. 6 illustrates a detailed block diagram of the 
control unit 201 in FIG. 2. 
[0057] Referring to FIG. 6, the control unit 201 includes an 
input buffer 601 receiving to convert a bit stream to be 
encrypted or decrypted into block units and then outputting 
the converted block data In_block[127:0] and the block data 
valid signal ln_block_valid to the block round unit 203, an 
output buffer 603 receiving the encrypted or decrypted data 
Out_block[127:0] from the block round unit 203 and the data 
valid signal Out_block_valid in byte unit, and a state control 
unit 602 controlling data storage and output of the input/ 
output buffers 601 and 603 and generating the control signal 
key_start to generate the key value of each round so as to 
output the generated signal key_start to the key schedule unit 
202. 
[0058] Preferably, the input buffer 601 of the control unit 
201 stores the bit stream Data_in[7:0] inputted for encryption 
or decryption in byte unit therein. When the stored bit streams 
Data_in[7:0] are accumulated as much as a siZe of one block, 
the input buffer 601 outputs the accumulated data streams to 
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the block round unit 203 in block unit. The state control unit 
602 controls the data storage and output of the input/output 
buffers 601 and 603 as Well as generates to output the control 
signal key_start to the key schedule unit 202 so as to generate 
the key value for each round. And, the output buffer 603 
receives to store the encrypted or decrypted data from the 
block round unit 203 so as to output the data Out_data[7:0] of 
byte units With the valid signal Out_valid. 
[0059] Accordingly, the apparatus of encrypting/decrypt 
ing a real-time input stream according to the present invention 
realiZes the encryption and decryption of the AES algorithm 
in a manner of hardWare, thereby enabling to carry out the 
encryption and decryption of the input data stream in real 
time. 
[0060] Moreover, the present invention is applicable to all 
information encryption devices requiring real-time encryp 
tion, and speci?cally, to pay stream encryption for a receive 
restricting system and private information encryption, and the 
like. 
[0061] Furthermore, the present invention ?nds the key for 
encryption or decryption of one block every round When 
realiZing the encryption and decryption of the AES algorithm 
in a hardWare manner, and then outputs the found keys to the 
block round unit. Therefore, the present invention reduces the 
siZe of the key register required for the encryption/ decryption 
of block data to maximum 1/15 to minimum 1/10 times less than 
that of the related art, thereby enabling to reduce a siZe of 
hardWare as Well as cost of product. 

[0062] The forgoing embodiments are merely exemplary 
and are not to be construed as limiting the present invention. 
The present teachings can be readily applied to other types of 
apparatuses. The description of the present invention is 
intended to be illustrative, and not to limit the scope of the 
claims. Many alternatives, modi?cations, and variations Will 
be apparent to those skilled in the art. 

What is claimed is: 
1. A method of controlling a protection key of data, com 

prising: 
scheduling the protection key according to a predeter 
mined period, the scheduling comprising: 

initialiZing generation of the protection key according to a 
start key signal; 

generating the protection key according to the predeter 
mined period; and 

representing validity of the protection key indicating 
completion of the generation; and 
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encrypting data corresponding to the predetermined period 
With the protection key, 

Wherein the generating further comprises using selection 
of key in a siZe of 128 bit. 

2. The method of claim 1, Wherein the encrypted data are in 
a block unit. 

3. The method of claim 1, Wherein the data are encrypted 
according to the start key signal in real time. 

4. An apparatus for controlling a key for encrypting or 
decrypting data units, the apparatus comprising: 

a schedule unit con?gured to schedule the key according to 
a predetermined period; and 

a block round unit con?gured to encrypt the data units 
corresponding to the predetermined period by using the 
key, 

Wherein the schedule unit further is con?gured to initialiZe 
generation of the key according to a start key signal, to 
generate the key according to the predetermined period, 
to represent validity of the key, the validity indicating 
completion of the generation, 

Wherein the key is generated selectively in a set of keys, 
each of the keys being in a siZe of 128 bits. 

5. The apparatus of claim 4, Wherein the block round unit is 
con?gured to encrypt the data units in a block unit. 

6. The apparatus of claim 4, Wherein the schedule unit 
schedules the key according to the start key signal in real time. 

7. A computing program product recorded in a readable 
medium, the computing program product comprising instruc 
tions operating to cause a data processing unit embodied in a 
machine to: 

schedule a key according to a predetermined period; and 
encrypt data units corresponding to the predetermined 

period by using the key, 
Wherein the data processing unit initialiZes generation of 

the key according to a start key signal, generates the key 
according to the predetermined period, and represents 
validity of the key, the validity indicating completion of 
the generation, 

Wherein the data processing unit generates the key selec 
tively in a set of keys, each of the keys being in a siZe of 
128 bits. 

8. The computing program product of claim 7, Wherein the 
data processing unit schedules the key according to the start 
key signal in real time. 

9. The computing program product of claim 7, Wherein the 
data processing unit encrypts the data units in a block unit. 

* * * * * 


