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(57) ABSTRACT 

Means for allowing users to manage and make productive use 
of PIM data are provided. User status is determined by certain 
contextual indicia Whereby other parties may contact the user 
through the most appropriate means as re?ected by that con 
textual indicia. Information concerning presence, status, 
location, availability and so forth are aggregated from various 
PIM sources and communicated to other parties Who initiate 
contact With the user in light of the aggregated information. 
Various groups and permissions may be implemented With 
regard to the collection and sharing of information. 
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CONTEXT BASED ACTION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present application is a continuation and claims 
the priority bene?t of US. patent application Ser. No. 1 1/ 3 63, 
912 ?led Feb. 27, 2006 and entitled “Context-Based Action,” 
Which is a continuation and claims the priority bene?t of US. 
patent application Ser. No. 11/362,488 ?led Feb. 24, 2006 and 
entitled “Context-Aware Data Presentation,” Which is a con 
tinuation and claims the priority bene?t of US. patent appli 
cation Ser. No. 11/217,203 ?led onAug. 31, 2005 and entitled 
“Universal Data Aggregation,” Which claims the priority ben 
e?t of US. provisional patent application No. 60/704,781 
?led onAug. 1 , 2005 and entitled “Networked Personal Infor 
mation Management.” The disclosures of the aforementioned 
application are incorporated herein by reference. 
[0002] The present application is related to US. patent 
application Ser. No. 10/339,368 ?led J an. 8, 2003 and entitled 
“Connection Architecture for a Mobile Network.” The 
present application is also related to US. patent application 
Ser. No. 10/339,369 ?led Jan. 8, 2003 and entitled “Secure 
Transport for Mobile Communication NetWor .” These 
related applications are commonly assigned and are incorpo 
rated herein by reference. 
[0003] The present application is also related to US. patent 
application Ser. No. 11/229,340 ?led Sep. 16, 2005 and 
entitled “Linking of Personal information Management 
Data” and US. patent application Ser. No. 1l/303,048 ?led 
Dec. 14, 2005 and entitled “Publishing Data in an Informa 
tion. Community.” 

BACKGROUND OF THE INVENTION 

[0004] 1. Field of the Invention 
[0005] The present invention relates to control and utiliZa 
tion of personal information management (PIM) data such as 
calendar and contact information in the context of personal 
and professional activities. More speci?cally, the present 
invention relates to control and utiliZation of PIM data in the 
context of mobile devices such as smart phones and PDAs. 
[0006] 2. Description of RelatedArt 
[0007] Presently available groupWare applications and 
other related collaboration products that facilitate shared 
Work and access to documents and information (e.g., data 
pools) are, to a certain extent, ‘closed netWorks.’ That is, 
certain information cannot be shared amongst users of differ 
ent groupWare products because the protocols setting forth 
the rules and standards by Which communication of data takes 
place are different. For example, an individual using 
Microsoft® Outlook® as an e-mail client via a Microsoft® 
Exchange® Server can exchange e-mail messages With an 
individual using a Lotus® Notes client via an IBM® Lotus® 
Domino Server. Those same users cannot, hoWever, access 
the contact or calendar data of one another due to protocol 
differences betWeen an Exchange® Server and a Domino 
Server. 
[0008] There have been some softWare applications mat 
have attempted to bridge the protocol gap such as the Trillian 
instant messaging (IM) client from Cerulean Studios. Trillian 
is a multi-protocol chat client that supports AOL® Instant 
Messenger, ICQ®, MSN® Messenger, Yahoo!® Messenger 
and IRC through a single interface by enabling simultaneous 
connections to existing instant messaging netWorks via a 
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direct connection to Whatever servers actually poWer the mes 
saging netWork. Trillian, hoWever, cannot share mast types of 
corporate or personal data as it is limited to Instant Messag 
ing. 
[0009] There is a need in the art for a system that alloWs for 
the aggregation and access of all types of PIM data in a 
centraliZed matter notWithstanding netWork protocols or 
other proprietary limitations of particular PIM data resources. 
Through the aggregation of this data in a centraliZed manner, 
the PIM data can then be manipulated or utiliZed by a par 
ticular user or shared amongst a family of users in order to 
alloW for more informed personal and professional relation 
ships. Through the aggregation and sharing of PIM data With 
out regard for protocol and/or proprietary limitations, larger 
communities may be built betWeen individuals and busi 
nesses. 

SUMMARY OF THE INVENTION 

[0010] The present invention provides more productive 
control over PIM data by aggregating data from multiple 
sources and enabling the bridging of information communi 
ties and organizations. 
[0011] The present invention provides for the aggregation 
of corporate data from enterprise data depositories such as 
Microsoft® Exchange® and IBM® Lotus® Domino servers 
and Internet Service Providers (ISPs) such as Yahoo!® and 
MSN® as Well as the data aggregationplatform With regard to 
user permissions and preferred contact methods. 
[0012] The present invention provides for the aggregation 
of presence information from corporate applications such as 
Lotus® Sametime and Microsoft® IM in addition to ISP 
communities such as AOL® and Yahoo!®. 

[0013] The present invention provides for the aggregation 
of status information from a mobile device pro?le. 

[0014] The present invention provides for the aggregation 
of physical location information from an operator netWork or 
device via GPS. 

[0015] The present invention provides for the aggregation 
of user contact information via incoming e-mail messages 
and telephone contacts. 
[0016] The present invention provides for the sharing of 
information With other users through context based recogni 
tion Whereby third-parties may contact a user via the most 
appropriate means of communication at any given time as 
re?ected by status information. 
[0017] The present invention alloWs for users to be more 
productive and to better manage their PIM Data by identify 
ing particular user context and enabling intelligent choices by 
other parties. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] FIG. 1 is an illustration of an exemplary communi 
cation netWork architecture comprising a mobile netWork, a 
communication management system and a private netWork. 
[0019] FIG. 2 is an illustration of an exemplary dynamic 
data aggregation and management system comprising an 
exemplary data aggregation server, an exemplary client 
device and various sources of Personal Information Manage 
ment (PIM) data. 
[0020] FIG. 3 is an exemplary data aggregation server pro 
viding for aggregation and management of PIM data. 
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[0021] FIG. 4 is an exemplary client device allowing for 
access to and manipulation of dynamically aggregation per 
sonal and professional contact information. 
[0022] FIG. 5 is an illustration of exemplary networked 
relationships amongst a variety of sources of PIM data and a 
data aggregation server. 
[0023] FIGS. 6A-6F are exemplary embodiments of groups 
lists as enabled by an exemplary groups module on an exem 
plary data aggregation and management platform. 
[0024] FIG. 7A is an exemplary vieW of aggregated contact 
information for a particular contact. 
[0025] FIG. 7B is an exemplary vieW of various preferences 
and permissions of the user identi?ed in FIG. 7A. 

DETAILED DESCRIPTION OF AN EXEMPLARY 
EMBODIMENT 

[0026] FIG. 1 illustrates an exemplary communication net 
Work architecture 100. Communication netWork architecture 
100 comprises a mobile netWork 105, a communication man 
agement system 110 and a private netWork 115. Communi 
cation management system 110 generally manages commu 
nications betWeen the mobile netWork 105 and the private 
netWork 115. 
[0027] A netWork should be generally understood as a 
group of associated devices (e. g., computing devices) that are 
coupled to one another via a communications facility. For 
example, mobile netWork 105 is illustrative of an exemplary 
group of mobile computing devices such as mobile phones, 
smart phones, PDAs, tablet PCs and WI-FI equipped laptops. 
Private netWork 115 is illustrative of an enterprise server and 
various Workstation clients such as that found in any number 
of corporate entities and businesses. Private netWork 115 may 
also be embodied as a single computer (e.g., a home com 
puter) coupled to a series of other computing devices via an 
Internet connection as provided by an ISP. Mobile netWork 
105, communication management system 110 and private 
netWork 115 may also be re?ective of a netWork in that they 
relate a variety of computing devices coupled to one another 
via a variety of communications channels (e.g., mobile tele 
phone base stations, Internet and so forth). In that regard, 
netWorks should be interpreted as being inclusive rather than 
exclusive. 
[0028] Private netWork 115 may be separated from the 
communication management system 110, mobile netWork 
105 and any other netWorks by a ?reWall 120. FireWall 120 is 
traditionally a set of softWare applications located at a net 
Work gateWay server (not shoWn) to protect the resources of 
the private netWork 115 (e. g., corporate or private data) from 
unauthoriZed users and/or malicious data entities (e.g., 
viruses and spy-Ware) that might exist outside the private 
netWork 115. FireWall 120 may also be a security policy used 
With the aforementioned softWare application. FireWall 120, 
in the case of a personal computer (PC), may be softWare 
directly implemented on the PC. 
[0029] The mobile netWork 105 comprises a variety of 
mobile devices mat may communicate over the internet 
through, for example, a Wireless or landline mobile netWork. 
A variety of mobile netWorks and communications channels 
for enabling Internet access are Well knoWn in the art. 
[0030] Private netWork 115 may be any enterprise netWork, 
individual user netWork, or local computer system that main 
tains data for one or more users. In an exemplary embodi 
ment, the private netWork 115 may comprise an enterprise 
server 125 con?gured to be accessed by multiple PCs 130. In 
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one example, the enterprise server 125 may be a Microsoft® 
Exchange® server and the PCs 130 may access data such as 
electronic mail (e-mail) on the enterprise server 125 through 
a client softWare application (not shoWn) such as Microsoft® 
Outlook®. The enterprise server 125 can store e-mail mail 
boxes, contact lists, calendars, tasks, notes, or any other type 
of local data or electronic documents (e.g., Word processing 
documents, PowerPoint@ presentations, Excel spread 
sheets). PCs 130 are coupled to the enterprise server 125 over 
a Local Area NetWork (LAN) 135, Which is coupled to a Wide 
Area NetWork (WAN) 140 such as the Internet. 
[0031] In some embodiments, PCs 130 may operate inde 
pendently of enterprise server 125 (e.g., a home personal 
computer or a business enterprise Without an enterprise server 
125). PC 130 may comprise or be coupled to memory (not 
shoWn) to store e-mail mailboxes, contact lists, calendars, 
tasks, notes, or any other type of local data or electronic 
document that might otherWise be stored on enterprise server 
125. In these embodiments, a personal client application (not 
shoWn) may also provide for communication With a manage 
ment server 145 or a Personal Client Server (PCS) (not 
shoWn) coupled to the management server 145. This latter 
con?guration Would be functionally similar to an enterprise 
client (not shoWn) at the enterprise server 125 con?gured to 
alloW communication With the management server 145. The 
particularities of a given communications architecture imple 
mentation are left to the requirements of a user, their particu 
lar netWork and available communications hardWare and soft 
Ware. In that regard, the present disclosure’s reference to a 
PCS should not be interpreted as an operational necessity but 
an alternative embodiment of the present invention. 
[0032] Communication management system 110 com 
prises at least one management server 145 con?gured to 
manage transactions betWeen mobile devices in the mobile 
netWork 105 and the private netWork 115. A user database 
150, Which may be coupled to or directly integrated With 
management server 145, comprises con?guration informa 
tion for different users. For example, the user database 150 
may comprise login data for users in the private netWork 115 
and/or mobile netWork 105. 
[0033] Communication management system 110 may fur 
ther comprise one or more Smart Device Servers (SDS) (not 
shoWn) and/or one or more of the aforementioned PCS (not 
shoWn) in addition to any other specially con?gured equip 
ment that might be necessary to enable communications 
betWeen the mobile netWork 105 and private netWork 115 in 
addition to communications With the communication man 
agement system 110. Optional SDS (not shoWn), for 
example, manages communications With particular smart 
mobile devices 190 (e.g., smart phones like the Treo 600) 
Whereas an optional PCS (not shoWn) may manage commu 
nications With personal clients (not shoWn) that may reside on 
PC 130. 

[0034] Mobile devices in the mobile netWork 105 may 
comprise cellular phones 170 comprising Wireless Applica 
tion Protocol (WAP) interfaces con?gured to communicate 
With management server 145 through a WAP gateWay. Other 
mobile devices may include tablet PCs, PDAs and Internet 
kiosks 180 or any smart mobile device 190 operating as a 
communication start/end-point. 
[0035] Communication channels 160 are any communica 
tion pathWays that alloW the aforementioned mobile devices 
to communicate betWeen the mobile netWork 105 With the 
Internet and/ or any other communications netWork. For 
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example, communications channel 160 may be a land line, 
cellular channels, 802.1 1 Wireless channels, or satellite chan 
nels. 
[0036] In an independent PC con?guration, the personal 
client application (not shoWn) installed on the PC 130 estab 
lishes a data connection betWeen the PC 130 and management 
server 145 over the appropriate netWorks (e.g., LAN 135 and 
WAN 140) as Well as any necessary intermediate hardWare or 
softWare applications that might further be necessary such as 
an optional PCS (not shoWn). The data connection betWeen 
the PC 130 and management server 145, in one embodiment, 
is initiated by the personal client as an outbound connection, 
Which is then authenticated by the management server 145. 
For example, the personal client on PC 130 may present 
authentication information to the management server 145, 
Which the management server 145 may attempt to reconcile 
With information in the user database 150. A similar connec 
tion process occurs in the context of an enterprise server 125 
With an enterprise client and a related data connection. 

[0037] If the management server 145 authenticates the per 
sonal client or enterprise client, the data connection is estab 
lished through ?reWall 120 (if applicable) to establish access 
With the communication management system 110, Which is 
outside the private netWork 115. Management server 145, 
after having established the data connection, may provide 
connection sharing information or other communication con 
?guration parameters as might be related to an associated 
mobile device in the mobile netWork 105. 
[0038] Management server 145 and the related client at the 
enterprise server 125 or PC 130 may then enter a quiescent 
mode until a transaction (e.g., the arrival of data at the server 
125 or PC 130) that requires the transfer of data betWeen the 
private netWork 115 and mobile netWork 105 (e. g., pushing of 
e-mail). In some embodiments, if the data connection is inad 
ver‘tently terminated, the client at the enterprise server 125 or 
PC 130 Will automatically reestablish a data connection With 
the management server 145. 

[0039] The data connection may be maintained even When 
there is no exchange of data betWeen the management server 
145 and mobile netWork 105 and an associated mobile device. 
In one embodiment, the data connection is a Transmission 
Control Protocol/Internet Protocol (TCP/IP) connection 
although any connection protocol may be used that provides 
connectivity betWeen the private netWork 115 and communi 
cation management system 110. Alternative embodiments 
may utiliZe a proxy server and/ or a Secure Socket Layer 
(SSL) for the purposes of maintaining the security of infor 
mation transmitted betWeen the private netWork 115 and 
communication management system 110. 
[0040] After establishing the data connection, a mobile 
data connection may be established betWeen the mobile 
device in the mobile netWork 105 and the management server 
145. The mobile data connection may, in some embodiments, 
be established prior to and/ or maintained notWithstanding the 
presence of a data connection betWeen the private netWork 
115 and communication management system 110. For 
example, a mobile device in mobile netWork 105 may seek to 
establish and maintain a connection as soon as a communi 

cation channel 160 is available that facilitates establishing 
that connection. The mobile data connection may further be 
subject to polling (e.g., accessing the communication man 
agement system 110 on a regularly scheduled basis); manual 
synchronization and/ or the generation of or request for data at 
the mobile device. 
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[0041] The mobile connection, in some embodiments, may 
also be initiated by the communication management system 
as a result of the arrival of data at the enterprise server 125 or 
PC 130 that needs to be delivered to the mobile device 170 via 
the communication management system 110 and appropriate 
communication channel 160 (e.g., arrival of e-mail to be 
pushed to the mobile device). 
[0042] After the mobile connection is established, the 
mobile device 170 may access e-mail and other PIM data at 
the enterprise server 125 or PC 130 via an enterprise client or 
personal client, respectively. In some embodiments, the use 
of an optional SDS (not shoWn) to establish connectivity 
betWeen the communication management system 110 and a 
smart device 190 may be required as may an optional PCS 
(not shoWn) for establishing connectivity betWeen communi 
cation management system 110 and PC 130. 
[0043] Mobile device connection, as noted, may be initi 
ated by a mobile device in the mobile netWork 105. For 
example, a mobile user’s usemame and passWord for access 
ing the communication management system 110 may be 
established in user database 150 When the user enrolls With 
the communication management system 110. The user Would 
subsequently be required to provide this information When 
their mobile device attempts to automatically or manually 
accesses the communication management system 110. A 
usemame/password combination is not necessarily required 
to access the management system 110 as other security cre 
dentials may be utiliZed to establish access. 

[0044] For example, an authentication token may be estab 
lished on the mobile device folloWing the device’s providing 
of the proper security credentials (e. g., a user name and pass 
Word). That authentication token may be recogniZed by the 
communication management system 110 With regard to 
establishing future access so that the re-entry of a usemame 
and passWord is not required for subsequent access. The 
authentication token may be permanent or set to expire after 
a certain period of time or a certain number of uses. Certi?cate 
mapping (using SSL certi?cates), Host-IP access control 
(White-listing and black-listing certain IP addresses or net 
Works) and device location may also be used to establish 
access to the communication management system 110. In the 
latter example, the position of a device may be established by 
access to a particular base station (in the case of a cellular 
device) or a GPS-transceiver may identify the position of the 
device. If the device is out of a speci?ed region, the commu 
nication management system 110 may deny access (e.g., a 
user designates denial of access if their mobile device is taken 
overseas or out of state as that location suggests it has been 

stolen). 
[0045] Security credentials may also be provided through a 
combination of various mobile identi?ers, for example, 
Mobile Identi?cation Numbers (MIN), International Mobile 
Subscriber Identity (IMSI) and Electronic Serial Number 
(ESN) . Additional layers of security may be provided through 
the use of a secure hash algorithm or a Virtual Private Net 

Work (VPN). NotWithstanding the particular access method 
ology, the credentials are ultimately veri?ed by the manage 
ment server 145 or some related softWare/hardWare (e. g., 
optional SDS (not shoWn)) and possibly With further regard to 
user information stored in the user database 150. 

[0046] Similar authentication methodologies may be uti 
liZed for establishing a data connection betWeen the commu 
nication management system 110 and a computing device in 
the private netWork 115. 
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[0047] Once connectivity is established by the mobile 
device, the user may access e-mail, ?les or Personal Informa 
tion Management (PIM) data residing at the enterprise server 
125, PC 130 or communication management system 110 at 
the management server 145. 

[0048] Management server 145 may be con?gured to refor 
mat and render local data from the private netWork 115 
according to the particularities of the user’s mobile device in 
addition to functioning as a routing engine for data transac 
tions betWeen the mobile devices of the mobile netWork 105 
and the private netWork 115. 
[0049] FIG. 2 is an illustration of a data aggregation and 
management system 200 comprising an exemplary dynamic 
data aggregation server 210, an exemplary client device 220 
and various sources of PIM data including an enterprise 
server 230 and a PC 240. Various intermediate operations and 
services 250 are also shoWn. The intermediate operations and 
services 250 may be directly integrated as a part of data 
aggregation server 210, may stand alone as a third-party 
service accessible by data aggregation server 210 and/or 
device 220 or be remotely coupled to the data aggregation 
server 210 (e. g., physically separate from the physical archi 
tecture of the data aggregation server 210); for example, a 
sWitch or customer service center. 

[0050] PC 240 may be a desktop PC coupled to the data 
aggregations server 210 by Way of client connection softWare 
like SEVEN Personal Edition available from SEVEN Net 
Works, Inc. of RedWood City, Calif. This client connection 
software may provide a secure link to data stored at the PC 
240 such as e-mail, personal contacts and documents via and 
other PIM data. A client device 220 such as a smart phone or 
other mobile device may access this data via the data aggre 
gation server 210 and/or a communications management sys 
tem like that described in FIG. 1 and any variety of commu 
nication netWorks (e.g., Wireless). PC 240 and its client 
connection softWare may be con?gured With certain features 
such as end-to-end encryption to ensure secure transmission 
of personal data or noti?cation functionalities to inform a user 
that neW content (e.g., e-mail) has arrived at the PC 240 and 
should be forWarded to client device 220 via, for example, a 
push operation through the data aggregation server 210 and/ 
or a communications management system. 

[0051] Enterprise server 230 may be a corporate enterprise 
server con?gured to manage e-mail, data and various appli 
cations. Enterprise server 230 (and PC 240) may utiliZe a 
?reWall (not shoWn) like that described in FIG. 1. Although a 
?reWall is described, a ?reWall is not necessary for the opera 
tion and interaction of the enterprise server 230 (or PC 240) 
With data aggregation server 210 and/or client device 220. 
[0052] Enterprise server 230 is coupled to the data aggre 
gation platform 210 via appropriate client server softWare, 
Which, like the client softWare of PC 240, intermediately 
couples the enterprise server 230 to client device 220 via a 
data connection to the data aggregation server 210 and/or a 
communications management system like that described in 
FIG. 1. An example of such softWare is SEVEN Server Edi 
tion available from SEVEN NetWorks, Inc. of RedWood City, 
Calif. Additional softWare installed at the enterprise server 
230 may provide various users (e. g., clients or Workstations) 
the ability to interact With the enterprise server 230 and have 
access to application data (e.g., email). 
[0053] Data aggregation server 210 comprises the various 
modules necessary to aggregate and management certain 
PIM data. Data aggregation server 210 may be directly inte 

Jun. 5, 2008 

grated With the management server (145) of FIG. 1 or other 
Wise coupled to the communication management system 
(110) described in FIG. 1. 

[0054] Data aggregation server 210 is optionally coupled to 
the enterprise server 230 and/or PC 240 via netWork 260. 
NetWork 260 further enables communications access to addi 
tional sources of PIM data like those described in FIG. 5 
beloW. Access to an enterprise server 230 or PC 240 by the 
data aggregation server 210 is not required for the operation 
of the data aggregation server 210. The data aggregation 
server 210 may operate independently of an enterprise server 
230 and PC 240 so long as certain information required by the 
data aggregation server 210 and an associated client device 
220 is otherWise available (e.g., PIM data such as calendar 
and/or contact data). Coupling the data aggregation server 
210 to PC 240 and/or enterprise server 230 merely provides 
additional or enhanced functionality that might otherWise be 
unavailable absent such a coupling. 

[0055] Similarly, the e-mail redirection and data access 
functionality offered by connection softWare at PC 240 and 
enterprise server 230 may also operate independent of the 
data aggregation server 210. In an embodiment of the present 
invention, data aggregation server 210 and PC 240 and/or 
enterprise server 230 may operate in parallel Without ever 
being ‘aWare’ of the operation of the other. Another embodi 
ment of the present invention, hoWever, may integrate certain 
features of data aggregation server 210 With enterprise server 
230 and/or PC 240 to provide for the aforementioned 
enhanced functionality. 
[0056] In an embodiment of the present invention, data 
aggregation server 210 may be operating on and/or integrated 
into With a service provider netWork (e. g., Cingular Wireless 
for Wireless netWorking or AT&T Inc. for telecommunica 
tions such as digital subscriber lines (DSL)) as is further 
described in FIG. 5. Through integration or operational con 
tact With a service provider’s netWork, instant access to a 
community of millions of subscribers (i.e., the service pro 
vider’s customers) is provided. This integration may also 
alloW for access to additional features such as neWs, media 
content, maps and directions as Well as e-mail, Short Mes 
saging Service (SMS) and any other value-added features as 
made available by the service provider. The service provider’s 
netWork and the data aggregation server 210 may operate 
independently of or in conjunction With enterprise server 
architecture 230 and/or PC 240. 

[0057] As noted above, the data aggregation server 210 
may also be integrated With the communication management 
system (110) and/or management server (145) of FIG. 1. In 
that regard, data aggregation server 210 may be a part of the 
management server (145), Which may be an operational part 
of the communications management system (110) of FIG. 1, 
That communication management system (1 10) may be a part 
of the aforementioned service provider netWork and is further 
described in FIG. 5. 

[0058] Data aggregation server 210 may comprise various 
access controls, gateWays and operational modules, Which are 
described in detail in FIG. 3. 

[0059] Intermediate operations and services 250 may com 
prise any variety of operations and services deemed necessary 
and/or desirable by a service provider. In FIG. 2, an SMS 
GateWay 270, IP/ SIP GateWay 280 and Billing and Transac 
tion Service 290 are illustrated. The inclusion of these par 
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ticular operations and services is not to suggest their presence 
is a prerequisite for practice of the presently clamed inven 
tion. 
[0060] SMS Gateway 270 may comprise a software and/or 
hardware utility enabling users to send and receive SMS 
messages on a GSM or PCS digital cellular network. SMS 
Gateway 270 may support a number of IP interfaces such as 
POP3 and SMTP for integration with an e-mail environment 
as well as HTTP/XML interfaces and SNMP traps for noti? 
cation of events. SMS Gateway 270 may further support local 
programming interfaces such as Object Linking and Embed 
ding (OLE), Dynamic Data Exchange (DDE) and Command 
Line Interface (CLI), SMS gateway 270 may be further 
coupled to an SMSC (not shown). A Push Gateway may be 
functionally integrated with SMS Gateway 270 and may fur 
ther operate proxy applications such as a WAP Gateway for 
the translation of WAP requests into HTTP requests. 
[0061] An IP/ SIP Gateway 280 may operate in conjunction 
with an SIP Stack located in client device 220 to integrate the 
PSTN, which uses the Signaling System 7 protocol to offload 
PSTN data onto a wireless or broadband network. 

[0062] Billing and transaction service 290 may be con?g 
ured and/ or utiliZed for calculating the minutes a user is on a 
network and/ or the amount of bandwidth the user has con 
sumed and how this usage pertains to a service plan and/or 
billing cycle. Other features that may be utiliZed by the user of 
client device 220 and subject to a service fee may be calcu 
lated by billing and transaction service 290 such as SMS, 
roaming and 411. 
[0063] Client device 220, in an embodiment of the present 
invention, is a mobile device such as a cellular telephone 
con?gured to allow access to the data aggregation server 210 
as well as data in enterprise server 230 and/ or PC 240. Client 
device 220 may operate through intermediate operations and 
services 250 in order to access the data management server 
210. Client device 220 may comprise various authentication 
controls and operational modules that interact with certain 
modules in the data aggregation server 210, the intermediate 
operations and service 250 as well as an enterprise server 230 
and/ or PC 240. 

[0064] FIG. 3 is an exemplary data aggregation server 300 
providing for the aggregations and management PIM data 
such as personal and professional contact and calendar infor 
mation. 

[0065] A module, as referenced in the present invention, is 
a collection of routines that perform various system-level 
functions and may be dynamically loaded and unloaded by 
hardware and device drivers as required. The modular soft 
ware components described herein may also be incorporated 
as part of a larger software platform or integrated as part of an 
application speci?c component. 
[0066] The modules of the present invention, in one 
embodiment actively seek out data. That is, the modules 
recogniZe the existence of certain data connections to PIM 
data and other informational stores at mobile devices, desktop 
PCs, enterprise servers and any computing device coupled to 
the data aggregation server 300. Client software may be uti 
liZed at these different data stores to enable the access to 
information and to provide for certain authorization/access 
exchanges as are discussed in, for example, the context of 
access module 310. The data aggregation server 300, via the 
appropriate module (e.g., presence module 320) and/ or mod 
ules (e.g., presence module 320 in conjunction with access 
module 310) will attempt to contact a client or some other 
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indicia (e.g., an IP address) re?ecting the existence of PIM or 
other informational data and try to acquire the same. 
[0067] In another embodiment of the present invention, the 
data aggregation server 300 (via its various modules) may 
actually attempt to establish a data connection when a con 
nection is not in existence. For example, if an enterprise 
server closes a TCP/IP connection to preserve bandwidth, the 
data aggregation server 300 may attempt to (re)establish that 
data connection in order to acquire certain PIM or other 
informational data. 
[0068] In yet another embodiment of the present invention, 
the aforementioned clients or other software associated with 
the data management server 300 may attempt to push PIM 
and other informational data directly to the data aggregation 
server 300. For example, a desktop PC may be con?gured 
with client software allowing for interaction with the data 
aggregation server 300. The desktop PC client may recogniZe 
the existence of certain PIM or other informational data such 
as calendar and contact information. In an embodiment of the 
present invention, that client may push the PIM and other 
informational data to the server. 

[0069] Limitations may be imposed on the clients with 
regard to what information may and may not be pushed. For 
example, certain information may be designated of low 
importance/ privacy and freely pushed to the data aggregation 
server 300. Other information may be designed of medium 
importance and require, for example, the authoriZation of a 
user before that information is pushed to the data aggregation 
server 300. Still further information may be designated high 
priority/ importance and never be pushed to the data aggrega 
tion server 300 due to privacy concerns. Similar limitations 
may be imposed in a pull scenario wherein the various mod 
ules of the data aggregation server 300 seek out that informa 
tion and pull the information from an associated information 
source such as a desktop PC. 

[0070] In another embodiment of the present invention, a 
client operating at, for example, a desktop PC may push 
certain information to a mobile device. That mobile device 
may then push the same information to the data aggregation 
server 3 00. Similarly, that information may be pulled from the 
mobile device after having been pushed from the desktop PC. 
[0071] The present invention does not intend to limit the 
means by which information is acquired (e.g., push or pull), 
the existence or non-existence of intermediaries (e.g., data 
pushed from a desktop PC to a mobile device to a data aggre 
gation server 300) or any security policy that may or may not 
be in place with regard to the aggregation of PIM and other 
informational data. A single data aggregation server 300 may 
further utiliZe various data acquisition methods for different 
types of data. For example, the data aggregation server 300 
may actively seek to acquire location information via a loca 
tion module 330 but may accept the pushing of data as it 
pertains to calendar and/ or contacts data. 

[0072] The modules of the present invention, in addition to 
aggregating information, may also manage the data. That is, 
the modules may analyZe certain data in order to generate 
further data as is discussed in the context of a location module 
330 and presence module 320, below. The various modules of 
the present invention may further execute certain calls and 
commands as they pertain to storage and retrieval of aggre 
gated data, which may be stored locally (e. g., at the data 
aggregation server 300), in a storage area network (SAN), at 
a remote location or in any other medium or apparatus suit 
able for storage of data and accessing the same. Management 
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(e. g., storage) of data may also be executed by other modules 
of the data aggregation server 300 that are not otherwise 
shoWn. 
[0073] Aggregated data may be further stored at a client 
device 220 Whereby the data aggregation server 300 pushes 
relevant data (e. g., data pertaining to PIM data of the user) to 
the client device 220 upon availability of the relevant data or, 
alternatively, relevant data is acquired and pulled upon 
request of the user for particular data or updated data. In some 
instances, the data aggregation server 300 Will maintain local 
storage of certain portions of data in order to alloW certain 
modules to analyZe certain data in order to generate further 
data. 
[0074] Storage of the aggregated data may be subject to 
various security protocols that may be set by the origin of the 
data (e.g., a user may designate their PIM data to expire so 
many hours after acquisition or the data may be prohibited 
from storage on any device or a particular device for more 
than a particular period of time). Alternatively, an adminis 
trator of a particular netWork or a particular communications 
architecture (e.g., an enterprise server or a larger communi 
cations netWork) may implement various security limitations. 
Limitations and/ or requirements of the storage of data may be 
subject to any variety of privacy, security and/or performance 
reasons. 

[0075] By further example, in the case of contact informa 
tion (e.g., names and addresses), the data aggregation server 
3 00 may pull contact information from an Internet portal such 
as Yahoo!®, from a Microsoft®Exchange® Server and/or 
from an address book in a mobile device (e.g., client device 
220). Alternatively, the client device 220, in conjunction With 
data aggregation server 300, may synchroniZe the aforemen 
tioned data sources. In this example, the data aggregation 
server 300 may only retain certain information (e.g., meta 
data) as that information passes through the server 300 and as 
that information pertains to identifying and developing 
potential links betWeen various users of the data aggregation 
server 300. 

[0076] In the case of calendar data, for example, that data 
may be pulled from various data sources (as described above) 
or may merely be synchronized (as also described above). 
The calendar data may be immediately pushed from one point 
(e. g. a desktop) to another (e. g., authoriZedusers) Wherein the 
data aggregation server 300 only retains information pertain 
ing to open-meeting times for the purpose of scheduling or it 
may store nothing at all. 
[0077] In the case of content such as pictures, blogs, pho 
tographs as may be acquired from Internet portals or Websites 
on the World Wide Web, that content may be immediately 
pushed to authoriZed and/or requesting users as the siZe of the 
content Would likely degrade performance of the data aggre 
gation server 300. 
[0078] Access module 310 comprises or is otherWise 
coupled to the softWare, routines, hardWare and/ or driver 
devices necessary to control Who and What has access to the 
data aggregation server 300 and the PIM data and other infor 
mation aggregated and managed by the data aggregation 
server 300. Access module 310 may be con?gured to grant or 
deny access based on, for example, Who is making the access 
request (e.g., a particular user), Where the request is coming 
from (e.g., location as may be determined by a base station or 
GPS), When the request is occurring (e. g., time of day), What 
is making the request (e. g., a mobile device) and hoW the 
connection is being made (e.g., SSL). 
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[0079] Access module 310 may utiliZe a user name/pass 
Word combination to authenticate a user requesting access. A 

list of users and/ or groups With access to the data aggregation 
server 300 may be created and stored in an LDAP database 
controlled by LDAP module 370. This database of groups and 
users may be installed locally or a reside at a remote machine, 
a storage area netWork or any other device/medium at any 
location so long as it is suited for the maintenance and access 
ofuser access data. 

[0080] Access module 310 may further utiliZe SSL authen 
tication Whereby a user’s identity if con?rmed by a security 
certi?cate. If the certi?cate is from a trusted authority, then 
the certi?cate is mapped to a user’s entry in a certi?cate 
mapping ?le. If the certi?cate maps correctly, access is 
granted subject to speci?c rules set for that particular user 
(e.g., access control lists and access control entries). If the 
certi?cate is not from a trusted authority or fails to map 
properly, authentication fails and access is denied. 

[0081] Access module 310 may utiliZe other access control 
methodologies such as Host-IP access control Wherein access 
is limited or denied to speci?c clients as speci?ed by host 
names or IP addresses of alloWed or blacklisted clients. Wild 
card patterns may be used to control access as it pertains to, 
for example, entire netWorks. 
[0082] Access module 310 may further interoperate With 
presence module 320, location module 330, calendar module 
340, groups module 350 and/ or contacts module 360 to alloW 
for acquisition of PIM data and other information from mul 
tiple sources including desktop PCs, Internet Service Provid 
ers, Web portals and Work directories as is illustrated in FIG. 
5 beloW. 

[0083] Presence module 320 comprises or is otherWise 
coupled to the softWare, routines, hardWare and/ or driver 
devices necessary to identify the availability of various sub 
scribers or users of the data aggregation server 300. That is, 
presence module 320 helps identify Who is presently avail 
able and through Which particular contact methodology they 
may be contacted. 

[0084] For example, through application aWareness (e.g., a 
calendar or calendar module 340), presence module 320 may 
determine that a user is presently in a meeting and therefore 
unavailable (i.e., not present). Alternatively, presence module 
320 may, as a result of a manual setting by a user communi 
catively coupled to the data aggregation server 300 (e.g., a 
data connection from a desktop PC), determine that a user is 
available only through a particular contact methodology and 
display that information as is appropriate (e.g., availablei 
presentivia phone and e-mail). 
[0085] A second user connected to the data aggregation 
server 300 via, for example, a mobile device mayias a result 
of information aggregated and made available by presence 
module 340iascertain the present unavailability of a ?rst 
user in their o?ice (i.e., their presence PIM re?ects they are 
out of the o?ice) and, instead, contact that user on their 
cellular phone Where their presence is currently and af?rma 
tively identi?ed. 
[0086] Various types of presence may be re?ected by the 
presence module 320. Instant messaging, e-mail, home 
phone, o?ice phone, cellular phone, SMS, pager and any 
other form of communication device capable of re?ecting 
availability or unavailability are Within the scope of the type 
of presence information aggregated and managed by pres 
ence module 320. 
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[0087] Location module 330 comprises or is otherwise 
coupled to the software, routines, hardware and/ or driver 
devices necessary to identify the physical location of a sub 
scriber or user of the data aggregation server 300. Location 
module 330 may be utilized in the context of a GPS-enabled 
mobile device although such functionality is not necessary for 
the practice of the present invention. 
[0088] For example, location module 330 may determine 
that a particular user is presently working at their computer in 
their o?ice as a result of querying information managed by 
the presence module 320. Through other modules or applica 
tions (e. g., an address book), location module 330 may deter 
mine that the user’s work address is located at 901 Marshall 
Street, Redwood City, Calif. In this way, the location module 
330 may make intelligent determinations of data even though 
certain information may not be directly provided to or aggre 
gated by the module. In this way, information can also be 
generated or aggregated without the requirement of the afore 
mentioned GPS functionality. 
[0089] Location module 330, through integration with a 
third-party system or built-in features presenter coupled to 
the data aggregation platform 300, may also aggregate infor 
mation to be utilized in the context of location information. 
For example, the location module 330 may aggregate the 
necessary data to provide text or visual directions to a par 
ticular user as it relates to aggregated location information. 

[0090] Location module 330 may be further con?gured to 
make direct queries of users as to their location or to analyze 
information as provided by cellular base stations as to general 
locations of users. 

[0091] Calendar module 360 comprises or is otherwise 
coupled to the software, routines, hardware and/ or driver 
devices necessary to aggregate calendar and scheduling infor 
mation of subscribers or users of the data aggregation server 
300 and any metadata that may be associated with the same. 
[0092] Calendar module 340 may seek to aggregate calen 
dar information from a variety of sources of a particular user, 
for example a mobile device or handheld calendar and a 
calendar integrated with a desktop PC or enterprise server. 
The aggregation of calendar data by the calendar module 340 
may aid in providing on-the-go synchronization of calendar 
information. As calendar information constantly changes and 
provides the greatest possibility for con?ict (i.e., two dispar 
ate events at two different data stores for the same time 
period), an embodiment of the present invention continually 
aggregated calendar information for ‘as soon as possible’ 
availability and/ or manipulation via calendar module 340. 
[0093] The aggregation of calendar data may be provided 
as part of a speci?c request to view that information. For 
example, a user may seek to access calendar information at a 
desktop PC via their mobile device. That calendar informa 
tion may be aggregated by the calendar module 340 in addi 
tion to being conveyed to the client via a pull operation to the 
data aggregation server 300 and a subsequent push to the 
mobile device client. In another embodiment, the calendar 
information may be pulled from the desktop PC or enterprise 
server all the way to the mobile device client with a copy of 
the calendar data being cached by the calendar module 340 as 
it passes through the data aggregation server 300, which may 
be integrated a communication management system like that 
described in FIG. 1. 
[0094] Similarly, calendar data generated at a mobile 
device may be aggregated by the calendar module 340 via a 
pull command at the data aggregation server 300 or via a 
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similar command issued by a desktop PC. Calendar data may 
also be pushed directly to the calendar module 340 as a result 
of certain behavior at the mobile client (e.g., the entry of new 
calendar information followed by a synchronization opera 
tion) or part of a regularly scheduled push aggregation opera 
tion to the data aggregation server 300. In this way, changes in 
calendar data that truly occur ‘on the go’ may be aggregated 
for subsequent synchronization and/or distribution as is 
appropriate. 
[0095] Calendar module 340 may further interoperate with 
presence module 320 to help provide indicia of presence. For 
example, a presence indicator may normally be manually set 
by a user (e.g., ‘I amAvailable’ or ‘I am NotAvailable’). In the 
event that a user fails to provide such a manual setting and the 
user is unavailable, the user’s presence setting may be mis 
leading thereby resulting in other users attempting to contact 
the user but to no avail thereby defeating one of the purposes 
of a presence indicator. When the calendar module 340 oper 
ates in conjunction with the presence module 320, certain 
calendar information as aggregated by the calendar module 
340 may aid in generating a more accurate indicator of pres 
ence as provided by presence module 320. For example, the 
occurrence of a meeting in a calendar would indicate that a 
user is unavailable. The presence module 320 may then adjust 
in light of this aggregated calendar data and make an appro 
priate re?ection of the same. When the meeting ends, pres 
ence indicators may be readjusted as is appropriate. 

[0096] Like all of the PIM data aggregated by the present 
invention, certain information may be allocated a different 
degree of privacy or importance. For example, different meet 
ings may be of different importanceithat is, the meeting 
may be of critical importance (e.g., a major merger or acqui 
sition) or of lesser importance (e.g., a company presentation 
on the new credit union membership). Based on metadata 
embedded in the calendar data (e.g., ‘must attend’ or ‘impor 
tant’), additional data is acquired by the calendar module 340, 
which may then be shared through data distribution or utilized 
by other modules of the present invention. 
[0097] Metadata embedded in the calendar data and recog 
nized by the calendar module 340 may also be utilized to 
re?ect additional information not necessarily expressly pro 
vided by that calendar data (e.g., in a subject description). For 
example, calendar module 340, through data aggregation, 
may determine that while a meeting does not begin until 2:00 
PM, because of a ‘travel required’ metadata indicator, any 
sharing of this calendar information would re?ect that an 
attempt to schedule a meeting with that user during their 
‘travel time’ would be ill advised despite the fact that the 
calendar might otherwise re?ect availability. In some 
embodiments, metadata re?ecting the need to travel and 
information relating to the address of the meeting (as 
expressly provided by the calendar entry or as may be 
obtained through other applications or aggregated informa 
tion), may allow for the utilization of mapping technologies 
to provide a more accurate indicator of the exact travel time 
required and, as a result, more accurate information to be 
distributed by the data aggregation server 300. 

[0098] Numerous metadata indicators may be available to 
be embedded in calendar data and acquired by the data aggre 
gation server 300 via the calendar module 340, for example: 
none, important, business, personal, vacation, must attend, 
travel required, needs preparation, birthday, anniversary, 
phone call, free, tentative, busy, out of of?ce. Additionally, in 
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an embodiment, a user may be able to generate their oWn 
personalized metadata and provide associate rules With 
regard to the same. 
[0099] The calendar module 340 of the present invention, in 
an embodiment, may aggregate information from both per 
sonal and professional calendars. The calendar module 340 of 
the present invention may further aggregate information per 
taining to the availability of conference rooms or conferenc 
ing equipment. The calendar module 340 may manage aggre 
gated calendar data and take info account time zone 
differences in calendar data as may later be distributed to 
users of the data aggregation server 300. For example, the 
calendar module 340 may make determinations that 1:00 PM 
calendar information for a user in California translates into 
different information When accessed by a user in the United 
Kingdom. Calendar module 360 may further interoperate 
With the presence module 320 to make determinations of 
locations and automatically make the appropriate time zone 
calculations and/or adjustments When aggregating and/or dis 
tributing information. 
[0100] Groups module 350 comprises or is otherWise 
coupled to the softWare, routines, hardWare and/ or driver 
devices necessary to form groupings of different users or 
subscribers of the data aggregation server 300. Groups infor 
mation acquired and generated by the groups module 350 
may be explicit like a ListServ; for example, add user A to 
group X. Groups may also be implicit and generated as the 
result of intelligent determinations made by the groups mod 
ule 350. 

[0101] For example, the groups module 350 may determine 
that users A, E and G are all employed by Big Co. and Wall 
create (if the group does not already exist) and/ or add users A, 
E and G to the Big Co. group list. The groups module 350 may 
further determine that users B, C and D are all graduates of 
State University and create and/ or add them to the State 
University group list. The groups module 350 may further 
determine that users F, H and I are all members of Profes 
sional Organization and create and/or add them to the Profes 
sional Organizations list. Furthermore, the groups module 
350 may determine that users I, K and L are all Family 
Members and add them to the Family Members list. 
[0102] Users may be members of more than one group as 
generated by the groups module 350. For example, user I 
could be could be a Family Member and also an alumnus of 
State University thereby Warranting their presence of both the 
Family Members and State University List. Users may be 
members of only one group. Users may not belong to any 
group. 
[0103] Groups may be identi?ed and/or generated as a 
result of acquiring data from various sources. For example, a 
Global Address List (GAL) may represent a comprehensive 
list of e-mail addresses, fax and telephone numbers, and mail 
stops for the employees and contractors for a particular com 
pany. In addition to being a raW source of contact data, the 
GAL could in and of itself be the basis for generation of a 
group (e.g., Company Group List). 
[0104] Contact data aggregated by a contacts module 360 
may be categorized and grouped by the groups module 350, 
may be manually entered (e.g., input by a user) or obtained 
through a synchronization operation. In any of these 
instances, the groups module 350 is con?gured to aggregate 
the neW information and group it properly. 
[0105] As noted, contact data as aggregated by the contacts 
module 360 may be implemented by the groups module 350. 
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For example, if the groups module 350 determines that it has 
incomplete data for a member of a group or a contract entry in 
general, the groups module 350 may actively seek that mem 
ber/user’s absent information through, for example, access 
ing a GAL or even an LDAP database comprising user infor 
mation or another operation in conjunction With the contacts 
module 360. 
[0106] Contacts module 360 comprises or is otherWise 
coupled to the softWare, routines, hardWare and/ or driver 
devices necessary to aggregate contact information from dif 
ferent sources of contact data. While the most common 
sources of contact PIM data are address books or contacts 

lists, the contacts module 360 may aggregate data through 
intelligent operations Wherein elements of contact informa 
tion are identi?ed and more complete information is aggre 
gated for the purpose of generating a more accurate and 
complete contact pro?le. 
[0107] For example, the contacts module 360 may deter 
mine that User A contacted the present subscriber via a tele 
phone call but the name and e-mail address of User A is not 
availableionly their phone number. The contacts module 
360 Would then seek that absent information from various 
sources such as local directories, usemame/passWord stores, 
the Internet, contact lists of other users, corporate personnel 
directories or any other sources of information that might link 
the phone number to more identifying information for use in 
a contacts pro?le. Similar queries could be made based on 
received and sent e-mails or any other indicia of contact or 
interaction by the user (e.g., SMS and instant message). 
[0108] The contacts module 360 may further query other 
information netWorks and/ or data aggregation platforms 
(e.g., a platform embedded in the netWork of a separate ser 
vice provider but With Whom the present service provider has 
an informational sharing agreement) to determine the identity 
of UserA. The contacts module 360 could also directly query 
the user for the missing information through, for example, an 
SMS message requesting the information be entered at the 
mobile device or a desktop PC. 

[0109] Contact information may also be acquired from 
various other applications. For example, and as noted above, 
the receipt of an otherWise unknoWn phone number can begin 
the acquisition of contact information such as name, physical 
address and other identifying contact information (e.g., com 
pany, title, etc.). Information may also be obtained from 
e-mail headers Whereby a domain name (e.g., @company. 
com) may be traced to a particular company or from the body 
of an e-mail through an e-mail signature or footer. Similarly, 
instant messagesias a form of contactimay be utilized to 
generate a pro?le or parts thereof. Outgoing phone calls, 
e-mails and SMS messages can be used in a similar fashion. 

[0110] Calendar data may also be used to acquire contact 
information as it pertains to, for example, a corporate/Work 
address (e.g., 10AM meeting at SEVEN NetWorks, Inc. at 
901 Marshall Street, RedWood City, Calif. 94063) of a par 
ticular person. Based on that calendar data, the contacts mod 
ule 360 may determine that the 10AM With Person X Was at 
Person X’s place of employment: SEVEN NetWorks, Inc. and 
generate appropriate contact information and pro?le data 
concerning employer and business address. In this Way, the 
employment and address information of Person X can be 
populated Without an express input of that information into a 
particular user/ contact pro?le having ever been made. Simi 
larly, anniversaries, birthdays and other repeating and/or 
important dates can be associated With particular contacts. 
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[01 1 1] Contact informationiand another PIM data for that 
matterimay be obtained from other pro?les of users of the 
data aggregation server 300 subject to privacy and security 
pro?les. For example. User A may have a complete pro?le 
indicating name, phone number, address, employment and 
e-mail information. User B’s pro?le may only designate 
employment information, speci?cally, the name of their 
employer. The contacts module 360 of the data aggregation 
server 300 may, by matching the employment information of 
Users A and B, populate other ?elds in User B’s pro?le. For 
example, User B’s pro?le With regard to a general phone and 
fax number as Well as corporate address can be populated as 
User B Works for the same company as User A, that same 
information being fully present in the contact information/ 
data pro?le for User A. 

[0112] It is envisioned that in some embodiments of the 
present invention, various Internet spiders or Web scraping 
technologies may be utilized by the contacts module 360 to 
further acquire presently unavailable information. In such an 
embodiment, a Web scraping module (not shoWn) could fur 
ther identify a particular contact/user pro?le and search vari 
ous Websites for information and neWs pertaining to that 
person. If it is determined, during spidering, that this particu 
lar person has changed jobs, been promoted orbeen subject to 
some other event of neWs-Worthy importance, the contacts 
module 360 may update certain contacts information/pro?le 
data. 

[0113] LDAP module 370 is a TCP/IP softWare protocol 
enabling users to locate organizations, individuals and other 
resources in an open or proprietary netWork (e.g., look-up 
queries). LDAP module 370 makes it possible for almost any 
application running on virtually any platform to obtain direc 
tory information, service data and public keys. LDAP module 
370 may be based on the X500 open standard Whereby appli 
cations need not Worry about the type or location of servers 
hosting the queried directories. LDAP module 370 may fur 
ther identify user privileges on a netWork. 

[0114] Voice gateWay 380 terminates PSTN tra?ic from 
callers. Voice gateWay 380 may comprise an automated 
speech recognition engine (not shoWn) to perform speech 
recognition; a dual tone multi-frequency (DTMF) module 
(not shoWn) for recognition of key tones; and audio playback 
and record components (not shoWn). Voice gateWay 380 may 
further comprise a Voice Extensible Markup Language 
(VXML) interpreter (sometimes referred to as a voice inter 
preter) (not shoWn) for interpreting VXML markup, playing 
synthesized speech and/ or listening for user responses in the 
instance of automated speech recognition. 
[0115] Other modules may be introduced to the data aggre 
gation server 300 so long as they do not interfere With the 
aggregation and management of PIM data from various 
sources such as an enterprise server or PC or those other 

sources as exempli?ed in FIG. 5 beloW. 

[0116] FIG. 4 is an exemplary client device 400 (170) 
alloWing for interaction With and manipulation of dynami 
cally aggregated personal and professional contact informa 
tion. Device 400 may be any variety of portable devices such 
as a SmartPhone, PDA, mobile device, tablet PC and so forth. 
Device 400 comprises various modules (e.g., synchronization 
module 405, logic module 410, etc.). 
[0117] The present device 400 is exemplary; additional or 
differing embodiments of the present invention may lack 
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certain modules (e.g., location module 445) and/ or may com 
prise additional modules such as an enhanced user interface 
frameWork. 
[0118] Synchronization module 405 comprises or is other 
Wise coupled to the softWare, routines, hardWare and/ or driver 
devices necessary for updating or backing up data on one 
device With a second device. The most common instance of 
synchronization occurs betWeen a mobile device (e.g., a PDA 
or a SmartPhone) and a desktop computer running a desktop 
connector or coupled to a server hosting synchronization 
softWare. 
[0119] While synchronization may be the result of a physi 
cal coupling of the mobile device to the desktop computer 
(e.g., through a desktop cradle and cable), the pervasiveness 
of Wireless technology (e.g., CDMA2000, lxRTT, FOMA, 
GSlVI/GPRS, UMTS, i-Mode, MOPERA, EDGE, WCDMA, 
Bluetooth and Wi-Fi) and related devices as Well as improve 
ments in encryption technology (e.g., AES 128-, 192- and 
256-bit keys) noW alloW for synchronization to occur Wire 
lessly While a user of the mobile device is aWay from their 
o?ice. Physical presence of the synchronizing device With the 
synchronized device is no longer required. 
[0120] Various improvements in ‘push’ and ‘pull’ technol 
ogy further alloW for more than mere ‘backing up’ of data 
through a synchronization operation but also to receive and 
retrieve data in real-time. For example, the aforementioned 
SEVEN Server Edition softWare is a server-based, behind 
the-?reWall mobile service that provides end-users With real 
time access to corporate and personal data such as Microsoft 
Exchange, Lotus Domino, IMAP4 and POP3 email; calendar; 
corporate directories; personal contacts; and documents. 
[0121] Logic module 410 comprises or is otherWise 
coupled to the softWare, routines, hardWare and/ or driver 
devices necessary for data manipulation and control func 
tions. In the case of hardWare, logic module 410 is comprised 
of circuits that perform an operation. In the case of softWare, 
logic module 410 is the sequence of instructions in a program. 
Logic module 410 may be comprised of both hardWare and 
softWare, only softWare or only hardWare. As is knoWn in the 
art, the hardWare of logic module 410 may implement the 
softWare of logic module 410. Certain softWare in the logic 
module 410 may be implemented by other modules or hard 
Ware components of device 400. 
[0122] Encryption module 415 and decryption module 425 
are responsible for the encryption and decryption, respec 
tively, of data exchanged betWeen device 400 and communi 
cation management system 110, Which may include data 
aggregation server 210. Encryption module 415 and decryp 
tion module 425 may, in some embodiments of the present 
invention, operate in conjunction With other modules such as 
authentication module 455 to alloW for encryption of authen 
tication information related to netWork and service access. 
Other embodiments of the present invention may utilize the 
encryption and decryption modules 415/425 for the purposes 
of exchanging data and information directly betWeen mobile 
devices, for example, betWeen Bluetooth enabled mobile 
devices. 
[0123] An example of an encryption algorithm that may be 
utilized by encryption and decryption module 415 and 425, 
respectively, is the 128-bit Advanced Encryption Standard 
(AES), Which is based on Federal Information Processing 
Standard (FIPS) 197. The disclosure of the FIPS 197 is incor 
porated herein by reference. Another encryption methodol 
ogy Within the scope of the present invention is the Di?ie 
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Hellman (DH) secret-key negotiation (sometimes referred to 
as the Di?ie-Hellman-Merkle key exchange). The algorithm 
for DH secret-key negotiation is disclosed in US. Pat. No. 
4,200,770, the disclosure of Which is incorporated herein by 
reference. DH secret-key negotiation is a cryptographic pro 
tocol that alloWs tWo parties to agree on a secret key for use 
over an insecure communications channel; the key can then 
be used to encrypt subsequent communications using a sym 
metric key cipher. 
[0124] In an embodiment of the present invention, various 
data types are exchanged betWeen the device 400 and com 
munication management system 110, Which may include 
dynamically aggregated data such as presence data. Such 
data, When being transmitted from device 400, may be 
encrypted by encryption module 415 using 128-bit AES or 
DH secret-key negotiation. Similar methodologies and algo 
rithms may be used to decrypt information received by device 
400 and decryption module 425. 
[0125] In some embodiments of the present invention, 
encryption/ decryption modules 415/425 may further prevent 
the storage or Write-to-disk (e. g., proxy caching) of transmit 
ted/received data to further improve security Whereby no one 
but authorized users can read or access data. 

[0126] Additional embodiments of the prevent invention 
may provide for the encryption module 415 to obliterate data 
stored on the device 400 or ‘lock-doWn’ the device 400 should 
a user of device 400 report device 400 stolen or initiate an 
obliteration or lock-doWn command from communication 
system 110, server 125 or PC 130. 

[0127] Establishing end-to-end encryption may comprise 
the submission of security credentials upon initial registration 
of a device 400 With communication management system 
110. These credentials may be used to later authenticate the 
user and provide access to appropriate data and resources at 
the communication management system 110. In an embodi 
ment of the invention, these security credentials are not stored 
outside of the system 110 architecture, Which provides for 
improved security. 
[0128] In one embodiment of the present invention, during 
the registration process a unique, encrypted authentication 
token is exchanged betWeen the mobile device 400 and com 
munication system 110 Whereby the user of the device 400 
Will be able to access resources at the communication system 
110 Without being required to submit credentials upon each 
subsequent login. Security credentials may be enabled by the 
user of the device 400 and/or communication system 110 or 
by an IT administrator Who may set various security policies 
for the device 400, communication system 110 and related 
netWork. 
[0129] For example, an administrator may implement a 
usemame/passWord policy Whereby users are required to 
login using a name and passWord. Administrators may also 
enable or disable a broWser mode Wherein users may be able 
to access data not only through a mobile device 400 but also 
through a secure Internet Web broWser utilizing, for example, 
128-bit SSL encryption. Certain policies (e.g., user name and 
passWord) may also be made time sensitive Whereby a login 
expires every ‘X’ days. Administrators may also control the 
obliteration of data in devices 400 in the instance that a device 
400 With access to behind-the-?reWall data is lost or stolen. 

[0130] In an embodiment of the present invention, 
encrypted data transmitted to and/or received from mobile 
device 400 may utilize digital signature algorithms such as 
SHA-1, a secure hash algorithm, as disclosed in FIPS 180-2, 
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the disclosure of Which is incorporated herein by reference. 
The use of a digital signature algorithm provides additional 
protection against the modi?cation of data as it passes 
through a netWork, even though the data is independently 
encrypted (e.g., using AES). 
[0131] In yet another embodiment of the present invention, 
encrypted data transmitted to and/or received from mobile 
device 400 may further utilize a multi-channel encryption 
protocol Whereby a single block of data comprises multiple 
separately encrypted sections, each destined for a different 
end point. For example, a block of data may comprise a 
header section, Which is accessed for routing purposes and a 
body section, Which comprises several e-mail messages des 
tined for the device 400. Each section of data may be 
encrypted With a separate key Whereby the routing informa 
tion may be decrypted Without requiring access to the e-mail 
message data. 

[0132] In still another embodiment of the present invention, 
a Virtual Private NetWork (VPN) may be utilized adding yet 
another layer of security on top of a SSL. These various 
embodiments may be implemented individually, collectively, 
or in a piece-meal fashion depending upon the particular 
security concerns of the data accessed and generated by 
device 400. 

[0133] Application cache 420 comprises or is otherWise 
coupled to the softWare, routines, hardWare and/or driver 
devices necessary for storing application data in memory as 
opposed to constantly looking up, loading, reading and 
executing the application data from another location. Appli 
cation cache 420 helps improve the processing speed of 
device 400. 

[0134] Application cache 420 may be con?gured so that 
every time data is instantiated or called, the data is time 
stamped. A clean-up process Will occasionally remove all 
instances of data that are beyond a certain age as re?ected by 
the time-stamp. By time-stamping and removing stale data, 
there is increased certainty that the cache 420 and the data that 
Would otherWise be called from its native environment are 
synchronized. Data stored in application cache 420 may, if 
necessary, be manually removed. Such manual deletion may 
be required in instances Where data is in error or has otherWise 
been corrupted and is preventing proper synchronization. 
[0135] SMS module 430 comprises or is otherWise coupled 
to the softWare, routines, hardWare and/ or driver devices nec 
essary for initiating a synchronization operation in response 
to the receipt of an SMS message, Which may include inter 
action With the synchronization module 405. 
[0136] For example, an SMS message is sent from a mobile 
device or an SMS-gateWay Website and received at a netWork 
operator’s Short Message Service Center (SMSC). The SMS 
message is then stored and forWarded from the SMSC to the 
recipient mobile device. If the recipient device is off or out of 
range, the SMS message is stored at the SMSC and delivered 
at the next possible opportunity or until it expires as deter 
mined by netWork and/ or SMSC settings. 

[0137] to addition to sending messages, SMS canbe used to 
transport data to a handset; for example, ring tones and opera 
tor logos. In conjunction With the Wireless Application Pro 
tocol that alloWs for Internet access from a mobile device and 
the General Packet Radio Service, con?guration data for a 
particular device can be delivered via an SMS message (e. g., 
alloWing for remote con?guration of a WAP broWser by a 
service provider or mobile operator). 


















