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An apparatus, system, and method are disclosed for selective 
cross communications between autonomous storage mod 
ules. A RAID controller communicates through a ?rst cas 
cading communications loop comprising a ?rst storage mod 
ule. The ?rst storage module includes a plurality of storage 
devices and is disposed in an enclosure. The RAID controller 
also communicates through a second cascading communica 
tions loop comprising a second storage module. The second 
storage module also includes a plurality of storage devices 
and is disposed in the enclosure. An interface module trans 
mits messages of the ?rst loop through the second storage 
module. In one embodiment, the RAID controller communi 
cates a cross communications command to the interface mod 
ule through the second storage module to enable the interface 
module to transmit the messages of the ?rst loop through the 
second storage module in response to a failure of the ?rst loop 
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APPARATUS, SYSTEM, AND METHOD FOR 
SELECTIVE CROSS COMMUNICATIONS 
BETWEEN AUTONOMOUS STORAGE 

MODULES 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 
[0002] This invention relates to communications betWeen 
storage modules and more particularly relates to selective 
cross communications betWeen autonomous storage mod 
ules. 
[0003] 2. Description of the Related Art 
[0004] A storage subsystem such as a redundant array of 
independent disks (RAID) storage subsystem may include a 
plurality of storage modules. The storage modules may be 
organiZed into one or more cascaded loops, herein referred to 
as loops. 
[0005] In a loop, each storage module may be in commu 
nication With an upstream storage module and a doWnstream 
storage module. The loop may terminate With a most doWn 
stream storage module that does not communicate With a 
doWnstream storage module. In addition, the loop may begin 
With one or more loop controllers such as RAID controllers 
that Write data to the storage modules and read data from the 
storage modules. 
[0006] FIG. 1 is a schematic block diagram illustrating one 
embodiment of a storage subsystem 100 With a plurality of 
loops. The subsystem 100 includes one or more RAID con 
trollers 105 and one or more storage units 110. A storage unit 
110 may be a hard disk drive. The RAID controllers 105 
control the storage units 110, Writing data to and reading data 
from the storage units 110. The RAID controllers 105 may 
also perform maintenance functions on the storage units 110, 
such as initialiZing the storage units 110, formatting the stor 
age units 110, and testing the storage units 110. 
[0007] In the depicted embodiment, the storage units 110 
are organiZed into cascaded loops 115, herein referred to as 
loops 1 15. Storage units 110 may be interconnected With 
communication cables such as small computer system inter 
face (SCSI) cables, Fibre Channel cables, and the like to form 
the loops 115. 
[0008] Each RAID controller 105 is shoWn in communica 
tion With each loop 115. Alternatively, each loop 115 may 
have one or more dedicated loop controllers. A RAID con 
troller 105 may retrieve data from a storage unit 110 by 
communicating a command through a loop 115. For example, 
if a ?rst RAID controller 105a needed to retrieve data from a 
?fth storage unit 110e, the ?rst RAID controller 105a may 
communicate a command requesting the data to a ?rst storage 
unit 11011. The ?rst storage unit 110a may transmit the com 
mand to the third storage unit 1100, and the third storage unit 
1100 may then transmit the command to the ?fth storage unit 
110e. 

[0009] Continuing the example above, the ?fth storage unit 
110e may retrieve the requested data after receiving the com 
mand and transmit the data to the third storage unit 1100. The 
third storage unit 1100 may then transmit the data to the ?rst 
storage unit 110a, and the ?rst storage unit 110a transmit the 
data to the ?rst RAID controller 105a. 

[0010] Unfortunately, if a storage unit 110 fails, a RAID 
controller 105 may be unable to communicate With storage 
units 110 doWnstream of the failed storage unit 110. For 
example, if the third storage unit 1100 fails, the ?rst and 
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second RAID controllers 105a, 1051) are unable to commu 
nicate With the ?fth and seventh storage controllers 110e, 
110g. 
[0011] TWo or more storage units 110 may be con?gured in 
a single enclosure. For example, the ?rst and a second storage 
unit 110a, 1101) may each be disposed in a common enclo 
sure, the third and a fourth storage unit 1100, 110d may each 
be disposed in another common enclosure, and so on. Placing 
a plurality of storage units 110 in a single enclosure may 
simplify setting up a plurality of loops 115 for the RAID 
storage controllers. In the depicted embodiment, each RAID 
controller 105 may be easily cabled to form tWo loops 115, 
With the loops 115 comprising storage units 110 that share 
enclosures. 
[0012] Unfortunately, storage units 110 that fail Within an 
enclosure also block access to doWnstream storage units 110. 
As a result, the RAID controllers 105 are unable to Write data 
to and read data from doWnstream storage units 110 until the 
failed storage unit 110 is replaced and/or repaired. Storage 
units 110 may also become unavailable When an upstream 
storage unit 110 is removed, taken off line, or the like. 

SUMMARY OF THE INVENTION 

[0013] From the foregoing discussion, there is a need for an 
apparatus, system, and method that selectively provide cross 
communications betWeen storage units of different loops. 
Bene?cially, such an apparatus, system, and method Would 
alloW communication With storage units that are doWnstream 
in a loop from a failed and/or inoperable storage unit. 
[0014] The present invention has been developed in 
response to the present state of the art, and in particular, in 
response to the problems and needs in the art that have not yet 
been fully solved by currently available cross communication 
methods. Accordingly, the present invention has been devel 
oped to provide an apparatus, system, and method for selec 
tive cross communications betWeen storage modules that 
overcome many or all of the above-discussed shortcomings in 
the art. 

[0015] The apparatus for selective cross communications is 
provided With a plurality of modules con?gured to function 
ally execute the steps of communicating through a ?rst loop 
With a ?rst storage module, communicating through a second 
loop With a second storage module, and transmitting mes 
sages of the ?rst loop through the second storage module via 
an interface module. These modules in the described embodi 
ments include the ?rst storage module, the second storage 
module, and an interface module. The apparatus may also 
include a selection module. 

[0016] The ?rst storage module is disposed in an enclosure. 
In addition, the ?rst storage module includes a plurality of 
storage devices. The ?rst storage module communicates With 
the ?rst loop. In one embodiment, the ?rst storage module 
communicates With the ?rst loop by communicating With an 
upstream device such as a RAID controller or another storage 
module. The ?rst storage module may also communicate With 
the ?rst loop by communicating With a doWnstream device. 
[0017] The second storage module is also disposed in the 
enclosure. In addition, the second storage module is autono 
mous from the ?rst storage module. The second storage mod 
ule includes a plurality of storage devices and communicates 
With the second loop. In one embodiment, the second storage 
module communicates With the second loop by communicat 
ing With an upstream device such as the RAID controller or 
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another storage module. The second storage module may also 
communicate With the second loop by communicating With a 
doWnstream device. 
[0018] The interface module is in communication With the 
?rst and second storage modules. In one embodiment, the 
interface module is disposed in the enclosure With the ?rst and 
second storage modules. The interface module may transmit 
messages of the ?rst loop through the second storage module. 
In addition, the interface module may transmit messages of 
the second loop through the ?rst storage module. 
[0019] In one embodiment, the selection may communicate 
a cross communications command to the interface module in 
response to a failure of an upstream storage module. The 
command may enable the interface module to transmit the 
messages betWeen the ?rst and second storage modules. The 
apparatus alloWs selective cross communications betWeen 
storage modules so that communications for a blocked loop 
may be rerouted through an active loop. 
[0020] A system of the present invention is also presented 
for selective cross communications. The system may be 
embodied in a storage subsystem. In particular, the system, in 
one embodiment, includes a ?rst loop, a second loop, and a 
plurality of enclosures. The system may also include one or 
more RAID controllers. 

[0021] Each enclosure includes a ?rst and a second storage 
module. The storage modules are mutually autonomous. The 
?rst and second loops carry communications betWeen the 
storage modules of different enclosures. In addition, each 
loop may communicate With at least one RAID controller. 
[0022] Each enclosure further includes an interface mod 
ule. Each interface module is in communication With the ?rst 
and second storage modules of the interface module’s enclo 
sure. The interface module transmits messages of the ?rst 
loop through the second storage module and may transmit 
messages of the second loop through the ?rst storage module. 
In one embodiment, the RAID controller communicates a 
cross communications command to the interface module to 
enable the interface module to transmit the messages in 
response to a failure of a storage module in an upstream 
enclosure. The system supports selective cross communica 
tion betWeen storage modules communicating through differ 
ent loops. 
[0023] A method of the present invention is also presented 
for selective cross communications. The method in the dis 
closed embodiments substantially includes the steps to carry 
out the functions presented above With respect to the opera 
tion of the described apparatus and system. In one embodi 
ment, the method includes communicating through a ?rst 
loop With a ?rst storage module, communicating through a 
second loop With a second storage module, and transmitting 
messages of the ?rst loop through the second storage module 
via an interface module. 

[0024] A RAID controller communicates through a ?rst 
loop comprising a ?rst storage module With a plurality of 
storage devices and disposed in an enclosure. The RAID 
controller also communicates through a second loop compris 
ing a second storage module With a plurality of storage 
devices disposed in the enclosure. An interface module trans 
mits messages of the ?rst loop through the second storage 
module. In one embodiment, the RAID controller communi 
cates a cross communications command to the interface mod 
ule through the second storage module to enable the interface 
module to transmit the messages of the ?rst loop through the 
second storage module in response to a failure of the ?rst loop 
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upstream of the ?rst storage module. The method alloWs 
communications for the ?rst loop to be rerouted through the 
second loop to mitigate a failure and/or unavailability of an 
upstream storage module of the ?rst loop. 
[0025] Reference throughout this speci?cation to features, 
advantages, or similar language does not imply that all of the 
features and advantages that may be realiZed With the present 
invention should be or are in any single embodiment of the 
invention. Rather, language referring to the features and 
advantages is understood to mean that a speci?c feature, 
advantage, or characteristic described in connection With an 
embodiment is included in at least one embodiment of the 
present invention. Thus, discussion of the features and advan 
tages, and similar language, throughout this speci?cation 
may, but do not necessarily, refer to the same embodiment. 
[0026] Furthermore, the described features, advantages, 
and characteristics of the invention may be combined in any 
suitable manner in one or more embodiments. One skilled in 
the relevant art Will recogniZe that the invention may be 
practiced Without one or more of the speci?c features or 
advantages of a particular embodiment. In other instances, 
additional features and advantages may be recogniZed in 
certain embodiments that may not be present in all embodi 
ments of the invention. 
[0027] The embodiment of the present invention selec 
tively alloWs cross communications betWeen different loops. 
In addition, the present invention may mitigate a failure and/ 
or unavailability of a storage module in a loop by alloWing 
communications to be routed around the storage module. 
These features and advantages of the present invention Will 
become more fully apparent from the folloWing description 
and appended claims, or may be learned by the practice of the 
invention as set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0028] In order that the advantages of the invention Will be 
readily understood, a more particular description of the inven 
tion brie?y described above Will be rendered by reference to 
speci?c embodiments that are illustrated in the appended 
draWings. Understanding that these draWings depict only 
typical embodiments of the invention and are not therefore to 
be considered to be limiting of its scope, the invention Will be 
described and explained With additional speci?city and detail 
through the use of the accompanying draWings, in Which: 
[0029] FIG. 1 is a schematic block diagram illustrating one 
embodiment of a storage subsystem; 
[0030] FIG. 2 is a schematic block diagram illustrating one 
embodiment of a selective cross communication apparatus of 
the present invention; 
[0031] FIG. 3 is a schematic block diagram illustrating one 
embodiment of an enclosure-based storage subsystem of the 
present invention; 
[0032] FIG. 4 is a schematic block diagram illustrating one 
embodiment of a storage module of the present invention; 
[0033] FIG. 5 is a schematic block diagram illustrating one 
embodiment of an enclosure controller/ storage device system 
of the present invention; 
[0034] FIG. 6 is a schematic block diagram illustrating one 
alternate embodiment of an enclosure of the present inven 
tion; 
[0035] FIG. 7 is a schematic block diagram illustrating one 
embodiment of an interface module of the present invention; 
and 
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[0036] FIG. 8 is a schematic ?ow chart diagram illustrating 
one embodiment of a selective cross communication method 

of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0037] Many of the functional units described in this speci 
?cation have been labeled as modules, in order to more par 
ticularly emphasize their implementation independence. For 
example, a module may be implemented as a hardware circuit 
comprising custom VLSI circuits or gate arrays, off-the-shelf 
semiconductors such as logic chips, transistors, or other dis 
crete components. A module may also be implemented in 
programmable hardware devices such as ?eld programmable 
gate arrays, programmable array logic, programmable logic 
devices or the like. 

[0038] Modules may also be implemented in software for 
execution by various types of processors. An identi?ed mod 
ule of executable code may, for instance, comprise one or 
more physical or logical blocks of computer instructions, 
which may, for instance, be organiZed as an object, procedure, 
or function. Nevertheless, the executables of an identi?ed 
module need not be physically located together, but may 
comprise disparate instructions stored in different locations 
which, when joined logically together, comprise the module 
and achieve the stated purpose for the module. 
[0039] Indeed, a module of executable code may be a single 
instruction, or many instructions, and may even be distributed 
over several different code segments, among different pro 
grams, and across several memory devices. Similarly, opera 
tional data may be identi?ed and illustrated herein within 
modules, and may be embodied in any suitable form and 
organiZed within any suitable type of data structure. The 
operational data may be collected as a single data set, or may 
be distributed over different locations including over different 
storage devices, and may exist, at least partially, merely as 
electronic signals on a system or network. 

[0040] Reference throughout this speci?cation to “one 
embodiment,” “an embodiment,” or similar language means 
that a particular feature, structure, or characteristic described 
in connection with the embodiment is included in at least one 
embodiment of the present invention. Thus, appearances of 
the phrases “in one embodiment,” “in an embodiment,” and 
similar language throughout this speci?cation may, but do not 
necessarily, all refer to the same embodiment. 

[0041] Furthermore, the described features, structures, or 
characteristics of the invention may be combined in any suit 
able manner in one or more embodiments. In the following 
description, numerous speci?c details are provided, such as 
examples of programming, software modules, user selec 
tions, network transactions, database queries, database struc 
tures, hardware modules, hardware circuits, hardware chips, 
etc., to provide a thorough understanding of embodiments of 
the invention. One skilled in the relevant art will recogniZe, 
however, that the invention may be practiced without one or 
more of the speci?c details, or with other methods, compo 
nents, materials, and so forth. In other instances, well-known 
structures, materials, or operations are not shown or described 
in detail to avoid obscuring aspects of the invention. 
[0042] FIG. 2 is a schematic block diagram illustrating one 
embodiment of a selective cross communication apparatus 
200 of the present invention. The apparatus 200 includes a 
?rst storage module 205, a second storage module 210, an 
interface module 215, and a selection module 220. The 
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description of the apparatus 200 may refer to elements of FIG. 
1, like numbers referring to like elements. 
[0043] The ?rst storage module 205 is disposed in an enclo 
sure. The second storage module 210 is also disposed in the 
enclosure. In addition, the ?rst and second storage modules 
205, 210 include a plurality of storage devices. The storage 
devices may be con?gured as hard disk drives, optical storage 
devices, micromechanical storage devices, semiconductor 
storage devices, and the like. 
[0044] The ?rst and second storage modules 205, 210 may 
eachbe in communication with a different cascading loop 115 
similar to the organization of the storage units 110 in FIG. 1. 
For example, the ?rst storage module 205 may communicate 
with a ?rst loop 115a while the second storage module 210 
may communicate with a second loop 11519. In one embodi 
ment, the ?rst storage module 205 communicates with the 
?rst loop 11511 by communicating with an upstream device 
such as a RAID controller 105 or another storage module 205. 
The ?rst storage module 205 may also communicate with the 
?rst loop 11511 by communicating with a downstream storage 
module 205. Similarly the second storage module 210 may 
communicate with upstream and downstream devices as will 
be described hereafter. 
[0045] The interface module 215 is in communication with 
the ?rst and second storage modules 205, 210. In one embodi 
ment, the interface module 215 is disposed in the enclosure 
with the ?rst and second storage modules 205, 210. The 
interface module 215 may transmit messages of the ?rst loop 
through the second storage module as will be described here 
after. Alternatively, the interface module may transmit mes 
sages of the second loop through the ?rst storage module. 
[0046] In one embodiment, the selection module 220 
directs the interface module 215 to transmit messages 
between the ?rst and second storage modules 205, 210. The 
selection module 220 may be a software process executing on 
the RAID controller 105. The apparatus 200 allows cross 
communications between the ?rst and second storage mod 
ules 205, 210 and the ?rst and second loops 115a, 1151) 
through the interface module 215. 
[0047] FIG. 3 is a schematic block diagram illustrating one 
embodiment of an enclosure-based storage subsystem 300 of 
the present invention. The subsystem 300 may embody the 
apparatus 200 of FIG. 2. The description of the subsystem 300 
refers to elements of FIGS. 1-2, like numbers referring to like 
elements. 
[0048] The RAID controllers 105 of FIG. 1 are shown in 
communication with a plurality of cascaded enclosures 305. 
In one embodiment, the enclosures 305 are con?gured to 
mount in an equipment rack. Each enclosure 305 may also 
include power supplies, fans, mounting hardware, and the like 
as is well known to those of skill in the art. 

[0049] Each enclosure 305 includes a ?rst storage module 
205 and a second storage module 210. The ?rst and second 
storage modules 205, 210 are organiZed as elements of ?rst 
and second loops 115a, 1151). Each RAID controller 105 
communicates with each loop 115. 
[0050] In one embodiment, the loops 115 comprise the 
RAID controllers 105 and storage modules 205, 210 commu 
nicating over communication channels 310. In one embodi 
ment, the communication channels 310 are con?gured as 
serial attached SCSI channels, herein referred to as SAS, as 
de?ned by the SCSI Trade Association. The communication 
channels 310 may also be con?gured as SCSI communication 
channels, Fibre Channel Arbitrated Loop communication 
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channels, AT Attachment (ATA) channels, Serial ATA chan 
nels (SATA), or the like. In the depicted embodiment, the ?rst 
loop 115a comprises elements of a ?rst communication chan 
nel 310a and the ?rst storage modules 205 While the second 
loop 115!) comprises elements of a second communication 
channel 310!) and the second storage modules 210. The com 
munication channels 310 are shoWn as dual channels With 
dual cables. HoWever, the communication channels 310 may 
comprise any number of cables, interfaces, and the like. 
[0051] In one example, the second RAID controller 105!) 
may store data to and retrieve data from the ?rst storage 
modules 205 of the ?rst loop 11511 by communicating data 
and commands through the ?rst loop 115a. The second RAID 
controller 105!) may communicate a Write command and data 
over the ?rst communication channel 31011 through the ?rst 
storage modules 205 of ?rst and second enclosures 305a, 
3051) to the ?rst storage module 205 of the third enclosure 
3050. The ?rst storage module 205 of the third enclosure 3050 
may receive the Write command and data and Write the data to 
a storage device. 
[0052] Similarly, the ?rst RAID controller 105a may 
retrieve data from the second storage module 210 of the 
second enclosure 30519 by communicating a read command 
through the second communication channel 310!) and the 
second storage module 210 of the ?rst enclosure 30511 to the 
second storage module 210 of the second enclosure 30519. The 
second storage module 210 of the second enclosure 3051) may 
retrieve the data from a storage device and communicate the 
data through the second communication channel 3 1 0b and the 
second storage module 210 of the ?rst enclosure 30511 to the 
?rst RAID controller 105a. 
[0053] Thus the RAID controllers 105 communicate With 
the ?rst storage modules 205 through the ?rst loop 115a and 
the second storage modules 210 through the second loop 
11519. The storage modules 205, 210 are autonomous. Thus 
the ?rst storage module 205 may operate independently of the 
second storage module 210 and second storage module 210 
may operate independently of the ?rst storage module 205. 
For example, the ?rst storage module 205 may operate even if 
the second storage module 210 fails and is inoperable. 
[0054] In the past, if a ?rst storage module 205 such as the 
?rst storage module 205 of the second enclosure 3051) failed 
and/ or became unavailable, the RAID controllers 105 are 
unable to communicate With storage modules doWnstream of 
the ?rst storage module 205 of the second enclosure 3051) 
such as the ?rst storage module 205 of the third enclosure 
3050. Thus, although the second storage modules 210 remain 
accessible through the second loop 115b, many of the ?rst 
storage modules 205 Were inaccessible. 

[0055] The present invention employs the interface module 
215 to reroute communications around breaks in a loop 115. 
The interface modules 215 of each enclosure 305 alloW the 
RAID controllers 105 to communicate With storage modules 
205, 210 that Would be otherWise inaccessible due to the 
failure and/or unavailability of an upstream storage module 
205, 210. The interface module 215 selectively provides for 
cross communications betWeen the ?rst loop 115a and the 
second loop 1151) Within an enclosure 305. 
[0056] For example, if the ?rst storage module 205 of the 
?rst enclosure 305a failed, the RAID controllers 105 may 
communicate With the ?rst storage module 205 of the second 
enclosure 30519 by routing communications through the sec 
ond loop 115!) to the second storage module 210 of the third 
enclosure 3050, through the interface module 215 of the third 
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enclosure 3050 to the ?rst storage module 205 of the third 
enclosure 3050, and on to the ?rst storage module 205 of the 
second enclosure 3051). Alternatively, the RAID controllers 
105 may communicate With the ?rst storage module 205 of 
the second enclosure 30519 by routing communications 
through second loop 115!) to the second storage module 210 
of the second enclosure 30519 and through the interface mod 
ule 215 of the second enclosure 30519 to the ?rst storage 
module 205 of the second enclosure 305b. 
[0057] Cross communications through the interface mod 
ule 215 may be selectively initiated. In one embodiment, the 
selection module 220 may communicate a cross communica 
tions command to the interface module 215 in response to a 
failure of an upstream storage module 205, 210. In one 
embodiment, the selection module 220 is con?gured as one or 
more softWare processes executing on a RAID controller 105. 
Alternative, a storage module 205, 210 may include the selec 
tion module 220. 
[0058] The cross communications command from the 
selection module 220 may enable the interface module 215 to 
transmit the messages betWeen the ?rst and second storage 
modules 205, 210. For example, the cross communications 
command may con?gure the interface module 215 as an 
element of a loop 115 and direct the interface module 215 to 
transmit messages for the loop 115. The present invention 
alloWs selective cross communications betWeen storage mod 
ules 205, 210 so that messages for a blocked loop 115 may be 
rerouted through an active loop 115. 
[0059] Although for simplicity the subsystem 300 is shoWn 
With tWo RAID controllers 105 and three enclosures 305, any 
number of RAID controllers 105 and enclosures 305 may be 
employed. In addition, each enclosure 305 may include tWo 
or more storage modules 205, 210 that are in communication 
With tWo or more loops 115. 

[0060] FIG. 4 is a schematic block diagram illustrating one 
embodiment of storage module 400 of the present invention. 
The storage module 400 may be the ?rst storage and second 
storage modules 205, 210 of FIG. 3. The description of the 
storage module 400 refers to elements of FIGS. 1-3, like 
numbers referring to like elements. The storage module 400 
includes one or more upstream connection modules 405, one 
or more controllers 410, storage devices 420, one or more 
non-blocking sWitch 425, and one or more doWnstream con 
nection modules 415. 
[0061] The communication channel 310 is depicted as a 
dual communication channel 310, connecting With a ?rst and 
second upstream connection module 405 and a ?rst and sec 
ond doWnstream connection module 415. Messages directed 
to upstream devices such as the RAID controllers 105 may be 
transmitted through the upstream connection modules 405 
While messages directed to doWnstream devices such as a 
doWnstream storage module 205, 210 may be transmitted 
through the doWnstream connection modules 415. 
[0062] The controllers 410 may include one or more pro 
cessors and one or more memories as are Well knoWn to those 

of skill in the art. The controllers 410 may also include other 
connectors and electrical devices. The processors, memories 
and other devices may be fabricated of semiconductor gates 
on one or more semiconductor substrates. Each semiconduc 

tor substrate may be packaged in one or more semiconductor 
devices mounted on circuit cards. Connections betWeen the 
processors, memories, and other devices may be through 
semiconductor metal layers, substrate-to-substrate Wiring, 
circuit card traces, and/or Wires connecting the semiconduc 
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tor devices. The processors and memories may also commu 
nicate With one or more connectors that are con?gured to 
communicate With electrical devices such as the upstream 
connection modules 405, the doWnstream connection mod 
ules 415 and the interface module 215. 
[0063] The memories may store softWare instructions and 
data. The processors may execute the softWare instructions 
and manipulate the data as is Well knoW to those skilled in the 
art. In one embodiment, the processors execute and the 
memories store one or more software processes comprising 
the selection module 220. 
[0064] The upstream connection modules 405 and the 
doWnstream connection modules 415 may be con?gured as 
SCSI interfaces, Fibre Channel interfaces, and the like. In one 
embodiment, the upstream connection modules 405 and the 
doWnstream connection modules 415 are con?gured as one or 
more adapter circuit cards that communicate With the con 
trollers 410 through an electronic bus. 
[0065] The storage module 400 is shoWn With tWo control 
lers 410. HoWever, any number of controllers 410 may be 
employed. In one embodiment, the storage module 400 
includes a controller 410 for each instance of the communi 
cation channel 310 in communication With the storage mod 
ule 400. 
[0066] The storage devices 420 may be con?gured as hard 
disk drives, optical storage devices, micromechanical storage 
devices, semiconductor storage devices, and the like. Each 
controller 410 may communicate With each storage device of 
the storage devices 420. 
[0067] The controllers 410 receive commands and data 
from the RAID controllers 105 through the communication 
channels 310 of the loop 115. The controllers 410 Write data 
to and read data from the storage devices 420 in response to 
the commands and/or data. For example, a RAID controller 
105 may communicate a Write command and data to the ?rst 
controller 41011. The ?rst controller 410a may Write the data 
to storage devices 420 in response to the command. 
[0068] In one embodiment, the controllers 410 communi 
cate With the storage devices 420 through the non-blocking 
sWitches 425. A non-blocking sWitch 425 may provide a 
communication channel betWeen a controller 410 and any 
storage device of the storage devices 420. 
[0069] The storage module 400 may include the redundant 
communication channels 310, upstream connection modules 
405, doWnstream connection modules 415, and controllers 
410 so that if any one communication channel 310, upstream 
connection module 405, doWnstream connection module 
415, and/ or controller 410 failed, the storage module 400 
could still Write data to and retrieve data from the storage 
devices 420 as Will be described hereafter. 

[0070] The interface module 215 of the present invention 
provides additional redundancy against failures to the storage 
sub system 300. The additional redundancy increases the reli 
ability of the storage subsystem 300. 
[0071] FIG. 5 is a schematic block diagram illustrating one 
embodiment of an enclosure controller/ storage device system 
500 of the present invention. The system 500 is one example 
of interconnections betWeen the controllers 410 and the stor 
age devices 420 of FIG. 4. The description of the system 500 
refers to elements of FIGS. 1-4, like numbers referring to like 
elements. The system 500 includes one or more controllers 
410 and one or more disk drives 505. The disk drives 505 may 
be con?gured as a “sWitched bunch of disks” and embody the 
storage devices 420 of FIG. 4. 
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[0072] In the depicted embodiment, each controller 410 has 
a point-to-point connection With each disk drive 505. Thus 
each controller 410 may communicate With each disk drive 
505, even if the other controller 410 fails. 
[0073] FIG. 6 is a schematic block diagram illustrating one 
alternate embodiment of an enclosure 305 of the present 
invention. The enclosure 305 may embody the enclosure 305 
of FIG. 3. The description of the enclosure 305 refers to 
elements of FIGS. 1-5, like numbers referring to like ele 
ments. 

[0074] The enclosure 305 includes the ?rst and second 
storage modules 205, 210 of FIGS. 3 and 4. Each storage 
module 205, 210 includes one or more controllers 410 and 
one or more disk drives 505. The controllers 410 may com 
municate With the disk drives through the non-blocking 
sWitch 425 of FIG. 4. Alternatively, the controllers 410 may 
communicate point-to-point With the disk drives 505 as 
shoWn in FIG. 5. 
[0075] The storage modules 205, 210 communicate With a 
loop 115 through a sWitch module 610. Each sWitch module 
610 includes a plurality of small form-factor pluggable con 
nections (SFP) 605. SFPs 605 may be optical connections, 
electrical connections, and the like. The SFPs 605 may pro 
vide communications betWeen the storage modules 205, 210 
of one or more enclosures 305 and betWeen the storage mod 
ules 205, 210 and the RAID controllers 105. In one embodi 
ment, the SFPs 605 interface With communications channels 
310. 
[0076] The interface modules 215 provide communication 
paths betWeen the ?rst storage module 205 and the second 
storage module 210 that Will be described hereafter. In one 
embodiment, a ?rst interface module 21511 is con?gured to 
provide cross communications betWeen the ?rst controller 
41011 of the ?rst storage module 205 and the ?rst controller 
41011 of the second storage module 210. 
[0077] In addition, a second interface module 2151) may 
provide cross communications betWeen the second controller 
410!) of the ?rst storage module 205 and the second controller 
410!) of the second storage module 210. Thus if the ?rst 
controller 41011 of the ?rst storage module 205 fails, the 
enclosure 305 may provide cross communications betWeen 
the ?rst and second storage modules 205, 210 through the 
second controller 410!) of the ?rst storage module 205, the 
second interface module 215b, and the second controller 
410!) of the second storage module 210. 
[0078] FIG. 7 is a schematic block diagram illustrating one 
embodiment of an interface module 215 of the present inven 
tion. The interface module 215 may be the interface module 
of FIGS. 2, 3, and 6. The description of the interface module 
215 refers to elements of FIGS. 1-6, like numbers referring to 
like elements. 
[0079] The interface module 215 includes one or more 
communication paths 705. In one embodiment, the commu 
nication paths 705 are con?gured as in-band communications 
path betWeen the ?rst storage module 205 and the second 
storage module 210. As used herein, the in-band communi 
cations path employs the communications interface of the 
communications channel 310. Thus, if the communications 
channel 310 is a SAS communications channel, the commu 
nications path 705 of the interface module 215 employs a 
SAS communications path. 
[0080] In an alternate embodiment, the communications 
paths 705 are con?gured as an out-of-band communications 
path betWeen the ?rst storage module 205 and the second 
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storage module 210. As used herein, the out-of-band commu 
nications path employs a communications interface different 
from the communications interface of the communications 
channel 310. The out-of-band communications path may be 
con?gured as an RS-232 interface, a universal serial bus 
(USB) interface, an IEEE 1394 interface as de?ned by the 
Institute of Electrical and Electronic Engineers of NeW York, 
N.Y., and the like. Thus, if the communications channel 310 
employs a Fibre Channel Arbitrated Loop communications 
channel, the interface module 215 may employ a USB com 
munications path. 
[0081] The interface module 215 may also include inter 
face logic 710. In one embodiment, the interface logic 710 
functions as an upstream connection module 405 and a doWn 
stream connection module 415, connecting the interface 
module 215 and communications path 705 to the communi 
cations channel 310. 

[0082] In an alternate embodiment, the interface logic 710 
interfaces the communications channel 310 With an out-of 
band communications path 705. For example, if the commu 
nications channel 310 is con?gured as a Fibre Channel Arbi 
trated Loop and the communications path 705 is con?gured 
as an RS-232 bus, the interface logic 710 may convert Fibre 
Channel Arbitrated Loop communications to RS-232 com 
munications and RS-232 communications to Fibre Channel 
Arbitrated Loop communications. 
[0083] The schematic ?oW chart diagram that folloWs is 
generally set forth as a logical ?oW chart diagram. As such, 
the depicted order and labeled steps are indicative of one 
embodiment of the presented method. Other steps and meth 
ods may be conceived that are equivalent in function, logic, or 
effect to one or more steps, or portions thereof, of the illus 
trated method. Additionally, the format and symbols 
employed are provided to explain the logical steps of the 
method and are understood not to limit the scope of the 
method. Although various arroW types and line types may be 
employed in the How chart diagrams, they are understood not 
to limit the scope of the corresponding method. Indeed, some 
arroWs or other connectors may be used to indicate only the 
logical How of the method. For instance, an arroW may indi 
cate a Waiting or monitoring period of unspeci?ed duration 
betWeen enumerated steps of the depicted method. Addition 
ally, the order in Which a particular method occurs may or 
may not strictly adhere to the order of the corresponding steps 
shoWn. 

[0084] FIG. 8 is a schematic ?oW chart diagram illustrating 
one embodiment of a selective cross communication method 
800 of the present invention. The method 800 substantially 
includes the steps to carry out the functions presented above 
With respect to the operation of the described apparatus 200, 
215 and system 300, 400, 500, 600 ofFIGS. 2-7. The descrip 
tion of the method 800 refers to elements of FIGS. 1-7, like 
numbers referring to like elements. 

[0085] The method 800 begins, and the RAID controller 
105 communicates 805 through the ?rst loop 115a. Although 
for simplicity the method 800 is described for the single 
RAID controller 105, any number of RAID controllers 105 
may be employed. The ?rst loop 115a includes a plurality of 
cascaded ?rst storage modules 205 interconnected by the ?rst 
communications channel 310a. Each ?rst storage module 205 
includes a plurality of storage devices 420. The RAID con 
troller 105 may store data to and retrieve data from the storage 
devices 420 by communicating With the ?rst storage module 
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205 through the ?rst loop 11511. The ?rst storage module 205 
is disposed in an enclosure 305. 

[0086] The RAID controller 105 also communicates 810 
through a second loop 11519. The second loop 115!) includes 
a plurality of cascaded second storage modules 210 intercon 
nected by the second communications channel 3101). Each 
second storage module 210 includes a plurality of storage 
devices 420. The RAID controller 105 may store data to and 
retrieve data from the storage devices 420 by communicating 
With the second storage module 210 through the second loop 
11519. The second storage module 210 is also disposed in the 
enclosure 305. 

[0087] In one embodiment, the RAID controller 105 deter 
mines 815 if there is a break in the ?rst loop 115a. Although 
either the ?rst loop 11511 or the second loop 115!) may break, 
for simplicity the method 800 is described for a break in the 
?rst loop 11511. The RAID controller 105 may determine 815 
that there is a break in the ?rst loop 11511 if the RAID con 
troller 105 cannot communicate With one or more storage 
modules 205, 210 in the ?rst loop 115 a. Alternatively, the 
RAID controller 105 may determine 815 there is a break if a 
?rst storage module 205 is taken o?lline. 

[0088] In an alternate embodiment, a controller 410 of a 
?rst storage module 205 determines 815 if there is a break in 
the ?rst loop 11511. The controller 410 may determine 815 that 
there is a break in the ?rst loop 11511 if the ?rst storage module 
205 cannot communicate With one or more other ?rst storage 
modules 205 and/or one or more RAID controllers 105. 

[0089] If the RAID controller 105 and/or controller 410 
determine 815 that there is no break in a loop 115, the RAID 
controller 105 loops to communicate 805 through the ?rst 
loop 11511. If the RAID controller 105 and/or controller 410 
determine 815 that there is a break in the loop 11511, the RAID 
controller 105 and/or controller 410 may enable the interface 
module 215 to transmit 820 messages of the ?rst loop 11511 
through the second loop 11519. In one embodiment, the RAID 
controller 105 and/or controller 410 select an interface mod 
ule 215 from a plurality of interface modules 215 disposed in 
one or more enclosures 305 to transmit 820 messages. 

[0090] In one embodiment, the RAID controller 105 com 
municates a cross communications command to the interface 
module 215 through a storage module 205, 210 to enable the 
interface module 215 to transmit the messages. The cross 
communications command may be directed to the selected 
interface module 215. In addition, the cross communications 
command may con?gure the interface module 215 to function 
as part of the second loop 11519. The method 800 alloWs 
communications for the ?rst loop 11511 to be rerouted through 
the second loop 115!) to mitigate a failure and/or unavailabil 
ity of an upstream ?rst storage module 205 of the ?rst loop 
115a. Thus, the RAID controller 105 may access data from 
storage modules 205, 210 doWnstream of a broken loop 115. 

[0091] The present invention selectively alloWs cross com 
munications betWeen different loops 115. In addition, the 
present invention may mitigate a failure and/ or unavailability 
ofa storage module 205,210 in a loop 115 by alloWing com 
munications to be routed around the storage module 205, 210. 

[0092] The present invention may be embodied in other 
speci?c forms Without departing from its spirit or essential 
characteristics. The described embodiments are to be consid 
ered in all respects only as illustrative and not restrictive. The 
scope of the invention is, therefore, indicated by the appended 
claims rather than by the foregoing description. All changes 
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Which come Within the meaning and range of equivalency of 
the claims are to be embraced Within their scope. 

What is claimed is: 
1. An apparatus for selective cross communications, the 

apparatus comprising: 
a ?rst storage module disposed in an enclosure, comprising 

a plurality of storage devices, and in communication 
With a ?rst loop; 

a second storage module disposed in the enclosure, autono 
mous from the ?rst storage module, comprising a plu 
rality of storage devices, and in communication With a 
second loop; and 

an interface module in communication With the ?rst and 
second storage modules and con?gured to transmit mes 
sages of the ?rst loop through the second storage mod 
ule. 

2. The apparatus of claim 1, further comprising a selection 
module con?gured to communicate a cross communications 
command to the interface module through the second storage 
module to enable the interface module to transmit the mes 
sages of the ?rst loop through the second storage module in 
response to a failure of the ?rst loop upstream of the ?rst 
storage module. 

3. The apparatus of claim 1, Wherein the storage modules 
each comprise a controller that communicates With the 
respective loops and the respective plurality of storage 
devices of the storage module. 

4. The apparatus of claim 3, Wherein each controller com 
municates With the respective plurality of storage devices of 
the storage module through a non-blocking sWitch. 

5. The apparatus of claim 3, Wherein each controller com 
municates point-to-point With each of the respective plurality 
of storage devices of the storage module. 

6. The apparatus of claim 3, Wherein the storage modules 
each comprise a plurality of redundant controllers. 

7. The apparatus of claim 1, Wherein each loop is con?g 
ured as a Fibre Channel loop. 

8. The apparatus of claim 1, Wherein each loop is con?g 
ured as a serial attached small computer system interface 
(SAS) interface loop. 

9. The apparatus of claim 1, Wherein the interface module 
comprises an in-band communications path. 

10. The apparatus of claim 1, Wherein the interface module 
comprises an out-of-band communications path. 

11. A computer program product comprising a computer 
useable medium having a computer readable program, 
Wherein the computer readable program When executed on at 
least one redundant array of independent disks (RAID) con 
troller causes the RAID controller to: 

communicate through a ?rst loop comprising a ?rst storage 
module With a plurality of storage devices disposed in an 
enclosure; 

communicate through a second loop comprising a second 
storage module With a plurality of storage devices dis 
posed in the enclosure; and 

transmit messages of the ?rst loop through the second 
storage module via an interface module. 

12. The computer program product of claim 11, Wherein 
the computer readable code is further con?gured to cause the 
at least one RAID controller to communicate a cross commu 

nications command to the interface module through the sec 
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ond storage module to enable the interface module to transmit 
the messages of the ?rst loop through the second storage 
module in response to a failure of the ?rst loop upstream of 
the ?rst storage module. 

13. The computer program product of claim 11, Wherein 
each storage module includes at least one controller. 

14. The computer program product of claim 13, Wherein 
each controller communicates With the respective plurality of 
storage devices of the storage module through a non-blocking 
sWitch. 

15. The computer program product of claim 11, Wherein 
each loop is con?gured as a Fibre Channel loop. 

16. The computer program product of claim 11, Wherein 
each loop is con?gured as a SAS loop. 

17. A system for selective cross communications, the sys 
tem comprising: 

a ?rst loop con?gured to transmit communications 
betWeen storage modules; 

a second loop con?gured to transmit communications 
betWeen storage modules; 

a plurality of enclosures, each comprising 
a ?rst storage module comprising a plurality of storage 

devices, and in communication With the ?rst loop; 
a second storage module, autonomous from the ?rst 

storage module, comprising a plurality of storage 
devices and in communication With the second loop; 
and 

an interface module in communication With the ?rst and 
second storage modules and con?gured to transmit 
messages of the ?rst loop through the second storage 
module. 

18. The system of claim 17, further comprising a RAID 
controller con?gured to communicate a cross communica 
tions command to the interface module through the second 
storage module to enable the interface module to transmit the 
messages of the ?rst loop through the second storage module 
in response to a failure of the ?rst loop upstream of the ?rst 
storage module. 

19. The system of claim 17, Wherein each storage module 
comprises at least one controller con?gured to communicate 
With the plurality of storage devices of the storage module 
through a non-blocking sWitch. 

20. A method for deploying computer infrastructure, com 
prising integrating computer-readable code into a computing 
system, Wherein the code in combination With the computing 
system is capable of performing the folloWing: 

communicating through a ?rst loop comprising a ?rst stor 
age module With a plurality of storage devices disposed 
in an enclosure; 

communicating through a second loop comprising a sec 
ond storage module With a plurality of storage devices 
disposed in the enclosure; 

communicating a cross communications command to an 
interface module through the second storage module to 
enable the interface module to transmit the messages of 
the ?rst loop through the second storage module in 
response to a failure of the ?rst loop upstream of the ?rst 
storage module; and 

transmitting messages of the ?rst loop through the second 
storage module via the interface module. 

* * * * * 


