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In order to achieve improved performance for users on a 
wireless network, it is desirable to reduce interference 
between wireless access points (APs or WAPs) by selectively 
assigning different channels to the radios of the APs in 
a-neighborhood. This may be performed by process whereby 
a central controller automatically assigns channels to one or 
more APs managed by that controller in accordance with a 

PO. Box 52050 . . . . . 

M. 1. MN 55402 channel select1on algor1thm that considers rece1ved signal 
mneapo ls’ strength indication (RSS1) and transmit (TX) or receive (Rx) 

error rates on channels of the radios. The algorithm also takes 
(21) APPL NO; 11/593 700 into account any stand-alone APs in the network (i.e., not 

’ connected to the network) and assigns the channels to man 
aged APs in such a way as to avoid interference with the 

(22) Filed: Nov. 6, 2006 stand-alone APs. 
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CHANNEL SELECTION IN A WIRELESS 
NETWORK 

FIELD OF THE INVENTION 

[0001] This invention relates generally to wireless net 
works and more particularly to channel selection in an IEEE 
802.11 wireless network operating under one or more vari 
ants of the IEEE 802.1 1 wireless standard and having a one or 
more wireless access points (APs). 

BACKGROUND 

[0002] Wireless networks are proliferating at least in part 
because of the reduced infrastructure as well as the ease of 
connectability and convenience to users. In many instances, 
entire of?ces are becoming wireless or at least wirelessly 
enabled as organiZations develop wireless local area net 
works (WLANs) generally based on the IEEE 802.11 wire 
less standard, which is incorporated herein in its entirety and 
made a part hereof. 

[0003] IEEE 802.11 denotes a set of WLAN standards 
developed by working group 11 of the IEEE LAN/MAN 
Standards Committee (IEEE 802). The term 802.11x is also 
used to denote this set of standards and is not to be mistaken 
for any one of its elements. There is no single 802.11x stan 
dard. The 802.11 family currently includes six over-the-air 
modulation techniques that all use the same protocol. The 
most popular (and proli?c) techniques are those de?ned by 
the b, a, and g amendments to the original standard. Other 
standards in the family (c-f, h, j) are service enhancements 
and extensions or corrections to previous speci?cations. 802. 
11b was the ?rst widely accepted wireless networking stan 
dard, followed (somewhat counterintuitively) by 802. 1 1a and 
802.11g. 802.11b and 802.11g standards use the 2.4 gigahertZ 
(GHZ) band, operating (in the USA) under Part 15 of the FCC 
Rules and Regulations. Because of this choice of frequency 
band, 802.1 lb and 802.1 1 g equipment can incur interference 
from microwave ovens, cordless telephones, Bluetooth 
devices, and other appliances using this same band. The 802. 
11a standard uses the 5 GHZ band, and is therefore not 
affected by products operating on the 2.4 GHZ band. 
[0004] 802.11b and 802.11g divide the 2.4 GHZ spectrum 
into 14 overlapping, staggered channels whose center fre 
quencies are 5 megahertZ (MHZ) apart. The 802.11b and 
802.11g standards do not specify the width of a channel; 
rather, they specify the center frequency of the channel and a 
spectral mask for that channel. The spectral mask for 802.1 lb 
requires that the signal be attenuated by at least 30 dB from its 
peak energy at ill MHZ from the center frequency, and 
attenuated by at least 50 dB from its peak energy at i 22 MHZ 
from the center frequency. Since the spectral mask only 
de?nes power output restrictions up to i22 MHZ from the 
center frequency, it is often assumed that the energy of the 
channel extends no further than these limits. In reality, if the 
transmitter is suf?ciently powerful, the signal can be quite 
strong even beyond the i22 MHZ point. Therefore, it is 
somewhat of a misconception that channels 1, 6, and 11 do 
not overlap. It is more correct to say that, given the separation 
between channels 1, 6, and 11, the signal on any channel 
should be suf?ciently attenuated to minimally interfere with a 
transmitter on any other channel. However, this is not univer 
sally true; for example, a powerful transmitter on channel 1 
can easily overwhelm a weaker transmitter on channel 6. 
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[0005] Although the statement that channels 1, 6, and 11 
are “non-overlapping” is incomplete, the 1-6-11 guideline 
has merit. If transmitters are closer together than channels 1, 
6, and 11 (for example, 1, 4, 7, and 10), overlap between the 
channels will probably cause unacceptable degradation of 
signal quality and throughput. The channels that are available 
for use in a particular country differ according to the regula 
tions of that country. In the United States, for example, FCC 
regulations only allow channels 1 through 11 to be used. In 
Europe channels 1-13 are licensed for 802.11b operation but 
only allow lower transmitted power (only 100 mW) to reduce 
the interference with other ISM band users. 
[0006] In order to provide wireless connectivity to users in 
a large space, such as an of?ce building, network administra 
tors generally connect one or more 802.11 APs to their wired 
networks. These access points are commonly managed via a 
central controller. However, because of the environment in 
which a wireless network may operate in regard to interfer 
ence and because of the overlapping channel con?guration of 
many of the AP channels, the APs may experience interfer 
ence on one or more of their channels that may affect the 

performance of the wireless network. 

SUMMARY OF THE INVENTION 

[0007] A system and/or method for channel selection in a 
wireless network, substantially as shown in and/or described 
in connection with at least one of the ?gures, as set forth more 
completely in the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] FIG. 1A is an exemplary computing device is illus 
trated that can be used to practice aspects of the preferred 
embodiment. 
[0009] FIG. 1B is an alternative embodiment of a process 
ing system of that shown in FIG. 1A. 
[0010] FIG. 2 is an illustration of a wireless communica 
tions system (e. g., WLAN) that may be known in the art and 
may be used to practice various embodiments according to 
the present invention. 
[0011] FIG. 3 is a ?owchart that describes the process of 
channel selection according to an example embodiment. 
[0012] FIG. 4 is an exemplary RSSI matrix for an exem 
plary wireless network. 
[0013] FIG. 5 is an illustration of an exemplary neighbor 
hood of radios that may be used to practice various aspects 
according to the present invention. 
[0014] FIGS. 6A, 6B and 6C are exemplary matrices show 
ing RSSI values for the channels 1,6 and 11 for radios in the 
exemplary neighborhood shown in FIG. 5. 
[0015] FIGS. 6D, 6E and 6F are exemplary bitmap matrices 
for the channels 1,6 and 11, which correspond to the RSSI 
matrices of FIGS. 6D, 6E and 6F, respectively. 
[0016] FIG. 7 is an illustration of the exemplary neighbor 
hood of radios shown in FIG. 5 subsequent to execution of the 
channel assignment algorithm according to an example 
embodiment. 
[0017] FIG. 8 is an illustration of a ?owchart for a channel 
selection algorithm according to an example embodiment. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0018] The present invention may be understood more 
readily by reference to the following detailed description of 
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preferred embodiments of the invention and the examples and 
the ?gures included therewith. 
[0019] As used in the speci?cation and the appended 
claims, the singular forms “a,” “an” and “the” include plural 
referents unless the context clearly dictates otherwise. For 
example, reference to “a” or “an” RSSI value may include 
two or more RSSI values and references to a transmit error 

rate or “a” receive error rate may actually comprise more than 
one transmit and/or receive error rate. 

[0020] Ranges may be expressed herein as from “about” 
one particular value, and/or to “about” another particular 
value. When such a range is expressed, another embodiment 
includes from the one particular value and/or to the other 
particular value. Similarly, when values are expressed as 
approximations, by use of the antecedent “about,” it may be 
understood that the particular value forms another embodi 
ment. It may be further understood that the endpoints of each 
of the ranges may be signi?cant both in relation to the other 
endpoint, and independently of the other endpoint. 
[0021] In this speci?cation and in the claims which follow, 
reference will be made to a number of terms which shall be 
de?ned to have the following meanings: “Optional” or 
“optionally” means that the subsequently described event or 
circumstance may or may not occur, and that the description 
includes instances where said event or circumstance occurs 
and instances where it does not. 
[0022] Reference will now be made in detail to the present 
embodiments according to the invention, examples of which 
are illustrated in the accompanying drawings. Wherever pos 
sible, the same reference numbers are used throughout the 
drawings to refer to the same or like parts. 

[0023] As will be appreciated by one skilled in the art, the 
preferred embodiment may be implemented as a method, a 
data processing system, or a computer program product. 
Accordingly, the preferred embodiment may take the form of 
an entirely hardware embodiment, an entirely software 
embodiment, or an embodiment combining software and 
hardware aspects. Furthermore, implementations of the pre 
ferred embodiment may take the form of a computer program 
product on a computer-readable storage medium having com 
puter-readable program instructions (e.g., computer soft 
ware) embodied in the storage medium. More particularly, 
implementations of the preferred embodiments may take the 
form of web-implemented computer software. Any suitable 
computer-readable storage medium may be utiliZed including 
hard disks, CD-ROMs, optical storage-devices, or magnetic 
storage devices. 
[0024] The preferred embodiments according to the present 
invention are described below with reference to block dia 
grams and ?owchart illustrations of methods, apparatuses 
(e. g., systems) and computer program products according to 
an embodiment of the invention. It may be understood that 
each block of the block diagrams and ?owchart illustrations, 
and combinations of blocks in the block diagrams and ?ow 
chart illustrations, respectively, may be implemented by com 
puter program instructions. These computer program instruc 
tions may be loaded onto a general purpose computer, special 
purpose computer, or other programmable data processing 
apparatus to produce a machine, such that the instructions 
which execute on the computer or other programmable data 
processing apparatus create a means for implementing the 
functions speci?ed in the ?owchart block or blocks. 
[0025] These computer program instructions may also be 
stored in a computer-readable memory that may direct a 
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computer or other programmable data processing apparatus 
to function in a particular manner, such that the instructions 
stored in the computer-readable memory may produce an 
article of manufacture including computer-readable instruc 
tions for implementing the function speci?ed in the ?owchart 
block or blocks. The computer program instructions may also 
be loaded onto a computer or other programmable data pro 
cessing apparatus to cause a series of operational steps to be 
performed on the computer or other programmable apparatus 
to produce a computer-implemented process such that the 
instructions that execute on the computer or other program 
mable apparatus provide steps for implementing the func 
tions speci?ed in the ?owchart block or blocks. 

[0026] Accordingly, blocks of the block diagrams and 
?owchart illustrations support combinations of means for 
performing the speci?ed functions, combinations of steps for 
performing the speci?ed functions and program instruction 
means for performing the speci?ed functions. It may also be 
understood that each block of the block diagrams and ?ow 
chart illustrations, and combinations of blocks in the block 
diagrams and ?owchart illustrations, may be implemented by 
special purpose hardware-based computer systems that per 
form the speci?ed functions or steps, or combinations of 
special purpose hardware and computer instructions. 

[0027] In the preferred embodiments referenced herein, a 
“computer,” “computing device, controller,” or “server” 
may be referenced. Such computer may be, for example, a 
mainframe, desktop, notebook or laptop, a hand held device 
such as a data acquisition and storage device, or embodiments 
it may be a processing device embodied within another appa 
ratus such as, for example, a set top box for a television 
system or a wireless telephone. In some instances the com 
puter may be a “dumb” terminal used to access data or pro 
cessors over a network. Turning to FIG. 1A, one embodiment 
of a computing device is illustrated that can be used to prac 
tice aspects of the preferred embodiment. In FIG. 1A, a pro 
cessor 1, such as a microprocessor, is used to execute software 
instructions for carrying out the de?ned steps. The processor 
1 receives power from a power supply 17 that also provides 
power to the other components as necessary. The processor 1 
communicates using a data bus 5 that may be 16 or 32 bits 
wide (i.e., in parallel), for example. The data bus 5 is used to 
convey data and program instructions, typically, between the 
processor 1 and memory. In the present embodiment, 
memory may include primary memory 2 such as RAM or 
other forms which retain the contents only during operation, 
or non-volatile memory 3, such as ROM, EPROM, EEPROM, 
FLASH, or other types of memory that retain the memory 
contents. The memory may include secondary memory 4, 
such as disk storage, that stores large amounts of data. In 
some embodiments, the secondary memory 4 may commu 
nicate with the processor 1 using an I/O bus 6 instead or a 
dedicated bus (not shown). The secondary memory 4 may 
include a ?oppy disk, hard disk, compact disk, DVD, or any 
other type of mass storage type known to those skilled in the 
computer arts. 

[0028] The processor 1 may also communicate with vari 
ous peripherals or external devices using the I/O bus 6. In the 
present embodiment, a peripheral I/O controller 7 may be 
used to provide standard interfaces, such as RS-232, RS422, 
DIN, USB, or other interfaces as appropriate to interface 
various input/output devices. Typical input/output devices 
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include local printers 18, a monitor 8, a keyboard 9, and a 
mouse 10 or other pointing device(s) (e.g., rollerball, track 
pad, joystick, etc.). 
[0029] The processor 1 may also communicate using a 
communications I/O controller 11 With external communica 
tion networks, and may use a variety of interfaces such as data 
communication oriented protocols 12 such as X25, ISDN, 
DSL, cable modems, etc. The communications controller 11 
may also incorporate a modem (not shoWn) for interfacing 
and communicating With a standard telephone line 13. 
Finally, the communications I/O controller 11 may incorpo 
rate an Ethernet interface 14 for communicating over a LAN. 
Any of these interfaces (e.g., other 12, telephone line 13, LAN 
interface 14) may be used to access a Wide area netWork such 
as the Internet, intranets, LANs, or other data communication 
facilities. 
[0030] The processor 1 may communicate With a Wireless 
interface 16 that may be operatively connected to an antenna 
15 for communicating Wirelessly With another device, using 
for example, one of the IEEE 802.11 protocols, 80215.4 
protocol, or a standard 3G Wireless telecommunications pro 
tocols, such as CDMA2000 1x EV-DO, GPRS, W-CDMA, or 
other protocol. 
[0031] An alternative embodiment of a processing system 
that may be used is shoWn in FIG. 1B. In this embodiment, a 
distributed communication and processing architecture is 
shoWn involving a server 20 communicating With either a 
local client computer 2611 or a remote client computer 26b. 
The server 20 typically comprises a processor 21 that com 
municates With a database 22, Which can be vieWed as a form 
of secondary memory, and/or primary memory 24. The pro 
cessor 21 may also communicate With external devices using 
an I/O controller 23 that may interface With a LAN 25. The 
LAN 25 may provide local connectivity to a netWorked 
printer 28 and the local client computer 2611. Communication 
With remote devices may be accomplished by routing data 
from the LAN 25 over a communications facility to a Wide 
area netWork 27, such as the Internet. A remote client com 
puter 26b may execute a Web broWser, so that the remote 
client 26b may interact With the server 20 as required by 
transmitted data through the Wide area netWork 27, over the 
LAN 25, and to the server 20. 
[0032] Those skilled in the art of data netWorking Will 
realiZe that many other alternatives and architectures are pos 
sible and can be used to practice the preferred embodiments. 
The embodiments illustrated in FIGS. 1A and 1B can be 
modi?ed in different Ways and be Within the scope of the 
present invention as claimed. 

[0033] In order to provide Wireless connectivity to users in 
a space such as, for example, an of?ce building, netWork 
administrators may connect many IEEE 802.11 access points 
(APs) to their Wired netWorks. FIG. 2 illustrates an exemplary 
Wireless netWork 200 including a server 202, that may in 
some instances act as a central controller, one or more access 

points 204 (e.g, (AP) 1 and (AP) 2)), and a distribution system 
206, Which in the exemplary system of FIG. 2 is a Wired LAN. 
The system of FIG. 2 may also include one or more hubs 208 
and one or more additional Workstations 210. 

[0034] Access points 204 are generally comprised of one or 
more radio transceivers, that may be con?gured to operate on 
one of a group of de?ned channels and to sWitch betWeen 
channels. Access points 204 that may be utiliZed in one or 
more embodiments according to the present invention 
include, for example, NETGEAR WAG302_TM access 
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points as manufactured by NETGEAR Inc., of Santa Clara, 
Calif. HoWever, it may be appreciated that other Wireless 
access points may be employed such that the APs 204 include 
one or more radios (e. g., radio transceivers) that may operate 
on a channel for the 802.1 lb/ g or 80211a band. In the exem 
plary embodiments described herein, it is generally assumed 
that each AP 204 has one radio, and the terms “transceiver,” 
“radio” and “AP” may be used interchangeably throughout 
this document, though it is to be appreciated that APs 204 
having more than one radio are Within the scope of the present 
invention. The APs 204 described herein may measure RSSI 
on the operational channel as Well as other channels in the 
802.11 operational band. It is expected that each radio peri 
odically moves aWay from the operational channel for a short 
time and monitors other channels in the operating band. The 
process of detecting other devices on the netWork and mea 
suring their signal strength is generally referred to as an “RF 
Scan.” Furthermore, APs utiliZed in embodiments may be 
con?gured to measure the packet transmit/receive rates and 
transmit/receive errors. 

[0035] Access points 204 are commonly managed via a 
central controller 202. The central controller 202 may include 
a Wireless sWitch or a management station con?gured to 
obtain RSSI readings and statistics from the APs 204 and set 
the channel con?guration of the access points 204. 
[0036] In order to achieve improved performance for users 
on the Wireless netWork 200 it may be desirable to reduce 
interference betWeen the access points 204 by selectively 
assigning different channels to the radios of the APs 204. This 
may be performed by processes Whereby the central control 
ler 202 automatically assigns channels to one or more APs 
204 managed by the central controller 202. The algorithm 
also takes into account any stand-alone APs in the netWork 
(e.g., not connected to the netWork 200) and assigns the 
channels to managed APs 204 in such a Way as to avoid 
interference With the stand-alone APs. 
[0037] In one embodiment according to the present inven 
tion, the process includes having the APs 204 in the netWork 
200 “listen” to the IEEE 802.11 beacon frames from other 
managed and/or stand-alone APs. An AP 204 may listen for 
beacons on its operational channel, Which is the channel on 
Which the AP forWards user traf?c, as Well as other channels 
in the 802.11 band. The other channels are monitored for a 
brief period of time in order to minimiZe impact on data 
throughput. The beacon frames identify the AP 204 from 
Which they are transmitted. By listening for beacon frames on 
its operational channel as Well as the other 802.11 channels, 
an AP 204 can determine the interference (e.g., RSSI) it is 
receiving from neighboring APs, including the APs causing 
the RSSI. 

[0038] In another embodiment according to the present 
invention, an AP 204 may monitor the error rates for trans 
mitted and received packets in addition to RSSI, Whereby a 
transmit error rate and a receive error rate, respectively, may 
be determined. These error rates and the information from the 
received beacon frames are communicated by the AP 204 to 
the central controller 202, Which may use the information as 
input to a channel selection algorithm. Included in the infor 
mation transmitted to the central controller 202 may be the 
identity of the transmitter of the frame, referred to as basic 
server set identi?er (BSSID) in the 802.11 protocol, and the 
receive signal strength indication (RSSI) for the frame. 
[0039] The channel selection algorithm may run periodi 
cally on the central controller 202. Generally, the time period 
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between executions of the channel selection algorithm may 
be fairly lengthy, for example, on the order of hours, in order 
to accumulate enough signal strength and error rate data to 
make a good decision on Whether any channel change is 
required. If the central controller 202 detects that an AP 204 
can hear a signal With high RSS1 from anotherAP on the same 
operational channel, then the central controller 202 may con 
sider the AP 204 as a candidate for a channel change. The AP 
204 may also be considered a candidate if the transmit (Tx) 
and receive (Rx) error rates are high on the AP 204, even if no 
strong signal is received from any other APs. The channel 
selection algorithm may keep a history of APs 204 that it 
changed each time the algorithm runs. The history may be 
kept for several channel selection algorithm iterations, and 
the algorithm does not attempt to modify the channel on APs 
204 included in the history. 
[0040] The APs 204 in the netWork 200 may be grouped as 
“neighborhoods” (N), Where a neighborhood is a group of 
APs 204 that can see each other. When the channel selection 
algorithm executes, it may change the channel of anAP 204 in 
a “neighborhood.” Parameters such as a threshold for the 
RSS1 value for deciding to change the channel, the Tx and Rx 
error rates, the frequency of channel selection algorithm runs, 
and the number of entries saved in the history may be either 
con?gurable or tuned for speci?c hardWare and netWork 
needs. While generally directed toWard Wireless netWorks 
operating on the IEEE 802.1 1 standard, it may be appreciated 
that the channel selection algorithm may be implemented by 
any system that relies on central control of managed APs and 
is able to gather the required information from the APs and 
change channels on the APs. 

[0041] FIG. 3 is a ?owchart that describes the process of 
channel selection in an embodiment according to the present 
invention. The IEEE 802.1 lb and 802.11g available fre 
quency spectrum is generally divided into about 11 channels 
(depending on the deployed country), in Which some chan 
nels are overlapping. Of these 11 channels, only 3 are non 
overlapping, or have their center frequencies separated far 
enough to minimize interference, Which are generally identi 
?ed as channels 1, 6 and 1 1. The goal of the described channel 
selection process is to ef?ciently assign non-overlapping 
channels to the interfering APs. 
[0042] At step 302, the radio of anAP in a Wireless netWork 
periodically performs an RF scan on the AP’s operational 
channel and other channels on Which the AP may operate. 
Once the RF scan is complete, at step 304 the AP sends the 
folloWing information to the controller: RSS1 from the 
“neighbor radios” operating in the channels scanned by the 
AP. Here the “neighbor radios” include the radios of the 
stand-alone APs (e. g., those APs not managed by the central 
controller) along With the radios of the managed APs. The 
radios operating on overlapping channels (e.g., neighbors 
operating on channel 1 include the radios operating on chan 
nel 2 and 3; neighbors operating on channel 6 include the 
radios operating on channel 4, 5, 7, 8; neighbors operating on 
channel 1 1 include the radios operating on channels 9, 10, 12, 
13, etc.) may also be considered in the RF scan. The AP may 
also send the total number of radios operating in each of those 
scanned channels to the central controller. 

[0043] At step 306 the channel selection algorithm execut 
ing on a processor of the controller evaluates the quality of the 
channel for each radio on Which it is operating and also the 
quality of the other available channels, using the received 
signal strength indication (RSS1) from the neighbor radios in 
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a given channel. The channel selection algorithm uses the 
RSS1 to evaluate for possible channel changes. When the 
algorithm runs it may update the list of radios that are good 
candidates for changing their operating channel. The list may 
include the radios Which have Worst current channel quality 
and good alternate channels. 
[0044] At step 308, the central controller may signal to one 
or more of the APs of a Wireless netWork to change channels 
based upon the evaluation of the RSS1 that occurred in step 
306. Furthermore, in one embodiment, the channel selection 
algorithm avoids a situation Where channels are changed back 
and forth for every channel change period. This may be 
achieved by keeping several previous channel allocation 
plans and not changing the channel to any channel that Was 
already used in recent channel changes. It may also be appre 
ciated that in one embodiment, an operator can see the list of 
candidates for changing the channel using a command. After 
evaluating the good candidates, the central controller may 
apply the neW channel to all the members of the candidate list 
either at the request of the administrator or periodically. 
[0045] The folloWing illustration is for an exemplary Wire 
less netWork comprised of multiple APs and at least one 
central controller such as the one shoWn in FIG. 2. The cal 
culations and parameters in this section are exemplary only 
and should not be considered as limiting. FIG. 4 is an exem 
plary RSS1 matrix 400 for the exemplary Wireless netWork. 
RSS1 received from each radio With respect to other radios in 
the netWork is represented in a matrix notation. Where, for 
example, R1,2 402 is the RSS1 received from Radio2 at 
Radio]. The matrix shoWn in FIG. 4 is a NXN matrix Which 
may have some values equal to 0 indicating that not all APs, 
including their radios, in the netWork are seen by all other 
APs, hence their corresponding RSS1 entry may be 0. An 
RSS1 value may be provided on a 1-100 scale such that When 
the RSS1 value is closer to 0 it indicates that the interference 
from that radio at the given radio is loW, and a value closer to 
100 indicates that the interference is high. 
[0046] The implementation of an RSS1 matrix 400 such as 
that shoWn in FIG. 4 can be done using a tWo dimensional 
array. Each entry, for example “(x,y)”, Where x represents the 
roW number, and y represents the column number, in the array 
Would indicate the RSS1 from ‘y’ at ‘x’. HoWever, such a 
representation may consume more bytes of memory When the 
siZe N becomes bigger. In order to minimize memory usage 
an alternative approach can be chosen in one embodiment 
according to the present invention, in Which instead of having 
RSS1 value itself stored in the matrix, a bit can be set if the 
given RSS1 value is greater than an established “channel is 
bad” threshold (RT). When carrying out the calculation in the 
channel selection algorithm, this bitmap Will be checked, and 
if the bit is set than the corresponding RSS1 value should be 
obtained from the operational data structures (e.g., the RSS1 
matrix 400). This bitmap may be constructed every time a 
neW iteration of the channel adjustment algorithm is started. 
Such an RSS1 bitmap may be maintained for each channel of 
operation in the system. The usage of bitmap notation helps in 
maintaining the different set of channel plans at different 
point in time as Well as makes the calculation easier. 

[0047] The transmission and reception error rates of a radio 
indicate hoW Well the current operating channel is for com 
municating With the associated clients. When preparing the 
candidate list for the next possible channel change, if the 
RSS1 is acceptable in the operating channel (e.g., very little 
interference in the operating channel), then transmission and/ 
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or reception error rate can be used as used to determine 

Whether to change channels. Alternatively, the RSSl value 
and the receive and/or transmit error rates may all be used as 
factors to help determine Whether to change channels. If the 
transmission error rate and reception error rates are greater 
than a pre-established alloWed limit, then the other available 
channels may be tried, provided they have same or better 
RSSl values. The possible reasons for having higher trans 
mission and reception error rates may include RF interference 
due to the presence of another RF device (e.g., microWave 
oven) transmitting in the same frequency band or may include 
the presence of a hidden node (non-managed AP). The trans 
mission and reception error rates maybe calculated as shoWn 
beloW: 

Transmission error I5I6:TX Error to TX Success 
ratiOINuInber of TX error packets/number of TX suc 
cessful packets 

Reception error rateIRX Error to RX Success 
ratiOInumber of RX error packets/number of RX suc 
cessful packets 

[0048] While preparing the possible candidate list for the 
next possible change, one or more restrictions may be con 
sidered by the channel selection algorithm. These restrictions 
may include, for example, that the operating channel of only 
one radio in a neighborhood of APs should be changed. Con 
sider, for example, the neighborhood of radios as shoWn in 
FIG. 5. Here radios A, G and F may be selected to be consid 
ered for the next possible channel change. Another similar set 
Would be {By D, E} or {By C, E} etc. All the above possible 
candidates for channel change Will not be able to “see” (e.g., 
overlap) each other on any of the channels (e.g., l, 6 or 11). 
[0049] Referring to FIG. 5, an exemplary channel selection 
algorithm may be executed. While the channel selection algo 
rithm as described in the folloWing example may be appli 
cable for 802.1lb and 802.1 lg netWorks, it may be equally 
applicable to 802.1la netWorks With the exception that 802. 
1 la does not have overlapping channels. First, let U?he set of 
all the radios of controller-managed APs and the radios of 
stand-alone APs in the network; N?he total number of radios 
of controller-managed APs and that of stand-alone APs; 
C?he total number of non-overlapping channels; RTIthe 
RSSl threshold, Whereby a value observed greater than the 
RSSl threshold is considered for a possible channel change; 
Q?he set of radios considered for next possible channel 
change; MIis the number of radios considered for next pos 
sible channel change; QPREV?he set of radios Which are 
previously considered for channel change; R1, R6, R1l:the 
RSSl matrices for channels 1, 6 and 11, respectively; NXIthe 
interfering neighbor set of radios for radio “X” (e.g., 
N AIneighbor set of radio “A” (e.g., the neighbor radios for 
radio “A” Which have RSSl value greater than RT)); Z?he set 
of radios Which see RSSl values greater than RT from neigh 
bor radios in their current operating channel; L?he number 
of managedAP radios; and S?he set of all the stand-alone AP 
radios found in the netWork. 

[0050] The process starts by determining U and N, Where U 
is the set of controller-managedAP radios and total number of 
managed AP radios and stand-alone AP radios and N is the 
number of such radios. For example, in FIG. 5, U:{A, B, C, D, 
E , F, G} and N:7. The total number of non overlapping 
channels (C) is three (channels 1, 6, and l 1), so C:3. RTis the 
RSSl threshold. An RSSl value observed greater this on an 
operating channel can cause that channel to be considered for 

May 8, 2008 

a possible channel change. In this example RTmay be 30 (i.e., 
RTI3O). Q is the set of radios identi?ed for the next possible 
channel change and in the exemplary neighborhood of FIG. 5 
Q% } (this set may be populated at the end of the algorithm). 
QPREV is the set of radios Which Were identi?ed for the pre 
vious channel change and, as With Q, in the exemplary neigh 
borhood of FIG. 5 QPREV%} (as this set is empty since there 
is no previous record available). 
[0051] The process involves preparing an RSSl matrix for 
all of the three non-overlapping channels (1, 6, 11), and they 
are represented by matrices R1, R6 and R1 1, Where FIGS. 6A, 
6B and 6C shoW the RSSl values for the channels 1, 6 and l 1, 
respectively and FIGS. 6D, 6E and 6E shoW the correspond 
ing RSSl bitmaps for the matrices R1, R6 and R11, respec 
tively. Neighbors operating on channel 1 include, for 
example, the radios operating on channels 2 and 3; neighbors 
operating on channel 6 include, for example, the radios oper 
ating on channels 4, 5, 7, 8; and neighbors operating on 
channel 11 include, for example, the radios operating on 
channels 9, l0, l2, and 13. The process further involves 
determining and preparing the interfering neighbor set for 
each radio using the RSSl bitmaps. If the RSSl bitmap has an 
entry for roW X under columnY set to 1 (Which indicates the 
RSSl is greater than RT), then Y is considered to be the 
interfering neighbor of X, and there should be a non-Zero 
entry for roW X under column Y for each matrix R1, R6 and 
R11. It also implies that the Radio,C is able to see the neighbor 
Radioy on all the non-overlapping channels. From the non 
Zero entries in the bitmap matrices (FIGS. 6D, 6E, and 6E), 
the radios that can be “seen” from other radios on the non 
overlapping channels (1, 6, and 11) can be determined. For 
example, the bitmap matrices indicates that radio A “sees” 
RSSl from radios C, B, D and E on channels 1, 6 and 11 (i.e., 
N A%C, B, D, Similarly, and referencing FIGS. 6D, 6E, 
and 6E, it may be seen that NB%A}; NC%A,G,F}; ND%A}; 
NE%A}; NIHC}; and NG:{C} 
[0052] Next, for a selected radio of a set of radios, a set of 
radios for example Z, is prepared Whereby these radios have 
an RSSl value in the current operating channel for the 
selected radio that is greater than RT. Let the siZe of this list be 
K, but note that K may be equal to N. For example, Z%A, C}. 
Candidates are then removed from Z if they have already been 
considered previously for a channel assignment (Z:Z— 
QPREV). For example, Z%A, C} —{ }; and Z%A, C} since there 
Were no previously considered candidates for channel 
change, the set Z remains unchanged. The set Z is sorted in the 
descending order based on the RSSl values. In this example, 
after sorting, Z%A, C}, since A and C are neighbors and both 
see the same RSSl value (:70). It may not alWays be a true 
condition that neighbors see the same RSSl value because 
RSSl measurements are very sensitive and vary over small 
geographical changes. For each radio in the Z set, do the 
folloWing until Z becomes an empty set (i.e., KIO): A loop is 
started (iterative), Whereby {kIl to K}, that encompasses the 
folloWing steps: for Q:Q+Z(k), Whereby Z(k) is added to Q 
(e.g., the ?rst element in the Z set having the highest RSSl 
value is added to the Q set); next ZIZ —N{Z(k)}, Whereby the 
neighbors of Z(k) are eliminated from Z; then Z(k) is elimi 
nated from Z, ZIZ —Z(k); and the value of K is updated such 
that K:K— ( number ofneighbors ofZ(k) + 1), because Z(k) is 
also being removed, Which ends the loop. As previously pro 
vided, the siZe of set QIM. Here, Q:{A} (hence MII) and C 
gets eliminated since C is the neighbor of A. 
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[0053] An optional step in the process may be to determine 
transmit (TX) and receive (RX) error rates. This step may be 
optional if Q is a non-empty set and mandatory if Q is empty 
and channel selection is desired. The purpose of this step is to 
prepare a set based on TX error rate factor Which contains the 
radios excluding the candidates considered for channel 
change (e. g., members of Q) and the neighbors of the radios 
present in Q. This step may aid in determining Which radios 
do not have an RSSI problem but may have problems With TX 
rate, Which may also in?uence a possible channel change. 
Depending on the siZe of the set Q, the neXt set of candidates 
for channel sWitching are identi?ed, hence the process takes 
tWo different paths based on the siZe of Q. 

[0054] First, ifQ is empty then let P:U—S; Where S is all 
the unmanaged (rogue) radios and P is the set of all radios 
With the radios of rogueAPs removed. The set W is then made 
equal to P (i.e., WIP). IfQ is not empty, then P is the set ofall 
radios that are neighbors of the radios under consideration for 
a channel change (i.e., PIN {Q (1)} U N {Q (2)} U . . . N {Q 

All the rogue radios are than removed from the set of all 
radios (i.e., W:U—S), and then all the radios that are under 
consideration for possible channel change because of high 
RSSI value are removed from W (e.g., W:W—Q such that all 
candidates considered foX possible channel change due to 
high RSSI are eliminated and the remaining set of radios are 
stored in W). The neighbors of the candidates for channel 
changing (Pias found above) are eliminated from W. T is 
then set equal to the siZe (e. g., the number of entries) of W, and 
an iterative loop is started from 1 to T Whereby tIl to T: Step 
1—Q:Q+W(t) if the TX error to TX success ratio (e.g., TX 
error rate) or the RX error to RX success ratio (e.g., RX error 

rate) of W(t) is beloW a desired value, and if W(t) is included 
in Q, then M is incremented (i.e., MIM +1). The neighbors of 
W(t) are then eliminated from W (i.e., W:W—N{W(t)}) and 
W(t) is eliminated from W (i.e., WIW —W(t)). The value of T 
(for the loop iteration) is then updated (i .e., TIT — (number of 
neighbors of W(t)+l) because W(t) is also being removed 
from W. Once this iterative process is complete, Q contains 
the one or more possible candidates for a channel change, 
Where that candidacy may also be based on TX and/ or RX error 
rates in addition to high RSSI values. In this eXample, Q%A}. 
[0055] A neXt step in this process may be to remove from 
the list of identi?ed candidates, Q, any of the previously 
considered APs, QPREV. In this eXample, Q %A}—{ }, since 
there Were no previous candidates considered for channel 
change, the set Q remains unchanged. 
[0056] The process neXt considers the RSSI bitmaps (FIGS. 
6D, 6E, and 6F) and performs the folloWing iterations for 
each AP in Q: ?rst, a loop is established to eXecute from 1 to 
M (e.g., loop start+{m:l to M}) to ?nd out the best suited 
channel for Q(m). For the current operating channel of anAP 
in Q, a channel is chosen that has less combined RSSI effect, 
provided the combined RSSI effect is less than the RSSI 
currently being observed in the operating channel. In the 
present eXample, AWill ?nd both channels 1 and 6. Since only 
one AP (e. g., B and C) is operating in each of these channels 
(1 and 6). NoW, comparing their combined RSSI effect it can 
be seen that RSS16 :RSSIB+0:65; here 0 is added eXplicitly 
to indicate that if there Were additional APs operating in this 
channel, they Would have been considered as Well. It may also 
be seen that RSSIl:RSSIC+0:70 and RSSIUIRSSID+ 
RSSIE:65 +75:l40. Since RSSI6 is less than RSSIl and 
RSSIl 1, AP A Would sWitch to channel 6 and also the com 
bined RSSI effect in channel 6 is less than the RSSI observed 
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in the current operating channel (i.e., 70 in channel 1), so AP 
A Will sWitch to channel 6. It may be appreciated that the 
RSSI values used in the previous calculations are obtained 
from the operational data structures, after it Was found that bit 
for radio A, at column numbers corresponding to B and C 
radios are set in RSSI bitmaps B6 and B11 (FIGS. 6E and 6F). 
[0057] If there is a contention betWeen Which channel to 
choose because the levels are the same, then the channel 
Where less number of APs are found should generally be 
chosen. If there still is a contention (e.g., same value and same 
number of APs), then randomly chose any one of the channels 
in contention. Once a channel is chosen, then the chosen 
channel is assigned to that AP, the counter is incremented 
(m:m+ l), and the process moves to neXt element, Q(m+ 1). 
Once the process is complete, then QPREVis updated such that 
QPREV:QPREV+Q; Whereby the current candidate list, Q, is 
added to QPREV, Which should be considered When neXt time 
the algorithm is eXecuted. In the current eXample, QPREV{ 
}+{A}, so QPREV{A}. In the eXample discussed herein, after 
the channel algorithm the APs With channel assignment 
Would look as shoWn in FIG. 7 (to be compared With FIG. 5). 
[0058] The embodiment of a channel selection algorithm 
speci?cally described in the above eXample can be more 
generally stated in the ?owchart of FIG. 8. At step 802, a set 
of managed and unmanaged radios (U) is determined for a 
de?ned geographical area (e.g., of?ce ?oor, etc.). At step 804, 
RSSI matrices are determined for each non-overlapping 
channel of the radios found in step 802. At step 806, a RSSI 
threshold is determined. At step 808, bitmap matrices are 
determined for each of the matrices found in step 806, 
Whereby a bit is set for each RSSI value that eXceeds the RSSI 
threshold. At step 810, a set of radios (Q) are determined that 
are candidates for having their channels changed Whereby the 
set is determined based on candidates causing an RSSI value 
that eXceeds the RSSI threshold on another radio. Candidates 
may also be chosen based on acceptable (or unacceptable) TX 
and/or RX error rates. At step 812, the radios found in step 810 
have a candidate channel selected for changing their channel 
based on (a) a 30 channel having the loWest RSSI value, (b) 
the number of radios already operating on a channel, and (c) 
random assignment. Before sWitching a radio’s channel, 
hoWever, at step 814 it is determined Whether the radio Was a 
recent candidate for a channel change and, if so, it is removed 
from consideration in order to avoid frequent and multiple 
channel changes by the same radio. The process culminates at 
step 816 Where the channels are changed for those radios 
remaining in the set under consideration. 
[0059] The above eXamples are put forth so as to provide 
those of ordinary skill in the art With a complete disclosure 
and description of hoW the compounds, compositions, 
articles, devices and/ or methods claimed herein are made and 
evaluated, and are intended to be purely eXemplary of the 
invention and are not intended to limit the scope of What the 
inventors regard as their invention 
[0060] Throughout this application, various publications 
and/or standards may be referenced. The disclosures of these 
publications in their entireties are hereby incorporated by 
reference into this application in order to more fully describe 
the state of the art to Which this invention pertains. 
[0061] It Will be apparent to those skilled in the art that 
various modi?cations and variations can be made in the 
present invention Without departing from the scope or spirit of 
the invention. Other embodiments of the invention Will be 
apparent to those skilled in the art from consideration of the 
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speci?cation and practice of the invention disclosed herein. It 
is intended that the speci?cation and examples be considered 
as exemplary only, With a true scope and spirit of the invention 
being indicated by the following claims. 

What is claimed is: 
1. (canceled) 
2. (canceled) 
3. (canceled) 
4. (canceled) 
5. (canceled) 
6. (canceled) 
7. (canceled) 
8. (canceled) 
9. (canceled) 
10. (canceled) 
11. (canceled) 
12. A method comprising: 
determining a plurality of access points con?gured to com 

municate via a Wireless netWork comprising a plurality 
of channels, including a ?rst channel and a second chan 
nel; 

selecting an access point of the plurality of access points, 
the selected access point being con?gured to operate on 
the ?rst channel; 

determining a ?rst received signal strength indication 
(RSS1) associated With the ?rst channel and a second 
RSS1 associated With the second channel, Wherein the 
?rst RSS1 is greater than the second RSS1; and 

con?guring the selected access point to operate on the 
second channel of the plurality of channels of the Wire 
less netWork. 

13. The method of claim 12 Wherein the determining a 
plurality of access points comprises determining the plurality 
of access points including one or more managed access 
points. 

14. The method of claim 12 Wherein the determining a 
plurality of access points comprises determining the plurality 
of access points, Wherein each access point includes one or 
more transceivers con?gured to operate on one of the plural 
ity of channels. 

15. The method of claim 12 Wherein the selecting com 
prises selecting the access point from the plurality of access 
points Wherein the ?rst RSS1 value is greater than any other 
RSS1 value. 

16. The method of claim 12 Wherein the selecting com 
prises selecting the access point of the plurality of access 
points based on a determination that the access point is not 
included in a history of recently con?gured access points. 

17. The method of claim 12 Wherein the determining a ?rst 
RSS1 comprises determining a matrix associated With each of 
the plurality of channels, the matrix comprising an RSS1 
betWeen each of the plurality of access points con?gured to 
operate on each channel. 

18. The method of claim 17 Wherein the determining a ?rst 
RSS1 comprises determining a bitmap associated With each 
matrix, the bitmap indicating for each RSS1 Whether the RSS1 
is greater than an RSS1 threshold. 

19. The method of claim 12 Wherein the determining a ?rst 
RSS1 comprises receiving from the selected access point the 
?rst RSS1 and the second RSS1. 

20. The method of claim 12 Wherein the determining a ?rst 
RSS1 comprises determining the ?rst RSS1, Wherein the ?rst 
RSS1 comprises a combined RSS1 for each of the plurality of 
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access points causing interference during an operation of the 
selected access point on the ?rst channel. 

21. A system comprising: 
a plurality of access points comprising one or more trans 

ceivers con?gured to operate on one of a plurality of 

channels; 
a Wireless netWork including the plurality of channels; 
the one or more transceivers of each access point being 

con?gured to determine a received signal strength indi 
cation (RSS1) for each of the plurality of channels; and 

a central controller associated With the Wireless netWork, 
the central controller being con?gured to: 
determine one or more potential operating channels for 

each transceiver based on a determination that the 
RSS1 associated With each of the potential operating 
channels is less than a threshold RSS1, and 

con?gure at least one of the transceivers to operate on 
one of the potential operating channels associated 
With the at least one transceiver. 

22. The system of claim 21 Wherein the plurality of access 
points comprise one or more transceivers con?gurable by the 
central controller. 

23. The system of claim 21 Wherein each transceiver is 
con?gurable to operate on any one of the plurality of chan 
nels. 

24. The system of claim 21 Wherein the plurality of access 
points are arranged into one or more neighborhoods Wherein 
the central controller is con?gured to select the at least one 
transceiver from, at most, one access point per neighborhood. 

25. The system of claim 21 Wherein the central controller is 
con?gured to select a potential operating channel for the at 
least one transceiver Wherein the potential operating channel 
is associated With an RSS1 that is less than an RSS1 associated 
With a channel on Which the at least one transceiver is previ 
ously con?gured to operate. 

26. The system of claim 21 Wherein the at least one trans 
ceiver is associated With an RSS1 that is greater than any other 
RSS1 associated With any other transceiver. 

27. A method comprising: 
determining an interference level and a packet error rate 

associated With each of a plurality of access points 
arranged into one or more neighborhoods of a Wireless 
netWork comprising a plurality of channels, Wherein 
each access point is con?gurable to operate on one of the 
plurality of channels; 

determining a candidate list comprising, at most, one 
access point from each neighborhood Wherein the 
packet error rate associated With each access point of the 
candidate list is less than a threshold error rate; 

selecting, for each access point of the candidate list, a loW 
interference channel from the plurality of channels 
Wherein the loW interference channel is associated With 
an interference level beloW a threshold interference 

value; and 
con?guring each access point of the candidate list to oper 

ate on the loW interference channel associated With each 
of the access points. 

28. The method of claim 27 Wherein the determining an 
interference level comprises determining one or more inter 
fering access points of the plurality of access points associ 
ated With one or more of the access points based on a received 
signal strength indication (RSS1) associated With each access 
point. 
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29. The method of claim 27 wherein the determining a 
candidate list comprises determining that each access point of 
the candidate list is not included in a history list associated 
With recently con?gured access points. 

30. The method of claim 27 Wherein the determining a 
candidate list comprises: 

determining Which of the plurality of access points are 
associated With the highest interference levels; and 
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determining the candidate list, Wherein the candidate list 
comprises at least the access point With the highest inter 
ference level. 

31. The method of claim 27 Wherein the con?guring com 
prises updating a history list associated With recently con?g 
ured access points. 


