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(57) ABSTRACT 

A system and method for replication of network state for 
transparent recovery of network connections are provided. 
The system and method avoid having to identify and inter 
cept the internal non-deterministic events of a network stack 
by adopting a state-capture approach. This state-capture 
approach views the network state of the primary and replica 
application instances from the viewpoint of an external 
client. In this way, only network state changes of the primary 
application instance that are communicated to an external 
client need to be replicated at the replica application 
instance. Other network state changes, e. g., internal network 
state changes, that are not communicated to the external 
client need not be replicated at the replica application 
instance. In other words, the illustrative embodiments permit 

Int, Cl, diiferences in internal network state for those network states 
G06F 1 7/30 (200601) that are not made public to the external world, i.e. outside the 
G06F 15/1 73 (200601) application instance. 
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SYSTEM AND METHOD FOR REPLICATION 
OF NETWORK STATE FOR TRANSPARENT 
RECOVERY OF NETWORK CONNECTIONS 

BACKGROUND 

[0001] 1. Technical Field 
[0002] The present application relates generally to an 
improved data processing system and method. More spe 
ci?cally, the present application is directed to a system and 
method for replication of netWork state data for transparent 
recovery of netWork connections. 
[0003] 2. Description of Related Art 
[0004] Service doWntime is one of the major reasons for 
revenue loss in modern netWork based enterprises. This 
problem is often addressed by providing redundancy in the 
enterprise systems. With such redundancy, the state of a 
running application is mirrored by a set of one or more 
replica applications running on one or more different data 
processing systems. In the event of a failure, one of the 
replica applications takes over the running of the application 
instance in such a Way that the failure is not externally 
visible, i.e. to the users of the application. The service as a 
Whole remains available and continues to run Without inter 
ruption, as long as not all instances, i.e. replicas, of the 
application fail at the same time. 
[0005] An application can be vieWed as a black box Which 
produces a set of outputs based on a set of inputs. The state 
of the application consists of the state associated With the 
individual resources that the application uses, such as pro 
cessor register contexts, memory pages, netWork sockets, 
etc. The operating system provides a simpli?ed vieW of the 
system resources such that some of their state is not directly 
visible to the application and is internally maintained by the 
operating system on the application’s behalf. 
[0006] In order to provide failover from the primary 
application instance to a replica application instance, it is 
necessary to keep this portion of kernel state, i.e. the portion 
the application state maintained by the operating system, 
synchronized betWeen the primary and replica application 
instances so that When a replica application instance takes 
over for a primary application instance, the replica applica 
tion instance perceives a consistent operating system kernel 
state. This can be di?icult When attempting to synchroniZe 
state changes due to non-deterministic events. Because of 
their non-deterministic nature, replaying or performing the 
same non-deterministic operations and generating the same 
non-deterministic events or values on tWo or more different 

instances of an application does not guarantee that the same 
result is obtained. This may be especially troublesome With 
regard to netWork state Where the netWork protocol requires 
consistency in order to facilitate communication betWeen 
computing devices. 

SUMMARY 

[0007] The illustrative embodiments provide a system and 
method for replication of netWork state data for transparent 
recovery of netWork connections. The mechanisms of the 
illustrative embodiments log netWork state information for 
system calls and other internal processes at the primary 
application instance so that the netWork state may be repli 
cated at a replica application instance. Only netWork state 
information for netWork state changes that are communi 
cated outside of the primary application instance is logged. 
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NetWork state changes that are not communicated outside of 
the primary application instance need not be replicated at the 
replica application instance. 
[0008] The logged netWork state information is provided 
to a replica application instance in response to the detection 
of an outbound external communication at a socket of the 
primary application instance. The logged netWork state 
information may be provided to the replica prior to, or at 
substantially the same time as, the outbound external com 
munication is permitted to be sent. Thus, the outbound 
external communication operates as a trigger for sending the 
logged netWork state information from the primary applica 
tion instance to the replica application instance. 

[0009] At the replica application instance, Which is 
executing in parallel With the primary application instance 
but on a different data processing device, the logged netWork 
state information is used to return data to system calls 
performed by the replica application instance. That is, sys 
tem calls made by the replica application instance are 
intercepted and return data from corresponding system calls 
made by the primary application instance are returned to the 
replica application instance. In this Way, the state of the 
replica application instance is synchroniZed With that of the 
primary application instance. 
[0010] With the mechanisms of the illustrative embodi 
ments, since only the netWork state information that is 
perceivable to an external netWork and netWork attached 
devices is logged and provided to the replica application 
instance, differences in the state of the netWork stacks for the 
primary and replica application instances may be permitted. 
It is only the netWork state expected, by external netWork 
attached devices, to be present in the application instance 
that is of importance to performing sWitchover from the 
primary application instance to the replica application 
instance, such as in response to a failure of the primary 
application instance. Such an approach is made possible by 
vieWing the netWork state from the vieWpoint of an external 
netWork or netWork attached client device. With such an 
approach, a simple and ef?cient implementation of a fault 
tolerance system is made possible by obviating the need to 
log netWork packets. 
[0011] In one illustrative embodiment, a computer pro 
gram product comprising a computer useable medium hav 
ing computer executable instructions embodied therein is 
provided. The computer executable instructions, When 
executed in a data processing system, cause the data pro 
cessing system to initialiZe a log data structure associated 
With a primary application instance running on a ?rst 
computing device and log netWork state information asso 
ciated With the primary application instance in the log data 
structure. The computer executable instructions further 
cause the data processing system to detect an outgoing 
external communication from the primary application 
instance to one or more external devices external to the ?rst 
computing device. In response to detecting the outgoing 
external communication, the computer executable instruc 
tions cause the data processing system to transmit the logged 
netWork state information from the ?rst computing device to 
a second computing device running a replica application 
instance. In the event of a failure of the primary application 
instance, the replica application instance recovers for the 
primary application instance using a replica application 
instance netWork state made consistent With a netWork state 
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of the primary application instance prior to the failure, based 
on the logged network state information. 
[0012] The network state information logged in the log 
data structure may comprise only netWork state information 
required to make a netWork state of the replica application 
instance consistent With a netWork state of the primary 
application instance communicated to one or more external 
devices. Other netWork state information, associated With a 
netWork stack of the primary application instance, Which is 
not communicated to the one or more external devices is not 
logged in the log data structure. 
[0013] Moreover, the logged netWork state information 
may comprise data returned in response to one or more 
netWork state associated system calls by the primary appli 
cation instance. Furthermore, the logged netWork state infor 
mation may comprise cumulative netWork state information 
recorded from a point in time of a previous outbound 
external communication up to a point in time Where a current 
outbound external communication is to be performed by the 
primary application instance. 
[0014] The computer executable instructions may cause 
the data processing system to log netWork state information 
by logging data returned by netWork state associated system 
calls in the log data structure until the outbound external 
communication is detected at the socket of the primary 
application instance. Moreover, in response to detecting the 
outbound external communication at the socket of the pri 
mary application instance, netWork stack state information 
associated With the socket of the primary application 
instance may be logged. 
[0015] The computer executable instructions may cause 
the data processing system to transmit the logged netWork 
state information by transmitting the log data structure to the 
second computing device either prior to permitting the 
outbound external communication to occur or at substan 
tially a same time as the outbound external communication 
occurs. 

[0016] The computer executable instructions may further 
cause the data processing system to receive, at the second 
computing device, the logged netWork state information 
from the ?rst computing device and update a netWork state 
of the replica application instance based on the logged 
netWork state information received from the ?rst computing 
device. The updating of the netWork state of the replica 
application instance is performed such that the netWork state 
of the replica application instance is consistent With a 
netWork state of the primary application instance commu 
nicated to the one or more external devices, in order to 
provide transparent recovery of the primary application 
instance by the replica application instance. 
[0017] The computer executable instructions may further 
cause the data processing system to intercept, by the second 
computing device, system calls invoked by the replica 
application instance and satisfy the invoked system calls 
using data provided in the logged netWork state information 
received from the ?rst computing device. The data in the 
logged netWork state information may be associated With 
corresponding system calls invoked by the primary appli 
cation instance. 
[0018] The computer executable instructions may further 
cause the data processing system to detect a failure of the 
primary application instance and perform a sWitchover 
operation to sWitchover handling of requests by the one or 
more external devices to the replica application instance in 
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response to detecting the failure of the primary application 
instance. By virtue of satisfying the invoked system calls 
using data provided in the logged netWork state information 
received from the ?rst computing device, the replica appli 
cation instance has a netWork state consistent With the 
netWork state of the primary application instance commu 
nicated to the one or more external devices. 

[0019] In a further illustrative embodiment, a computer 
program product may be provided Wherein the computer 
executable instructions embodied in the computer readable 
medium of the computer program product cause a data 
processing system to receive, from a computing device 
executing a primary application instance, a log data struc 
ture, the log data structure storing only netWork state infor 
mation required to make a netWork state of a replica appli 
cation instance consistent With a netWork state of the 
primary application instance communicated to one or more 
external devices. The computer executable instructions may 
further cause the data processing system to update a netWork 
state of the replica application instance based on the netWork 
state information in the log data structure. Moreover, the 
computer executable instructions may further cause the data 
processing system to recover for the primary application 
instance in the event of a failure of the primary application 
instance. At the time of failure, the netWork state of replica 
application instance is consistent With the netWork state of 
the primary application instance communicated to the one or 
more external devices by Way of the updating of the netWork 
state of the replica application instance based on the netWork 
state information in the log data structure. 

[0020] In yet another illustrative embodiment, a method 
for replication a netWork state of a primary application 
instance, running on a ?rst computing device, at a replica 
application instance running on a second computing device 
is provided. The method may comprise initialiZing a log data 
structure associated With the primary application instance 
running on the ?rst computing device and logging netWork 
state information associated With the primary application 
instance in the log data structure. The method may further 
comprise detecting an outgoing external communication 
from the primary application instance to one or more exter 
nal devices external to the ?rst computing device. The 
method may also comprise transmitting, in response to 
detecting the outgoing external communication, the logged 
netWork state information from the ?rst computing device to 
the second computing device running the replica application 
instance. In the event of a failure of the primary application 
instance, the replica application instance recovers for the 
primary application instance using a replica application 
instance netWork state made consistent With a netWork state 
of the primary application instance prior to the failure, based 
on the logged netWork state information. 

[0021] The netWork state information logged in the log 
data structure may comprises only netWork state information 
required to make a netWork state of the replica application 
instance consistent With a netWork state of the primary 
application instance communicated to one or more external 
devices. Other netWork state information, associated With a 
netWork stack of the primary application instance, that is not 
communicated to the one or more external devices may not 
be logged in the log data structure. 
[0022] The logged netWork state information may com 
prise data returned in response to one or more netWork state 
associated system calls by the primary application instance. 
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Moreover, the logged network state information comprise 
cumulative network state information recorded from a point 
in time of a previous outbound external communication up 
to a point in time where a current outbound external com 
munication is to be performed by the primary application 
instance. 

[0023] Logging network state information may comprise 
logging data returned by network state associated system 
calls in the log data structure until the outbound external 
communication is detected at the socket of the primary 
application instance. Moreover, logging network state infor 
mation may comprise logging, in response to detecting the 
outbound external communication at the socket of the pri 
mary application instance, network stack state information 
associated with the socket of the primary application 
instance. 

[0024] Transmitting the logged network state information 
may comprise transmitting the log data structure to the 
second computing device either prior to permitting the 
outbound external communication to occur or at substan 

tially a same time as the outbound external communication 
occurs. 

[0025] The method may further comprise receiving, at the 
second computing device, the logged network state infor 
mation from the ?rst computing device and updating a 
network state of the replica application instance based on the 
logged network state information received from the ?rst 
computing device. The updating may be performed such that 
the network state of the replica application instance is 
consistent with a network state of the primary application 
instance communicated to the one or more external devices, 

in order to provide transparent recovery of the primary 
application instance by the replica application instance. 
[0026] The method may further comprise intercepting, by 
the second computing device, system calls invoked by the 
replica application instance. The invoked system calls may 
be satis?ed using data provided in the logged network state 
information received from the ?rst computing device, the 
data being associated with corresponding system calls 
invoked by the primary application instance. 
[0027] The method may further comprise detecting a 
failure of the primary application instance and performing a 
switchover operation to switchover handling of requests by 
the one or more external devices to the replica application 
instance in response to detecting the failure of the primary 
application instance. By virtue of satisfying the invoked 
system calls using data provided in the logged network state 
information received from the ?rst computing device, the 
replica application instance has a network state consistent 
with the network state of the primary application instance 
communicated to the one or more external devices. 

[0028] In yet another illustrative embodiment, an appara 
tus is provided. The apparatus may comprise a processor and 
a memory coupled to the processor. The memory may 
comprise instructions which, when executed by the proces 
sor, cause the processor to perform various ones, and com 
binations of, the operations outlined above with regard to the 
method illustrative embodiment. 

[0029] These and other features and advantages of the 
present invention will be described in, or will become 
apparent to those of ordinary skill in the art in view of, the 
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following detailed description of the exemplary embodi 
ments of the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] The invention, as well as a preferred mode of use 
and further objectives and advantages thereof, will best be 
understood by reference to the following detailed descrip 
tion of illustrative embodiments when read in conjunction 
with the accompanying drawings, wherein: 
[0031] FIG. 1 is an exemplary block diagram of a distrib 
uted data processing system in accordance with one illus 
trative embodiment; 
[0032] FIG. 2 is an exemplary block diagram of a data 
processing device that may be a client or server computing 
device in accordance with one illustrative embodiment; 
[0033] FIG. 3 is an exemplary diagram illustrating an 
operation of one illustrative embodiment; 
[0034] FIG. 4 is an exemplary block diagram of a primary 
application instance’s primary fault tolerance engine in 
accordance with one illustrative embodiment; 
[0035] FIG. 5 is an exemplary block diagram of a replica 
fault tolerance engine in accordance with one illustrative 
embodiment; 
[0036] FIG. 6 is a ?owchart outlining an exemplary opera 
tion of a primary fault tolerance engine in accordance with 
one illustrative embodiment; and 
[0037] FIG. 7 is a ?owchart outlining an exemplary opera 
tion of a replica fault tolerance engine in accordance with 
one illustrative embodiment. 

DETAILED DESCRIPTION OF THE 
ILLUSTRATIVE EMBODIMENTS 

[0038] The illustrative embodiments provide a mechanism 
by which replication of network state is made possible in 
order to enable transparent recovery of network connections. 
Because the mechanisms of the illustrative embodiments are 
primarily directed to recovery of network connections in 
terms of switchover or failover of a primary application 
instance to one of the replica application instances, the 
illustrative embodiments are especially well suited for 
implementation in a distributed data processing system 
comprising one or more communication networks. Thus, 
FIGS. 1 and 2 hereafter are provided as examples of a 
distributed data processing system and data processing 
devices in which exemplary aspects of the illustrative 
embodiments may be implemented. It should be appreciated 
that FIGS. 1-2 are only exemplary and are not intended to 
state or imply any limitation with regard to the types of, or 
con?gurations of, data processing environments and data 
processing devices that may be used with the mechanisms of 
the illustrative embodiments. 

[0039] With reference now to the ?gures, FIG. 1 depicts a 
pictorial representation of an exemplary distributed data 
processing system in which aspects of the illustrative 
embodiments may be implemented. Distributed data pro 
cessing system 100 may include a network of computers in 
which aspects of the illustrative embodiments may be imple 
mented. The distributed data processing system 100 contains 
at least one network 102, which is the medium used to 
provide communication links between various devices and 
computers connected together within distributed data pro 
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cessing system 100. The network 102 may include connec 
tions, such as Wire, Wireless communication links, or ?ber 
optic cables. 
[0040] In the depicted example, server 104 and server 106 
are connected to netWork 102 along With storage unit 108. 
In addition, clients 110, 112, and 114 are also connected to 
netWork 102. These clients 110, 112, and 114 may be, for 
example, personal computers, netWork computers, or the 
like. In the depicted example, server 104 provides data, such 
as boot ?les, operating system images, and applications to 
the clients 110, 112, and 114. Clients 110, 112, and 114 are 
clients to server 104 in the depicted example. Distributed 
data processing system 100 may include additional servers, 
clients, and other devices not shoWn. 

[0041] In the depicted example, distributed data process 
ing system 100 is the Internet With netWork 102 representing 
a WorldWide collection of netWorks and gateWays that use 
the Transmission Control Protocol/Internet Protocol (TCP/ 
IP) suite of protocols to communicate With one another. At 
the heart of the Internet is a backbone of high-speed data 
communication lines betWeen major nodes or host comput 
ers, consisting of thousands of commercial, governmental, 
educational and other computer systems that route data and 
messages. Of course, the distributed data processing system 
100 may also be implemented to include a number of 
different types of netWorks, such as for example, an intranet, 
a local area netWork (LAN), a Wide area netWork (WAN), or 
the like. As stated above, FIG. 1 is intended as an example, 
not as an architectural limitation for different embodiments 
of the present invention, and therefore, the particular ele 
ments shoWn in FIG. 1 should not be considered limiting 
With regard to the environments in Which the illustrative 
embodiments of the present invention may be implemented. 
[0042] With reference noW to FIG. 2, a block diagram of 
an exemplary data processing system is shoWn in Which 
aspects of the illustrative embodiments may be imple 
mented. Data processing system 200 is an example of a 
computer, such as hosts 110 in FIG. 1, in Which computer 
usable code or instructions implementing the processes for 
illustrative embodiments of the present invention may be 
located. 

[0043] In the depicted example, data processing system 
200 employs a hub architecture including north bridge and 
memory controller hub (NB/MCH) 202 and south bridge 
and input/output (I/O) controller hub (SB/ICH) 204. Pro 
cessing unit 206, main memory 208, and graphics processor 
210 are connected to NB/MCH 202. Graphics processor 210 
may be connected to NB/MCH 202 through an accelerated 
graphics port (AGP). 
[0044] In the depicted example, local area netWork (LAN) 
adapter 212 connects to SB/ICH 204. Audio adapter 216, 
keyboard and mouse adapter 220, modern 222, read only 
memory (ROM) 224, hard disk drive (HDD) 226, CD-ROM 
drive 230, universal serial bus (USB) ports and other com 
munication ports 232, and PCI/PCIe devices 234 connect to 
SB/ICH 204 through bus 238 and bus 240. PCI/PCIe devices 
may include, for example, Ethernet adapters, add-in cards, 
and PC cards for notebook computers. PCI uses a card bus 
controller, While PCIe does not. ROM 224 may be, for 
example, a ?ash binary input/output system (BIOS). 
[0045] HDD 226 and CD-ROM drive 230 connect to 
SB/ICH 204 through bus 240. HDD 226 and CD-ROM drive 
230 may use, for example, an integrated drive electronics 
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(IDE) or serial advanced technology attachment (SATA) 
interface. Super I/O (SIO) device 236 may be connected to 
SB/ICH 204. 
[0046] An operating system runs on processing unit 206. 
The operating system coordinates and provides control of 
various components Within the data processing system 200 
in FIG. 2. As a client, the operating system may be a 
commercially available operating system such as 
Microsoft® WindoWs® XP (Microsoft and WindoWs are 
trademarks of Microsoft Corporation in the United States, 
other countries, or both). An object-oriented programming 
system, such as the JavaTM programming system, may run in 
conjunction With the operating system and provides calls to 
the operating system from JavaTM programs or applications 
executing on data processing system 200 (Java is a trade 
mark of Sun Microsystems, Inc. in the United States, other 
countries, or both). 
[0047] As a server, data processing system 200 may be, for 
example, an IBM® eServerTM pSeries® computer system, 
running the Advanced Interactive Executive (AIX®) oper 
ating system or the LINUX® operating system (eServer, 
pSeries and AIX are trademarks of International Business 
Machines Corporation in the United States, other countries, 
or both While LINUX is a trademark of Linus Torvalds in the 
United States, other countries, or both). Data processing 
system 200 may be a symmetric multiprocessor (SMP) 
system including a plurality of processors in processing unit 
206. Alternatively, a single processor system may be 
employed. 
[0048] Instructions for the operating system, the object 
oriented programming system, and applications or programs 
are located on storage devices, such as HDD 226, and may 
be loaded into main memory 208 for execution by process 
ing unit 206. The processes for illustrative embodiments of 
the present invention may be performed by processing unit 
206 using computer usable program code, Which may be 
located in a memory such as, for example, main memory 
208, ROM 224, or in one or more peripheral devices 226 and 
230, for example. 
[0049] Abus system, such as bus 238 or bus 240 as shoWn 
in FIG. 2, may be comprised of one or more buses. Of 
course, the bus system may be implemented using any type 
of communication fabric or architecture that provides for a 
transfer of data betWeen different components or devices 
attached to the fabric or architecture. A communication unit, 
such as modern 222 or netWork adapter 212 of FIG. 2, may 
include one or more devices used to transmit and receive 

data. A memory may be, for example, main memory 208, 
ROM 224, or a cache such as found in NB/MCH 202 in FIG. 
2. 

[0050] Those of ordinary skill in the art Will appreciate 
that the hardWare in FIGS. 1-2 may vary depending on the 
implementation. Other internal hardWare or peripheral 
devices, such as ?ash memory, equivalent non-volatile 
memory, or optical disk drives and the like, may be used in 
addition to or in place of the hardWare depicted in FIGS. 1-2. 
Also, the processes of the illustrative embodiments may be 
applied to a multiprocessor data processing system, other 
than the SMP system mentioned previously, Without depart 
ing from the spirit and scope of the present invention. 
[0051] Moreover, the data processing system 200 may 
take the form of any of a number of different data processing 
systems including client computing devices, server comput 
ing devices, a tablet computer, laptop computer, telephone or 
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other communication device, a personal digital assistant 
(PDA), or the like. In some illustrative examples, data 
processing system 200 may be a portable computing device 
Which is con?gured With ?ash memory to provide non 
volatile memory for storing operating system ?les and/or 
user-generated data, for example. Essentially, data process 
ing system 200 may be any knoWn or later developed data 
processing system Without architectural limitation. 
[0052] Referring again to FIG. 1, server 104 may provide 
a primary application instance With Which client devices 
110, 112, and 114 communicate to obtain various services, 
information, or functionality. Server 106 may provide a 
replica application instance that is used to provide redun 
dancy of the primary application instance so as to minimize 
service doWntime experienced by the client devices 110, 
112, and 114. The replica application instance may execute 
on the server 106 substantially in parallel With the execution 
of the primary application instance on server 104 such that 
both application instances initiate substantially the same 
system calls, internal operations, external communications, 
and the like. When an event occurs, such as the primary 
application instance on server 104 failing or the like, a 
sWitchover operation may be performed in order to sWitcho 
ver handling of communication With client devices 110, 112, 
and 114 to the replica application instance provided by 
server 106. 

[0053] It should be appreciated that While FIG. 1 illus 
trates servers 104 and 106 being separate from one another 
and only accessible by one another via network 102, the 
illustrative embodiments are not limited to such a con?gu 
ration. To the contrary, servers 104 and 106 may be part of 
a same server cluster, may be connected to one another via 
a local area netWork, or the like. For example, the servers 
104 and 106 may be part of a server cluster in Which each 
of the servers 104 and 106 is directly connected to each 
other. 

[0054] Moreover, the primary and replica application 
instances referenced in the present description may even be 
provided on the same server computing device, such as in 
different logical partitions. For purposes of this description, 
hoWever, it Will be assumed that servers 104 and 106 are 
topographically remotely located from one another on the 
netWork 102. Being topographically remotely located from 
one another on netWork 102 may mean that the servers 104 

and 106 are also geographically remotely located, although 
this is not necessary. To the contrary, the servers 104 may be 
geographically local to one another but, Within the virtual 
topography of the netWork 102, may be topographically 
remote from one another. 

[0055] Preferably, application storage state information is 
maintained consistent betWeen the primary application 
instance and the replica application instance. For example, 
application storage state information may be mirrored 
betWeen the server 104 and the server 106. Possible mecha 
nisms for performing such mirroring are described in com 
monly assigned and co-pending US. patent application Ser. 
No. ll/340,8l3 ?led Jan. 25, 2006, entitled “System and 
Method for Relocating Running Applications to Topologi 
cally Remotely Located Computing Systems” and US. 
patent application Ser. No. ll/403,050 ?led Apr. 12, 2006, 
entitled “System and Method for Application Fault Toler 
ance and Recovery Using Topologically Remotely Located 
Computing Devices,” Which are hereby incorporated by 
reference. In addition, in accordance With the illustrative 
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embodiments described herein, netWork state information is 
maintained consistent betWeen the primary application 
instance on server 104 and the replica application instance 
on server 106 With regard to the netWork state made public 
to client devices 110, 112, and 114. 

[0056] The mechanisms of the illustrative embodiments 
log netWork state information for system calls and other 
internal operations of the primary application instance, so 
that the netWork state may be replicated at the replica 
application instance on server 106. Network state changes 
that are not communicated outside of the primary applica 
tion instance on server 104 are not logged since it is not 

necessary that these changes be replicated at the replica 
application instance on server 106. Such an approach is 
made possible by vieWing the netWork state from the vieW 
point of an external netWork or netWork attached client 
device, e.g., client devices 110, 112, and 114. 
[0057] In order to provide transparent sWitchover of a 
primary application instance to a replica application 
instance, it is important that the netWork state information 
maintained by the operating system kernel associated With 
the primary application instance be replicated at the replica 
application instance. That is, the operating system kernel can 
be vieWed as an extension of the application. Parts of the 
operating system kemel’s state need to be synchronized, just 
as the application’s state is synchronized, so that the 
sWitchover from the primary application instance to the 
replica application instance is transparent to the external 
World. HoWever, it is not necessary to explicitly log every 
piece of state that the operating system kernel maintains on 
behalf of the application. In some cases, the operating 
system kernel state is automatically synchronized due to the 
deterministic behavior of the application and the operating 
system. 
[0058] For example, When the primary application 
instance opens a ?le, the operating system kernel populates 
the internal ?le table With the ?le descriptor corresponding 
to the opened ?le. This internal operating system kernel data 
structure does not have to be explicitly replicated because 
there is no non-determinism involved in the process of its 
creation. When the replica application instance, tracing the 
execution path of the primary application instance, eventu 
ally opens the same ?le, the operating system kernel hosting 
the replica application instance Would populate the ?le table 
in the same Way. 

[0059] HoWever, the internal state of the netWork stack is 
a result of a complex and non-deterministic interaction 
betWeen application instance on one side, and the external 
netWork on the other side. One approach to synchronizing 
the netWork states of primary and replica application 
instances is to track the non-deterministic events Within the 
primary application instance’s netWork protocol stack and 
replay their results to the replica application instance’s 
netWork protocol stack. 
[0060] The non-determinism Within the netWork protocol 
stack can originate from many different sources. For 
instance, in transport protocols, such as TCP, the random 
choice of sequence numbers for messages and random port 
numbers assigned to unbound sockets When a connect 
system call is issued introduces non-determinism. These 
cases are handled by recording the initial sequence numbers 
and port numbers and replaying them at the netWork proto 
col stack of the replica application instance. 
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[0061] However, other sources of non-determinism Within 
the network protocol stack are more dif?cult to handle. In 
particular, the interleaved order of messages received and 
sent by the netWork protocol stack has to be preserved to 
ensure that the state of the netWork protocol stack at the 
primary and replica application instances is identically 
populated. Recording the messages entering the netWork 
protocol stack from the netWork and replaying them at the 
replica application instance is dif?cult in practice. 
[0062] To illustrate this, consider the active-open case of 
connection establishment in TCP Where the primary appli 
cation instance opens a netWork connection With a remote 
client. In this case, according to the protocol, a synchroni 
Zation-acknoWledgement (syn-ack) message is the ?rst 
packet that is recorded as it is the ?rst message that the 
netWork protocol stack receives. If this packet is delivered to 
the netWork protocol stack at the replica application instance 
before it sends out the corresponding synchronization (syn) 
segment, the syn-ack packet that has been delivered to the 
netWork protocol stack at the replica application instance 
Will be rejected. 
[0063] This behavior is exhibited not only during connec 
tion establishment, but generally through TCP communica 
tion. That is, TCP, like other netWork communication pro 
tocols, cannot accept a message that it does not expect to 
receive. Furthermore, TCP is sensitive to the actual times at 
Which the messages are received. TCP computes round-trip 
time (RTT) statistics based on these times and uses them in 
congestion control, etc. If the timing attributes of the mes 
sages are not accurate, TCP’s behavior may become incon 
sistent With respect to the remote clients and may result in 
a deadlock or loss of a connection. 

[0064] The mechanisms of the illustrative embodiments 
utiliZe a state-capture approach With regard to the netWork 
state of the primary application instance and replica appli 
cation instance. With the state-capture approach, the net 
Work state of the replica application instance is vieWed from 
the vieWpoint of an external client device, e.g., client 
devices 110, 112, and 114, and only the netWork state 
changes that have been made public to, ie communicated 
to, the client devices 110, 112, and 114, or those netWork 
state changes submitted by the external client devices 110, 
112, and 114 and have been acknoWledged by the primary 
application instance on server 104, are captured and repli 
cated at the replica application instance on server 106. Other 
netWork state changes, e.g., internal netWork state changes 
Which have not been communicated to the external client 
devices 110, 112, and 114, need not be replicated at the 
replica application instance. In other Words, the illustrative 
embodiments permit differences in internal netWork state for 
those netWork states that are not made public to the external 
World, i.e. outside the primary application instance on server 
104. 

[0065] The ability to take such an approach to maintaining 
consistency of netWork state betWeen the primary applica 
tion instance on server 104 and the replica application 
instance on server 106 is predicated on the observation that, 
for sWitchover or failover, the important concern is to make 
sure that the netWork state of the replica application instance 
on server 106 is consistent With the netWork state of the 
primary application instance on server 104 expected to be 
seen by the external client devices 110, 112, and 114. Those 
events occurring With regard to the primary application 
instance and Which cause netWork state changes that have 
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not been made apparent to the external client devices 110, 
112, and 114, from the vieWpoint of the external client 
devices 110, 112, and 114, have not occurred. Those non 
deterministic events causing netWork state changes submit 
ted by the client devices 110, 112, and 114, but Which have 
not been acknoWledged by the primary application instance 
Will be resubmitted by the client devices 110, 112, and 114. 
If a sWitchover event occurs prior to such acknoWledgement, 
the resubmission by the client devices 110, 112, and 114 Will 
be received by the replica application instance and the 
netWork state Will be updated accordingly at the replica 
application instance’s netWork stack. 
[0066] To illustrate this point, assume that a client device 
110 requests that a socket connection be established for 
communication betWeen the client device 110 and the pri 
mary application instance on server 104. If the socket 
connection is created at the primary application instance on 
server 104, but the socket information has not been provided 
to the client computing device, as far as the client computing 
device is concerned, no socket connection has been estab 
lished. Thus, if the replica application instance on server 106 
takes over for the primary application instance on server 
104, the client computing device Will simply resend its 
request to the replica application instance. The replica 
application instance may generate a completely different 
socket connection With the client device than Was originally 
created by the primary application instance, but this does not 
matter since the client device never “saW” the original 
socket connection generated by the primary application 
instance. Hence, to the client device, it is as if the socket 
connection generated by the replica application instance Was 
the only socket connection ever created in response to its 
request. 
[0067] Thus, it is not necessary to record, in a log, every 
netWork stack operation performed so that it may be 
replayed at the replica application instance. To the contrary, 
only those netWork stack operations that cause a change in 
netWork stack state that is then communicated to the external 
World, e.g., the external netWork or netWork attached client 
devices, need to be recorded and replayed at the replica 
application instance server so as to maintain the replica 
application instance’ s netWork stack consistent With the state 
of the primary application instance’s netWork stack that is 
knoWn to the external World. 

[0068] In response to an event requiring the replica appli 
cation instance to take over handling of client requests for 
the primary application instance, in order to achieve a 
transparent sWitchover from the primary application 
instance on server 104 to the replica application instance on 
server 106, for example, the replica application instance’s 
netWork stack, ie the particular softWare implementation of 
a computer netWorking protocol suite, should return identi 
cal data to the replica application instance as the primary 
application instance’s netWork stack returns to the primary 
application instance. 
[0069] NetWork services are made available to the appli 
cation through a set of Well de?ned system calls of a system 
interface. The primary and replica application instances 
exclusively use this system interface to interface With one or 
more communication netWorks. For the replica application 
instance to precisely folloW the execution of the primary 
application instance, the return values and other data 
returned by these system calls should be identical to corre 
sponding invocations of those system calls on the primary 
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application instance. The data returned to the replica appli 
cation instance should match that returned to the primary 
application instance, regardless of Whether the internal state 
of the network stack re?ects the returned data. 
[0070] The illustrative embodiments herein meet this 
requirement by intercepting a replica application instance’s 
system calls to the application instance’s netWork stack. In 
other Words, only the primary application instance on server 
104, for example, is permitted to access the netWork 102 
through system calls to the primary application instance’s 
netWork stack While system calls to the replica application 
instance’s netWork stack on server 106 are intercepted. 

[0071] For intercepted system calls to the replica applica 
tion instance’s netWork stack on server 106, rather than 
obtaining the response data from the netWork 102 or client 
devices 110, 112, or 114 via the netWork 102, the data is 
returned to the replica application instance’s netWork stack 
from a log data structure associated With the primary appli 
cation instance on server 104. For example, if the replica 
application instance issues a socket Write system call, the 
illustrative embodiments return the value returned by a 
corresponding socket Write system call made by the primary 
application instance even though no data from the replica 
application instance is actually sent out on the netWork. This 
value is returned from a log entry of the socket Write system 
call made by the primary application instance. 
[0072] Before the sWitchover event, the outbound netWork 
messages generated by the replica application instance are 
?ltered out in the netWork stack. That is, only the primary 
application instance on server 104 is permitted to interact 
With the external World via the one or more netWorks 102 
While outbound netWork messages by the replica application 
instance on server 106 are discarded. Since the state of the 
replica application instance’s netWork stack does not have 
any in?uence on the external World, i.e. since the replica 
application instance cannot communicate With the external 
World, before the sWitchover, it is permissible to have a 
difference in internal state of the replica application 
instance’s netWork stack With that of the primary application 
instance’s netWork stack. 

[0073] HoWever, the state of the replica application 
instance’s netWork stack must be consistent With previously 
published messages to the external World by the primary 
application instance. That is, if the replica application 
instance on server 106 Were to take over for the primary 
application instance on server 104, the replica application 
instance’s netWork state should not disagree With What 
external client devices 110, 112, and 114 Would expect its 
state to be based on previously communicated messages 
to/from the external client devices 110, 112, and 114 by the 
primary application instance on server 104. Changes to the 
state of the primary application instance’s netWork stack do 
not have to be propagated to the replica application 
instance’s netWork stack as long as they are not externally 
communicated. The external messages include outbound 
netWork messages, messages Written to consoles, or any 
other form of irreversible external communication. 

[0074] In order to ensure that netWork stack state changes 
associated With messages communicated to the external 
World are replicated at the replica application instance’s 
netWork stack, the illustrative embodiments gather state 
information from the netWork stack at the primary applica 
tion instance on server 104 and add this state information to 
the log data structure containing data, such as the return 
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values of the system calls and results of other nondetermin 
istic events. This log data structure is communicated from 
the primary application instance to the replica application 
instance and committed to the replica application instance 
before every outbound external communication made by the 
primary application instance. 
[0075] The various pieces of state information that are 
committed to the replica may include sequence numbers, 
time stamp values, timer states and their values, WindoW 
parameters, acknoWledged data in receive bulfers associated 
With the primary application instance, and the like. The data 
in the send queue associated With the replica application 
instance is automatically populated as the replica application 
instance folloWs the execution of the primary application 
instance and Writes the same data into the sockets as the 
primary application instance. Thus, the send queues are 
automatically made consistent through the consistent execu 
tion of the replica and primary application instances and 
thus, the data in the send queues need not be logged by the 
primary application instance and communicated to the rep 
lica application instance. Data in the messages that have 
been received by the primary application instance’s netWork 
stack but not yet acknoWledged does not have to be recorded 
in the log of the primary application instance because such 
messages Would be resent by the remote client and, in the 
resending, provided to the replica application instance fol 
loWing a sWitchover event. 

[0076] By logging system calls in the above manner, the 
system calls of the replica application instance are virtual 
iZed. This virtualiZation is needed only until a sWitchover 
from the primary application instance to the replica appli 
cation instance occurs. After the sWitchover is complete, the 
replica application instance’s netWork stack takes over for 
the primary application instance’s netWork stack and further 
virtualiZation is not necessary, i.e. system calls to the replica 
application instance’s netWork stack are permitted to access 
the netWork after the sWitchover is completed. 
[0077] The netWork stack of the underlying operating 
system is typically shared by all the processes running in a 
system. HoWever, only the state corresponding to the net 
Work sockets of the primary application instance are cap 
tured and logged. The illustrative embodiments’ container 
abstraction creates an isolated vieW of the netWork sub 
system by assigning a private IP address and port 
namespace, Which the application Within the container uses. 
Only the state associated With the sockets bound to the 
container’s IP address is logged. Both the primary and 
replica application instances use the same IP address. HoW 
ever, this does not cause a problem since, by the mechanisms 
of the illustrative embodiments, only the primary application 
instance’s data packets are sent out over the one or more 

netWorks While the replica application instance’s data pack 
ets are intercepted until a sWitchover event occurs. 

[0078] FIG. 3 is an exemplary diagram illustrating an 
operation of one illustrative embodiment. As shoWn in FIG. 
3, a primary computing device 310 is provided at a produc 
tion site 350 and an active replica computing device 320 is 
provided at a recovery site 360. The recovery site 360 may 
be topologically (With regard to the netWork topology) 
and/or geographically remotely located from the production 
site 350. Alternatively, the production site 350 and recovery 
site 360 may be local to one another, such as in a server 
cluster in Which the primary computing device 310 and the 
replica computing device 320 are directly connected to each 
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other via a local area network. Moreover, the production site 
350 and recovery site 360 may be at a same geographic 
location and may be local to one another from a network 
topology standpoint. 
[0079] The primary computing device 310 has an associ 
ated operating system 314, a primary fault tolerance engine 
316, a primary network stack 318, and a log data structure 
330. The primary network stack 318 provides a software 
implementation of a network protocol suite through which 
communications with an external network may be per 
formed. The primary network stack 318 has a state that 
needs to be replicated, to a degree that the state is known to 
external client devices, at the recovery site 360. 
[0080] The log data structure 330, in concert with the 
operating system 314 and primary fault tolerance engine 
316, logs network stack state information data correspond 
ing to events that cause changes in state of the primary 
network stack 318. For example, network stack state infor 
mation, e.g., timestamps, sequence numbers, timer states 
and values, window parameters, etc., may be logged in 
response to external communications performed by or 
received by the primary application instance 312. Moreover, 
data returned by system calls made by the primary applica 
tion instance 312 may be logged in the log data structure 
330. Thus, the log data structure 330 does not log all events 
and data that cause changes to the primary network stack 
state but only those state changes that are communicated to 
the external world, i.e. associated with outbound external 
communications (external to the primary application 
instance). Moreover, the log data structure 330 also logs data 
returned to the primary application instance 312 in response 
to a system call by the primary application instance 312. 
[0081] In operation, the log data structure 330 logs data 
returned in response to system calls by the primary appli 
cation instance 312 until an outbound external communica 
tion is to be performed. In response to detecting an outbound 
external communication at a socket of the primary applica 
tion instance, network stack state information, e.g., times 
tamps, sequence numbers, etc., is added to the log data 
structure 330 and the log data structure 330 is communicated 
to, and committed at, the recovery site 360. Such commu 
nication and commitment may include populating the log 
data structure 340 at the replica site 360 with information 
from the log data structure 330 at the production site 350. 
The log data structure 330 may then be cleared and logging 
of data may continue until the next outbound external 
communication. In this way, the log data structure 330 may 
maintain the data corresponding to network state changes 
occurring between outbound external communications. 
Alternatively, the log data structure 330 may be cumulative 
and may not be cleared with each communication of the log 
data structure 330 to the replica site 360. 

[0082] When the log data structure 330 is provided to the 
recovery site 360, the data corresponding to data returned by 
system calls by the primary application instance 312 may be 
returned from the log data structure 340 to the replica 
application instance 322 for corresponding system calls 
made by the replica application instance. Other network 
state information may be used to update the state of the 
network stack of the replica application instance 322. 
[0083] It should be noted that, with regard to the outbound 
external communication, the occurrence of the outbound 
external communication is only used as a cue or trigger to 
synchroniZe the network state with the replica. The content 
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of the outbound external communication need not be logged 
since, with regard to the network stack of the replica 
application instance, it is only the occurrence of the out 
bound external communication and its change on network 
state that is of importance. Moreover, it should be noted that 
the logged data structure 330 is committed at the replica site 
360, meaning that receipt of the log data structure at the 
replica site 360 is ensured, e.g., by an acknowledgment or 
non-acknowledgment mechanism. Thus, with the mecha 
nisms of the illustrative embodiments, when an outbound 
external communication is about to occur, the cumulative 
state of the network stack of the primary application instance 
312 is synchroniZed with the replica application instance 
322. This state is a result of incoming messages that may 
have been received by the network stack and several internal 
operations, e.g., system calls, associated with the network 
stack. 

[0084] The log data structure 330 may be associated with 
the primary application instance 312, for example, by way of 
an identi?er associated with the primary application instance 
312. For example, this identi?er may be an Internet Protocol 
(IP) address associated with the primary application instance 
312. Both the primary application instance 312 and the 
replica application instance 322 utiliZe a same IP address but 
outbound communications by the replica application 
instance 322 are barred by the replica computing device 320. 
Thus, the log data structure 330 may be associated with the 
replica application instance 322 when the log data structure 
330 is transmitted to the replica site 360 and is used to 
populate log data structure 340. 
[0085] The primary computing device 310 includes the 
primary fault tolerance engine 316 that is responsible for 
performing operations in accordance with the illustrative 
embodiments with regard to the primary computing device 
310. The active replica computing device 320 includes a 
replica fault tolerance engine 324 that is responsible for 
performing operations in accordance with the illustrative 
embodiments with regard to the active replica computing 
device 320. 

[0086] In operation, the primary application instance 312 
operates in a normal fashion by accepting requests from 
external client devices, generating outbound external com 
munications to external devices, performing system calls, 
and generally handling processing of client device requests 
as is generally known in the art. As part of this normal 
operation of the primary application instance 312, the pri 
mary application instance 312 may make various system 
calls and generate outbound external communications. As 
the replica application instance 322 traces the same path of 
execution as the primary application instance 312, the rep 
lica application instance 322 performs identical system calls 
and generates identical outbound external communications. 

[0087] The mechanisms of the illustrative embodiments 
ensure that the replica application instance 322 receives the 
same data returned by its system calls as the primary 
application instance receives from its system calls. The 
mechanisms of the illustrative embodiments further gather 
network stack state information in response to detecting 
outbound external communications performed by the pri 
mary application instance 312 and provide this network 
stack state information to the replica application instance 
322 to thereby update the replica application instance’s 
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network stack state to be consistent With the network stack 
state of the primary application instance 312 expected by 
external devices. 
[0088] With regard to the mechanisms of the illustrative 
embodiments, the primary fault tolerance engine 316 and the 
replica fault tolerance engine 326 operate to virtualize the 
netWork protocol application program interface (API) so as 
to maintain netWork state betWeen the primary and replica 
application instances in a consistent state With regard to the 
state communicated to the external devices. This virtualiza 
tion involves the primary fault tolerance engine 316 logging 
data corresponding to system calls and internal operations of 
the primary application instance 312 as Well as netWork 
stack state information in response to the occurrence of an 
outbound external communication. The virtualization fur 
ther involves the replica fault tolerance engine 326 inter 
cepting system calls by the replica application instance 322 
and returning data from the log data structure 330 of the 
primary application instance 312 to the replica application 
instance’s netWork stack 328 instead of communicating With 
the external netWork and netWork attached clients. 
[0089] In order to illustrate the manner by Which such 
virtualization is performed, an example implementation Will 
be described With regard to the Transport Control Protocol 
(TCP) generally used in communications over the lntemet. 
It should be appreciated that the folloWing example imple 
mentation is only an example and is not intended to state or 
imply any limitation With regard to the mechanisms of the 
illustrative embodiments. Rather, other implementations of 
the illustrative embodiments may involve other operations in 
addition to, or in replacement of, those operations set forth 
hereafter and may be used With TCP or With other commu 
nication protocols and APIs. 
[0090] The example implementation for virtualization of 
TCP API Will be described With regard to the system calls 
that may be performed With regard to the TCP API, e.g., 
Read, Bind, Connect, Accept, Listen, Select, and Write. With 
regard to the Read system call, socket reads are intercepted 
by the replica fault tolerance engine 326. Data returned by 
a corresponding socket read system call performed by the 
primary application instance 312 is logged into the log data 
structure 330 of the production site 350 and is communi 
cated and committed to the replica application instance 322 
at the next external communication. In this Way, Read 
system calls from the replica application instance 322 are 
satis?ed from the log data structure. 
[0091] With regard to the Bind system call, both the 
primary application instance 312 and the replica application 
instance 322 utilize the same virtual IP address. As men 
tioned above, this Will not cause an address con?ict because 
only one of the tWo application instances 312, 322 is 
operational With regard to the external netWork and netWork 
attached clients at any time. Thus, there are no external 
communications by the replica application instance 322 
When performing the Bind system call until it takes over 
operation for the primary application instance 312. As a 
result, the replica application instance 322 may safely 
execute the Bind system call to bind sockets to the virtual IP 
address. 

[0092] Regarding the Connect system call, i.e. the system 
call for active open connection establishment, When the 
primary application instance 312 performs a Connect system 
call, the local port and initial sequence number are logged in 
the log data structure 330. As described previously, in 
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response to the primary application instance 312 performing 
an outbound external communication, at substantially the 
same time as the outbound external communication, this log 
data structure 330 is updated With netWork stack state 
information, such as timestamp values, timer states and 
values, WindoW parameters, sequence numbers, etc., and is 
communicated and committed to the replica application 
instance 322. 

[0093] When the replica application instance 322 makes a 
corresponding Connect system call, the local port and initial 
sequence number logged in the log data structure 330 are 
provided to the replica application instance’s netWork stack 
328 thereby forcing the replica application instance’s net 
Work stack 328 to use the same port number and initial 
sequence number. A synchronization packet may actually be 
generated by the replica application instance 322 and may 
serve as a mirrored copy of the corresponding synchroniza 
tion packet of the primary application instance 312 in case 
the primary application instance 312 fails. 
[0094] At this point, the socket associated With the replica 
application instance 312 is in a synchronization sent state. 
When the corresponding socket on the primary application 
instance 312 enters a TCP established state With the ?nal 
outbound acknoWledge packet, the TCP state of the socket 
is synchronized With the replica application instance 322. As 
a consequence, the socket state of the replica application 
instance 322 jumps from a synchronization sent state 
directly to a TCP established state. This does not affect the 
consistency of the application instance or the ability to 
recover from a potential failure during the connection estab 
lishment phase. To illustrate this, imagine that the primary 
application instance 312 fails after receiving the synchroni 
zation acknoWledgement packet from the remote client 
device but before sending the ?nal acknoWledgement 
packet. When the replica application instance 322 takes over 
for the primary application instance 312, the socket of the 
replica application instance 322 is in a synchronization sent 
state and the TCP stack Would not notice anything incon 
sistent When the remote client device resends the synchro 
nization acknoWledgement packet. Rather, the replica appli 
cation instance 322 gracefully responds With an 
acknoWledgement packet and the connection is established 
With the replica application instance 322. 
[0095] With regard to the Accept system call, i.e. the 
system call for passive open connection establishment, When 
a primary application instance’s netWork stack 318 responds 
to a synchronization packet from a remote client device With 
a synchronization acknoWledgement packet, the correspond 
ing entry in the listen queue is recorded and committed to the 
replica application instance 322. This ensures that the replica 
application instance 322 may take over for the primary 
application instance 312 in the case of a failure thereafter. 

[0096] Eventually, When the remote client device sends an 
acknoWledgement packet in response to the synchronization 
acknoWledgement, the socket of the primary application 
instance 312 is placed in an accept queue in the form of a 
minisock. At this point, there is an apparent discrepancy of 
state betWeen the primary application instance 312 and the 
replica application instance 322 but this Will not affect the 
ability of the replica application instance 322 to take over for 
the primary application instance 312 in the case of a failure. 
When the primary application instance 312 calls the Accept 
system call, and the minisock is dequeued, the state of the 
minisock is captured in the log data structure 330 and 
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eventually sent over to the replica application instance 322. 
When the replica application instance 322 calls the Accept 
system call, the minisock is restored using the captured 
minisock state information in the log data structure 330. 
[0097] With regard to the Listen system call, similar to the 
Bind system call, listen also does not involve any external 
communication and thus, there is no virtualization needed 
for this on standby. Regarding the Select system call, the 
return values, e.g., the ?le descriptors and their status, is 
logged and replayed using the mechanisms of the illustrative 
embodiments. With regard to the Write system call, as in the 
case of the Read system call, the return values of Write 
system calls are logged in the primary application instance’s 
log data structure 330. The state of the replica application 
instance’s netWork stack 328 is refreshed from the primary 
application instance’s log data structure 330 before running 
the socket Write system call. 
[0098] As discussed above, a crucial set of netWork state 
information items are captured and committed to the replica 
application instance 322 before the occurrence of an out 
bound external communication. These information items are 
generally of a non-deterministic type, i.e., the values of these 
information items may be different for independent opera 
tion of the primary and replica application instances. For 
example, sequence numbers, time stamps, timer states and 
values, and WindoW parameters are all captured netWork 
state items in accordance With the illustrative embodiments. 
The mechanisms of the illustrative embodiments capture 
sequence numbers because, using TCP as an example, the 
sequence numbers are tracked by TCP for determining the 
next byte to be sent, the next byte that is expected to be 
received, etc. If this information is not maintained across a 
sWitchover from the primary application instance 312 to the 
replica application instance 322, the external client devices 
may detect an inconsistent behavior and the connection With 
the external client devices may become “broken.” 
[0099] Time stamps are captured because, for example, 
TCP uses round trip time (RTT) measurements to help tune 
various parameters that govern TCP’s response to changing 
traf?c patterns. RTT statistics have to be replicated betWeen 
the primary and replica application instances for smooth 
How of TCP traf?c after a sWitchover event. 

[0100] Timer values are captured because, for example, a 
primary application instance 312 may enable a timer after 
the last time that TCP state information Was captured. For 
example, TCP maintains four timers: a retransmit timer, a 
delay acknoWledgement timer, a keepalive timer, and a 
time_Wait timer. It is possible that TCP may enable one of 
these timers after TCP state information Was captured. The 
timeout values have to be adjusted according to the neW 
values on the primary application instance 312 in order to 
ensure proper operation of the replica application instance 
322. 

[0101] WindoW parameter information is captured 
because, for example, during the course of a connection, 
TCP may update the estimated WindoW size of the remote 
client device and the estimated netWork congestion along the 
connection route. It is important for these parameters to be 
accurate at a sWitchover event because they control Whether 
the next packet can be sent or not. Any apparent discrepancy 
betWeen the WindoW parameter information of the primary 
application instance 312 and the replica application instance 
322 could potentially cause the connection With the remote 
client device to become deadlocked. 
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[0102] To further illustrate the operation of the illustrative 
embodiments, consider an example of a TCP server using 
POSIX sockets and implementing the mechanisms of the 
illustrative embodiments previously described. It is assumed 
that the folloWing sequence of events occur: 
[0103] (l) the application instance creates a socket; 
[0104] (2) the application instance binds the socket to a 
desired port and IP address; 
[0105] (3) the application instance places the socket in a 
listen mode; 
[0106] (4) the application instance Waits for a connection 
to arrive by calling the Accept system call; 
[0107] (5) the TCP stack receives a synchronization seg 
ment on the socket; 
[0108] (6) the TCP stack creates a synchronization 
acknoWledgement segment and populates it With a randomly 
generated sequence number, the timestamp, etc.; and 
[0109] (7) the synchronization acknoWledgement packet is 
sent out to the remote client device. 

[0110] The ?rst four steps above are performed by the 
server application instance and are deterministic in nature. 
They prepare the data structures required to accept external 
connections. When a replica application instance goes 
through the same steps, corresponding data structures are 
created in the same manner. Even though each of these four 
steps changes the state of the TCP stack on the primary 
application instance, those changes do not have to be com 
mitted to the replica application instance. If the primary 
application instance fails during these steps, the replica 
application instance can recover by deterministically execut 
ing the same steps. 
[0111] Steps 5 and 6 are non-deterministic. That is, if the 
TCP stack at the replica application instance goes through 
these steps, it is unlikely that the same netWork state results. 
HoWever, until step 7 is performed, the results of this 
non-determinism are not communicated to the external 
World. If the primary node fails after step 6, but before step 
7, the replica application instance can still transparently 
recover. The replica application instance Will potentially 
generate a different sequence number but this choice does 
not affect the external client devices. HoWever, once a 
synchronization acknoWledgement packet With a speci?c 
sequence number is sent out, the replica application instance 
cannot recover unless it knoWs the sequence number and 
other TCP state. 
[0112] If a failure of the primary application instance 
occurs after step 5, the synchronization segment received by 
the TCP stack Would be lost. In this case, the replica 
application instance Would recover to a state prior to the 
receipt of the synchronization segment. HoWever, since the 
primary application instance has not sent an acknoWledge 
ment, the remote client device’s TCP stack Would resend the 
synchronization segment. It is assumed that the fault is 
detected, and sWitchover is triggered, before the remote 
client device times out and closes the connection. 
[0113] Thus, the mechanisms of the illustrative embodi 
ments ensure a successful sWitchover from a primary appli 
cation instance to a replica application instance, such as in 
response to a failure of the primary application instance. 
Successful sWitchover is ensured by (l) virtualizing the 
netWork interface With the application instance such that the 
data returned to the application is derived directly from the 
log coming from the primary application instance; and (2) 
capturing portions of netWork state information Which are a 
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result of non-deterministic operations and committing them 
to the replica application instance immediately before the 
occurrence of each external communication. Such switcho 
ver from the primary application instance to the replica 
application instance is performed in a transparent manner 
such that the client devices do not perceive the switchover 
event. 

[0114] FIG. 4 is an exemplary block diagram ofa primary 
application instance’s primary fault tolerance engine in 
accordance with one illustrative embodiment. As shown in 
FIG. 4, the primary fault tolerance engine includes a con 
troller 410, an external communication monitoring module 
420, a log data structure interface 430, a network interface 
440, and a system call monitoring module 450. The elements 
410-450 may be implemented as software, hardware, or any 
combination of software and hardware. For example, in one 
illustrative embodiment, the elements 410-450 are imple 
mented as software instructions executed by one or more 
data processing devices. 
[0115] The controller 410 controls the overall operation of 
the primary fault tolerance engine and orchestrates the 
operation of the other elements 420-450. The external com 
munication monitoring module 420 monitors the sockets of 
application instances for outgoing external communications. 
Network stack state information is logged, in response to 
detecting the outgoing external communication, in a log data 
structure accessible before such communication via the log 
data structure interface 430. 

[0116] The system call monitoring module 450 extracts 
data from responses to system calls. The extracted data is 
logged in a log data structure via the log data structure 
interface 430. The log information stored in the log data 
structure based on the monitoring of the sockets and system 
calls is used to update a log data structure at a replica 
application instance so as to ensure transparent switchover 
from a primary application instance to the replica applica 
tion instance in the event of a failure of the primary 
application instance, or the like. 
[0117] In operation, the system call monitoring module 
450 monitors responses to system calls by the primary 
application instance and logs the data returned by these 
system calls. This continues until the external communica 
tion monitoring module 420 detects an outgoing external 
communication at a socket. In response to the detection of 
the outgoing external communication, the network stack 
state information is logged in the log data structure and the 
outgoing external communication is permitted to occur. 
Moreover, in response to the logging of the network stack 
state information, the controller 410 transmits the log data 
structure, via the network interface 440, to a replica site. The 
transmission of the log data structure to the replica site may 
occur prior to the permitting of the outgoing external com 
munication to occur or at substantially the same time as the 
outgoing external communication is permitted to occur. 

[0118] FIG. 5 is an exemplary block diagram of a replica 
fault tolerance engine in accordance with one illustrative 
embodiment. As shown in FIG. 5, the replica fault tolerance 
engine includes a controller 510, a network state log replay 
module 520, a storage system interface 530, a replica 
application failover module 540, and a network interface 
550. The elements 510-550 may be implemented as soft 
ware, hardware, or any combination of software and hard 
ware. For example, in one illustrative embodiment, the 
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elements 510-550 are implemented as software instructions 
executed by one or more data processing devices. 

[0119] The controller 510 controls the overall operation of 
the replica fault tolerance engine and orchestrates the opera 
tion of the other elements 520-550. The network interface 
540 provides an interface over which the log data may be 
received and stored in a local log data structure via storage 
system interface 530. 
[0120] The network state log replay module 520 replays 
log events and provides log data to a replica application 
instance so as to make the network stack state consistent 
with a primary application instance’s network stack. The 
network state log replay module 520, for example, provides 
log data in response to system calls by the replica application 
instance rather than allowing the replica application instance 
to access the external network and communicate with exter 
nal client devices. Moreover, network stack state informa 
tion, e.g., sequence numbers, timer values, etc., associated 
with the socket of the primary application instance is pro 
vided to the replica application instance so as to update the 
network stack state of the replica application instance to be 
consistent with a network stack state expected to be seen by 
external client devices. 
[0121] The storage system interface 530 provides an inter 
face through which a log data structure associated with the 
replica application instance may be accessed. The replica 
application failover module 540 performs the necessary 
operations for failing over or performing a switchover from 
the primary application instance to an associated replica 
application instance. For example, the replica application 
failover module 540 may reset an indicator that indicates 
whether or not the replica application instance is operating 
in a replica mode or a primary application instance mode. 
Based on this resetting of the indicator to indicate that the 
replica application instance is now operating as a primary 
application instance, ?ltration of outbound communications 
may be disabled and the performance of system calls with 
their associated returned data may be enabled. 

[0122] FIGS. 6 and 7 are ?owcharts outlining exemplary 
operations of data processing devices in accordance with 
one illustrative embodiment. It will be understood that each 
block of the ?owchart illustrations, and combinations of 
blocks in the ?owchart illustrations, can be implemented by 
computer program instructions. These computer program 
instructions may be provided to a processor or other pro 
grammable data processing apparatus to produce a machine, 
such that the instructions which execute on the processor or 
other programmable data processing apparatus create means 
for implementing the functions speci?ed in the ?owchart 
block or blocks. These computer program instructions may 
also be stored in a computer-readable memory or storage 
medium that can direct a processor or other programmable 
data processing apparatus to function in a particular manner, 
such that the instructions stored in the computer-readable 
memory or storage medium produce an article of manufac 
ture including instruction means which implement the func 
tions speci?ed in the ?owchart block or blocks. 

[0123] Accordingly, blocks of the ?owchart illustrations 
support combinations of means for performing the speci?ed 
functions, combinations of steps for performing the speci 
?ed functions and program instruction means for performing 
the speci?ed functions. It will also be understood that each 
block of the ?owchart illustrations, and combinations of 
blocks in the ?owchart illustrations, can be implemented by 
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special purpose hardware-based computer systems which 
perform the speci?ed functions or steps, or by combinations 
of special purpose hardware and computer instructions. 

[0124] FIG. 6 is a ?owchart outlining an exemplary opera 
tion of a primary fault tolerance engine in accordance with 
one illustrative embodiment. As shown in FIG. 6, the 
operation starts by initializing a log data structure associated 
with a primary application instance (step 610). The opera 
tion then branches into two separate threads of operation, a 
?rst “producer” thread and a second “consumer” thread. 
These threads of operation may operate at substantially a 
same time within the primary fault tolerance engine. 

[0125] For the “producer” thread, the primary fault toler 
ance engine waits for a primary application instance to 
invoke a network related system call (step 620). If a network 
related system call occurs, the returned value and data for 
that system call along with a serial number are logged (step 
630). The operation then returns to step 620 and waits for the 
next network related system call. 

[0126] For the “consumer” thread, the primary fault tol 
erance engine monitors one or more sockets associated with 
the primary application instance (step 640) and waits for an 
outbound external communication to occur (step 650). If an 
outbound external communication occurs, the network stack 
state information associated with the socket is added to the 
log data structure (step 660) and the log data structure is 
transmitted to the replica site (step 670). The primary fault 
tolerance engine then ensures that the log data structure is 
committed at the replica site (step 680), for example by 
performing an acknowledgment or non-acknowledgment 
based commit operation. The operation then returns to step 
610. 

[0127] The operation outlined in FIG. 6 may be repeated 
until a termination event occurs. Such a termination event 

may occur, for example, in response to a failure of the 
primary application instance, a speci?c discontinuing of the 
operation of the illustrative embodiment, or any other imple 
mentation speci?c event. 
[0128] FIG. 7 is a ?owchart outlining an exemplary opera 
tion of a replica fault tolerance engine in accordance with 
one illustrative embodiment. As shown in FIG. 7, the 
operation starts with the replica fault tolerance engine wait 
ing for the replica application instance to invoke a system 
call (step 710). If a system call occurs, the replica fault 
tolerance engine intercepts a system call by the replica 
application instance (step 720). The replica fault tolerance 
engine then queries the log data structure for a record 
corresponding to the system call invocation (step 730). 
[0129] A determination is made as to whether the record 
corresponding to the system call invocation is available (step 
740). If the record corresponding to the system call invo 
cation is available in the log data structure, the system call 
invocation is satis?ed using the content in the record, e.g., 
the returned data logged in the record is returned to the 
replica application instance as the result of the system call 
invocation (step 750). If the record is not available in the log 
data structure, the application is suspended until the record 
arrives from the primary application instance’s log data 
structure (step 760). The operation then returns to step 740. 
[0130] The operation outlined in FIG. 7 may be repeated 
until a termination event occurs. Such a termination event 

may occur, for example, in response to a failure of the 
primary application instance and a switchover to the repli 
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cation application instance, a speci?c discontinuing of the 
operation of the illustrative embodiment, or any other imple 
mentation speci?c event. 
[0131] Thus, the illustrative embodiments provide a 
mechanism by which failover of a primary application 
instance to a replica application instance is made transpar 
ent. This transparency is facilitated by the updating of 
network state information at the replica application instance 
based on logged system call return data and logged network 
state information associated with outgoing external commu 
nications of a primary application instance. 
[0132] The logged information is provided to the replica 
application instance in response to the primary application 
instance performing an outbound external communication. 
Preferably, the logged information is provided to the replica 
application instance just prior to the outbound external 
communication occurring, or at substantially a same time as 
the outbound external communication. The information 
logged is concerned only with the network state of the 
primary application instance that is perceivable by an exter 
nal network or network attached devices and thus, not all 
network state information needs to be logged by the mecha 
nisms of the illustrative embodiments. 
[0133] It should be appreciated that the illustrative 
embodiments may take the form of an entirely hardware 
embodiment, an entirely software embodiment or an 
embodiment containing both hardware and software ele 
ments. In one exemplary embodiment, the mechanisms of 
the illustrative embodiments are implemented in software, 
which includes but is not limited to ?rmware, resident 
software, microcode, etc. 
[0134] Furthermore, the illustrative embodiments may 
take the form of a computer program product accessible 
from a computer-usable or computer-readable medium pro 
viding program code for use by or in connection with a 
computer or any instruction execution system. For the 
purposes of this description, a computer-usable or computer 
readable medium can be any apparatus that can contain, 
store, communicate, propagate, or transport the program for 
use by or in connection with the instruction execution 
system, apparatus, or device. 
[0135] The medium may be an electronic, magnetic, opti 
cal, electromagnetic, infrared, or semiconductor system (or 
apparatus or device) or a propagation medium. Examples of 
a computer-readable medium include a semiconductor or 
solid state memory, magnetic tape, a removable computer 
diskette, a random access memory (RAM), a read-only 
memory (ROM), a rigid magnetic disk and an optical disk. 
Current examples of optical disks include compact diski 
read only memory (CD-ROM), compact diskiread/write 
(CD-R/W) and DVD. 
[0136] A data processing system suitable for storing and/ 
or executing program code will include at least one proces 
sor coupled directly or indirectly to memory elements 
through a system bus. The memory elements can include 
local memory employed during actual execution of the 
program code, bulk storage, and cache memories which 
provide temporary storage of at least some program code in 
order to reduce the number of times code must be retrieved 
from bulk storage during execution. 
[0137] Input/output or I/O devices (including but not 
limited to keyboards, displays, pointing devices, etc.) can be 
coupled to the system either directly or through intervening 
l/O controllers. Network adapters may also be coupled to the 
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system to enable the data processing system to become 
coupled to other data processing systems or remote printers 
or storage devices through intervening private or public 
netWorks. Modems, cable modem and Ethernet cards are just 
a feW of the currently available types of netWork adapters. 
[0138] The description of the present invention has been 
presented for purposes of illustration and description, and is 
not intended to be exhaustive or limited to the invention in 
the form disclosed. Many modi?cations and variations Will 
be apparent to those of ordinary skill in the art. The 
embodiment Was chosen and described in order to best 
explain the principles of the invention, the practical appli 
cation, and to enable others of ordinary skill in the art to 
understand the invention for various embodiments With 
various modi?cations as are suited to the particular use 
contemplated. 
What is claimed is: 
1. A computer program product comprising a computer 

useable medium having computer executable instructions 
embodied therein, Wherein the computer executable instruc 
tions, When executed in a data processing system, cause the 
data processing system to: 

initialiZe a log data structure associated With a primary 
application instance running on a ?rst computing 
device; 

log netWork state information associated With the primary 
application instance in the log data structure; 

detect an outgoing external communication from the 
primary application instance to one or more external 
devices external to the ?rst computing device; and 

transmit, in response to detecting the outgoing external 
communication, the logged netWork state information 
from the ?rst computing device to a second computing 
device running a replica application instance, Wherein, 
in the event of a failure of the primary application 
instance, the replica application instance recovers for 
the primary application instance using a replica appli 
cation instance netWork state made consistent With a 
netWork state of the primary application instance prior 
to the failure, based on the logged netWork state infor 
mation. 

2. The computer program product of claim 1, Wherein the 
netWork state information logged in the log data structure 
comprises only netWork state information required to make 
a netWork state of the replica application instance consistent 
With a netWork state of the primary application instance 
communicated to one or more external devices, and Wherein 
other netWork state information, associated With a netWork 
stack of the primary application instance, that is not com 
municated to the one or more external devices is not logged 
in the log data structure. 

3. The computer program product of claim 1, Wherein the 
logged netWork state information comprises data returned in 
response to one or more netWork state associated system 
calls by the primary application instance. 

4. The computer program product of claim 1, Wherein the 
logged netWork state information comprises cumulative 
netWork state information recorded from a point in time of 
a previous outbound external communication up to a point 
in time Where a current outbound external communication is 
to be performed by the primary application instance. 

5. The computer program product of claim 1, Wherein the 
computer executable instructions cause the data processing 
system to log netWork state information by: 
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logging data returned by netWork state associated system 
calls in the log data structure until the outbound exter 
nal communication is detected at the socket of the 
primary application instance; and 

in response to detecting the outbound external commu 
nication at the socket of the primary application 
instance, logging netWork stack state information asso 
ciated With the socket of the primary application 
instance. 

6. The computer program product of claim 1, Wherein the 
computer executable instructions cause the data processing 
system to transmit the logged netWork state information by: 

transmitting the log data structure to the second comput 
ing device either prior to permitting the outbound 
external communication to occur or at substantially a 
same time as the outbound external communication 
occurs. 

7. The computer program product of claim 1, Wherein the 
computer executable instructions further cause the data 
processing system to: 

receive, at the second computing device, the logged 
netWork state information from the ?rst computing 
device; and 

update a netWork state of the replica application instance 
based on the logged netWork state information received 
from the ?rst computing device such that the netWork 
state of the replica application instance is consistent 
With a netWork state of the primary application instance 
communicated to the one or more external devices, in 
order to provide transparent recovery of the primary 
application instance by the replica application instance. 

8. The computer program product of claim 1, Wherein the 
computer executable instructions further cause the data 
processing system to: 

intercept, by the second computing device, system calls 
invoked by the replica application instance; and 

satisfy the invoked system calls using data provided in the 
logged netWork state information received from the 
?rst computing device, the data being associated With 
corresponding system calls invoked by the primary 
application instance. 

9. The computer program product of claim 8, Wherein the 
computer executable instructions further cause the data 
processing system to: 

detect a failure of the primary application instance; and 
perform a sWitchover operation to sWitchover handling of 

requests by the one or more external devices to the 
replica application instance in response to detecting the 
failure of the primary application instance, Wherein by 
virtue of satisfying the invoked system calls using data 
provided in the logged netWork state information 
received from the ?rst computing device, the replica 
application instance has a netWork state consistent With 
the netWork state of the primary application instance 
communicated to the one or more external devices. 

10. A computer program product comprising a computer 
useable medium having computer executable instructions 
embodied therein, Wherein the computer executable instruc 
tions, When executed in a data processing system, cause the 
data processing system to: 

receive, from a computing device executing a primary 
application instance, a log data structure, the log data 
structure storing only netWork state information 
required to make a netWork state of a replica applica 
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tion instance consistent With a network state of the 
primary application instance communicated to one or 
more external devices; 

update a network state of the replica application instance 
based on the netWork state information in the log data 
structure; and 

recover for the primary application instance in the event 
of a failure of the primary application instance, Wherein 
at the time of failure, the netWork state of replica 
application instance is consistent With the netWork state 
of the primary application instance communicated to 
the one or more external devices by Way of the updating 
of the netWork state of the replica application instance 
based on the netWork state information in the log data 
structure. 

11. A method for replication a netWork state of a primary 
application instance, running on a ?rst computing device, at 
a replica application instance running on a second comput 
ing device, comprising: 

initialiZing a log data structure associated With the pri 
mary application instance running on the ?rst comput 
ing device; 

logging netWork state information associated With the 
primary application instance in the log data structure; 

detecting an outgoing external communication from the 
primary application instance to one or more external 
devices external to the ?rst computing device; and 

transmitting, in response to detecting the outgoing exter 
nal communication, the logged netWork state informa 
tion from the ?rst computing device to the second 
computing device running the replica application 
instance, Wherein, in the event of a failure of the 
primary application instance, the replica application 
instance recovers for the primary application instance 
using a replica application instance netWork state made 
consistent With a netWork state of the primary applica 
tion instance prior to the failure, based on the logged 
netWork state information. 

12. The method of claim 11, Wherein the netWork state 
information logged in the log data structure comprises only 
netWork state information required to make a netWork state 
of the replica application instance consistent With a netWork 
state of the primary application instance communicated to 
one or more external devices, and Wherein other netWork 
state information, associated With a netWork stack of the 
primary application instance, that is not communicated to 
the one or more external devices is not logged in the log data 
structure. 

13. The method of claim 11, Wherein the logged netWork 
state information comprises data returned in response to one 
or more netWork state associated system calls by the primary 
application instance. 

14. The method of claim 11, Wherein the logged netWork 
state information comprises cumulative netWork state infor 
mation recorded from a point in time of a previous outbound 
external communication up to a point in time Where a current 
outbound external communication is to be performed by the 
primary application instance. 

15. The method of claim 11, Wherein logging netWork 
state information comprises: 
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logging data returned by netWork state associated system 
calls in the log data structure until the outbound exter 
nal communication is detected at the socket of the 
primary application instance; and 

in response to detecting the outbound external commu 
nication at the socket of the primary application 
instance, logging netWork stack state information asso 
ciated With the socket of the primary application 
instance. 

16. The method of claim 11, Wherein transmitting the 
logged netWork state information comprises: 

transmitting the log data structure to the second comput 
ing device either prior to permitting the outbound 
external communication to occur or at substantially a 
same time as the outbound external communication 
occurs. 

17. The method of claim 11, further comprising: 
receiving, at the second computing device, the logged 

netWork state information from the ?rst computing 
device; and 

updating a netWork state of the replica application 
instance based on the logged netWork state information 
received from the ?rst computing device such that the 
netWork state of the replica application instance is 
consistent With a netWork state of the primary applica 
tion instance communicated to the one or more external 

devices, in order to provide transparent recovery of the 
primary application instance by the replica application 
instance. 

18. The method of claim 11, further comprising: 
intercepting, by the second computing device, system 

calls invoked by the replica application instance; and 
satisfying the invoked system calls using data provided in 

the logged netWork state information received from the 
?rst computing device, the data being associated With 
corresponding system calls invoked by the primary 
application instance. 

19. The method of claim 18, further comprising: 
detecting a failure of the primary application instance; and 
performing a sWitchover operation to sWitchover handling 

of requests by the one or more external devices to the 
replica application instance in response to detecting the 
failure of the primary application instance, Wherein by 
virtue of satisfying the invoked system calls using data 
provided in the logged netWork state information 
received from the ?rst computing device, the replica 
application instance has a netWork state consistent With 
the netWork state of the primary application instance 
communicated to the one or more external devices. 

20. An apparatus, comprising: 
a processor; and 

a memory coupled to the processor, Wherein the memory 
comprises instructions Which, When executed by the 
processor, cause the processor to: 

initialiZe a log data structure associated With a primary 
application instance running on the apparatus; 

log netWork state information associated With the primary 
application instance in the log data structure; 

detect an outgoing external communication from the 
primary application instance to one or more external 
devices external to the apparatus; and 




