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(57) ABSTRACT 

A method and apparatus for securing networks, focusing on 
application in Fibre Channel networks. A combination of 
unique security techniques are combined to provide overall 
network security. Responsibility for security in the network 
is assigned to one or more designated entities. The desig 
nated entities deploy management information throughout 
the network to enhance security by modifying the capabili 
ties and operational permissions of the devices participating 
in the network. For example, through network control: 
logical management access or physical l/O access may be 
limited on a per device or per l/O basis; and all devices and 
ports in the network operate only with other approved 
devices and ports. These designated entities can better 
manage network security by exploiting a unique link authen 
tication system as well as a unique push-model secure 
distributed time service. The link authentication involves a 
multi-phase nonce exchange exploiting various derivations 
of the nonce and other information such as hashes and 
encryptions. The push-model secure time distribution 
departs from the traditional Fibre Channel pull mode time 
distribution and provides for secure and reliable distributed 

Jan. 31, 2002. time so that various security attacks may be defeated. 
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NETWORK SECURITY AND APPLICATIONS TO 
THE FABRIC ENVIRONMENT 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This continuation application claims priority to 
US. patent application Ser. No. 10/062,125, entitled “Net 
work Security and Applications to the Fabric Environment,” 
?led Jan. 21, 2002 and which is hereby incorporated by 
reference. 

BACKGROUND OF THE INVENTION 

Field of the Invention 

[0002] The invention relates to security in switching and 
routing environments and more speci?cally to serial point 
to-point switching environments such as the Fibre Channel 
switching environment. The invention also relates to the 
architecture of network switching environments and the 
control of security in such an environment. Furthermore, the 
invention relates to authentication and time services in the 
area of security. 

[0003] The past two decades have witnessed the rapid 
evolution and deployment of information technology. This 
evolution resulted in a more ubiquitous presence of infor 
mation handling systems including systems for information 
storage, management, transport and access. The rapid devel 
opment of the Internet has contributed materially to this 
ubiquitous information age by allowing single and possibly 
remote access points to interact with world-wide networks 
and unprecedented masses of information. This trend of 
information ubiquity and dispersion is likely to continue. 

[0004] One of the problems born with the spread of 
information is the issue of security. In the modern world, 
there are several aspects to information security. In a very 
general sense these aspects include the following: physical 
security; communications security, emissions security; com 
puter security; and network security. Physical security 
involves the physical protection of hard assets such as books 
or machines (including, of course, all manner of computers). 
Physical security systems are designed to protect the physi 
cal integrity of things and physical security is commonly 
implemented by denying access to those things. Communi 
cation security is concerned with the logical protection of 
information when in transit. Communication security sys 
tems should protect information even if physically in the 
hands of someone unauthorized. A common communication 
security technique is encryption. Emissions security is con 
cerned with the protection of signal emissions from an 
electric system. A common manner to implement emissions 
security is through limiting emissions. Computer security is 
used to control access to computer systems and information, 
which is commonly done by de?ning what users (including 
programs and devices) can access what other users (also 
including programs and devices). Finally, network security 
is primarily concerned with securing the local network from 
elements that are outside the local network yet physically or 
logically connected. 

[0005] In the past, the solution for information security 
may have resulted in locking a mainframe safely in a room 
with limited access. In the 1990’s the problem of effectively 
securing information became more difficult as the popularity 
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of personal computers, the availability of high speed, inex 
pensive modems and the popularity of the Internet combined 
to not only increase the number of computer security inci 
dents, but also increase the severity of the incidents. 

[0006] Information security is now more signi?cant issue 
facing today’s electronic society. As the information high 
way transcends borders, locked doors are no longer su?i 
cient to protect one of the corporation’s most valuable 
assetsiinformation. Furthermore, the ubiquitous, low-cost 
nature of the Internet has caused an explosion in e-business 
and e-commerce activity, creating a paradigm shift in the 
business world. However, in implementing IT infrastruc 
tures under the new paradigm, companies and individuals 
must be realistic about deploying security measures) mini 
mizing risk and choosing security solutions that will allow 
?exibility, growth, and provide the proper balance for the 
corporate security strategy and policy. 

[0007] In the modern science of information security, 
systems may be analyzed by their vulnerability to de?ned 
“attacks.” Speci?c types of attacks are generally de?ned 
with reference to speci?c systems so there are a virtually 
unlimited number of attack types. However, most all attack 
types fall into four categories. The ?rst very general type of 
attack is an access attack, which is simply an effort to gain 
unauthorized access to information thereby compromising 
the secrecy of the information. The second type of attack is 
the repudiation attack where the attacker provides false 
information to the system such as by claiming to have sent 
a message only once, when the attacker actually sent the 
message twice. Repudiation (or providing false information) 
should be contrasted from providing inaccurate data, which 
is a modi?cation attack. A modi?cation attack (the third very 
general type of attack) occurs when the attacker attempts to 
modify information without authorization thereby compro 
mising the integrity of the information. The fourth very 
general type of attack is the service-denial attack. This type 
of attacker attempts to deny authorized users access to 
information or systems. This is commonly done by ?ooding 
a system with unauthorized requests. 

[0008] The inventions disclosed herein are born in the 
Fibre Channel (“FC”) switching area. Historically Fibre 
Channel has been a loose security environment. In particu 
lar, when a PC switch connects to an FC fabric, the switch 
automatically has full authority in the fabric. Full authority 
means that the switch potentially has access to everything 
connected to or through the Fibre Channel fabric. This 
automatic authorization creates security vulnerabilities in 
the system that may not apply in other systems. As such, the 
innovations discussed herein were born with a somewhat 
speci?c set of problems (although still very general). 
Although well known to the artisan, those problems will 
now be brie?y listed: (i) administrative access control and 
the lack of granularity in management access; (ii) “spoof 
ing,” which is when a device gains access to unauthorized 
resources using an identi?cation that is not genuine or 
authentic; (iii) unauthorized access to a device on the 
network may easily yield unauthorized access to the network 
and important information such as passwords, encryptions 
keys, identi?cation credentials, etc.; (iv) unauthorized 
access by one tenant to another tenant’s resources in multi 

tenant or shared environments, such as ASPs; (v) computing 
devices placed on the network to pretend to be a different 
kind of device, such as a switch; (vi) unauthorized access 
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through the device ports such as front panel controls or I/O 
ports (eg the serial port (RS232)); (vii) unauthorized appli 
cations clogging the netWork by sending out a high volume 
of dummy management messages or I/ Os to resources on the 
network: (viii) unauthorized analysis on the communication 
lines to learn about management or data traffic; and (ix) the 
protection of passWords during transmission over the net 
Work. 

[0009] Generally, there are several desirable attributes of a 
security system. At a very high level, the folloWing list is 
illustrative: (i) ease of manageability; (ii) scalability; (iii) 
alloWing for accountability; (iv) interoperability, potentially 
through standards; (v) strong authentication; (vi) strong 
con?dentiality, such as encryption techniques With auto 
matic key management; and (vi) ease of use. 

[0010] The innovations discussed herein address many of 
the aforementioned concerns using techniques and apparatus 
signi?cantly advanced from the prior arts. 

SUMMARY OF THE INVENTION 

[0011] In a speci?c sense, the inventions disclosed herein 
seek to solve the problems created by the absence of 
standardized methods and apparatus for handling security in 
a Fibre Channel netWork. In a general sense, the inventions 
described herein propose a variety of Ways to enhance 
security in a netWorking environment. There are several 
inventive methods and apparatus, and they may be deployed 
singularly or in various combinations. 

[0012] One high-level aspect of the invention is an intel 
ligent entity in the netWork With de?ned and essentially 
exclusive responsibility for netWork management and secu 
rity functions. By focusing management responsibility on a 
single device, netWork designers and operators can better 
secure the netWork by limiting physical access to that 
device. Of course, logical access to such a device might 
occur from anything in the netWork or connected to the 
netWork. Therefore, the invention envisions various mecha 
nisms for controlling and limiting logical access. One such 
technique is the use of management access controls. Spe 
ci?cally, that is using policy sets to give netWork operators 
the ability to speci?cally designate logical channels from 
Which security and management instructions may originate. 
For example, an operator may disable serial port access, 
front panel access or HTTP access for the purposes of 
management or security changes. Another technique for 
limiting management access and enhancing security is to 
speci?cally designate Which devices can send or receive 
information to Which other devices. For example, a device 
should operate under control that Will not permit use or 
forWarding of received information if the information source 
is not an authorized source. 

[0013] Furthermore, the invention describes other security 
innovations, in addition to focused netWork management 
and limitation of netWork management channels. A primary 
example is the description of a novel link authentication 
system. More particularly, this system enables port level 
authentication so that a port (or the system controlling it) can 
have a high degree of con?dence that the port on the other 
side of its link is authentic (i.e. it is What it says it is). In 
addition to port authentication, the invention offers a unique 
system for securely distributing time service in a netWork 
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according to a push model. This is contrasted to the pull 
model that pervades standard Fibre Channel netWorking. 

[0014] Finally, the invention contemplates the combina 
tion of these techniques as Well as the innovative use of 
encryption technologies to form a cohesive security scheme 
in the netWork. For example, one embodiment of the inven 
tion may comprise a con?guration server that is responsible 
for a de?ned set of management and security functions in the 
netWork. That same con?guration server may operate as a 
focal point for distribution of secure time service and use 
one of the inventive port authentication systems of the 
invention. Many other permutations may be constructed by 
simply the various concepts in the manner suggested herein. 

[0015] A more complete summary of each aspect of the 
invention noW folloWs. 

[0016] In implementing netWork security, one aspect of 
the invention calls for varying degrees of hierarchical con 
trol. In particular, an embodiment exploiting this aspect of 
the invention Will designate Which devices may perform 
designated security or management functions. This desig 
nation bears on hierarchical control in that devices With 
larger designation of responsibility are higher on the chain 
of hierarchical control. Less generally, one aspect of the 
invention contemplates a netWork con?guration entity that is 
responsible for de?ned security and management functions 
in the netWork. By so limiting Which devices alloW access to 
management and security functions, the logical security of 
the entire netWork may be enhanced by providing greater 
physical security for such a netWork con?guration entity. In 
practice, netWork operators (Who presumably con?gure and 
operate netWorks) may maintain logical netWork security 
While deploying devices in both secure and non-secure 
physical locations. That is the ability to locate netWork 
equipment in buildings, rooms or cabinets With varying 
degrees of physical security as long as the netWork con?gu 
ration entity is located in an area of suf?cient physical 
security. In certain embodiments of the invention, equipment 
residing in less secure physical environment should present 
logical security barriers for effecting the netWork. To 
achieve that goal, certain embodiments of the invention 
alloW netWork operators to determine the speci?c devices 
that may facilitate management-level access to the netWork. 
In addition, netWork-Wide login names and passWords may 
be used to protect from neW equipment that may be added 
in a non-secure netWork-accessible location. For example, 
using an embodiment of the invention, an operator Would 
con?gure a sWitch in a non-secure physical location so that 
no netWork management access is possible. In addition, 
netWork-Wide passWords and login names help limit the 
ability to set up neW equipment for unauthorized access to 
the netWork or its management functions. 

[0017] Another aspect of the invention involves security 
over the logical management channels by providing con? 
dentiality or information security for certain management 
information being passed over the netWork. For example, 
When logging on over a management channel, the login and 
passWord information is exchanged. Certain embodiments 
of the invention call for the encryption or other secreting of 
this type of information. 

[0018] Yet another aspect of the invention involves logical 
access to management controls by alloWing the operator to 
limit the use of the various logical management access 










































