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SECURE DEVICE INTRODUCTION WITH 
CAPABILITIES ASSESSMENT 

FIELD OF THE INVENTION 

[0001] The invention generally relates to securely intro 
ducing devices into an environment, and more particularly 
to establishing relationships between, managing data com 
munication with, and restricting resource access of devices 
introduced into an environment. 

BACKGROUND 

[0002] Wired and wireless communication between com 
puting devices has enjoyed wide adoption and signi?cant 
growth as a ?exible and cost-effective infrastructure has 
become available. For example, gigabit Ethernet and wire 
less technology such as WiFi (a common name for several 
related standards proposed by the Institute of Electrical and 
Electronics Engineers, “IEEE”), Bluetooth, infrared coded 
data, etc. permit data transfer via wireless signals or fast 
wired data pathways. Unfortunately, while new standards 
and improved equipment have increased network data rates, 
the technology continues to have issues that have not been 
satisfactorily addressed, such as easily and securely intro 
ducing devices, and once introduced, con?guring devices 
and establishing trust (as needed) between the devices. 
[0003] In addition to con?guration dif?culty for devices 
introduced into an environment, another problem is band 
width management or allocation, which may be an issue 
when, as often happens, multiple devices in an environment 
are engaging in a common task with devices outside the 
environment. An example would be multiple devices engag 
ing in a data download, peer-to-peer data transfer, confer 
encing or telephony communication session, etc. Another 
issue is establishing trust and identity between various 
devices, such as conference participants. Yet another issue is 
determining a proper scope of rights in the environment for 
visiting devices. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] The features and advantages of the present inven 
tion will become apparent from the following detailed 
description of the present invention in which: 
[0005] FIG. 1 shows an exemplary network environment 
according to an embodiment of the invention. 

[0006] FIG. 2 is a ?ow chart of an exemplary protocol 
transaction according to an embodiment of the invention. 

[0007] FIG. 3 illustrates, according to one embodiment, a 
framework for establishing initial trust relationships 
between devices and communicating these trust relation 
ships. 
[0008] FIG. 4 illustrates a ?owchart according to one 
embodiment for introducing devices into an environment. 

[0009] FIG. 5 illustrate two different but common device 
con?gurations that may be found in a personal or commer 
cial networked environment such as a Digital Home or 
Of?ce LAN environment. 

[0010] FIG. 6 illustrates a system of devices that may 
operate in accord with various embodiments of the inven 
tion. 
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[0011] FIG. 7 illustrates a suitable computing environment 
in which certain aspects of the invention may be imple 
mented. 

DETAILED DESCRIPTION 

[0012] It will be appreciated there are several different 
issues being addressed herein, one of which being how to 
securely introduce devices into an environment, such as a 
digital home, digital of?ce, etc. discussed above, where 
some or all of the devices may be operating over wireless 
communication channels. Another issue is how to establish 
trust between the devices, such as to enable devices to set up 
trusted multiparty, multi-media conferences and sharing of 
media between devices over a secure communication chan 
nel, and enable devices to be con?dent of the authenticity of 
other endpoints in the conference. It will be appreciated 
endpoints establishing trust relationships with a common 
device may indirectly establish trust with other endpoints 
based at least in part on knowledge the other endpoints have 
similarly established trust relationships with the common 
device. Another issue is minimizing bandwidth requirements 
when multiple devices within an environment may be 
engaging in a common task and hence it may be bene?cial 
to aggregate communication into a common communication 
in to or out of the environment. Another issue smart band 
width allocation so low bandwidth devices are recogniZed as 
such and are not unnecessarily provided bandwidth to the 
detriment of other high-bandwidth devices. Other issues are 
addressed herein as well and will become apparent from the 
following description. 
[0013] When introducing devices in an environment, such 
as a local area network (LAN) or wireless LAN (WLAN), 
and/or other communication environment, it will be appre 
ciated devices may transfer credentials within the environ 
ment, and while doing so, a device may also communicate 
it capabilities and resource requirements to facilitate con 
?guring the device for use within the environment. Creden 
tials may be passwords or encryption keys required to obtain 
access to network resources, or other con?guration infor 
mation useful or necessary to operate the device. Capabili 
ties and requirements provided by the device (and/or deter 
mined based on device identity) may be used to facilitate 
coordinating ef?cient communication between devices 
within an environment with devices outside the environ 
ment, such as aggregating overlapping communication ses 
sions into a single common session between the environ 
ment and external communication end points, as well as to 
facilitate smart bandwidth allocation through transcoding 
data sent to a device, as well as segregating some devices to 
limit their access (as desired) to resources of the environ 
ment, etc. 
[0014] FIG. 1 illustrates an environment 100 including an 
Access point (“AP”) 102 that is a central element in many 
WLANs since may communicate with one or more stations 

104, 106 that use the wireless network, and may copy data 
packets to or from a traditional wired network 108 so that 
stations 104 and 106 can communicate with devices such as 
server 110 that lack a wireless interface. If WEP (Wired 
Equivalent Privacy), WPA (Wi-Fi Protected Access), IEEE 
802.1li, or other security is in effect, devices such as stations 
104 and 106 share an encryption key with AP 102. In this 
?gure, WEP/WPA protected connections are indicated with 
thick dashed lines 112. It will be appreciated devices of the 
environment 100 may be engaging in any sort of network 
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activity, such as client devices accessing network data on the 
Internet, an intranet, etc., streaming video feeds, participat 
ing in video and/or data conferences, downloading, etc. 
[0015] If the user of a device such as laptop WLAN client 
114 wishes to use the wireless network through AP 102 to 
access resources on other wireless or wired nodes, it must 
obtain a valid encryption key and enter it into the wireless 
device’s con?guration. Traditionally, an administrator of the 
wireless network would provide the key and the user would 
type it into a con?guration form. However, this approach is 
inconvenient for the user and cumbersome for the adminis 
trator. In addition, an unauthoriZed user may obtain a copy 
of the key from the user and use it to access the network. 
Changing the WLAN con?guration to exclude such an 
unauthoriZed user may entail re-con?guring all of the other 
authoriZed devices. 

[0016] An alternate method of managing WLAN access 
may use a registration protocol according to an embodiment 
of the invention. For example, a protocol may be used 
allowing WLAN client 114 to register with a network entity 
called a Registrar 116 by way of communication through AP 
102. While illustrated as separate entities, in another 
embodiment, the Registrar may be integrated with the AP, 
and yet other embodiments may use several Registrars. In 
some embodiments, there may also be a Media Gateway 
Device (MGD), which may be a standalone device or, as 
assumed in the illustrated embodiment, incorporated within 
the Registrar. The MGD may con?gured to perform various 
tasks, such as coordinating communication for multiple 
devices within the environment be engaging in a common 
communication task, such as a video conference, with 
devices outside the environment, such as with devices on the 
Internet, or transcoding content to provide compatibility or 
reducing bandwidth, or to block out attempts by a device to 
access communication features not authoriZed for the device 
within the environment. 

[0017] In some embodiments, device introduction into a 
new environment may utiliZe a relatively secure Out-Of 
Band (OOB) channel to initially transfer data from an 
existing device, such as a Registrar or other device in the 
environment to a new device being introduced. This data 
may, for example, be used to at least temporarily establish a 
secure communication channel over which the new device 

may subsequently be con?gured. An Application Frame 
work implementing the registration protocol may be used to 
provide a common framework for new device con?guration. 
In one embodiment, application software for a device reg 
isters with the Application Framework, and the framework 
coordinates with the Registrar (or other existing device) and 
the new device to automatically con?gure the new device 
when it is introduced. Registrar 116 may communicate with 
AP 102 over the wired network 108, over a wireless (radio) 
connection, or both. The Registrar may provide administra 
tive facilities to monitor the WLAN and manage encryption 
keys. 
[0018] In the illustrated embodiment, a New WLAN client 
114 has an associated secret called a device password which 
can be used as the OOB data to transfer for establishing the 
secure communication channel. The password may be 
engraved on the device or printed on a label, or may be 
displayed by the device or by software associated with the 
device. If the device password is displayed in this way, it 
may be dynamic (for example, the displayed password may 
be valid for a period of time or until some event occurs, then 
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a new device password may be chosen and displayed). In 
some embodiments, the device password may be readable 
by a reader device near the new client. For example, Near 
Field Communication (“NFC”) devices can exchange data 
wirelessly over a short distance, so a device password might 
be stored in an NFC token and read by an NFC reader. In 
another embodiment, the new WLAN client might be 
equipped with an infrared or other light signal transmitter, 
and be able to transmit the device password to an optical 
receiver of the Registrar within line-of-sight proximity. 
These and other known techniques may be used to perform 
an OOB data transfer between the new device and the 
existing device in the environment, e.g., the Registrar, to 
facilitate establishing the secure communication channel. 

[0019] As noted above, it is presumed that an in-band 
communication channel can be (or already is) compromised. 
A typical example of a high-risk in-band channel is a public 
wireless “hotspot,” e.g., a place providing public network 
access, or a hotel room network connection. To avoid the 
new device being compromised when it is introduced, in 
various embodiments, an initial OOB data transfer with the 
new device is performed to bootstrap establishing a secure 
communication channel over which to then con?gure the 
new device. For example, assuming the OOB data contains 
cryptosystem data, the new device and Registrar, or other 
existing device, proxy, etc., use the cryptosystem data to 
establish a secure communication channel with the new 
device. It will be appreciated various cryptographic proto 
cols and techniques may be used; in some embodiments, the 
new device may request a Registrar, Framework Protocol 
Stack (see, e.g., the FIG. 4 embodiment) or other entity or 
programmatic construct to act as a certi?cate authority (CA) 
for cryptographic, e.g., X509, type certi?cates. 
[0020] FIG. 2 illustrates a ?ow chart 200 according to one 
embodiment to securely transfer a credential such as a WEP 
key from the Registrar to the client. Registrar 116, AP 102 
and client 114 can interact according to FIG. 2. All messages 
can be sent in-band (for example, over the wireless com 
munication channel), or some messages can be sent over a 
different channel. The embodiment described with reference 
to this ?gure uses the Extensible Authentication Protocol 
(“EAP”), as described in the Internet Engineering Task 
Force (“IETF”) Request for Comments (“RFC”) number 
3748 dated June 2004, as a framework for transmitting and 
receiving many of the messages in the protocol. However, it 
will be appreciated messages according to embodiments of 
the invention can be used with other communication frame 
works, or transmitted as raw data over any sort of commu 
nication channel. Further it will be appreciated that the 
following FIG. 2 discussion is of a high level and for clarity 
in presentation some encryption details have been left out. 

[0021] First, the client’s device password is provided to 
the Registrar 202. This may be accomplished by reading the 
password from the client’s label or display and entering it 
through a Registrar user interface, by placing the client near 
the Registrar so that the Registrar can read the client’s NFC 
token automatically, or via some other OOB method. Next, 
after initiating the EAP transaction 204 (not illustrated), the 
client transmits a ?rst message (“M1”) (encapsulated within 
an EAP message) to initiate the introduction protocol with 
the Registrar. M1 contains a ?rst random number N1 and a 
public key PKE of the client, and may contain other infor 
mation (described below). M1 is received by the Registrar 
206. 
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[0022] The Registrar responds to M1 by transmitting a 
second message (“M2”) containing a second random num 
ber N2 and a public key PKR of the Registrar 208. The client 
receives M2 210. The transaction continues with the client 
transmitting a message Mn 212 and the Registrar responding 
with message Mn+l 214. Portions of each message may be 
encrypted with a key known to both the client and the 
Registrar, or with a public or private key of one of the 
parties. Messages may have appended a message authenti 
cation code (“HMAC”), containing a cryptographic hash of 
the previous message and a portion of the current message 
preceding the MAC, to permit the recipient to verify that the 
other party correctly received the previous message and that 
no third party is tampering with the messages in transit. 
[0023] The key used to compute the HMAC in one or 
more of the messages from the Registrar is authenticated 
using a device password that should match the client’s own 
device password. This permits the client to verify that it is 
receiving credentials from an authorized Registrar (and not, 
for example, from a rogue Registrar that is attempting to 
trick the client into connecting to a hostile wireless net 
work). One or more of the messages from the Registrar 
contains a credential such as a WEP or WPA key that the 
client can use to access the wireless LAN through the AP. 
The credential may be encrypted with a key-encryption key 
to prevent its recovery by an eavesdropper. When the client 
receives the message containing the credential, it veri?es the 
HMAC to ensure the message came from a Registrar with 
knowledge of its own device password 216, e.g., in one 
embodiment a test is performed to ensure mutually proved 
knowledge of the device password was received. If the 
passwords differ, the client aborts the EAP transaction by 
transmitting a negative acknowledge (“NACK”) message 
218. If the HMAC correctly veri?es knowledge of the device 
password, the client may decrypt the credential and store it 
in a con?guration database for future use 220. 

[0024] Once the client has successfully received the cre 
dential, in an EAP context, the session is terminated. For 
example, this may be performed by transmitting a “Done” 
response to the Registrar 222, which receives the “Done” 
message 224 and responds with an EAP “Fail” message 226. 
The client subsequently receives the “Fail” message 228. 
Note that in this context, the failure message does not mean 
that the client must repeat the EAP transaction to obtain a 
credential. It merely indicates that the transaction was used 
to provision a credential rather than to grant the client 
immediate use of the wireless LAN. The client may use the 
credential it received later, when it attempts to access the 
network through the AP 230. For example, the client may 
update its con?guration according to data in the credential, 
or may use the credential to complete a new authentication 
protocol transaction designed to provide network access. 
[0025] After successfully establishing communication 
with an introduced device, as will be discussed further 
below, con?guring communication parameters and commu 
nication con?gurations for the devices may also be per 
formed. For example, by establishing trust between the 
devices and a registrar, credentials may be exchanged 
between the devices to facilitate establishing trust between 
the devices. Or, bandwidth requirements for devices may be 
con?gured to control device inter-communication as well as 
communication to locations external to the environment. 

[0026] FIG. 3 illustrates, according to one embodiment, a 
framework 300 for establishing initial trust relationships 
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between devices and communicating these trust relation 
ships, e.g., between various operating system, device driver, 
and application software components. 
[0027] In one embodiment, an Application Framework 
302 is built on device introduction mechanisms, such as 
those described above with respect to FIGS. 1-2. In one 
embodiment, the Application Framework is initialiZed after 
sending the Done message and before responding with the 
Fail message and terminating the EAP session. It will be 
appreciated by one skilled in the art the FIGS. 1-2 EAP 
discussion is exemplary and any message transport protocol 
may be used for credential setup. The illustrated Application 
Framework may be used by any application or device to 
bootstrap a secure communication channel. It will be further 
appreciated that device discovery techniques, such as wire 
less or wired network discovery data probes, Universal Plug 
and Play (UPnP) operations, or other discovery techniques 
may be used to announce a new device’s presence in an 

environment, locate Registrars or other devices of the envi 
ronment, and manage networked devices. An Application 
Programming Interface (API) or Software Development Kit 
(SDK) may also be de?ned to provide functions to perform 
the operations and techniques discussed herein for discov 
ering, registering and con?guring devices within an envi 
ronment. 

[0028] In the illustrated embodiment, the below line 304 
components 306-312 may be standardized or become well 
de?ned by a Speci?cation, such as described in the “Wi-Fi 
Simple Con?g Proposal”, the most current version at this 
time being Revision 1.0a dated Feb. 10, 2006. Below the line 
304 components 306-312 include an In-Band media man 
ager 306 for managing a conventional communication con 
nections such as a Bluetooth link, an Institute of Electrical 
and Electronics Engineers (IEEE) 802 .x type of WLAN link, 
etc. It is presumed this in-band communication channel is 
susceptible to attack. 
[0029] There is also an Out-Of-Band (OOB) media man 
ager 308 for managing OOB communication channels, such 
as the various exemplary communication channels discussed 
above. The OOB communication channel is presumed dif 
?cult to attack and hence is therefore deemed trustable for 
initial data exchanges to establish secure communication 
over the not-trusted in-band channel. 

[0030] In one embodiment, a Registrar or other managing 
device may have associated policies that control what char 
acteristics or features of a new device that may be allowed 
to become active. For example, while a new device may 
support instant messaging, the Registrar may be con?gured 
to ignore and/or not con?gure such features of software for 
a new device. This allows a user or other environment 

administrator to selectively allow resource access, e.g., to 
implement “guest” access. It will be appreciated restricting 
access may be based on automatically applied policies (or 
their equivalent) as well as through interaction with a user or 
other environment administrator. It will be appreciated vari 
ous device characteristics, such as device type, owner, 
bandwidth or other resource requirements, well-behaved 
time in the environment, etc. may be used as decision factors 
in granting rights to a device. Thus for example, a telephony 
device may be brought into the environment and automati 
cally only be granted access to resources compatible with 
the nature of the device, e.g., to conference data streams, 
audio portions of audiovisual data, etc. 
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[0031] In addition to an environment restricting a device’s 
access, the device itself may impose its oWn access limita 
tions, such as to protect itself from intrusion or to maximize 
its operation duration. For example, While an environment 
may support and/or alloW certain activity, such access to 
streaming media, a particular device may nonetheless have 
its oWn local policy such that the device does not utiliZe the 
activity even though present and available in the environ 
ment. For example, security conscious device oWners dis 
alloW activity even if offered in a particular environment, 
such as ?le sharing in a public access netWork hotspot. Or, 
if battery levels are loW, a device may be con?gured to 
ignore battery intensive features available Within an envi 
ronment. 

[0032] In one embodiment, each application that registers 
(or that has already registered), such as With the Application 
Framework 302 can be identi?ed in an interface (not illus 
trated), such as a Graphical User Interface (GUI) for receiv 
ing user input, or to an automatic interface to process 
registrations, Where the interface provides opportunity for a 
user or automatic registration processor to enforce a local 
policy or user interest in permitting, denying, or modifying 
an application’s registration. For example, the “guest” 
access discussed above can be interactively enforced for a 
device introduced into an environment by, during introduc 
tion of the device, recognizing it is a foreign device and 
checking for applicability of rules, policies, or the like and 
prompting (if needed) a user by Way of a GUI or other 
interface for access rights for this neW device. Thus, a guest 
device of a visiting friend may be given restricted access in 
the environment, such as only being alloWed to engage in 
certain types of communication, e.g., to grant or deny 
Internet access, to grant or deny music streaming, to time 
limit access to the environment, etc. 

[0033] FIG. 4 illustrates a ?owchart 400 according to one 
embodiment for registering for and monitoring for device 
introductions to an environment. It Will be appreciated a 
device may have multiple softWare and/or hardWare appli 
cations or functionality that may be registered 402, such as 
With a FIG. 1 Registrar 116. 

[0034] In the illustrated embodiment, a test is performed 
to check a neWly added device to see if 404 restrictions are 
applicable to the device. It Will be appreciated some devices, 
such as those previously registered With the system, or 
devices having a certain characteristic such as a digitally 
secured trust certi?cate or other trusted characteristic 
authenticated by a trusted party such as a CA (Certi?cate 
Authority) or other authority recogniZed by the environment 
may bypass the restriction checks. If 404 restrictions apply 
to the neW device or functionality, service access restrictions 
and device con?gurations may be established 406-410. It 
Will be appreciated While items 406-410 are illustrated 
sequentially, operations may occur in parallel or in a differ 
ent order than as illustrated, and in some cases only selected 
operations are performed. 
[0035] As discussed above and as Will be discussed further 
With respect to FIG. 5 and FIG. 6, it may be desirable to 
establish 406 limited rights or guest access rights to an 
introduced device, such as to prevent local area netWork 
(LAN) ?le access, restrict access to bandWidth consuming 
services, etc. As discussed above, restrictions may be 
applied automatically and/ or interactively through a GUI or 
other interface. For example, there may be situations Where 
a user or environment administrator desires to alloW only 
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temporary device access to a netWork, such as When a visitor 
comes With a device, such as a Personal Digital Assistant 

(PDA), music player, camera, etc., and Wants the visiting 
device to connect to the internet, share ?les With the user, 
play songs from the music player on a Wireless or Wired 
local area netWork (LAN) capable stereo system, share 
pictures from a camera, print pictures on a printer in the 
environment, etc. 
[0036] In order for the visitor to perform these tasks, the 
user and/or administrator needs to grant necessary creden 
tials to the visitor’s device for it to perform desired tasks 
Within the environment, e.g., to alloW it netWork access 
and/or access to devices Within the host environment. HoW 
ever, as Will be appreciated, users or environment adminis 
trators do not Want to give the visiting device unrestricted 
environment access but instead Wants to carefully control 
the extent of netWork access the visitor’s device receives. As 
discussed above With respect to FIG. 3 guest access or other 
device restrictions may be determined When introducing a 
device to an environment. 

[0037] In one embodiment, restrictions are enforced With 
dynamic ?lters implemented on an Access Point (AP), 
router, gateWay or other such device through Which netWork 
access is obtained. In one embodiment environment devices 
and resources are accessible through their oWn physical 
and/or logical netWork reachable through an AP, router, 
gateWay, etc. When registering a guest device in this 
embodiment, the user or environment administrator has the 
option of enforcing access restrictions on the neW device. It 
Will be appreciated defaults may be assigned for common 
interests such as Internet access, ?le access, etc. Access 
rights may be directly managed by a Registrar, and/or 
defaults and device speci?c restrictions may be communi 
cated by the Registrar to an AP, router, gateWay, etc. that is 
positioned to restrict environment access and able to estab 
lish access control lists (ACLs), ?lters, or the like as 
necessary to restrict access as desired. 

[0038] Thus, it Will be appreciated that after completing 
registration of a device With the environment, if the guest 
device Wants to access speci?c resources such as shares or 
devices for Which access Was not initially granted, the user 
or environment administrator can enable such access via the 

Registrar. For example, as discussed above, a GUI may be 
used to interactively control initial device access and such a 
GUI may also be used to change access permissions. In one 
embodiment, the Registrar is con?gured to enumerate avail 
able resources Within the environment, e.g., shares, or input 
and/or output devices on the netWork, such as printers, 
stereo systems, speakers, etc. The user or administrator may 
select devices and shares a guest device may access. If 
access is not directly managed by the Registrar, the Registrar 
communicates access changes to the AP, router, gateWay, 
etc. Which is controlling access and it sets up appropriate 
ACLs, ?lters, etc. corresponding to the changed access 
rights. 
[0039] Note that ACLs may be as simple as IP and/or 
MAC address and/or port-based ?lters, or may be more 
advanced, depending on the capability of the Registrar, AP, 
router, gateWay, etc. limiting access to environment 
resources. The guest device obtains access only to speci?ed 
portions of the netWork, and Will be unable to vieW or access 
other resources Within the user’s netWork. It Will be appre 
ciated guest access rights may be con?gured to automati 
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cally expire, e.g., time out, or be revoked on certain condi 
tions, such as when the guest device leaves the environment. 
[0040] In addition to establishing 406 access rights, it may 
also be desired to establish 408 communication restrictions. 
For example, when a device is introduced and its applica 
tions and/or functionality registered 402, during the regis 
tration process characteristics of the device may be tracked 
or recorded, such as knowledge that the device is an audio 
only device such as a telephone, has only a black and white 
screen, has limited processing power, etc. In the audio only 
case, for example, communication features discoverable by, 
or otherwise accessible by, the device may be established in 
accord with the device’s characteristics. For example, if an 
audio only device seeks to join an audiovisual based con 
ference, the device may be introduced into the conference as 
an audio only device where all video functionality is auto 
matically disabled, and more particularly, no attempt is 
made to send video data to the audio only device. Such 
intelligent data routing may signi?cantly decrease the band 
width requirements for the audio only device as well as 
improve bandwidth or other resource performance for other 
devices having more burdensome requirements. 
[0041] In addition to establishing 408 communication 
restrictions, communication aggregation 410 may also be 
performed. As discussed with respect to FIG. 5 and FIG. 6 
below, if multiple devices are engaging in a common task, 
conventional arrangements typically require each device to 
individually establish requisite connections while participat 
ing in the common task. Common tasks include, for 
example, streaming audio data, such as music or voice 
communication, transferring video data such as related to a 
movie presentation, video conference, video telephone, etc., 
Voice over IP (VoIP), instant messaging, collaboration appli 
cations, and the like. As will be discussed with FIG. 5, 
signi?cant bandwidth may be wasted in having multiple 
devices all trying to individually communicate with every 
other device. Instead of such cross-communication, in vari 
ous con?gurations communication aggregation may be per 
formed to simplify communication requirements. In one 
embodiment, when a common communication nexus such as 

a gateway, router, ?rewall, etc. is by several devices to the 
common task, it may be used to cross-connect devices 
communicating through it and maintain multiple communi 
cation lines on behalf of the devices using the nexus. This 
thus simpli?es the operation of the devices as they need only 
maintain communication with the nexus, from which the 
devices will receive the communications from all the other 
devices. In addition to freeing bandwidth, simpli?cation 
reduces cost and facilitates home appliance type devices. 
[0042] Once a device is registered 402, and restrictions 
406-410 processed, an association 412 is recorded between 
a device and its hardware or other software devices that need 
to know about the introduction of the device, and monitoring 
414 is performed for new devices being added to the 
environment. In the illustrated embodiment, a FIG. 3 Appli 
cation Framework monitors device introductions. In another 
embodiment, a FIG. 1 registrar 116 monitors device intro 
ductions. As devices are introduced, already registered 
applications (if any) for the new device are noti?ed when the 
introduction is complete so that they can engage in data 
exchanges to provide for automatic con?guration of the new 
device. 

[0043] In the illustrated embodiment logically processing 
continues with checking if 416 there was a new device 
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introduction. If 416 a new device is not seen, processing 
loops back with monitoring 414 for device introductions. 
The loop 416 back is shown as a dotted line to suggest that 
processing might not literally loop directly back since a 
system implementing the illustrated embodiment may per 
form other tasks and/or processes not illustrated before 
returning to the monitoring 414. If 416 a new device was 
introduced, a check 418 is performed to determine if it has 
associated (registered) apps. If 420 so, those apps are 
noti?ed 422 to trigger their responsive action to the intro 
duction, e.g., to con?gure the device or take some other 
action. If 416 there was no new device, or if 420 there are 
no associated applications, or after notifying 422 associated 
applications, processing loops back to monitoring 414 for 
new devices. 

[0044] By providing automatic applications triggering on 
device introduction, this reduces the burden on an end user 
in having to know what software to run to con?gure the new 
device to work in an existing network, what order to attempt 
to utiliZe the software, how to effectively limit access to the 
network for guest devices, etc. Similarly, by providing a way 
to automatically interrogate introduced devices to identify 
and handle restrictions 406-410, an end user is able to more 
simply limit device access to the user’s network, and also 
have opportunity to aggregate devices (if possible) to mini 
miZe burden and consumption of the user’s resources. Note 
multiple applications may be registered with a device and 
that priority and/or execution ordering data may be associ 
ated with the applications and/or restrictions to capture 
dependencies that may exist between the applications, e.g., 
to allow designating that one application needs to be run 
before another, or to limit application access in accord with 
restrictions. 

[0045] It will be appreciated various features and func 
tions described herein may be provided by way of an API 
available for use by a Registrar or other device and/or 
software of a particular environment, such as application 
software illustrated in FIG. 3 items 316, 318, in an operating 
system, or by another application to perform the foregoing 
operations. In one embodiment, an Expert System with 
appropriate rule sets may be used by the FIG. 3 Application 
Framework 302 to analyZe whether existing device con?gu 
rations can and/ or should be modi?ed in light of new device 
introduction, such as to take advantage of services now 
available from the new device. An expert system may also 
be used to control the execution order of associated appli 
cations, if needed, when multiple applications registrations 
exist for a device. 

[0046] It will be appreciated device may be introduced in 
a variety of ways, such as, for example, by activating a 
wireless transceiver, pressing an “install” button or switch, 
plugging the device in to a bus communicatively coupled 
with the Application Framework, etc. When the new device 
is recognized, e.g., FIG. 4 item 416, an installation “wizard” 
may become active on a Registrar and/or or on a user 
interface for the new device. In embodiments utiliZing an 
API implementing functions to perform operations 
described herein, a callback function could be called to 
trigger execution 414 of the appropriate application(s). The 
installation wiZard itself would have previously registered 
402 itself for all devices. Once the wiZard is active, as 
needed, it may provide instructions and/or con?guration 
questions to a user to assist with installing the new device. 
While in some cases no intervention by the user is required, 
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thus making matters very simple for a user, in other cases, 
such as When assigning device restrictions, con?guring 
communication aggregation, or introducing a Wireless 
access point, it may respectively be desirable to prompt a 
user for access rights, aggregation parameters, a SSID 
(service set identi?er) or other personalization data to asso 
ciate With the neW device, etc. 

[0047] FIG. 5 illustrate tWo different but common device 
con?gurations that may be found in a personal or commer 
cial netWorked environment such as a Digital Home or 
Of?ce LAN environment. FIG. 5A illustrates a typical peer 
to peer (P2P) type of conference 500, in Which every device 
502-506 (e.g., conference endpoints) is required to establish 
a communication connection With every other device in the 
conference, such as outside endpoints 508-512. As illus 
trated, this results in a lot of cross-communication, band 
Width consumption, and communication complexity due to 
the many crossing communication lines 514 betWeen the 
devices 502-512. 

[0048] Such overhead is especially burdensome in some 
con?gurations in Which devices participating in a common 
task, such as a conference, share a common netWork access, 
such as a gateWay, ?reWall or other device 516 as illustrated 
in FIG. 5B. In the FIG. 5B embodiment, all devices 502-512 
need to establish a communication connection to every other 
device, hoWever, since several 502-506 of the devices are 
behind a common communication nexus 516 such as a 

gateWay, ?reWall, or the like, this device 516 bears the 
burden of passing all communication betWeen inner 502-506 
and outer 508-512 devices, Which also may result in the 
nexus 516 being a bottleneck. Combining related commu 
nication and/or other data transfers may signi?cantly facili 
tate communication by multiple devices engaging in the 
common task. 

[0049] Thus, rather than have multiple devices 502-506 
operate independently, instead, in one embodiment, When 
registering/introducing devices in an environment, e.g., as 
discussed above With respect to FIG. 4, devices may be 
evaluated for Whether they support functionality that may be 
aggregated With other devices if such devices are engaged in 
a common task. For example, as illustrated in the FIG. 6 
system 600 of devices, if devices 602-606 all support a 
particular task, such as conferencing (Which includes audio 
and/or visual conferencing, data conferencing, etc.), the 
devices are instructed during registration or introduction to 
use an aggregation communication mode instead of a con 
ventional communication mode. In the illustrated embodi 
ment, the devices are all communicatively coupled by Way 
of a netWork 608 and communicate through a common 
communication nexus 610 referred to herein as a such as a 

Media GateWay Device (MGD). As illustrated the MGD 
also incorporates the Registrar, e.g., FIG. 1 item 116, to 
Which devices are introduced. As Will be appreciated a MGD 
incorporates data handling capabilities of a gateWay, ?re 
Wall, or the like, along With aggregation features (and 
Registrar features if present) discussed beloW. 
[0050] Thus, in contrast With the FIG. 5 con?gurations 
having complex communication lines 514 betWeen devices 
502-512, for devices 602-606 sharing a MGD or equivalent 
devices as a common communication nexus, the devices 
establish individual communication connections 612-616 
With the MGD 610, e.g., over their local Wired and/or 
Wireless netWork 608. The MGD then establishes connec 
tions 618 as needed to outside (e.g., With respect to local 
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netWork(s) 608) end points 622-626. Note only three con 
nections as illustrated are required for all three internal 
devices 602-606 to communicate With the outside endpoints, 
and similarly, While the outside devices 622-626 require a 
conventional burdensome communication lines 620 to com 
municate With each other, they only need to establish com 
munication With the MGD in order to engage in the common 
task With the inside end points 602-606. In one embodiment, 
the outside endpoints are aWare of the MGD and hence 
pursuant to a protocol agreed upon by the endpoints and 
MGD, each outside endpoint establishes a single commu 
nication line 620 to the MGD, e.g., over the Internet or other 
netWork 628 communicatively coupling the endpoints 602 
606, 622-626 With the understanding the MGD Will convey 
data as needed to the inside endpoints. In another embodi 
ment, each of the illustrated communication lines 620 rep 
resents three communication lines from each outside end 
point to each inside endpoint, hoWever, each of these routes 
to the MGD since it remains the common communication 
nexus for the inside endpoints. 

[0051] In one embodiment, based on the characteristics of 
the devices 502-506, the MGD may attempt to establish a 
more optimal communication for the device as Well as for 
the communication With outside endpoints 622-626 through 
the MGD or other gateWay, ?reWall, router, etc. For 
example, if device 602 is an audio-only telephone, even if 
the telephone attaches to an audiovisual conference, the 
MGD can automatically strip out video data from other 
participants to simplify What data 612 the telephone is 
required to process. This type of proxying for the telephone 
also alloWs the MGD to act as a transcoder to alloW 
incompatible devices to engage in activities not ordinarily 
supported, such as a video conference on an audio-only 
device. It Will be appreciated that various device character 
istics may be determined When registering or introducing a 
device, such as netWork interface card (NIC) speed, audio 
capabilities or associated codecs, video capabilities or asso 
ciated codecs, screen siZe, resolution, output abilities, cam 
era speci?cations, text capabilities, speci?c application sup 
port (SkypeTM, Instant Messaging, VoIP applications, 
collaboration applications, etc.), and decisions made regard 
ing aggregation, transcoding, and the like. 
[0052] Consider a Digital Home scenario in Which the 
MGD 610 is used to set up conference calls With the outside 
endpoints 622-626 for internal home devices 602-606 that 
Wish to join these calls. In this scenario, the MGD also 
functions as a home media server, and hence is capable of 
streaming media to endpoint devices in the home. It Will be 
appreciated that the devices may have Wired and/or Wireless 
connections to the MGD. Once devices have been registered 
and authoriZed to access resources of the netWork 608, the 
MGD revieWs the discovered capabilities of the neWly 
introduced device. It Will be appreciated the MGD may 
directly receive these capabilities if it is collocated With a 
Registrar, or this information is passed to the MGD (e.g., by 
Way of a push or pull mechanism) after successful registra 
tion or introduction of a device. The MGD may also be 
con?gured to poll for capabilities responsive to monitored 
execution of certain applications, e.g., in FIG. 3 application 
layer 302, using a device Within the environment, such as 
communication softWare executed on an endpoint 602-606. 

[0053] As discussed above With respect to FIGS. 1-2, 
during registration With a Registrar, the registrant and Reg 
istrar exchange cryptographic data so that devices can 
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establish secure communication sessions, e.g., Transport 
Layer Security (TLS), Internet Protocol Security (IPSec), 
etc. sessions betWeen themselves and the MGD. In one 
embodiment, the MGD sets up a conference call With 
outside entities, e.g., betWeen outside endpoints 622-626 
and inside devices 602-606 in the Digital Home. In the 
illustrated embodiment there is a single MGD; it Will be 
appreciated there may be multiple MGDs each communi 
catively coupled so as to tie together multiple sub-netWorks 
of devices. Logically, multiple MGDs, if present, may 
operate as a single MGD. In the illustrated embodiment, 
each device sets up a session With the MGD, Which in turn 
multiplexes all media streams and sends them to the outside 
devices participating in the common communication task, 
e.g., the conference call. 

[0054] In one embodiment, once the common communi 
cation task is established for one of the devices through the 
MGD, other devices may choose to participate as Well 
through the MGD. When another device enters the call, the 
MGD uses the device capability information provided and/ 
or discovered When the device joined the netWork, e.g., 
during registration or introduction, to mediate the media 
traf?c, determine What data ad/or media streams get sent to 
particular devices, and transcode or otherWise scale data, 
such as to reduce high resolution images for small screen 
siZes, such as for a cell phone or to remove the video 
entirely, to reduce audio bitrates, etc. A more poWerful 
device such as a desktop or laptop computer engaging in the 
common communication task Will, hoWever, receive com 
plete media streams since such devices are able to support 
higher capabilities. In one embodiment, the MGD functions 
as a multiplexer/de-multiplexer for the endpoint communi 
cations. In one embodiment, the MGD collates incoming 
streams from devices 602-606 and sends them out as a single 
stream to an outside endpoint 622-626. Similarly, in this 
embodiment, the MGD receives data for the common com 
munication task from each of the outside endpoints and 
combines them into a single data stream provided to each of 
the inside endpoints. 
[0055] In some embodiments, for shared tasks such as the 
conference example discussed above, it may be important to 
be able to establish secure connections betWeen participants 
to prevent eavesdropping on the conference, as Well as to 
enable each party to be con?dent of the authenticity of other 
parties in the conference. It Will be appreciated such security 
information can be established during registration or intro 
duction of devices and shared With other conference par 
ticipants. In particular, in one embodiment, the Registrar (or 
MGD incorporating the Registrar) receiving device regis 
tration acts as a local Certi?cate Authority (CA) and hence 
may act as an authority as to the identity of devices Within 
an environment thus alloWing devices Within the environ 
ment to validate the identity of other devices as desired. It 
Will be appreciated conference participants or other end 
points may establish trust relationships With the MGD and 
indirectly establish trust With other conference participants 
or endpoints based at least in part on knoWledge the other 
participants or endpoints have similarly established trust 
relationships With the MGD. 
[0056] FIG. 7 and the folloWing discussion are intended to 
provide a brief, general description of a suitable environ 
ment in Which certain aspects of the illustrated invention 
may be implemented. As used herein beloW, the term 
“machine” is intended to broadly encompass a single 
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machine, or a system of communicatively coupled machines 
or devices operating together. Exemplary machines include 
computing devices such as personal computers, Worksta 
tions, servers, portable computers, handheld devices, e.g., 
Personal Digital Assistant (PDA), telephone, tablets, etc., as 
Well as transportation devices, such as private or public 
transportation, e.g., automobiles, trains, cabs, etc. 
[0057] Typically, the environment includes a machine 700 
that includes a system bus 702 to Which is attached proces 
sors 704, a memory 706, e.g., random access memory 
(RAM), read-only memory (ROM), or other state preserving 
medium, storage devices 708, a video interface 710, and 
input/output interface ports 712. The machine may be con 
trolled, at least in part, by input from conventional input 
devices, such as keyboards, mice, etc., as Well as by direc 
tives received from another machine, interaction With a 
virtual reality (VR) environment, biometric feedback, or 
other input source or signal. 

[0058] The machine may include embedded controllers, 
such as programmable or non-programmable logic devices 
or arrays, Application Speci?c Integrated Circuits, embed 
ded computers, smart cards, and the like. The machine may 
utiliZe one or more connections to one or more remote 

machines 714, 716, such as through a netWork interface 718, 
modern 720, or other communicative coupling. Machines 
may be interconnected by Way of a physical and/or logical 
netWork 722, such as the netWork 108 of FIG. 1, an intranet, 
the Internet, local area netWorks, and Wide area netWorks. 
One skilled in the art Will appreciated that communication 
With netWork 722 may utiliZe various Wired and/or Wireless 
short range or long range carriers and protocols, including 
radio frequency (RF), satellite, microWave, Institute of Elec 
trical and Electronics Engineers (IEEE) 802.11, Bluetooth, 
optical, infrared, cable, laser, etc. 
[0059] The invention may be described by reference to or 
in conjunction With associated data such as functions, pro 
cedures, data structures, application programs, etc. Which 
When accessed by a machine results in the machine per 
forming tasks or de?ning abstract data types or loW-level 
hardWare contexts. Associated data may be stored in, for 
example, volatile and/or non-volatile memory 706, or in 
storage devices 708 and/or associated storage media, includ 
ing conventional hard-drives, ?oppy-disks, optical storage, 
tapes, ?ash memory, memory sticks, digital video disks, etc., 
as Well as more exotic mediums such as machine-accessible 

biological state preserving storage. Associated data may be 
delivered over transmission environments, including net 
Work 722, in the form of packets, serial data, parallel data, 
propagated signals, etc., and may be used in a compressed 
or encrypted format. Associated data may be used in a 
distributed environment, and stored locally and/or remotely 
for access by single or multi-processor machines. Associated 
data may be used by or in conjunction With embedded 
controllers; hence in the claims that folloW, the term “logic” 
is intended to refer generally to possible combinations of 
associated data and/or embedded controllers. 

[0060] Thus, for example, With respect to the illustrated 
embodiments, assuming machine 700 embodies the FIG. 1 
Registrar, then remote machines 714, 716 may respectively 
be FIG. 1 Client 114 and Station 104. It Will be appreciated 
that remote machines 714, 716 may be con?gured like 
machine 700, and therefore include many or all of the 
elements discussed for machine. 
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[0061] Having described and illustrated the principles of 
the invention With reference to illustrated embodiments, it 
Will be recognized that the illustrated embodiments can be 
modi?ed in arrangement and detail Without departing from 
such principles. And, though the foregoing discussion has 
focused on particular embodiments, other con?gurations are 
contemplated. In particular, even though expressions such as 
“in one embodiment,” “in another embodiment,” or the like 
are used herein, these phrases are meant to generally refer 
ence embodiment possibilities, and are not intended to limit 
the invention to particular embodiment con?gurations. As 
used herein, these terms may reference the same or different 
embodiments that are combinable into other embodiments. 
[0062] Consequently, in vieW of the Wide variety of per 
mutations to the embodiments described herein, this detailed 
description is intended to be illustrative only, and should not 
be taken as limiting the scope of the invention. What is 
claimed as the invention, therefore, is all such modi?cations 
as may come Within the scope and spirit of the folloWing 
claims and equivalents thereto. 

What is claimed is: 
1. A method for introducing devices into an environment 

and managing introduced devices such as to establish com 
plimentary relationships, restrict resource access, and estab 
lish peer device trust, the method comprising: 

introducing a ?rst device into the environment, the intro 
ducing comprising establishing a temporary link 
betWeen the device and a nexus communicatively cou 

pling the ?rst device to the environment, and exchang 
ing security credentials for establishing a secure link 
over the temporary link; and 

determining contemporaneously With the introducing if 
operational restrictions or functionality aggregation 
should be applied to the ?rst device. 

2. The method of claim 1, further comprising: 
introducing a second device into the environment; 
comparing a capability of the ?rst device With a corre 

sponding capability of a second device communica 
tively coupled With the environment; and 

based at least in part on the comparing, determining 
transcoding is required to communicatively couple said 
capabilities of the ?rst and second devices. 

3. The method of claim 1, Wherein said operational 
restrictions include selectively limiting access by the ?rst 
device to resources of the environment, or limiting commu 
nication by the ?rst device. 

4. The method of claim 3, Wherein limiting communica 
tion by the ?rst device comprises a selected one of: 

blocking netWork traf?c from the ?rst device correspond 
ing to the limited communication, or 

instructing the ?rst device to disable an operational fea 
ture corresponding to the limited communication. 

5. The method of claim 1, further comprising: 
providing a user interface (Ul) having controls for at least 

con?guring the assigning operational restrictions or 
functionality aggregation. 

6. The method of claim 5, Wherein the UI is automatically 
invoked during the introducing of the ?rst device. 

7. The method of claim 1, further comprising: 
establishing a common communication task betWeen the 

?rst device and a second and third device outside of the 
environment and a fourth device Within the environ 
ment; and 
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aggregating netWork communication from the second, 
third, and fourth devices corresponding to at least the 
common communication task. 

8. The method of claim 1, further comprising: 
identifying multiple devices communicatively coupled 

With the ?rst device share a common functionality With 
the ?rst device; and 

aggregating netWork communication from said multiple 
devices corresponding to the common functionality and 
routing an aggregated communication to the ?rst 
device. 

9. The method of claim 8, Wherein the common function 
ality is a conferencing functionality. 

10. The method of claim 9, Wherein the conferencing 
functionality includes audiovisual conferencing, the method 
further comprising: 

prior to said aggregating, transcoding said netWork com 
munication from said multiple devices to reduce video 
bandWidth. 

11. The method of claim 1, in Which a registrar processes 
device introductions in the environment, the method further 
comprising: 

introducing a second device into the environment; and 
establishing trust betWeen the ?rst and second devices, the 

establishing trust including the registrar providing the 
?rst device With a credential of the second device, and 
the registrar providing the second device With a cre 
dential of the ?rst device; 

Wherein the ?rst and second devices trust credentials 
provided by the registrar. 

12. A system of devices inside or outside an environment 
and communicatively coupled thereWith, the system com 
prising: 

at least one outside endpoint to a common communication 

task; and 
a plurality of inside endpoints to the common communi 

cation task, the inside endpoints communicatively 
coupled With a media gateWay device aggregating data 
of the inside endpoints for the common communication 
task and communicatively coupling the inside end 
points With the at least one outside endpoint. 

13. The system of claim 12, 
Wherein the common communication task expects a full 

complement of communication links, the full comple 
ment being a communication link betWeen one end 
point and every other endpoint to the common com 
munication task, and 

Wherein the media gateWay device facilitates an inside 
endpoint having feWer communication links than the 
full complement. 

14. The system of claim 13, Wherein the inside endpoint 
maintains one communication link to the media gateWay 
device, the media gateWay device operable to aggregate 
communication from other endpoints over the one commu 
nication link. 

15. The system of claim 13, Wherein outside endpoints to 
the communication task maintain the full complement of 
communication links. 

16. The system of claim 12, further comprising: 
a certi?cate authority communicatively coupled With the 

inside endpoints and con?gured to facilitate trust 
betWeen at least the inside endpoints. 

17. The system of claim 16, Wherein the facilitated trust 
comprises identity veri?cation. 
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18. The system of claim 16, further comprising a registrar 
con?gured to process an introduction of each one of the 
plurality of inside endpoints to the environment, and during 
said introduction, to identify device functionality of the 
plurality to aggregate. 

19. The system of claim 18, Wherein the certi?cate 
authority is disposed Within the registrar. 

20. A machine accessible tangible medium having asso 
ciated instructions for introducing devices into an environ 
ment and managing introduced devices such as to establish 
complimentary relationships, restrict resource access, and 
establish peer device trust, the instructions, Which When 
accessed, results in one or more machines performing: 

introducing a ?rst device into the environment, the intro 
ducing comprising establishing a temporary link 
betWeen the device and a nexus communicatively cou 
pling the ?rst device to the environment, and exchang 
ing security credentials for establishing a secure link 
over the temporary link; and 

determining contemporaneously With the introducing if 
operational restrictions or functionality aggregation 
should be applied to the ?rst device. 

21. The medium of claim 20, Wherein the instructions 
include further instructions, Which When accessed, results in 
one or more machines performing: 

introducing a second device into the environment; 
comparing a capability of the ?rst device With a corre 

sponding capability of a second device communica 
tively coupled With the environment; and 

based at least in part on the comparing, determining 
transcoding is required to communicatively couple said 
capabilities of the ?rst and second devices. 

22. The medium of claim 20, Wherein the instructions 
include further instructions, Which When accessed, results in 
one or more machines performing: 
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providing a user interface (U1) having controls for at least 
con?guring the assigning operational restrictions or 
functionality aggregation, the UI being automatically 
invoked during the introducing the ?rst device. 

23. The medium of claim 20, Wherein the instructions 
include further instructions, Which When accessed, results in 
one or more machines performing: 

establishing a common communication task betWeen the 
?rst device and a second and third device outside of the 
environment and a fourth device Within the environ 
ment; and 

aggregating netWork communication from the second, 
third, and fourth devices corresponding to at least the 
common communication task. 

24. The medium of claim 20, Wherein the instructions 
include further instructions, Which When accessed, results in 
one or more machines performing: 

identifying multiple devices communicatively coupled 
With the ?rst device share a common functionality With 
the ?rst device; and 

aggregating netWork communication from said multiple 
devices corresponding to the common functionality and 
routing an aggregated communication to the ?rst 
device. 

25. The medium of claim 24, Wherein the common 
functionality includes audiovisual conferencing, the instruc 
tions including further instructions, Which When accessed, 
results in one or more machines performing, prior to said 
aggregating, transcoding said netWork communication from 
said multiple devices to reduce data transfer requirements of 
said netWork communication. 


