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(57) ABSTRACT 

A data provider generates a data encryption key and an 
identi?er, uses the data encryption key to encrypt data, sends 
the encrypted data and the identi?er to a data requester, and 
sends the data encryption key and the identi?er to a crypto 
information server. The data requestor sends the identi?er to 
the crypto information server to request the encryption key. 
The crypto information server authenticates the data 
requestor and, contingent on that authentication, sends the 

(21) Appl, NQ; 11/519,971 data encryption key to the data requestor. If a plurality of 
data instances are captured, then for each instance, a respec 

(22) Filed; Sq), 13, 2006 tive data encryption key and identi?er are generated. 
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Abstract 
One of the major challenges that enterprises face today is to deploy new business processes 
and rules rapidly, while being supported by the corresponding 1T processes and 
infrastructure. This requires a ?exible infrastructure that supports the fast adoption of new 
processes and needs. An infrastructure that is reliable enough to eliminate down time, 
scalable enough to support fast growth in a demanding business environment, and ?exible 
enough to provide a secure support for new and changing services. 

NICE’s proven architecture has been successfully implemented in over 30,000 installations 
worldwide. This experience is constantly reinvested into our solution to ensure that our 
customers bene?t from proven knowledge and performance. 

The new NICE Perform system offers new bene?ts and insights to all levels in the 
organization, utilizing the innovative capabilities in recording, monitoring, audio analysis and 
post-call options. 
NICE Perform architecture is totally scalable, allowing customer implementations to grow 
and expand as their company grows. NICE Perform can be easily incorporated into existing 
environments. 

NICE Perform architecture offers improved ?exibility with a range of add-on applications and 
can be used in a wide range of environments. As it is based on industry standards, 
customers can leverage existing investments by implementing new technologies as they 
emerge. 

NICE Perform is unique in its ability to handle heavy traf?c loads, and offers a sophisticated 
and reliable distributed operating option. 

As the only vendor that designs its own recording cards, NICE offers the most proven and 
robust capturing platform speci?cally designed to meet customers’ recording needs. 
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NICE‘ 

Overview 
Today's dynamic business environment is characterized by multiple interactions. In every 
organization people interact with each other to create value which serves them all. If 
properly utilized, these interactions, particularly with customers, can yield insights that 
provide enterprises with more, and more valuable, information resources. Whether in the 
contact center, the legal department, ?nance, marketing, sales, customer support, 
operations and management or elsewhere, insights from interactions improve and drive 
performance. 
NICE Perform provides a reliable infrastructure for the capture, monitoring, and analysis of 
raw interaction data, and the creation of insights from these data. The NICE Perform 
platform utilizes a scalable and extremely ?exible multi-tier architecture, which is based on 
industry standards to support the NICE application suite and evolving business needs. 

About NICE Systems 
NICE Systems is the global provider of advanced solutions and consulting services that drive 
performance and enhance security. NICE solutions extract the value hidden within 
multimedia interactions and utilize multi-dimensional analytics for proactive decision making 
and strategic planning. NICE has more than 15,000 customers in over 100 countries, 
including the world's top ten banks and over 65% of the Fortune 100. 

NICE has an impressive record of developing innovative cutting-edge technologies, some of 
which have become industry standards. These include patented VoIP, High Availability N+1 
capturing unit, Storage Center, Content Analysis and more. NICE has won more than 
thirteen product awards over the last three years. 

In an increasingly complex world, every enterprise needs to understand the impact of 
interactions on its ability to perform. NICE leads the industry with inventive solutions that 
enable enterprises to generate insight from interactions that drive their performance. 

NICE Perform Basic Overview 
NICE believes that organizations should dedicate their efforts to their core activities in order 
to meet the major challenges that they face today, including the need to deploy new 
business processes and rules rapidly and cheaply, using existing processes and‘ 
infrastructure as far as possible. NICE Perform is"a key tool in achieving this end. 

Built on an advanced open architecture, the unique NICE Perform solution delivers multi 
dimensional analytics of a wide variety of information sources, housed within a single 
uni?ed data warehouse. An advanced set of Business Logic engines work on top of the 
central information source to generate sophisticated analytics, with state of the art 
visualization techniques. 
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NICE" 
Multi-Tier Architecture 
NICE Perform's architecture offers a highly ?exible implementation based on a customer's 
speci?c needs, and supports new demands as they emerge. At the same time it leverages 
industry standards to reduce management and maintenance costs. NICE Perform 
architecture boosts the functionality of NlCE’s application suite to give users even greater 
bene?ts. 

NICE Perform’s architecture includes the following main tiers: 

I Applications Tien Application services that enable comprehensive business insight with rich 
user experience. 
Business Logic Tier. Multi-engine process tier that transfer interaction into business 
knowledge. 

I Multi Media Capture Tien Capture oi multi-media business interaction. 
Database Services: A comprehensive database services for interaction related data including 
data mining capabilities. 
Storage Services: An advanced business driven archiving services utilizing leading industry 
storage technologies. 

Appllcatlon Tier 

Business LoglcTier 

DatabasSeirvices 

Figure 1: Architecture Abstract Diagram 
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mos" 
The Capture Tier receives inputs from multiple sources such as: 

PBX, using different capturing methods such as Extension/Trunk side, dedicated link or VolP. 
User's screen. 

Chat and emails. 
Screen events and user's input. 
CRM entries. 
DTMF events. 

The Business Logic Tier resides on top of the Capture ‘Her and interfaces with the 
Application ‘Fer. The Business Logic 'lier receives its input from a variety of resources such 
as: 

I Business rules de?ned by the user. 
I CTl events. 

I Storage rules. - 

I External information including API. 
I Database services 

The database and the storage services provide comprehensive services for the Multi Media 
capturing and the Business Logic Tiers. NICE ?exible and scalable architecture enables both 
the storage and database services to reside locally or remotely, serve one or more 
environment and scale rapidly as business needs dictates. 

The Applications Tier is based on Microsolt .NEl' framework utilizing .NET advanced 
capabilities for high performance, security and rich user experience. The Application Tier 
communicates with the Business Logic tier to provide the user with a Web based 
management interface and advanced capabilities such as monitoring, reporting, Business 
Analysis utilities and more. 

This tier contains the NICE application suite, which includes NiceUniverse®, NICE 
Feedback’", ScreenSense'", NICE Coaching and more. More detailed information can be 
found in other NICE Perform documentation. 

Cap'ture Tier 
For over 15 years NICE has provided proven recording technology with over 30,000 
installations at more than 15,000 customers world wide, including 67% of all Fortune 100 
companies. NICE's capturing platform offers ?exible architecture that meets a company's 
needs as they evolve, giving you the ability to quickly respond to new market challenges. 

NICE's capturing platforms run on Microsoft® Windows® operating systems, offering a 
variety of capturing methods to meet different needs, as outlined below. 

Liability Recording 
Liability Recording records all calls all the time, for operations that require continuous 
recording for compliance, risk-management and dispute management purposes. NICE 
Liability capturing is (.TI independent. Furthermore, users can de?ne a Recording Block of 
Time, to enable recording during pre-de?ned business activity hours without the need to 
compromise on the bene?ts of comprehensive liability recording. 
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NIGE’ 
Interaction Based Recording 
Rule based recording using an extensive CIT parameters and business data. This solution 
enables users to choose which interactions are recorded based on Cl'I data, including but 
not limited to, DNIS, 1-800 numbers for speci?c campaigns such as up-sale, marketing 
promotion etc; based on speci?c agents or caller ID, business data as well as additional 
scheduling options such as length and/or type of recording and call direction. 

Quality Assurance Recording 
Quality Assurance (QA) capturing methods are designed to assess and improve the quality 
of customer service provided by contact center agents. Through automated random 
capturing, online evaluation and comprehensive reporting, agents and managers can team 
up to set, meet and exceed quality service levels. Capturing is automatically initiated for 
calls selected for quality management purposes, and end users are able to playback the 
captured interaction directly from their desktops. 

Record-on-Demand 
NICE’s Recording-On-Demand (ROD) solution enable agents to manually control recording 
in real-time, as calls occur. This feature is useful in a variety of situations from sales 
veri?cation to the recording of malicious calls. Agent can de?ne whether to record only the 
current call, current and next call or all calls, thus simplifying ROD management, this in 
addition to the ability to add data tags to a call. NICE open architecture provides the ability 
to integrate these capabilities into the customer application. 

eel . 

Extension Trunk Side _ 
Slde 

' f Dedicated 

Links 
‘6 4° g‘ 
a Screen 

Capturing Platform 

Figure 2: Capturing Platform 

The Capture Platform 
NICE’s ?exible capturing platforms supports blended environments, allowing the capture of 
digital, analog, VoIP and more, in one environment. 

Each capturing unit can interface with more than 1500 channels. The Capture Tier then 
decides which of these channels to record at any given time, based on pre-de?ned criteria, 
such as agent schedules, speci?c DNIS, and so on. This allows the capture of all interactions 
that a customer needs without having to establish dedicated channels for recording in 
advance. 
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NICE’ 
NICE capturing units offer stereo recording which improves the capturing quality and 
enables an industry-leading advanced audio analysis. 

A single capturing unit can capture up to 480 channels concurrently on the “Trunk Side", in 
addition to its ability to perform extension side capturing and support mixed methods 
concurrently (with stereo recording capabilities) in a single capturing unit . 

Due to its modularity and scalability, there is no actual limit on the number of channels 
NICE's capturing platform can support in any given customer environment. This enables 
customers to scale its solution to accommodate both small and large environments by 
simply adding capturing units .as needed. 

NICE capturing units offer stereo recording which improves the capturing quality and enable 
advanced audio analysis. » ' 

NICE's capturing platform offers a wide range of industry standard voice compression 
algorithms, including 6.729 and 6.723 providing a compression rate of 5.3kb/s, offering all 
the bene?ts of low network utilization in addition to reduced storage. 

Computer Telephony Integration 
NICE's capturing platform offers integration with a vast number of Computer Telephony 
Integration (CTI) switches. Customers can deploy NICE's capturing platform with a full 
range of vendor's switches, where each recorded interaction is related to the corresponding 
Call Related Information (CR1). Using CRI, NICE's capturing platform can apply business 
rules and processes to the capturing process in real-time. 

Using NICE solutions, customers can receive and analyze a large number of parameters 
from traditional or IP telephony infrastructures, including, hold time, talk time, queue time, 
wrap-up time, abandon from hold and many more, and then link all of them to the actual 
call and context of the call. 

Proven Platform 
NICE offers a proven and robust platform, designed to meet speci?c capturing needs while 
considering the requirements of both current and future technology. NICE has speci?cally 
and exclusively designed its boards for recording. This provides our customers with a 
proven and robust capturing platform that offers unmatched advantages, including: 

I Designed For Recording- NICE has a proven record of its long term commitment to supply 
customers with spare parts, service and scalability for many years to come, with a long term 
hardware investment protection commitment. ’ 

I Highest Reliability and Availability — NlCE's capturing unit offers the highest recording 
density per unit and the highest density per board. The amount of boards used per system has a 
direct effect on the average failure rate. Therefore, the lower the number of boards and 
components required per unit, the higher the availability that can be offered. 

I Full Solution Certi?cation — Customers are highly aware of the importance of having fully 
certi?ed solutions in terms of safety, telecommunications and Electromagnetic Interference 
(EMI) approvals. Only a turnkey solution can provide such certification; a solution built in the 
field from certi?ed boards and certi?ed servers does not add up to a certi?ed platform. NlCE 
not only offers certi?ed components but a complete certi?ed solution. 

Product Management July 2004 

Architecture Overview Modular Architecture For On Demand Deployment 

Page 6 of 17 

FIGURE 7-9 



Patent Application Publication Mar. 13, 2008 Sheet 16 0f 68 US 2008/0066184 A1 

NIGE' 
VoIP Capturing 
NICE's patented VoIP capturing solution provides a full range of recording options, including 
Liability, Interaction based and Recording on Demand. NICE VoIP capturing is also offered 
as a software-only solution, utilizing standard network interface cards for interfacing with 
audio that leverage any industry standard server. 

The system works seamlessly with blended (traditional and VoIP) environments and is fully 
integrated with NICE's Application platform. Using NICE VoIP customers can record across 
new communication channels, while capturing and analyzing interactions for compliance or 
quality management. As with other NICE capturing platforms, VoIP is scalable and can 
support a virtually unlimited number of recording channels; - 

NICE offers two main methods ‘for VoIP capturing: 

I Passive VolP Method: Connects to ports in the network switches that are con?gured to 
mirror the VolP transportation. It then ?lters and records the audio packets sent to and 
received from the IP addresses of the VolP phones being recorded. NICE VolP capturing 
supports recording of IP phones with static or dynamic IP addresses. 

I Active VolP Method: Uses dam forwarding mechanisms to send audio packets directly from 
the telephony to the capturing platform's address. This method is independent of the network 
switches‘ mirroring capabilities, and provides a software-only recording solution for all other 
phone types as well as IP phones. 

Screen Capturing 
Screen data capture is done via NICE ScreenAgent, which is installed on each workstation. 

While all Microsoft operating systems are supported, there are major differences in the 
graphics and video architecture between Windows XP/Windows 2000, Windows NT and 
Windows 95/98/Me (9x). NICE therefore developed different capturing mechanisms for each 
operating system, optimizing the screen capturing capability for any customer's 
environment without compromising on quality. NICE's screen capture application offers 
normal or advanced compression methods thus reducing network bandwidth load and 
storage capacity and includes support for Microsoft terminal-server environments as well as 
Citrix solutions. 

NICE solution offers multi-site screen archiving where all screen captures can be centrally 
stored and managed. NICE screen capturing supports a wide range of capturing options 
including Liability Recording, Interaction Based Recording Live Monitoring and ROD. 

NICE's Screen Capturing platform is designed to support a mass installed base. Its 
scalability and modularity allows it to support an almost unlimited number of workstations 
concurrently. 

ScreenSense Recording 
NICE's innovative screen-based capturing capability allows users to capture or tag any type 
of interaction (including voice, VoIP, chat, email, and co-browsing), based on the agent's 
screen activity or any type of information that appears on the screen (customer name, 
segmentation, monthly bill, and so on). An open architecture means that the system is 
totally interoperable with virtually any homegrown or third-party application including, CRM, 
ERP, e-Learning, email/Chat and Help-Desk applications. In addition, ScreenSense is 
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NICE‘ 
platform independent and supports both browser based Web applications and traditional 
client-server applications. 

Architecture Components 

Client 
Workstations " 

Er 

Figure 3: NICE Architecture Components 

The units shown in Figure 3 provide a typical illustration of the system's physical 
architecture. Workstations communicate with the application server only, thus providing real 
three tier communication which greatly enhances security and performance. 

Based on the site's size and reliability needs, a solution which is composed of more or fewer 
servers can also be offered. NICE's modular architecture also enables components to reside 
on a different dedicated industry standard servers. 

I Capturing Platform: Can be of any type to capture voice. screen, mail, VolP, chat and more, 
and supports mixed environments. Scalability is achieved by simply adding additional capturing 
units as required. The capturing units runs on a Windows operating system. 

I Applications Server: Contains the NlCE’s application suite, which includes NICE Universe, 
NICE Feedback, Sci‘eenSense and the Web application services. It may also contain the 
application database, Storage Center, Audio Analysis and the Rule Manager modules — depending 
on each site's size and reliability needs. The application server runs on any industry standard 
Windows server. 

I Database Server: maintains all interaction-related data including CTI events. The database 
serves advanced analytic processing for business statistics and analysis. which utilizes advanced 
data mining capabilities. 

The Capture Flow 
Interactions are captured according to the user de?nition concerning what and when to 
capture, and are buffered at the capturing unit's hard disk. 
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NIGE' 
Based on the user rules and retention de?nition, the interaction is either moved to the 
Storage Center for archiving or remains on the capturing unit until additional space is 
needed for new capturing. 

Further processing such as Audio Analysis, reporting, playback and other capabilities offered 
by the Application Tier, can be initiated regardless of whether the interaction still resides on 
the capturing unit or is already archived. 

Business Logic Tier 
The Business Logic T|er is a robust mid-tier that receives input and information from the 
user's environment and applies business and pre-de?ned rules intoxStorage, Intelligent 
Analysis, Reporting and other services. It functions as an interface for-NICE’s Application 
Tier. 

The Business Logic Tier comprises several engines modules such as the Rule Manager, Cl‘I, 
CLS and the Audio Analysis engine. These engines interact with the database and with each 
other to create a dynamic and ?exible mid- tier, with total separation between the Capturing 
and Applications tiers. 

The Applications ‘Fer, as well as third party integrations via NICE’s open interface, 
communicates solely with the Business Logic Tier, and not with the Capture Tier. This 
behavior enhances NICE’s architecture's ?exibility and improves its security capabilities. 

The Business Logic Tier leverages industry standards by running on any third party Windows 
based server and uses Microsoft's SQL database. Calls information is stored on a simple to 
manage SQL database scheme that is used for evaluation, intelligent analysis processing, 
archiving rules and more. 

Rules Engine 
NICE’s rules engine is a centralized module that allows users, via the Application ‘Fer, to 
de?ne recording and call-tagging rules. It also lets users schedule recordings, de?ne audio 
analysis rules, build scoring formulas, de?ne classi?cations and storage rules. Users can 
focus on different parts of the organization and de?ne the appropriate rules for each group. 
This allows business processes and rules to be implemented through NICE’s architecture. 

Audio Analysis Engine 
NICE’s award-winning solution include capabilities that combine technologies such as word 
spotting and stress/emotion analysis to enable users to extract strategic business 
intelligence from customer interactions. NICE’s new capturing platform offers a real cost 
performance solution for all call recording with added audio analysis capabilities. 

I Word Spotting: Automatically searches for prede?ned words and phrases, and enables a 
manual search for additional words and phrases if the user wants to search further. Word 
spotting lets users locate critical words, identify competitors, detect customer's intentions, 
monitor agent compliance with policies and evaluate the effectiveness of campaigns and sales 
programs. 

I Emotion Detection: Understands the context of the conversation; spots stress-related calls 
from either the customer or agent side and identi?es what is behind the emotion. 

I Talk Analysis: Provides an understanding of the context and intention of each party to the call 
as the conversation takes place. Talk Analysis pinpoints periods of silence and overlaps that 
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NICE’ 
occur between the agent's and customer’: voice. as well as calculating the percentage of the call 
dominated by either party during the intemction. 

The Audio Analysis engine communicates with the Capture Tier in addition to other engines 
such as the Storage Center and the Rule Manager. This gives users the ?exibility to apply 
Audio Analysis rules using the Rules engine and also to perform analysis on archived 
interactions as an offline process via the Storage Engine during off-peak hours. 

Call Logging Server Engine 
The Call Logging Server (CLS) engine interacts with other engines determining in real time 
when, what and how to capture. The CLS engine is integrated with almost any telephony 
switch in the market. 

The CLS engine responses to rules and user events, to initiate the capturing process while 
interacting with several components such as the PBX, Database for CH information 
insertions, and the capturing platform to initiate capturing. The CLS engine then decides 
based on its scheduler and CH events which interaction to capture and how to capture, 
whether it is a voice, screen, VoIP and more. 

Computer Telephony Integration Engine 
NICE advanced Computer Telephony Integration (CTI) engine processes and analyzes CTI 
information. This forms the basis for advances business analysis and actionable business 
performance data. Based on prede?ned parameters and rules, the CTI engine performs an 
advanced Cl'I analysis and business analytic. This is then translated into business 
improvement recommendations, increasing ef?ciency and improving business performance 
using the NICE application suite. 

Storage Services 
NICE’s Storage Center enables users to manage and administrate archiving and retrieval 
tasks using a simple and intuitive user interface. The Storage Center communicates with the 
Capture ‘Fer. It pulls all the captured data, according to the pre-de?ned storage rule, from 
the capturing unit's disk cache and archives it on any available media. 

The Storage Center's open architecture offers a wide range of integration options with 
leading storage vendors to leverage existing storage infrastructure and advanced disaster 
recovery technologies. The Storage Center can utilize a vast range of archiving media such 
as DVD, tape drive, Disk RAID, jukeboxes and more. In addition the Storage Center can use 
smart Hierarchical Storage Management (HSM) solutions for ef?cient resource management. 

NICE’s Storage Center provides an advanced scheduling mechanism that avoids archiving 
during peak hours, and supports any storage architecture, including SAN, NAS, DAS or CAS. 
It provides a central archiving solution for multi-site or remote branch recording and offers 
advanced Disaster Recovery and Business Continuity capabilities. 

The Storage Center's archiving storage capacity is solely determined by the enterprise's 
limitations in terms of storage costs and regulatory compliance. 

NICE’s Storage Center offers real ?exibility by allowing the user to determine: 

I What to archive, based on any existing information in the system (CTI or external). 
I When to archive, using an advanced scheduler. 
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