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SYSTEM AND METHOD FOR DETECTING, 
REPORTING, AND REPAIRING OF 

SOFTWARE DEFECTS FOR A WIRELESS 
DEVICE 

TECHNICAL FIELD 

[0001] The present invention relates generally to the ?eld 
of software repair, and more particularly to detecting, report 
ing, and repairing defects in a Wireless subscriber unit. 

DESCRIPTION OF RELATED ART 

[0002] Wireless communication devices are Widely used, 
and have become an essential aspect of modern life. Wire 
less communication devices such as pagers, mobile phones, 
text pagers, PDA’s (personal data assistants) are used for 
Work, for personal activities, and as a Way to keep in contact 
With family and friends. Often, these devices are used to 
enable voice communications. Increasingly, hoWever, these 
devices are used to share data messages Without initiating a 
voice communication. These data messages may be, for 
example, text messages, image ?les, video ?les, audio ?les. 
As the functionality of these devices increases, their use and 
acceptance continues to expand. Further, users have become 
more reliant upon their Wireless appliances, and therefore 
demand high quality service and performance With minimal 
interruption. 
[0003] In the current competitive market for Wireless 
devices, a company’s reputation and brand is mostly deter 
mined by the quality of its products. Users have an expec 
tation that devices Will operate Without interruption, and if 
a device fails or otherWise has a defect, that the defect Will 
be promptly and ef?ciently ?xed. Currently, if a user’s 
Wireless device malfunctions, the user Will typically call, 
e-mail, or otherWise contact a central support service. The 
support staff Will discuss the defect With the user, and 
interrogate the user as to operational conditions When the 
device failed. For example, the support staff may ask the 
user What he or she Was doing as the device failed. More 
particularly, the support staff may ask the user to remember 
the series of keystrokes or other commands the user input to 
the device just prior to the failure. In a similar Way, the 
support staff may ask the user to remember What Was 
presented on the device’s display, and the status of any 
indicator lamps. Unfortunately, the user’s memory may not 
be particularly accurate, and the user may be frustrated by 
the inability to fully describe the operational condition. 
[0004] The support staff may also ask the user to input 
special codes into the device. These codes may cause the 
Wireless device to display more detailed information as to 
the device’s status at the time of failure. Often, a series of 
numbers or messages is presented to the user, and the user 
must relay these numbers or codes to the support staff. These 
numbers and codes often indicate What the general status of 
the device’s processor at the time of failure. Inputting these 
codes, reading the displays, and Working With the support 
staff may take considerable time and effort for the user. After 
the support staff has collected the relevant information from 
the user, the support staff disconnects from the user. 
[0005] The support staff, With the information regarding 
user interactions and the processor status, may then begin 
the process of identifying and ?xing the failure. To identify 
the defect, the support staff often attempts to reproduce the 
defect in a laboratory environment using the device or 
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simulation equipment. Since the information received from 
the user is likely inaccurate or incomplete, the support staff 
must make assumptions as to What the user Was doing and 
hoW the processor Was operating. Accordingly, it may take 
considerable time to reproduce the failure, and, sometimes, 
the failure discovered is not even the failure reported by the 
user. In this case, ?xing the discovered bug Will not ?x the 
user’s reported problem. The support staff typically expands 
considerable time and resource to correctly identify the root 
cause of reported failures. Once the root cause has been 
identi?ed, support staff may proceed in an orderly fashion to 
generate a repair ?le to ?x the error. After the repair ?le has 
proceeded through normal quality assurance channels, the 
repair ?le may be loaded onto the user’s device. In this 
regard, the repair ?le may be doWnloaded to the user through 
an over-the-air repair process, or the user may be noti?ed to 
bring the device to a support center for physical connection 
to a support cradle. 
[0006] Unfortunately, the knoWn processes for ?xing fail 
ures on Wireless devices lead to unsatisfactory user experi 
ences. For example, users must initiate the error reporting 
process, and it is their responsible for remembering key 
strokes and display content in order to report interaction 
information to the support staff. This process can be both 
time-consuming and frustrating for the users, as Well as the 
support staff. Further, after the users have reported the 
failure to support center, they often must call back to the 
support center to ?nd the status of the error, or must go to 
a central Web site to search for status information. If a device 
fails too often, or if users are dissatis?ed With the time and 
effort it takes to correct a failure, it is likely those users Will 
purchase their next Wireless device from a different provider. 
Therefore providers of Wireless devices have a need for an 
improved system and method for detecting, reporting, and 
repairing failures in the Wireless devices. 

SUMMARY 

[0007] A system and method for detecting, reporting, and 
repairing softWare defects in a Wireless device are disclosed. 
The system has a Wireless subscriber unit for communicat 
ing to a support server. The Wireless subscriber unit main 
tains an action ?le or list indicative of the historical opera 
tion of the Wireless subscriber unit. When the Wireless 
subscriber unit detects a local defect or error, the action ?le 
is transmitted to the support server. The action ?le is used by 
support staff to identify and ?x the error, and to prepare a 
repaired softWare ?le. The repaired softWare ?le is received 
at the Wireless subscriber unit, and the user is noti?ed that 
the defect has been ?xed. Also, the Wireless subscriber unit 
may receive status updates from the central server to inform 
the user of repair progress. 
[0008] In a particular example, a mobile Wireless handset 
maintains an action ?le or list including user interactions and 
processor executions. For example, the user interactions 
may include a list of commands or keystrokes input to the 
device by the user, and may include a list of information 
displayed or otherWise presented to the user. The processor 
executions may include information regarding softWare 
execution processes, as Well as netWork-level messages. The 
mobile handset has a defect detector for detecting When a 
softWare or hardWare error occurs. After a defect is detected, 
the action ?le is locked and then transmitted to the central 
server. The mobile handset maintains a defect list for report 
ing defect status to the user. The defect list may be updated 
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from the central server, thereby keeping the user informed 
regarding repair status. After the defect has been repaired, a 
software repair ?le is received and activated, and the user is 
informed that the defect has been repaired. 
[0009] Advantageously, the system enables the wireless 
subscriber unit to collect and report accurate and detailed 
information for use by support staff. In this way, support 
staff may more e?iciently and effectively identify and ?x an 
error. Further, the system enables timely and correct com 
munication between the user and support staff, thereby 
increasing user satisfaction. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] The drawings constitute a part of this speci?cation 
and include exemplary embodiments of the invention, which 
may be embodied in various forms. It is to be understood 
that in some instances various aspects of the invention may 
be shown exaggerated or enlarged to facilitate an under 
standing of the invention. 
[0011] FIG. 1 is a block diagram of a system for detecting, 
reporting, and repairing software defects in accordance with 
the present invention. 
[0012] FIG. 2 is a ?owchart of a process for managing 
software defects on a wireless subscriber unit in accordance 
with the present invention. 
[0013] FIG. 3 is a ?owchart of a process for detecting and 
reporting software defects on a wireless subscriber unit in 
accordance with the present invention. 
[0014] FIG. 4 is a ?owchart ofa process for updating and 
reporting software defects on a wireless subscriber unit in 
accordance with the present invention. 
[0015] FIG. 5 is a ?owchart of a process for repairing 
software defects on a wireless subscriber unit in accordance 
with the present invention. 
[0016] FIG. 6 is a ?owchart of a process for detecting, 
reporting, and repairing software defects in accordance with 
the present invention. 

DETAILED DESCRIPTION 

[0017] Referring now to FIG. 1 a system for detecting, 
reporting, and repairing software defects for a wireless 
device is illustrated. System 10 has wireless device 12 
con?gured to communicate with repair server 13. Wireless 
device 12 may be, for example, a wireless handset, a 
wireless personal data assistant, or other mobile wireless 
device. It will be appreciated that wireless device 12 may be 
a discrete device, or may be integrated into another device. 
For example, wireless device 12 may be a mobile module 
operating in a vehicle, or it may be integral to a meter 
monitoring assembly. Wireless device 12 may operate 
according to international communication standards such as 
CDMA, WCDMA, UMTS, GSM, EDGE, PHS, or other 
existing or evolving communication standard. It will also be 
appreciated that wireless device 12 may operate according to 
data transfer standards such as Bluetooth®, IEEE 802.11, 
WiMax, or other proprietary transfer or data standard. Also, 
wireless device 12 may operate according to a traditional 
cellular arrangement, a peer to peer arrangement, or a mesh 
network. 
[0018] Wireless device 12 accumulates action ?le 26 of 
user interactions 27 and device executions 29. Action ?led 
26 provides a comprehensive record of device operation. 
Then, after the occurrence of a defect or other error, action 
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?le 26 may be transmitted to repair server 13. Support staff 
at repair server 13 then use action ?le 26 to more e?iciently 
?nd and ?x the error. Further, wireless device 12 has list 
control functions 33 and report functions 35 for enabling 
status communications regarding the error. In this way, the 
user may receive updated status reports regarding error 
reporting, repair progress, and ?x status. Advantageously, 
wireless device 12 enables more e?icient ?nding and ?xing 
of errors, as well as increased user satisfaction due to update 
reports. 
[0019] Wireless device 12 has radio 14 and antenna struc 
ture 16 for wirelessly transmitting and receiving messages. 
These messages may be, for example, voice messages, data 
messages, or network messages. In this regard, the base 
station or other wireless infrastructure may continually send 
network messages to wireless device 12, and wireless device 
12 may respond with status or other messages. The number, 
content, and frequency of these messages is according to the 
relevant operating communication standard. Repair server 
13 also communicates with communication infrastructure 
15. Communication infrastructure may include computer 
networks, wireless base stations, and antennas, such as 
antenna 17. Communication infrastructure 15 and antenna 
17 cooperate with radio 14 and antenna 16 in establishing a 
communication link. 

[0020] Wireless device 12 includes output devices 18 for 
presenting and communicating to a user. For example, 
output devices 18 may include a color or monochrome 
display, a speaker, lamps, vibrator, or other output device. 
Wireless device 12 also has user input controls 20. Typical 
user input controls 20 may include navigation keys, key 
pads, rotary knobs, stylus, or voice command. Wireless 
device 12 typically has processor 23 for controlling the 
device’s operation. In this regard, processor 23 may perform 
traditional telephony call processing functions, as well as 
data management functions. It will be appreciated that 
processor 23 may be a single device, or functionality may be 
distributed among two or more processing devices. Proces 
sor 23 has associated memory 21 for operating processes 
and storing data. It will be appreciated that memory 21 may 
be a cache memory, a random access memory, or a ROM 

memory. It will also be understood that memory 21 may 
include ?xed or removable memory, and memory 21 may be 
provided as one or more discrete blocks. 

[0021] Processor 21 operates software processes for man 
aging calls, data, and user interaction. In particular, proces 
sor 23 may operate a software process such as software 
process 24. Application code 24 may be for example, 
executable object code, source code, or ?rmware in repro 
grammable memory. Reprogrammable memory may be, for 
example ?rmware in the form of EEPROM or ?ash memory. 
During operation, wireless device 12 may encounter an 
operational error. The operational error may be due to a 
defect in application code 24, or are due to a failed inter 
action between processor 23 and any of its connected 
devices. Further, the operational error may be due to a failed 
telephony function, a failed data function, or a failed appli 
cation process. It will also be appreciated that some errors 
may cause wireless device 12 to fully fail or reset, while 
other less catastrophic errors may be recovered from with 
little or no user awareness. Often, these less catastrophic 
errors provide a precursor to more critical or fatal errors. 
Wireless device 12 includes defect detector 25 for detecting 
operational errors. Defect detector 25 may be integrated with 
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processor 23, or it may be discrete. It Will also be appreci 
ated that defect detector 25 may be a single detector, or 
maybe a series of independent or interconnected detectors. 

[0022] During operation, and prior to an error detection, 
the processor is collecting and storing a list of actions 
performed at Wireless device 12. This list of actions provides 
a historical record of the operational condition of Wireless 
device 12. The list of actions may be stored in action ?le 26. 
In one example, action ?le 26 is a ?rst-in-?rst-out memory. 
In this Way, the neWer actions continually replace the oldest 
actions in the memory. The siZe of action list 26 may be 
adjusted according to available memory and Wireless device 
12. Further, the level of detail stored may be adjusted 
according to available memory. Action list 26 includes 
interaction actions 27, and processor execution actions 29. 
Interaction actions 27 may include a list of commands made 
by the user. These commands may be, for example, keypad 
commands, navigation key commands, other key com 
mands, voice commands, stylus commands, or any other 
input made by the user to user input controls 20. Interaction 
actions 27 may also include presentations made to the user 
on output devices 18. For example, interaction action 27 
may include content of items displayed to the user, sounds 
played by a speaker, menus displayed, or error messages. In 
this Way, interaction ?le 27 includes a historical record of the 
interaction betWeen Wireless device 12 and the user. 

[0023] Action ?le 26 may also include execution list 29. 
Execution list 29 may include a softWare execution descrip 
tion. The level of detail in the software execution description 
may be adjusted according to speci?c application needs, and 
by available memory. For example some applications may 
require a high degree of granularity to the execution descrip 
tion. Other applications may be adequately de?ned With less 
data. A software execution description may include infor 
mation about memory stacks, function calls, methods per 
formed, procedure calls, variable values, address calls, reg 
ister information, and ?ag settings. The execution 
description may also include message content, timing infor 
mation, and internal error conditions. Execution list 29 may 
also include netWork messages. For example, many com 
munication standards include forWard and reverse netWork 
messaging for communicating netWork status. Capturing 
and storing these messages may assist in understanding the 
full condition of Wireless device 12. Action ?le 26 may also 
include time information. The time information may be 
generated locally or may be derived from one or more 
netWork messages. 

[0024] In operation, Wireless device 12 operates applica 
tion 24, and action ?les 26 are continually populated With 
information regarding the device’s operation. When defect 
detector 25 detects and error condition, defect detector 25 
causes action ?le 26 to be locked. In this Way, no neW actions 
are recorded into action ?le 26, and no older actions are lost. 
It Will be appreciated that the locking of action ?le 26 may 
be done be a time after the error Was detected. In this Way, 
a historical record of hoW Wireless device 12 reacted to the 
error may be captured. It Will also be appreciated that the 
amount of time alloWed for capturing post-error events may 
be adjusted according to speci?c applications, amount of 
available memory, or type of error found. Defect detector 25 
also attaches an identi?er to the error and places the error in 
defect list 31. Defect list 31 thereby includes a list of the 
errors detected at Wireless device 12. Further, action ?le 26 
is transmitted to repair server 13 along With the identi?er 
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used in defect list of 31. This transfer may occur shortly after 
the error Was found, or, may be done at a later time. For 
example, if the error caused Wireless device 12 to become 
unstable or reset, then the transfer of action ?le 26 may occur 
When the phone is next activated. 
[0025] Action list 26 is received at repair server 13 and At 
mobile unit management system 51. Mobile unit manage 
ment 51 identi?es the particular Wireless device having sent 
the action ?le, and passes the action ?le to mobile defect list 
38. Mobile defect list 38 may contain action ?les received 
from many Wireless devices. As repair server 13 receives 
action ?les from various Wireless devices, a set of user 
interaction ?les 41 may be accumulated, as Well as a set of 
execution action ?les 43. Support staff may advantageously 
use interaction ?les 41 and execution ?les 43 to more 
quickly and ef?ciently identify and repair softWare process 
errors. Repair server 13 also maintains a defect list 47. 
Defect list 47 may assist support personnel in prioritizing 
defects, and may be useful to track the progress on repairing 
outstanding errors. 

[0026] During the debugging and repair process, support 
staff may desire to communicate status to users experiencing 
a particular error. In this regard, repair server 13 has report 
function 49. A support engineer, for example, may prepare 
a report that a particular error is scheduled for repair in tWo 
days, and may desire that users Who have experienced this 
error are made aWare that a ?x Will arrive shortly. The 
support engineer prepares the report, and mobile unit man 
agement function 51 cooperates With defect list 47 to 
determine Which particular Wireless devices have reported 
that particular error. The report is then communicated 
through communication infrastructure 15 to all the Wireless 
devices that have previously reported that error. The report 
is received into the Wireless device, such as Wireless device 
12. The report is received by list control 33, Which updates 
the internal defect list 31 to indicate a repair is forthcoming. 
In this Way, if the same error Were to occur on Wireless 
device 12 again, defect list 31 could restrict the transmission 
of action ?le 26, because a ?x has already been identi?ed. 
The list control also generates local report 35. Local report 
35 may be presented to the user, so the user knoWs the 
current status of an error. 

[0027] When the support engineering has generated 
repaired code 45, that repaired code 45 is transmitted to the 
Wireless devices having reported the error. In another 
example, the repaired code may be sent to all Wireless 
devices in that class, so that those devices do not experience 
the error. The repaired code is received at the Wireless 
device, such as Wireless device 12. The repaired code is 
substituted for application code 24, and Wireless device 12 
may noW operate Without experiencing the error. The 
repaired code also is used to update defect list 31 by 
removing the defect from the outstanding error list. List 
control 33 also generates local user report 35, reporting to 
the user that the error has noW been ?xed. 

[0028] Referring noW to FIG. 2, a method for managing 
softWare defects on a Wireless subscriber unit is illustrated. 
In method 75, the Wireless subscriber unit collects actions 
during the regular device operation as shoWn in block 77. 
These actions may include user interactions and processor 
execution actions. For example, user interactions may 
include user input commands and user presentation infor 
mation. The processor executions may include softWare 
execution information, as Well as netWork message infor 
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mation. After the defect is detected, the action ?le is trans 
mitted to software support stalf as shown in block 79. It will 
be appreciated that the action ?le may be transmitted imme 
diately after the defect is found, or may be sent at a later 
time. The wireless subscriber unit maintains a local defect 
list as shown in block 81. The local defect list is used to 
report status to the user of the wireless subscriber device. 
For example, the user may be noti?ed that the action ?le has 
been successfully transmitted and that support engineering is 
working on the problem. Also, if the same error were to 
occur again, the local defect list may report to the user that 
the error has already been reported, and the restrict the 
action ?le from being sent. Update 82 may be received from 
the support stalf. Such an update may come in the form of 
a network message, or an SMS message. The update status 
is used to update the local defect list, and to report the status 
of the error to the user. For example, the update may report 
that the error has been ?xed, and that a new software update 
will shortly be delivered. After the software support stalf has 
prepared a repair support ?le, that repair ?le is received and 
installed as shown in block 83. After the new repair ?le has 
been installed, the user may be noti?ed that the defect has 
been ?xed and removed the defect from the defect list as 
shown in block 85. 

[0029] Referring now to FIG. 3, a method for detecting 
and reporting software defects on a wireless subscriber unit 
is illustrated. Method 100 collects actions as shown in block 
104. These actions may include user interactions, processor 
actions, and network message information. It will be appre 
ciated that the level of detail collected may be adjusted 
according to application speci?c needs or memory avail 
ability. These actions are recorded in a ?rst-in-?rst-out 
memory as shown in block 106. In this way, new actions 
replace the oldest actions in memory. The wireless devices 
then monitors for a defect as shown in block 108. A defect 
may be identi?ed locally using defect detection circuitry, or 
may be responsive to a processor error. The defect may also 
be detected by a user command. For example, the user may 
provide a particular code or function, and force the wireless 
device to lock and transmit the action ?le to the support staff. 
In another example, the wireless device may receive a 
message to initiate error processing. In this way, the support 
stalf may initiate a message to the wireless device to transmit 
the action ?le to the support stalf. This can be particularly 
useful, for example, when the user is on the wireless device 
communicating with the support stalf. When the support 
stalf sees a particular condition occur on the network, the 
support stalf may send a message for the wireless device to 
stop capturing the action items, and transmit the action item 
?le to the support stalf. 

[0030] As shown in process 110, the action ?le is locked 
and then transmitted to the support stalf. As discussed above, 
the locking and transmitting may be done responsive to a 
user command, automatically by the wireless device, or 
according to a support stalf message. Finally, the defect or 
error is listed locally as shown in block 112. In this way, a 
report may be generated for the user indicating that the error 
or defect has been reported to support staff. Also, by 
maintaining a defect list locally, if another similar defect is 
detected, then the wireless device may restrict sending the 
action ?le, and report to the user that the error has already 
been reported to central support. 
[0031] Referring now to FIG. 4, a process for updating and 
reporting software defects on a wireless subscriber unit is 
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illustrated. Method 125 operates on a wireless subscriber 
device that has a defect list. The defect list identi?es errors 
that have been reported to a software support center. Upon 
receiving support information as shown in block 127, the 
device may update the local defect list as shown in block 
133. In another example, the wireless device may locally 
detect another instance of the defect, and report that defect 
to the defect list. Finally, the local wireless device may 
periodically or occasionally report error status to the user. 
The reports may be made at a particular time or time 
interval, or may be done each time the phone initialiZes as 
shown in block 131. The defect list may be updated to 
contain the current status of the error, remove duplicates, 
delete repaired defects, or arrange the defects according to 
a priority. The wireless device made then generate a report 
from the defect list to update the user on the status of 
reported errors and shown in block 135. 

[0032] Referring now to FIG. 5 a method for repairing 
software defects on a wireless subscriber unit is illustrated. 
Method 150 has a wireless subscriber unit that receives and 
installs a repair ?le as shown about 152. The repair ?le was 
generated by a support stalf and wirelessly transmitted to the 
wireless subscriber unit. The timing for transmitting the 
repair ?le may be by a user command, may be automatic, 
may be done responsive to a support stalf instruction, or may 
be set by a wireless provider. Once the repair ?le has been 
received and installed, the repaired error is removed from 
the defect list as shown in block 154. Further, the user is 
noti?ed that the defect has been repaired as shown in block 
156. 

[0033] Referring now to FIG. 6, a method for detecting, 
reporting, and repairing software defects is illustrated. 
Method 200 has detecting and reporting function 201, updat 
ing function 202, and repair function 203. Detecting and 
recording function 201 has a wireless subscriber unit that 
collects actions into an action ?le. More particularly, the 
wireless subscriber unit collects execution actions into an 
execution action ?le as shown in block 207. These execution 
actions may include speci?c software operational informa 
tion, such as branching and address information, and may 
also include network message information. The action ?le 
also may collect user actions as shown in block 209. These 
user actions may include commands given by the user to the 
wireless subscriber unit, and information presented to the 
user by the wireless subscriber unit. The wireless subscriber 
unit operates to collect the action ?le on a ?rst-in-?rst-out 
basis. In this way, the action ?le represents the recent 
historical record of the overall operational condition of the 
wireless subscriber unit. During operation, a defect may be 
detected as shown in block 211. The defect may be, for 
example, an error in software or hardware operation, or may 
be a message received from the user, the support stalf, or the 
network. Once a defect has been detected, the action ?le may 
be locked as shown in block 213. It will be appreciated that 
the action ?le may continue to collect action items for a 
period of time after the defect is detected, thereby capturing 
a record of how the wireless subscriber unit reacted to the 
error. The wireless subscriber unit identi?es the error and 
places the error into a local list as shown in block 215. The 
action ?le is then transmitted to central support as shown in 
block 217. The transmission may occur soon after the defect 
was detected, or may be done at a later time. In block 219, 
the wireless subscriber reports to the user 204 that an error 
has been detected and that information has been passed to 
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central support 205. It Will be appreciated that a report may 
not be made if the error Was relatively minor and could be 
recovered from Without user awareness. 
[0034] Central support 205 then uses the action ?les from 
this and other Wireless devices to more effectively and 
ef?ciently ?nd and ?x the error. While central support is 
Working toWards a ?x, it may be desirable to report an 
update status to the user. Accordingly, central support may 
send a message to the Wireless device, for example through 
netWork messaging or an SMS message, to update defect list 
222. When local defect list 222 is updated, a report may be 
made to the user indicating the updated status as shoWn in 
block 224. In this Way, mobile user 204 may be continually 
updated on error status. Update function 202 may advanta 
geously assist in overall customer satisfaction, and relieve a 
customer’s tension as to When an error Will be ?xed. After 
central support 205 identi?es and ?xes the error, central 
support generates a repair ?le. The repair ?le is received and 
installed at the Wireless subscriber unit as shoWn in block 
226. When the defect has been repaired, the defect may be 
removed from the list as shoWn in block 228. The mobile 
user may receive a report that the error has been successfully 
?xed as shoWn in block 231. Optionally, the user may be 
asked to complete a satisfaction report to assure that the user 
is satis?ed With the repair as shoWn in block 233. 
[0035] While the invention has been described in connec 
tion With a number of embodiments, it is not intended to 
limit the scope of the invention to the particular forms set 
forth, but on the contrary, it is intended to cover such 
alternatives, modi?cations, and equivalents as may be 
included Within the scope of the invention. 

What is claimed is: 
1. A Wireless subscriber unit, comprising: 
an action ?le holding a list of actions performed by the 

Wireless subscriber unit; 
a processor operating an application; 
a defect detector arranged to detect an error in the 

operation of the application; 
a defect list maintaining a list of defects detected by the 

defect detector; and 
Wherein the action ?le is transmitted responsive to the 

defect detector detecting an error. 
2. The Wireless subscriber unit according to claim 1, 

further comprising a key-stroke detector for detecting user 
interactions, the key-stroke detector generating user action 
items that are transferred to the action ?le. 

3. The Wireless subscriber unit according to claim 1, 
further comprising an output-display detector for detecting 
user interactions, the output-display detector generating user 
action items that are transferred to the action ?le. 

4. The Wireless subscriber unit according to claim 1, 
further comprising a processor-execution detector for detect 
ing processor actions, the processor-execution detector gen 
erating processor action items that are transferred to the 
action ?le. 

5. A Wireless subscriber unit, comprising: 
a radio system; 
user input keys; 
an output device; 
a processor, the processor executing a softWare process; 

and 
the Wireless subscriber unit operating the steps of: 

maintaining an action list indicative of the historical 
operation of the Wireless subscriber unit; 
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detecting an error has occurred during execution of the 
softWare process; 

transmitting the action list responsive to detecting the 
error; 

receiving and installing a repaired softWare ?le; and 
presenting on the output device that the error has been 

repaired. 
6. The Wireless subscriber unit according to claim 5, 

Wherein the step of maintaining an action list further com 
prises storing a sequence of commands received from a user. 

7. The Wireless subscriber unit according to claim 5, 
Wherein the step of maintaining an action list further com 
prises storing a sequence of input-key strokes made by a 
user. 

8. The Wireless subscriber unit according to claim 5, 
Wherein the step of maintaining an action list further com 
prises storing a sequence of operations performed by the 
processor. 

9. The Wireless subscriber unit according to claim 5, 
Wherein the step of maintaining an action list further com 
prises storing a sequence of display items presented to a 
user. 

10. The Wireless subscriber unit according to claim 5, 
Wherein the step of maintaining an action list further com 
prises storing a sequence of received netWork messages. 

11. The Wireless subscriber unit according to claim 5, 
Wherein the step of maintaining an action list further com 
prises storing the actions according to a ?rst-in-?rst-out 
process. 

12. The Wireless subscriber unit according to claim 5, 
Wherein the Wireless subscriber unit further operates the 
steps of: 

receiving an update on the error status; and 
presenting the update information on the output device. 
13. The Wireless subscriber unit according to claim 5, 

Wherein the step of maintaining an action list further com 
prises storing: 

a sequence of commands received from a user; and 
a sequence of input-key strokes made by a user. 
14. The Wireless subscriber unit according to claim 5, 

Wherein the Wireless subscriber unit further operates the step 
of presenting to the user the current status of the error. 

15. The Wireless subscriber unit according to claim 14, 
Wherein the step of presenting the current status is done 
responsive to receiving a Wireless message having a status 
update. 

16. The Wireless subscriber unit according to claim 14, 
Wherein the step of presenting the current status is done 
responsive to receiving a time signal. 

17. The Wireless subscriber unit according to claim 14, 
Wherein the step of presenting the current status is done 
responsive to a user request. 

18. The Wireless subscriber unit according to claim 5, 
Wherein the step of maintaining an action list further com 
prises: 

receiving a message to store action items into the action 
list; and 

storing, responsive to receiving the message, the action 
items. 

19. The Wireless subscriber unit according to claim 18, 
Wherein the message is generated locally at the Wireless 
subscriber unit. 

20. The Wireless subscriber unit according to claim 18, 
Wherein the message is a Wireless message. 
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21. A method for repairing a software process, compris 
ing: 

receiving an action ?le from a Wireless subscriber unit; 
using the action ?le to locate and ?x an error in the 

software process; 
generating a repaired softWare ?le; and 
transmitting the repaired software ?le to the Wireless 

subscriber unit. 
22. The method according to claim 21, Wherein the action 

?le includes a sequence of commands made by a user of the 
Wireless subscriber unit. 

23. The method according to claim 21, Wherein the action 
?le includes a sequence of input-key strokes made by a user 
of the Wireless subscriber unit. 

24. The method according to claim 21, Wherein the action 
?le includes a sequence of operations performed by the 
processor. 

25. The method according to claim 21, Wherein the action 
?le includes a sequence of received netWork messages 
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26. The method according to claim 21, further including 
the steps of: 

generating a message indicative of the repair status for the 
error; and 

transmitting the message to the Wireless subscriber unit. 
27. The method according to claim 21, further including 

the steps of: 
receiving a request message from the Wireless subscriber 

unit regarding status of the error; 
generating a status message indicative of the repair status 

for the error; and 
transmitting the status message to the Wireless subscriber 

unit. 
28. The method according to claim 21, further including 

the step of transmitting a message instructing a Wireless 
subscriber unit to collect action items. 


