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(57) ABSTRACT 

Methods and apparatus are provided for non-deterministic 
incremental program replay using checkpoints and syn 
drome tracking. Replay of a program proceeds by, for a 
given execution of the program, recording one or more 
checkpoints of the program, the one or more checkpoints 
containing program state information; and a recorded list of 
values for one or more identi?ed variables executing in one 
or more threads of the program. Thereafter, during a replay 
execution of the program, the process continues by com 
mencing execution from a particular one of the recorded 
checkpoints; restoring the program state information asso 
ciated With the particular one of the recorded checkpoints; 
comparing an observed list of values to the recorded list of 
values for the one or more identi?ed variables executing in 
each of the one or more threads; and identifying a difference 
between the observed list of values and the recorded list of 
values. A perturbation or suspend statement can optionally 
be introduced into the replay execution of the program. 
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METHOD AND APPARATUS FOR 
NON-DETERMINISTIC INCREMENTAL 

PROGRAM REPLAY USING CHECKPOINTS 
AND SYNDROME TRACKING 

FIELD OF INVENTION 

[0001] The present invention relates generally to software 
application programming, and more particularly, to tech 
niques for program replay under non-deterministic condi 
tions. 

BACKGROUND DESCRIPTION 

[0002] The amount of program development time spent on 
debugging is a Well-knoWn problem that is further exacer 
bated by increasing softWare complexity. In part, this com 
plexity derives from the use of neW softWare technologies, 
including more sophisticated programming paradigms, and 
the increasing use of available components or libraries, and 
increasing use of distributed computing. Furthermore, multi 
threaded computing is becoming more pervasive due to 
several factors, including: (i) application requirements for 
multi-tasking, especially to compensate for computing time 
lost during transaction Waits; (ii) the increasing availability 
of multi-core computers, Whose key feature is the leverage 
of threads to improve computing performance; and general 
increased softWare complexity With component usage Which 
may itself impose threading on neW or existing applications. 
[0003] From a debugging vieWpoint, these complex com 
binations of factors increase the dif?culty of locating pro 
gram defects. HoWever, amongst those factors, non-deter 
minism poses the greatest challenge. Non-determinism 
constitutes a set of in?uencing factors, usually external to an 
application, that make reproducibility of a run dif?cult. Such 
factors include data non-determinism, such as clock read 
ings, or database updates spanning various runs. Non 
determinism due to timing is another major inhibitor to 
reproducibility. Timing factors include thread scheduling, or 
interception of events, such as I/O events or human inter 
action events. Thread schedule timing is heavily in?uenced 
by the current system load, or computing resource avail 
ability. All of these factors are particularly di?icult to 
manage, in vieW of reproducing a computer application 
execution that could reveal a critical programming ?aW. 
[0004] A need therefore exists for methods and apparatus 
for dealing With non-determinism for program replay, 
addressing the issues presented by the above-mentioned 
factors. Yet another need exists for methods and apparatus 
that facilitate application replay, accounting for non-deter 
minism. A further need exists for methods and apparatus for 
non-deterministic incremental program replay using check 
points and syndrome tracking. 

SUMMARY OF THE INVENTION 

[0005] Generally, methods and apparatus are provided for 
non-deterministic incremental program replay using check 
points and syndrome tracking. According to one aspect of 
the invention, replay of a program proceeds by, for a given 
execution of the program, recording one or more check 
points of the program, the one or more checkpoints con 
taining program state information; and a recorded list of 
values for one or more identi?ed variables executing in one 
or more threads of the program. Thereafter, during a replay 
execution of the program, the process continues by com 
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mencing execution from a particular one of the recorded 
checkpoints; restoring the program state information asso 
ciated With the particular one of the recorded checkpoints; 
comparing an observed list of values to the recorded list of 
values for the one or more identi?ed variables executing in 
each of the one or more threads; and identifying a difference 
betWeen the observed list of values and the recorded list of 
values. 
[0006] The observed list of values can comprise, for 
example, before and after values for each value change for 
each of the one or more identi?ed variables. The observed 
list of values can be stored as an ordered list of value 
changes for each of the one or more identi?ed variables 
executing in the one or more threads of the program. The 
recorded list of values for the one or more identi?ed vari 
ables can be obtained for a determined set of recorded 
threads of the program and Wherein the replay execution of 
the program comprises replaying the determined set of 
recorded threads. The comparing step can be performed for 
each of the threads for each value change to compare before 
and after values for each value change. 
[0007] According to a further aspect of the invention, a 
perturbation or suspend statement can be introduced into the 
replay execution of the program. In another aspect of the 
invention, Where a plurality of threads in the program are 
inter-dependent, the plurality of inter-dependent threads are 
partitioned into a partition and the program threads in each 
of the partitions are replayed separately until a successful 
execution. 
[0008] A more complete understanding of the present 
invention, as Well as further features and advantages of the 
present invention, Will be obtained by reference to the 
folloWing detailed description and draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. 1 is a block diagram illustrating a data pro 
cessing system in Which the present invention can operate; 
[0010] FIG. 2 illustrates the softWare and data components 
associated With the present invention; 
[0011] FIG. 3 is a How chart illustrating an exemplary 
technique for setting the instrumentation data for the replay 
mechanism; 
[0012] FIG. 4 is a How chart describing an exemplary 
process for instrumentation of a program for tracing based 
on speci?ed local and global variables and threads; 
[0013] FIG. 5 is a How chart depicting an exemplary 
tracing or recording process; 
[0014] FIG. 6 is a How chart describing an exemplary 
process for an instance of instrumented code execution of 
FIG. 5; 
[0015] FIG. 7 illustrates the execution of the recording 
phase; 
[0016] FIG. 8 is a How chart illustrating an exemplary 
replay process phase incorporating features of the present 
invention; 
[0017] FIG. 9 is a How chart describing exemplary process 
details of an exemplary instance of instrumented code 
execution from FIG. 8; 
[0018] FIG. 10 illustrates the replay process of the present 
invention; 
[0019] FIG. 11 illustrates a replay process according to a 
perturbation thread embodiment of the present invention; 
[0020] FIG. 12 illustrates a replay process according to a 
further embodiment of the present invention; and 
[0021] FIG. 13 illustrates a replay process according to yet 
another embodiment of the present invention. 
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DETAILED DESCRIPTION 

[0022] The present invention provides methods and appa 
ratus for application execution replay. In particular, the 
present invention provides methods and apparatus for non 
deterministic incremental program replay using checkpoints 
and syndrome tracking. The present invention may be 
employed for program debugging or program replay. More 
particularly the present invention may be employed to 
recreate a program execution for debugging, and even more 
particularly to recreate debug executions in?uenced by 
non-determinism, for example, due to thread scheduling and 
in?uences of computer systems loads. 
[0023] According to one aspect of the invention, data 
values of a selected set of data variables in an application are 
recorded for a speci?ed set of threads, at various points in 
each thread. A recording of the values of these data states is 
made during a primary run. Secondary runs of the applica 
tion are made Wherein for the corresponding threads, the 
data values for data variables, at speci?ed program execu 
tion locations, are compared to the values recorded in the 
primary run. If a variance in values is detected, an event is 
emitted requesting further action. In some embodiments, for 
example, response to this event includes program re-execu 
tion. Again in some embodiments, for example, response to 
this event may be the the halting of the execution by a 
debugger controlling the application for further exploration. 
[0024] According to another aspect of the invention, the 
state recording mentioned above occurs betWeen application 
checkpoints that provide su?icient information to restart an 
application at various points of execution. This facilitates the 
use of this invention for long-running and complex appli 
cations, in that When the detection event is emitted, replay 
can re-commence from a prior checkpoint. 

[0025] According to another aspect of the invention, for 
any thread recording, the threads may be partitioned into 
execution groups Whose executions are independent of each 
other, as determined by the application’s design. In this 
aspect, the replay may proceed by running each group 
separately from others. In this manner, the replay is more 
granular, alloWing potentially faster replay. 
[0026] Perturbation threads can be instantiated that could 
impose further non-determinism on the application, thereby 
increasing the likelihood of uncovering further application 
defects. 
[0027] Referring noW to the draWings, and more particu 
larly to FIG. 1, there is shoWn a block diagram of a data 
processing system 100 for application reply of the present 
invention, as described above. In preferred embodiments, 
the data processing system 100 is an IBM Intellistation 
computer (IBM and Intellistation are both registered trade 
marks of the International Business Machines Corporation). 
HoWever, other data processing systems 100 are also con 
templated for use by the present invention. For example, the 
invention can be implemented using a plurality of separate 
electronic circuits or devices (e.g., hardWired electronic or 
logic circuits, or programmable logic devices such as PLDs, 
PLAs, PALs, or the like). A suitable programmed general, 
purpose computer, e. g., a microprocessor, microcontroller or 
other processor device (CPU or MPU), either alone or in 
conjunction With one or more peripherals (e.g. integrated 
circuit) data and signal processing devices can be used to 
implement the invention. In general, any device or assembly 
of devices on Which a ?nite state machine capable of 
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implementing the ?oW charts shoWn in the folloWing ?gures 
can be used as a controller With the invention. 

[0028] FIG. 1 is a block diagram illustrating an exemplary 
data processing system 100 in Which the present invention 
can operate. As shoWn in FIG. 1, the exemplary data 
processing system 100 comprises a data processor 101 and 
a memory 102. The memory 102 is coupled to the data 
processor 101 via a bidirectional bus 103. The memory 102 
typically includes program and data memory. The exemplary 
memory 102 also includes application program instrumen 
tation and replay tools 104 in accordance With the present 
invention. The memory 102 may also contain one or more 
application programs 105 that Will be used by the instru 
mentation and replay tools 104. The memory 102 also 
contains data memory 106; speci?cally, data or data objects 
related to replay execution of the programs 104. 
[0029] The processing system 100 optionally presents 
information to the user on display 107, Which is coupled to 
the data processor 101. A user data entry device 108 (e.g., a 
keyboard or another interactive device) and a pointing 
device 109, for example, a mouse or a trackball, are also 
optionally coupled to the data processor 101. 
[0030] The display 107 can provide a presentation space 
for the IDE (Integrated Development Environment) in order 
to display information related to the program replay. In 
further embodiments, either the pointing device 109 or 
prede?ned keys of the data entry device 108 may be used to 
manipulate the data in conformity With aspects of the present 
invention. 
[0031] It is also contemplated that a persistent storage 
mechanism 110 may exist and be utiliZed to store application 
programs 105 and data 106. This type of storage media may 
include, but is not limited to, standard disk drive technology, 
tape, or ?ash memory. The program information 106 may be 
both stored onto the persistent media, and/or retrieved by 
similar processing system 100 for execution. 
[0032] FIG. 2 illustrates the softWare and data components 
associated With the present invention. As shoWn in FIG. 2, 
a virtual machine 200 controls and interacts With the pro 
gram 201 of interest to be replayed. The virtual machine 200 
embodies both instrumentation and replay features of the 
present invention, and may be embodied using a program 
virtual machine such as a Java virtual machine incorporating 
a program debugger, supporting execution libraries for the 
program 201, or similar, as modi?ed herein to incorporate 
the features and functions of the present invention. The 
virtual machine 200 acts both as an agent to facilitate the 
instrumentation of the program 201, and control the replay 
of it. 
[0033] FIG. 2 also illustrates a checkpoint and restore 
mechanism 202 that records the values of program data from 
program 201 during its execution, based on prede?ned 
criteria. These data recordings are held in data storage 203 
as checkpoint records 204. The mechanism 202 is also 
capable of restoring program state to program 201 su?icient 
for program 201 to continue execution. Application check 
point and restore mechanisms are Well knoWn and described 
in the computer science literature, and are not further 
discussed in detail, except for its use by virtual machine 200 
in support of the present invention. 
[0034] Again referring to FIG. 2, the virtual machine 200 
managing the instrumentation and replay of program 201, 
produces replay (syndrome) data 205 from instrumentation 
of program 201 for execution replay. Syndrome data 205 
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consists of records 206, each identifying a variable 207 with 
“before value” setting 208, and “after value” setting 209. 
Records 206 are kept as an ordered list 210 relative to record 
211 detailing before values 208 and after values 209 for 
variables 207, identifying an execution thread 211 recorded 
during instrumentation execution of program 201. 
[0035] FIG. 3 is a ?ow chart illustrating an exemplary 
technique for setting the instrumentation data for the replay 
mechanism. As used herein, the instrumentation data for a 
replay is called a syndrome, and consists of a set of local or 
global variables in a program. In other embodiments, the 
instrumentation data may contain other program artifacts, 
such as data structures and obj ects, provided said data can be 
instrumented for capturing value settings, as will be dis 
cussed further below. As a ?rst step, the syndrome is de?ned 
(301). A local or global variable is then selected (3 02), along 
with the identity of the thread that the instrumentation 
applies to (303), and speci?es this to the instrumentation 
mechanism. A check is made for more variables (304), 
which, if true, returns to step 302, or, otherwise, the set of 
speci?ed variables and associated threads are sent to instru 
mentation (305). 
[0036] FIG. 4 is a ?ow chart describing an exemplary 
process for instrumentation of a program for tracing based 
on speci?ed local and global variables and threads. After the 
user has determined the set of local and global variables and 
threads (401), a member of said information is selected 
(402). A location of an assignment to said variable is 
selected (403). Location of said assignment can be done in 
a variety of ways, including human visual inspection, or 
automated program analysis tools. It is not necessary to the 
present invention for all such assignments to be determined 
or instrumented. With location of said assignment statement, 
the program may be instrumented to record its value both 
before and after its setting (404). Instrumentation may be 
achieved in several ways, including debugger programmable 
breakpoints or automated code modi?cation to insert data 
value recording. After a check is made to see if more 
assignments for said variables exist and are desired to be 
traced (405), a further selection of assignment statement is 
made by passing control passing back to step 403. Other 
wise, if no further assignments are to be considered at 405, 
a check is made to see if more local and global variables 
require instrumentation (406), and if so, one is chosen with 
a return to step 402. Otherwise, control proceeds to tracing 
the program (407). In the logic presented in FIG. 4, it is 
assumed that the lists of variables, and associated assign 
ment statement lists are all non-empty. In cases wherein one 
or more of such lists are empty, various exits from the logic 
would be inserted, as would be apparent to one skilled in the 
art of programming. 
[0037] FIG. 5 is a ?ow chart depicting an exemplary 
tracing or recording process. The process ?rst prepares the 
application program to produce checkpoints (501), at regular 
intervals or at execution points as determined by the prac 
titioner. Similarly, the process prepares to write syndrome 
instrumentation records (502) based on instrumentation 
information produced in the process of FIG. 3. The instru 
mentation is inserted into the program (503), as described in 
FIG. 4. 

[0038] FIG. 5 then proceeds by recording the ?rst check 
point at the start of the program (504). In the context of all 
the currently running execution threads (505), each thread 
executes instrumented code, with 506 being an exemplary 
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instance of such execution. 507, 508, and 509 are similar 
instances of the exemplary 506 instance. At such time as 
determined to checkpoint, the system records a checkpoint 
of the application execution (510). A check is made to 
determine if the program has ended (511). If not, the current 
set of instrumented threads is run (505). Otherwise, the 
recording phase is completed (512). 
[0039] FIG. 6 is a ?ow chart describing an exemplary 
process for an instance of instrumented code execution 506. 
Proceeding after checkpoint (601), the next statement for 
execution is determined (602). A test is made to see if the 
checkpoint has been reached (603). If so, the process pro 
ceeds to record the next checkpoint (604). Otherwise, a 
check is made to determine if the statement is instrumented 
(605). If it is not instrumented, the statement is executed 
(606), and control returns to step 602 to retrieve the next 
statement. Otherwise, the process records the “before value” 
of the variable (607), executes the statement (608), and 
stores the “after value” of the variable (609). This record of 
information is written to the trace, by means of, for example, 
a ?le, memory buffer, database, or another suitable write 
medium (610). Control then returns to acquiring the next 
statement (602). 
[0040] FIG. 7 illustrates the execution of the recording 
phase as presented above. FIG. 7 displays the execution of 
a program depicting time ?owing from top to bottom 701. 
Left to right are shown with different threads of the program 
listed as traces 706, 707, 708, 709, 710, 711, and 712. There 
are shown four exemplary checkpoints during this execu 
tion, 702, 703, 704, and 705. With each thread, there is 
shown the execution of instrumentation of a syndrome of 
variables. For example, 713 shows the recording of trace 711 
after the second checkpoint 703, with the recording of a 
change to variable h, with before value 6 and after value 4. 
Similarly, 714 shows the variable i changing from 6 to 2. In 
one exemplary embodiment, the changes in variable values 
are maintained in an ordered list. In a further variation, a 
time-stamp can be recorded for each variable change. 
[0041] FIG. 8 is a ?ow chart illustrating an exemplary 
replay process phase incorporating features of the present 
invention. The system is prepared for replay using the 
checkpoints recorded during the recording phase (801). The 
system is also prepared to read syndrome instrumentation 
records recorded during the recording phase (802). The 
program has appropriate instrumentation inserted (803), in a 
manner similar to the process described in conjunction with 
FIG. 4. Although inserted in a similar manner, the logic for 
this instrumentation is different, pertaining to replay as 
opposed to tracing. The ?rst checkpoint is reinstated (804). 
In the context of all the threads running in the program (in 
parallel) (805), with syndrome trace information matched to 
the appropriate thread, each thread runs the replay instru 
mentation until the next checkpoint, with thread execution 
806 being exemplary. Instrumented thread executions 807, 
808, and 809 are similar instances of the exemplary 806 
instance. At such time as determined to reinstate the next 
checkpoint, the system reinstates the next checkpoint of the 
application execution (810). A check if made to determine if 
the program has ended (811). If not, the current set of 
instrumented threads is run (805). Otherwise, the replay 
phase is completed (812). 
[0042] FIG. 9 is a ?ow chart describing exemplary process 
details of an exemplary instance of instrumented code 
execution (806) from FIG. 8. Proceeding after the check 



US 2008/0046699 A1 

point (901), the next statement for execution is determined 
(902). A test is made to see if the checkpoint has been 
reached (903). If so, the process proceeds to reinstate the 
next checkpoint (913). Otherwise, a check is made to 
determine if this is instrumented code (904) that was 
selected by the user to be executed in the current thread ti as 
de?ned in 303 (FIG. 3). If it is not, the statement is executed 
(905), with control returning to step 902 to access the next 
statement. Otherwise, the before assignment value of the 
trace variable is obtained (906), the statement executed 
(907), and the after assignment value obtained (908). The 
next trace record is obtained from a trace input stream (909). 
A check is made if the before/after values just obtained 
match the before/after values from the trace (910). If any of 
the before or after values do not match, or if the name of the 
trace variable is different from the current variable, an 
exception is thrown (911), and the process proceeds to 
reinstating the previous checkpoint (912). Otherwise, the 
process proceeds to step 902 to access the next instruction. 

[0043] FIG. 10 illustrates the replay process of the present 
invention. FIG. 10 displays the execution of a program 
depicting time ?owing from top to bottom (1001). Left to 
right are shown di?ferent threads of the program listed as 
traces 1004, 1005, 1006, 1007, 1008, 1009, and 1010. There 
are shown two checkpoints during this execution, 1002 and 
1003. A replay can be initiated from any checkpoint. As 
shown in FIG. 10, between checkpoints 1002 and 1003 all 
observed values (shown in boldface text) are matched to the 
previously recorded values (shown in regular text) and 
execution proceeds. Generally, an exemplary embodiment 
of the present invention is verifying that the same variable 
transitions occur, in the same order, for each thread and 
between each checkpoint. After checkpoint 1003, a mis 
match is found at point 1011, whereupon an exception is 
thrown and checkpoint 1003 is reinstated. Generally, fol 
lowing a mismatch, program replay returns to the previous 
checkpoint. 
[0044] A mismatch 1011 is an indicator of non-determin 
ism. Upon detecting a mismatch, a debugging tool can 
optionally be initiated to ?x or understand the change in 
value between the observed and recorded executions. Alter 
natively, the replay can be restarted at the previous success 
ful checkpoint, until a successful execution is completed. 
Generally, the present invention allows a user to reach a 
critical point in program execution for further analysis 
(bypassing intermediate discrepancies). It is noted that all 
threads should successfully execute between each check 
point, before proceeding beyond the next checkpoint. 
[0045] FIG. 11 illustrates a replay process according to a 
perturbation thread embodiment of the present invention. In 
order to introduce “variability” or non-determinism into a 
replay execution, and potentially arrive at an expected run, 
a user can optionally create one or more “perturbation” 

threads 1110 that affect resource allocation. For example, a 
user can perform one or more memory allocations. I/O or 

network bandwidth functions to simulate external factors 
that may in?uence a replay execution may also be added to 
impose non-determinism. Thus, the replay execution being 
observed must wait for these functions executed during the 
“perturbation” thread 1110 to complete. In this manner, the 
“perturbation” thread 1110 a?fects memory or processing 
time (or both). 
[0046] FIG. 12 illustrates a replay process according to a 
further embodiment of the present invention. As shown in 
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FIG. 12, a user can optionally introduce random waits, such 
as sleep functions 1210, that introduce further variation into 
the replay execution. 
[0047] FIG. 13 illustrates a replay process according to a 
partitioning embodiment of the present invention. If thread 
dependencies are known, the embodiment shown in FIG. 13 
allows inter-dependent thread groups to be isolated into a 
partition, such as the partition 1310. In this manner, if there 
is a mismatch between observed and recorded executions, 
the user only needs to replay the partition having the failure. 
Each partition can be separately retried until a successful 
execution is encountered for the partition. 
[0048] System and Article of Manufacture Details 
[0049] As is known in the art, the methods and apparatus 
discussed herein may be distributed as an article of manu 
facture that itself comprises a computer readable medium 
having computer readable code means embodied thereon. 
The computer readable program code means is operable, in 
conjunction with a computer system, to carry out all or some 
of the steps to perform the methods or create the apparatuses 
discussed herein. The computer readable medium may be a 
recordable medium (e. g., ?oppy disks, hard drives, compact 
disks, or memory cards) or may be a transmission medium 
(e.g., a network comprising ?ber-optics, the world-wide 
web, cables, or a wireless channel using time-division 
multiple access, code-division multiple access, or other 
radio -frequency channel). Any medium known or developed 
that can store information suitable for use with a computer 
system may be used. The computer-readable code means is 
any mechanism for allowing a computer to read instructions 
and data, such as magnetic variations on a magnetic media 
or height variations on the surface of a compact disk. 
[0050] The computer systems and servers described herein 
each contain a memory that will con?gure associated pro 
cessors to implement the methods, steps, and functions 
disclosed herein. The memories could be distributed or local 
and the processors could be distributed or singular. The 
memories could be implemented as an electrical, magnetic 
or optical memory, or any combination of these or other 
types of storage devices. Moreover, the term “memory” 
should be construed broadly enough to encompass any 
information able to be read from or written to an address in 
the addressable space accessed by an associated processor. 
With this de?nition, information on a network is still within 
a memory because the associated processor can retrieve the 
information from the network. 
[0051] It is to be understood that the embodiments and 
variations shown and described herein are merely illustrative 
of the principles of this invention and that various modi? 
cations may be implemented by those skilled in the art 
without departing from the scope and spirit of the invention. 

What is claimed is: 
1. A method for replaying a program, said method com 

prising the steps of: 
recording for a given execution of said program: 
one or more checkpoints of said program, said one or 
more checkpoints containing program state informa 
tion; and 

a recorded list of values for one or more identi?ed 
variables executing in one or more threads of said 
program; and 

during a replay execution of said program: 
commencing execution from a particular one of said 

recorded checkpoints; 
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restoring said program state information associated With 
said particular one of said recorded checkpoints; 

comparing an observed list of values to said recorded list 
of values for said one or more identi?ed variables 
executing in each of said one or more threads; and 

identifying a difference betWeen said observed list of 
values and said recorded list of values. 

2. The method of claim 1, Wherein said observed list of 
values comprises an ordered list of value changes for each 
of said one or more identi?ed variables executing in said one 
or more threads of said program. 

3. The method of claim 1, Wherein said observed list of 
values comprises before and after values for each value 
change for each of said one or more identi?ed variables. 

4. The method of claim 3, Wherein said observed list of 
values comprises a time-stamp for each of said value 
changes. 

5. The method of claim 1, Wherein said recorded list of 
values for one or more identi?ed variables is obtained for a 
determined set of recorded threads of said program and 
Wherein said replay execution of said program comprises 
replaying said determined set of recorded threads. 

6. The method of claim 1, Wherein said comparing step is 
performed for each of said threads for each value change to 
compare before and after values for each value change. 

7. The method of claim 1, Wherein said identifying step 
further comprises the steps of launching a debugging tool or 
restarting said replay at a previous successful checkpoint. 

8. The method of claim 1, further comprising the step of 
introducing a perturbation or suspend statement into said 
replay execution of said program. 

9. The method of claim 1, Wherein a plurality of threads 
in said program are inter-dependent and are partitioned into 
a partition and said method further comprising the step of 
replaying program threads in each of said partitions sepa 
rately until a successful execution. 

10. The method of claim 1, Wherein said recorded list of 
values comprises a neW value for said one or more identi?ed 
variables folloWing a value change. 

11. A system for replaying a program, comprising: 
a memory; and 
at least one processor, coupled to the memory, operative 

to: 

record for a given execution of said program: 
one or more checkpoints of said program, said one or 
more checkpoints containing program state informa 
tion; and 

a recorded list of value changes for one or more identi?ed 
variables executing in one or more threads of said 
program; and 

during a replay execution of said program: 
commence execution from a particular one of said 

recorded checkpoints; 
restore said program state information associated With 

said particular one of said recorded checkpoints; 
compare an observed list of values to said recorded list of 

values for said one or more identi?ed variables execut 
ing in each of said one or more threads; and 
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identify a difference betWeen said observed list of values 
and said recorded list of values. 

12. The system of claim 11, Wherein said observed list of 
values comprises an ordered list of value changes for each 
of said one or more identi?ed variables executing in said one 
or more threads of said program. 

13. The system of claim 11, Wherein said observed list of 
values comprises before and after values for each value 
change for each of said one or more identi?ed variables. 

14. The system of claim 11, Wherein said recorded list of 
values for one or more identi?ed variables is obtained for a 
determined set of recorded threads of said program and 
Wherein said replay execution of said program comprises 
replaying said determined set of recorded threads. 

15. The system of claim 11, Wherein said comparison is 
performed for each of said threads for each value change to 
compare before and after values for each value change. 

16. The system of claim 11, Wherein said processor is 
further con?gured to introduce a perturbation or suspend 
statement into said replay execution of said program. 

17. The system of claim 11, Wherein a plurality of threads 
in said program are inter-dependent and are partitioned into 
a partition and said processor is further con?gured to replay 
program threads in each of said partitions separately until a 
successful execution. 

18. The system of claim 11, Wherein said recorded list of 
values comprises a neW value for said one or more identi?ed 

variables folloWing a value change. 
19. An article of manufacture for replaying a program, 

comprising a machine readable medium containing one or 
more programs Which When executed implement the steps 
of: 

recording for a given execution of said program: 
one or more checkpoints of said program, said one or 
more checkpoints containing program state informa 
tion; and 

a recorded list of values for one or more identi?ed 
variables executing in one or more threads of said 
program; and 

during a replay execution of said program: 
commencing execution from a particular one of said 

recorded checkpoints; 
restoring said program state information associated With 

said particular one of said recorded checkpoints; 
comparing an observed list of values to said recorded list 

of values for said one or more identi?ed variables 
executing in each of said one or more threads; and 

identifying a difference betWeen said observed list of 
values and said recorded list of values. 

20. The article of manufacture of claim 19, Wherein said 
observed list of values comprises before and after values for 
each value change for each of said one or more identi?ed 
variables. 


