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DURING NORMAL CONDITION, STORAGE MULTIPATH 
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METHOD, APPARATUS AND COMPUTER 
PROGRAM PRODUCT PROVIDING STORAGE 
NETWORK DYNAMIC TUNING OF I/O FLOW 

WITH QUEUE DEPTH 

TECHNICAL FIELD 

[0001] These teachings relate generally to data storage 
networks, systems and methods and, more speci?cally, 
relate to data queue management apparatus and methods that 
are useful in a storage area netWork (SAN) type architecture. 

BACKGROUND 

[0002] It is common practice for a data storage device, 
such as a disk-based data storage device, to have a recom 
mended value on the number of requests that it can handle 
under good conditions and under error conditions. This 
value is typically referred to as a Queue Depth, and can be 
used by a disk device driver to control the input/output (I/O) 
How to the storage device. 

[0003] In a multipath con?guration environment there are 
multiple paths to provide I/O With the disk device driver. 
Since the number of I/O sent from the disk device driver to 
the storage device is still limited by the Queue Depth value, 
there can be many jobs that are queued at a disk device 
driver pending queue. This can cause a problem during error 
recovery, as the disk device driver Will typically retry all the 
requests on the queue for some number of times (e.g., ?ve 
retries per queued request). Since the pending queue could 
become much longer in a multipath con?guration environ 
ment, this can result in a signi?cant performance degrada 
tion during error recovery, or in Worst case, the system 
hanging resulting in an application timeout. 

[0004] In order to address this problem, a storage multi 
path device driver can implement Queue Depth control at its 
level to limit the amount of I/O sent to the disk device driver. 
This process can aid in solving the performance degradation 
problem at the level of the disk device driver during an error 
recovery procedure. 

[0005] HoWever, a further problem can then be introduced 
during normal (non-error) conditions With heavy or stress 
I/O at the storage multipath device driver level, especially 
With certain types of applications that ?ood very heavy I/O 
to a small number of storage devices. Under this condition, 
a large number of jobs can be enqueued at a pending queue 
of the storage multipath device driver, Which can result in 
severe performance degradation and/or a system hanging 
event. 

[0006] It can be appreciated that absent a Queue Depth 
limit at the storage multipath device driver level, the disk 
device driver can become a bottleneck in the error recovery 
situation. HoWever, if the storage multipath device driver 
uses Queue Depth to limit I/O How, then storage multipath 
device driver can become the bottleneck during normal 
(non-error) condition With stress I/O. 

[0007] In US 2004/0194095 A1, “Quality of Service Con 
troller and Method for a Data Storage System”, Lumb et al. 
disclose that requests for each of a plurality of storage 
system Workloads are prioritized. The requests are selec 
tively forWarded to a storage device queue according to their 
priorities so as to maintain the device queue at a target queue 
depth. The target queue depth is adjusted in response to a 
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latency value for the requests, Where the latency value is 
computed based on a difference betWeen an arrival time and 
a completion time of the requests for each Workload. Pri 
oritiZing the requests can be accomplished by computing a 
target deadline for a request based on a monitored arrival 
time of the request and a target latency for its Workload. To 
reduce latencies, it is said that the target queue depth may be 
reduced When the target latency for a Workload is less than 
its computed latency value, and to increase throughput the 
target queue depth may be increased When the target latency 
for each Workload is greater than each computed latency 
value. 

[0008] In US. Pat. No. 6,636,909 B1, “Adaptive Throt 
tling for Fiber Channel Disks”, Kahn et al. disclose a method 
that sends a Write request to a disk and, in response to 
receiving a queue full signal from the disk if the disk queue 
is full, sets a throttle value. The method is said to seek to 
avoid triggering a queue full status for a storage device by 
queueing commands that Would overload the storage device 
in a local softWare disk driver queue. Since a prede?ned 
limit on command issuance is said to not be feasible, 
initiator devices instead must be able to recogniZe potential 
error producing situations and thereafter limit or throttle the 
number of commands issued. Accordingly, a method oper 
ates by sending a Write request to a disk, receiving a queue 
full signal from the disk if the disk queue is full, and 
responsive to receiving the queue full signal setting a throttle 
value and thereafter dynamically adjusting the throttle value 
to maintain the storage device in a steady state. 

[0009] In US. Pat. No. 6,170,042 B1, “Disc Drive Data 
Storage System and Method for Dynamically Scheduling 
Queued Commands”, Gaer‘tner et al. disclose a data storage 
system and method of scheduling commands in Which 
commands are stored in a command sort queue and a 
scheduled command queue. Commands in the command sort 
queue are sorted and assigned a priority. Eventually, com 
mands in the command sort queue are transferred to the 
scheduled command queue, Where commands in the sched 
uled command queue are executed Without further sorting. 
The desired queue depth or siZe of the scheduled command 
queue is determined as a function of both the queue depth of 
the command sort queue and a command execution rate 
value indicative of the rate at Which commands in the 
scheduled command queue are executed. The desired queue 
depth can be dynamically determined using the queue depth 
of the command sort queue and the command execution rate 
value as inputs to a look-up table. The data storage system 
is said may include a small computer system interface 
(SCSI) disc (or “disk”) drive that executes commands from 
a host system. These various US. Patents and the US. 
Patent Publication do not address the speci?c problems 
discussed above, and thus do not provide a solution for these 
problems. 

SUMMARY OF THE PREFERRED 
EMBODIMENTS 

[0010] The foregoing and other problems are overcome, 
and other advantages are realiZed, in accordance With the 
presently preferred embodiments of these teachings. 

[0011] In accordance With a computer program product, 
apparatus and a method there is provided a redundant 
netWork Wherein a host computer operates With at least one 
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storage device by monitoring conditions of the multipath 
storage netWork and controlling a storage multipath device 
driver in conjunction With an associated storage multipath 
device input/output (I/O) pending queue to increase I/O 
throughput to a storage device driver, such as a disk device 
driver, When I/O demand increases, and to decrease I/O 
throughput to the storage device driver in the event of an I/O 
error condition. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] The foregoing and other aspects of these teachings 
are made more evident in the following Detailed Description 
of the Preferred Embodiments, When read in conjunction 
With the attached DraWing Figures, Wherein: 

[0013] FIG. 1 is a block diagram of a Storage Area 
Network (SAN) system that is suitable for practicing this 
invention; and 

[0014] FIG. 2 is a logic ?oW diagram that illustrates a 
method in accordance With exemplary embodiments of the 
invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0015] FIG. 1 is a block diagram of a Storage Area 
NetWork (SAN) system 10 that is suitable for practicing this 
invention. The SAN system 10 includes a host 12 coupled to 
at least one storage device, such as a disk drive 16, via at 
least one bus, also referred to herein as a cable or data path 
14. The host 12 may be a computer, such as a mainframe 
computer, a Workstation, a personal computer, or any type of 
computing device. The disk drive 16 may in practice com 
prise a plurality of disk drives, such as an array of disk drives 
15, and may be embodied as a Redundant Array of Inex 
pensive Disks (RAID). There maybe a disk drive controller 
19 having overall responsibility for storing data in and 
reading data from the disk drives 16. The path 14 may be a 
Fiber Channel (FC) type bus, and may implement a SCSI 
type of interface. The exact nature of the path 14 and/or the 
speci?cs of the path protocol are not germane to the practice 
of the exemplary embodiments of this invention. 

[0016] For the purposes of describing the exemplary 
embodiments of this invention the host 12 is assumed to 
include a storage multipath device driver (SMDD) 12A that 
operates With a storage multipath device I/O pending queue 
12B. The host 12 is further assumed to include a disk device 
driver (DDD) 18A that operates With a disk device driver I/O 
pending queue 18B. 

[0017] One or both of the storage multipath device driver 
12A and disk device driver 18A can be implemented using 
a data processor that executes a stored softWare program, or 
With hardWare logic elements, or With a combination of 
softWare programs and hardWare logic elements. The U0 
pending queues 12B and 18B may be implemented using 
read/Write memory of any suitable type, such as semicon 
ductor random access memory (RAM). 

[0018] The host 12 may be assumed to include or be 
coupled to at least one application (APP), and more typically 
a plurality of applications (APP1, APP2, . . . ,APPn), at least 
some of Which perform disk-based I/O via the storage 
multipath device driver 12A. Typically the storage multipath 
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device driver 12A is coupled to the applications (APP1, 
APP2, . . . , APPn) via an operating system 13. 

[0019] For the purposes of this invention the bus 14 may 
be considered to a path, and in practice there may be a 
plurality of paths (i.e., multipaths) betWeen the host 12 and 
the storage devices. This can be implemented using at least 
one host adapter (HA) 12C coupled to at least tWo paths and 
to a sWitching fabric 20 from Which multiple paths emanate 
to the storage devices. The use of multiple paths betWeen the 
host 12 and the storage devices provides redundancy and 
avoids the generation of a single point of failure (POF). 
Through the use of the plurality of paths 14 the SAN 10 may 
be considered to be a redundant SAN. The storage multipath 
device driver 12A is assumed to have knoWledge of the 
operational status of the various paths 14 connecting the host 
12 to the storage devices 16. Another HA 12C can be used 
to couple to another storage device or devices 22 either 
directly or via another sWitch fabric (not shoWn). 

[0020] By example, there maybe ten storage device LUNs 
(Logical Unit Numbers), each a disk drive, and there may be 
eight paths 14 to each LUN. 

[0021] In accordance With exemplary embodiments of this 
invention the problems discussed above are solved by the 
addition of intelligence into the Workload management at the 
level of the storage multipath device driver 12A. As opposed 
to using a constant depth of the I/O pending queue 12B, 
regardless of the Workload change, the storage multipath 
device driver 12A dynamically adjusts the amount of I/O 
sent to the disk device driver 18A depending on the change 
of Workload. This technique aids in balancing the siZe of the 
storage multipath device driver I/O pending queue 12B, as 
Well as the disk device driver I/O pending queue 18B, under 
various conditions of normal (non-error) operation and error 
recovery operation. 

[0022] By the use of the exemplary embodiments of this 
invention the I/O throughput is increased When demand 
from the application(s) is increasing, thus avoiding perfor 
mance degradation and preventing system hanging caused 
by the queue depth control implemented by the storage 
multipath device driver 12A. In the event of an I/O failure, 
the storage multipath device driver 12A is sensitive to the 
change and effectively “tunes” the amount of I/ O sent to the 
disk device driver 18A to a smaller value to prevent I/O 
hanging or performance degradation at the level of the disk 
device driver 18A, as it Would typically retry some number 
of times for each I/O request. 

[0023] At the level of the storage multipath device driver 
12A multiple retries are not performed to the same degree (if 
at all) as the disk device driver 18A for each job queued at 
the I/O pending queue 18B. Once a particular path 14 
receives some certain number of continuous errors it is taken 
ol?ine. If all the paths 14 are taken ol?ine, the storage 
multipath device driver 12A may return all of the I/O 
requests on the I/O pending queue 12B to the application(s), 
Without any retries. Therefore, the storage multipath device 
driver 12A does not typically encounter the same perfor 
mance degradation during an error recovery procedure as the 
disk device driver 18A does. 
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[0024] By adding intelligence in the storage multipath 
device driver 12A it becomes capable of dynamically sens 
ing and responding to a changing I/O volume, and to an 
occurrence of I/O errors, so as to ef?ciently handle both 
normal or good conditions and error conditions. The non 
limiting embodiments of this invention can be practiced With 
any storage multipath device driver on any platform through 
the use of the Queue Depth of the I/O queue 12B to 
dynamically control I/O How. 

[0025] For the implementation of the exemplary embodi 
ments of this invention a set of rules is established to control 
the I/O How in order to avoid performance degradation 
and/or system hanging during stress I/O and/or error recov 
ery. The set of rules are established in consideration of at 
least the folloWing elements: 

[0026] (a) a Queue Depth value recommended by the 
storage device controller 19 (e.g., the controller of the disk 

drive(s) 16); 

[0027] (b) a Length of the storage multipath device driver 
I/O pending queue 12B (Where all unprocessed I/O requests 
are queued) When the storage multipath device driver 12A 
begins to experience a performance degradation during a 
stress I/O (high volume) condition; 

[0028] (c) a Length of the disk device driver I/O pending 
queue 18B When disk device driver 18A begins to experi 
ence a performance degradation during error recovery; and 

[0029] (d) a Factor of the Queue Depth used by the storage 
multipath device driver 12A to control the I/O How to disk 
device driver 18A When a performance degradation begins 
to be experienced during error recovery. 

[0030] After determining the above elements, the storage 
multipath device driver 12A uses these elements to imple 
ment the folloWing logic. Reference is also made to the logic 
?oW diagram of FIG. 2. 

[0031] During a normal condition, at Block A the storage 
multipath device driver 12A calculates an amount of I/O sent 
to the disk device driver 18A using the folloWing formula: 

Total amount of I/O sent to disk device driver 18A on 
a device=Queue DepthxGlobal Factor for Queue 
DepthxTotal Number of Functioning Paths; 

Where the Global Factor for Queue Depth=l. Note that the 
Global Factor for Queue Depth is preferably a factor of the 
Queue Depth value used by all of the multipath storage 
devices 16. 

[0032] The “normal condition” may be considered to be 
one Where there is absence of stress I/O and/or an error 
condition. As employed herein “stress I/O” may be consid 
ered to be an amount of application initiated storage device 
activity that exceeds a normal amount of activity by some 
predetermined amount. The predetermined amount may be 
?xed, or it may be variable depending on system conditions. 
For example, on an AIXTM operating system 13 equipped 
host 12 system (AIXTM is an open operating system, based 
on UNIXTM, that is available from the assignee of this patent 
application), the folloWing table de?nes a suitable rule for 
this implementation (11 is the number of I/O requests): 
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Global Factor for Queue Depth 
Length of Pending Queue (for all storage devices) 

11 >= 1200 3 

800 < n < 1200 2 

n < 800 1 

[0033] For example, if the number of I/O requests on the 
I/O pending queue 12B is 1100, the calculation performed 
by the storage multipath device driver 12A using the formula 
recited above uses a value of 2 for the Global Factor for 

Queue Depth. 

[0034] In the stress I/O environment, and at Block B, the 
storage multipath device driver 12A monitors the length of 
the I/O pending queue 12B and adjusts the Global Factor for 
Queue Depth value accordingly to alloW more I/O to be sent 
to the disk device driver 18A. 

[0035] In the error condition, at Block C, the storage 
multipath device driver 12A monitors the number of func 
tioning paths and adjusts the individual factor for Queue 
Depth correspondingly to reduce the amount of I/O sent to 
the disk device driver 18A. If a percentage of functioning 
paths of a multipath device (referred to herein as m) is 
reduced to less than 100%, the storage multipath device 
driver 12A sWitches from using the global factor for normal 
or stress I/O conditions to an individual factor of this disk 16 
for controlling the queue depth during the error condition. 

[0036] For example, and assuming again the non-limiting 
case of an AIXTM operating system 13 installed on the host 
12, the folloWing illustrates a suitable rule for use in the 
implementation: if 50%<m<100%, then the Individual Fac 
tor for Queue Depth (per multipath device), denoted as (f), 
is given by: 

If Global Factor for Queue Depth>=2,f=Global Factor 
for Queue Depth-1; 

else 

if m<=50%, then f=1. 

[0037] For example, assume in an exemplary case that the 
total number of paths to the storage devices 16 is eight, that 
the number of functioning paths is six, and that the global 
factor for queue depth is three. In this case the condition of 
50%<m<100% is satis?ed. Therefore, the folloWing calcu 
lation is performed by the storage multipath device driver 
12A: 

Total amount of I/O sent to disk device driver 18A= 
Queue Depth><(Global Factor for Queue Depth—1)>< 
Total number of functioning paths. 

[0038] Based on the foregoing discussion it should be 
appreciated that by implementing the described methods in 
the storage multipath device driver 12A, the storage multi 
path device driver 12A is enabled to dynamically adjust the 
I/O How to the disk device driver 18A based on the Workload 
and the presence or absence of I/O errors to avoid perfor 
mance degradation or system hanging in stress I/O and in 
error conditions. 

[0039] A feature of the exemplary embodiments of this 
invention is that the bandWidth betWeen the host 12 and the 
storage devices 16 can be adjusted corresponding to I/O 
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conditions to avoid the generation of a bottleneck at either 
the storage multipath device driver 12A or the disk device 
driver 18A. 

[0040] A further feature of the exemplary embodiments of 
this invention is that overloading of the storage multipath 
device driver 12A is avoided during non-error conditions 
(including during stress l/O conditions), and the overloading 
of the disk device driver 18A is avoided during error 
conditions. 

[0041] The foregoing description has provided by Way of 
exemplary and non-limiting examples a full and informative 
description of the embodiments of this invention. HoWever, 
various modi?cations and adaptations may become apparent 
to those skilled in the relevant arts in vieW of the foregoing 
description, When read in conjunction With the accompany 
ing draWings and the appended claims. For example, While 
the storage devices have been described as the disk drives 16 
coupled to the disk device driver 18A, in other embodiments 
other types of storage devices may be used, such as tape 
storage devices and semiconductor memory-based storage 
devices. The DDD 18A may thus be referred to more 
generally as a storage device driver, and the associated l/O 
queue 18B as a storage device driver l/O pending queue. 
Further, the disk drives 15 maybe based on magnetic tech 
nology, or on optical technology, and may use ?xed or 
removable storage medium. Still further, it can be appreci 
ated that the SMDD 12A may be responsive to a plurality of 
different error conditions, such as errors arising in one or 
more of the disk drives 16, disk drive controller 19, the 
sWitch fabric 20 and/or the HA 12C. Further in this regard 
the error condition processing performed by the SMDD 12A 
may be tailored, if desired, in accordance With the source of 
the error and may thus be adaptive in nature. HoWever, all 
such modi?cations of the teachings of this invention Will 
still fall Within the scope of the embodiments of this inven 
tion. 

[0042] Furthermore, some of the features of the embodi 
ments of this invention may be used to advantage Without 
the corresponding use of other features. As such, the fore 
going description should be considered as merely illustrative 
of the principles, teachings and embodiments of this inven 
tion, and not in limitation thereof. 

1. A computer program product comprising a computer 
useable medium including a computer readable program, 
Wherein the computer readable program When executed on 
the computer causes the computer to operate With at least 
one storage device in a redundant storage netWork by 
operations comprising: 

monitoring operation of the redundant storage netWork; 
and 

controlling a storage multipath device driver in conjunc 
tion With an associated storage multipath device input/ 
output (l/O) pending queue to increase l/O throughput 
to a storage device driver When l/O demand increases, 
and to decrease l/O throughput to the storage device 
driver in the event of an I/O error condition. 

2. The computer program product as in claim 1 Where, 
during a normal l/O operating condition, controlling the 
storage multipath device driver comprises calculating an 
amount of I/O sent to the storage device driver using: 
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total amount of I/O sent to storage device driver=queue 
depthxglobal factor for queue depthxtotal number of 
functioning paths, Where global factor for queue 
depth=l. 

3. The computer program product as in claim 2 Where, 
during a stress l/O operating condition, controlling the 
storage multipath device driver comprises monitoring a 
length of the I/O pending queue and adjusting the global 
factor for queue depth value accordingly to alloW more l/O 
to be sent to the storage device driver. 

4. The computer program product as in claim 2 Where, 
during an error condition, controlling the storage multipath 
device driver comprises monitoring a number of functioning 
paths and adjusting an individual factor for queue depth 
correspondingly to reduce the amount of I/O sent to the 
storage device driver, Where if a percentage of functioning 
paths is reduced to less than 100%, the storage multipath 
device driver sWitches from using the global factor for queue 
depth value to an individual factor of a storage device for 
controlling l/O pending queue depth. 

5. The computer program product as in claim 1, Where the 
at least one storage device comprises a disk storage device. 

6. A system comprising a redundant storage netWork that 
includes a host coupled via a plurality of paths to at least one 
storage device, said host comprising a storage multipath 
device driver coupled With a storage multipath device input/ 
output (l/O) pending queue that is coupled to a storage 
device driver comprised of a storage device driver l/O 
queue, said storage multipath device driver operable for 
monitoring conditions of the redundant storage netWork to 
increase l/O throughput to the storage device driver When 
l/O demand increases, and to decrease l/O throughput to the 
storage device driver in the event of an I/O error condition. 

7. The system as in claim 6 Where, during a normal l/O 
operating condition, the storage multipath device driver 
calculates an amount of I/O sent to the storage device driver 
using: 

total amount of I/O sent to storage device driver=queue 
depthxglobal factor for queue depthxtotal number of 
functioning paths, Where global factor for queue 
depth=l. 

8. The system as in claim 7 Where, during a stress l/O 
operating condition, the storage multipath device driver 
monitors a length of the I/O pending queue and adjusts the 
global factor for queue depth value accordingly to alloW 
more l/O to be sent to the storage device driver. 

9. The system as in claim 7 Where, during an error 
condition, the storage multipath device driver monitors the 
number of functioning paths and adjusts an individual factor 
for queue depth correspondingly to reduce the amount of I/O 
sent to the storage device driver, Where if a percentage of 
functioning paths is reduced to less than 100%, the storage 
multipath device driver sWitches from using the global 
factor for queue depth value to an individual factor of a 
storage device for controlling l/O pending queue depth. 

10. The system as in claim 6, Where the at least one 
storage device comprises a disk storage device. 

11. A host comprising a multipath interface for coupling 
via a plurality of paths to at least one storage device, said 
host comprising a storage multipath device driver compris 
ing a storage multipath device input/output (l/O) pending 
queue, said storage multipath device driver coupled to a 
storage device driver that comprises a storage device driver 
l/O queue, said storage multipath device driver operable to 
increase l/O throughput to the storage device driver When 
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l/O demand increases, and to decrease l/O throughput to the 
storage device driver in the event of an I/O error condition. 

12. The host as in claim 11 Where, during a normal l/O 
operating condition, the storage multipath device driver 
calculates an amount of I/O sent to the storage device driver 
using: 

total amount of I/O sent to storage device driver=queue 
depthxglobal factor for queue depthxtotal number of 
functioning paths, Where global factor for queue 
depth=l. 

13. The host as in claim 12 Where, during a stress l/O 
operating condition, the storage multipath device driver 
monitors a length of the I/O pending queue and adjusts the 
global factor for queue depth value accordingly to alloW 
more l/O to be sent to the storage device driver. 

14. The host as in claim 12 Where, during an error 
condition, the storage multipath device driver monitors the 
number of functioning paths and adjusts an individual factor 
for queue depth correspondingly to reduce the amount of I/O 
sent to the storage device driver, Where if a percentage of 
functioning paths is reduced to less than 100%, the storage 
multipath device driver sWitches from using the global 
factor for queue depth value to an individual factor of a 
storage device for controlling l/O pending queue depth. 

15. The host as in claim 11, Where the at least one storage 
device comprises a disk storage device. 

16. A method to operate a host With at least one storage 
device in a redundant storage netWork, comprising: 

monitoring operation of the redundant storage network; 
and 

operating a storage multipath device driver in conjunction 
With an associated storage multipath device input/ 
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output (l/O) pending queue to increase l/O throughput 
to a storage device driver When l/O demand increases, 
and to decrease l/O throughput to the storage device 
driver in the event of an I/O error condition. 

17. The method as in claim 16 Where, during a normal l/O 
operating condition, operating the storage multipath device 
driver comprises calculating an amount of I/O sent to the 
storage device driver using: 

total amount of I/O sent to storage device driver=queue 
depthxglobal factor for queue depthxtotal number of 
functioning paths, Where global factor for queue 
depth=l. 

18. The method as in claim 17 Where, during a stress l/O 
operating condition, operating the storage multipath device 
driver comprises monitoring a length of the I/O pending 
queue and adjusting the global factor for queue depth value 
accordingly to alloW more l/O to be sent to the storage 
device driver. 

19. The method as in claim 17 Where, during an error 
condition, operating the storage multipath device driver 
comprises monitoring the number of functioning paths and 
adjusting an individual factor for queue depth correspond 
ingly to reduce the amount of I/O sent to the storage device 
driver, Where if a percentage of functioning paths is reduced 
to less than 100%, the storage multipath device driver 
sWitches from using the global factor for queue depth value 
to an individual factor of a storage device for controlling l/O 
pending queue depth. 

20. The method as in claim 16, Where the at least one 
storage device comprises a disk storage device. 


