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METHOD AND SYSTEM FOR CONFIGURING A 
COMPUTER FOR REAL-TIME COMMUNICATION 

TECHNICAL FIELD OF THE INVENTION 

[0001] The invention relates generally to real-time com 
munication among computers and, more particularly, to 
providing real-time communication con?guration data to 
client computers over a netWork 

BACKGROUND 

[0002] With the increased availability of high bandWidth 
netWork connections in both enterprise settings and home 
settings, there has been an increased demand for real-time 
communication services such as internet telephony, video 
conferencing and instant messaging. In response to this 
increased demand, real-time communication service provid 
ers have proliferated. Many of these providers are compa 
nies unto themselves. Very often, hoWever, real-time com 
munication services for an enterprise (i.e. corporation or 
other organization) are provided internally on the enter 
prise’s internal netWork. Regardless of Who actually pro 
vides real-time services to computer users, con?guring cli 
ent computers for carrying out real-time communication 
functions is often a nightmare. In the enterprise setting, a 
netWork administrator has to go around to each client 
computer on the netWork to set it up. In the home setting, a 
user is usually forced to con?gure his or her oWn computer 
for real-time communication. These dif?culties are exacer 

bated by the fact that, very often, the topology of the 
real-time communication service provider’s netWork 
changes in such a Way as to render invalid a user’s previous 
con?guration settings. 

SUMMARY OF THE INVENTION 

[0003] In accordance With the foregoing, a method and 
system for con?guring a client computer for real-time com 
munication is provided. According to the invention, con 
?guration settings are sent to the computer in the form of a 
con?guration document, such as mark-up language docu 
ment, that is readable by the client computer. The client 
computer may request the con?guration document on an 
as-needed basis, or may request to be noti?ed Whenever neW 
con?guration settings are needed. 

[0004] The invention may be implemented on a netWork 
having a management database that maintains the current 
state of the netWork. A program executed by a server on the 
netWork monitors the database and, Whenever a change is 
detected in the management database that Would require neW 
con?guration settings for the client computers, the program 
transmits a document containing the neW con?guration 
settings to the client computers. 

[0005] According to various embodiments, the invention 
uses a set-up initiation protocol, such as SIP, to enable the 
client computers to request and receive con?guration set 
tings. SIP includes SUBSCRIBE and NOTIFY message 
formats that alloW for this functionality. Additionally, SIP 
uses a Well-de?ned port and is therefore convenient to 
implement With ?reWalls. 

[0006] Additional features and advantages of the inven 
tion Will be made apparent from the folloWing detailed 
description of illustrative embodiments that proceeds With 
reference to the accompanying ?gures. 

Feb. 14, 2008 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] While the appended claims set forth the features of 
the present invention With particularity then, the invention, 
together With its objects and advantages may be best under 
stood from the folloWing detailed description taken in con 
junction With the accompanying draWings of Which: 

[0008] FIG. 1 is an example of a computer network; 

[0009] FIG. 2 is an example of a computer; 

[0010] FIG. 3 shoWs a basic netWork to help illustrate the 
invention; 
[0011] FIGS. 4 and 5 are examples of basic procedures 
carried out to con?gure a client computer for real-time 
communication according to an embodiment of the inven 

tion; 
[0012] FIG. 6 shoWs an embodiment of the invention; 

[0013] FIG. 7 shoWs an example of hoW a client computer 
makes a request for a pro?le in an embodiment of the 

invention; 
[0014] FIG. 8 shoWs an example of hoW a client computer 
requests policy settings according to an embodiment of the 
invention; 
[0015] FIG. 9 shoWs another embodiment of the inven 
tion; and 

[0016] FIGS. 10 and 11 shoW hoW a client computer 
requests and receives a con?guration document having 
con?guration settings for access control according to an 
embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0017] The invention is generally directed to a method and 
system for con?guring a computer for real-time communi 
cation, in Which a con?guration document is transmitted to 
a client computer over a computer netWork, either at the 
request of the client computer itself, or automatically. The 
con?guration document includes con?guration settings that 
are appropriate for the real-time communication services of 
the netWork. The client computer executes a real-time com 
munication client program that reads the con?guration set 
tings from the document and performs real-time communi 
cation functions according to the settings. 

[0018] Although it is not required, the present invention 
may be implemented by program modules that are executed 
by a computer. Generally, program modules include rou 
tines, objects, components, data structures and the like that 
perform particular tasks or implement particular abstract 
data types. The term “program” as used herein may connote 
a single program module or multiple program modules 
acting in concert. The invention may be implemented on a 
variety of types of computers, including personal computers 
(PCs), hand-held devices, multi-processor systems, micro 
processor-based programmable consumer electronics, net 
Work PCs, minicomputers, mainframe computers and the 
like. The invention may also be employed in distributed 
computing environments, Where tasks are performed by 
remote processing devices that are linked through a com 
munications netWork. In a distributed computing environ 
ment, modules may be located in both local and remote 
memory storage devices. 
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[0019] An example of a networked environment in which 
the invention may be used will now be described with 
reference to FIG. 1. The example network includes several 
computers 100 communicating with one another over a 
network 102, represented by a cloud. Network 102 may 
include many well-known components, such as routers, 
gateways, hubs, etc. and may allow the computers 100 to 
communicate via wired and/or wireless media. 

[0020] Referring to FIG. 2, an example of a basic con 
?guration for a computer on which the system described 
herein may be implemented is shown. In its most basic 
con?guration, the computer 100 typically includes at least 
one processing unit 112 and memory 114. Depending on the 
exact con?guration and type of the computer 100, the 
memory 114 may be volatile (such as RAM), non-volatile 
(such as ROM or ?ash memory) or some combination of the 
two. This most basic con?guration is illustrated in FIG. 2 by 
dashed line 106. Additionally, the computer may also have 
additional features/ functionality. For example, computer 
100 may also include additional storage (removable and/or 
non-removable) including, but not limited to, magnetic or 
optical disks or tape. Computer storage media includes 
volatile and non-volatile, removable and non-removable 
media implemented in any method or technology for storage 
of information such as computer readable instructions, data 
structures, program modules, or other data. Computer stor 
age media includes, but is not limited to, RAM, ROM, 
EEPROM, ?ash memory or other memory technology, CD 
ROM, digital versatile disk (DVD) or other optical storage, 
magnetic cassettes, magnetic tape, magnetic disk storage or 
other magnetic storage devices, or any other medium which 
can be used to stored the desired information and which can 
be accessed by the computer 100. Any such computer 
storage media may be part of computer 100. 

[0021] Computer 100 may also contain communications 
connections that allow the device to communicate with other 
devices. A communication connection is an example of a 
communication medium. Communication media typically 
embodies computer readable instructions, data structures, 
program modules or other data in a modulated data signal 
such as a carrier wave or other transport mechanism and 
includes any information delivery media. By way of 
example, and not limitation, communication media includes 
wired media such as a wired network or direct-wired con 

nection, and wireless media such as acoustic, RF, infrared 
and other wireless media. The term computer readable 
media as used herein includes both storage media and 
communication media. 

[0022] Computer 100 may also have input devices such as 
a keyboard, mouse, pen, voice input device, touch input 
device, etc. Output devices such as a display 116, speakers, 
a printer, etc. may also be included. All these devices are 
well known in the art and need not be discussed at length 
here. 

[0023] Referring to FIG. 3, a basic network is shown to 
help illustrate the invention. The network, generally labeled 
152, includes at least one client computer 150, and at least 
one server computer 154. The client computer 150 is capable 
of performing real-time communication functions, such as 
Internet telephony, video conferencing, or instant messag 
ing. The server computer 154 is capable of providing 
real-time communication services to the client computer 
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150. Such services may include assisting the client computer 
150 in setting up an intemet telephony call, providing a 
directory service to the client computer 150, and the like. 

[0024] To con?gure a client computer for real-time com 
munication according to an embodiment of the invention, a 
con?guration document containing the correct con?guration 
settings is provided to the client, and a real-time communi 
cation program that is capable of reading the document is 
executed on the client. An example of the basic procedure 
carried out to con?gure a client computer for real-time 
communication in this embodiment will now be described 
with appropriate reference to the network of FIG. 3 and to 
the ?owchart of FIG. 4. At step 10 (FIG. 4), the client 
computer 150 encounters a condition that indicates that it 
needs to be con?gured for real-time communication. An 
example of such a condition is when a user at the client 
computer 150 installs a real-time communication program 
and the installation software requires the correct con?gura 
tion settings. At step 12, the client computer 150 generates 
a request to the server computer 154 for the con?guration 
settings (arrow A of FIG. 3). At step 14, the server computer 
154 retrieves the appropriate con?guration setting from a 
storage medium. At step 16, the server computer 154 trans 
mits a con?guration document containing the con?guration 
settings to the client computer 150 (arrow B of FIG. 3). At 
step 18, the client computer 150 stores the con?guration 
settings in a memory in a location that is accessible by a 
real-time communication client program executing on the 
client computer 150. The process then ends. The client 
computer 150 can now use the con?guration setting to 
execute the real-time communication program and thereby 
perform real-time communication functions. 

[0025] In another embodiment of the invention, a client 
computer may already be con?gured for real-time commu 
nication but may need to be updated whenever the required 
con?guration settings change. An example of how this is 
accomplished will now be described with reference to the 
network of FIG. 3 and the ?owchart of FIG. 5. At step 20 
(FIG. 5), the client computer 150 generates request to have 
the server computer 154 notify the client computer 150 
whenever an update to the con?guration settings is required 
(arrow A of FIG. 3). At step 22, the server computer 154 
monitors various conditions on the network 152 for any 
change that would indicate a need for the client computer 
150 to have new con?guration settings. If, at step 24, the 
server computer 154 detects a change that would require the 
client computer 150 to have new con?guration settings, the 
procedure continues at step 26. Otherwise, the procedure 
returns to step 22. At step 26, after having detected a change 
that requires the client computer 150 to have new con?gu 
ration settings, the server computer 154 retrieves the appro 
priate con?guration settings from a storage medium. At step 
28, the server computer 154 transmits the con?guration 
settings as part of a con?guration document to the client 
computer 150 (arrow B of FIG. 3). At step 30, the client 
computer 150 reads the new con?guration settings from the 
received con?guration document. The process then ends. 
The client computer 150 can now execute the real-time 
communication program and thereby perform real-time 
communication functions according to the new con?gura 
tion settings. 

[0026] The client computer 150 may perform the afore 
mentioned real-time communication functions through the 
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server computer 154 or through another server computer as 
speci?ed by the con?guration settings sent to the client 
computer 150 by the server computer 154. For example, the 
client computer 150 may have been previously con?gured to 
use server computer 154 as its Session Initiation Protocol 
(SIP) server. HoWever, the administrator of the netWork 150 
decides to add a neW, second server computer, labeled 156 
and shoWn With a dashed line, to the netWork 150, and 
Wishes to use the second server computer 156 as the SIP 
server. The administrator could make the appropriate 
changes to the con?guration document, and once the ?rst 
server computer 154 updates the client computer 150 With 
the modi?ed con?guration document, the client computer 
150 Would automatically contact the second server 156 in 
future attempts to set up real-time communication sessions. 

[0027] The client computer 150 and the server computer 
154 (FIG. 3) can communicate in a variety of different Ways 
and according to a variety of different protocols. Each of 
them can also be implemented according to a variety of 
different architectures. According to one embodiment, the 
server computer 154 provides the con?guration settings to 
the client computer 150 in the form of one or more WL 
documents. Using a cross-platform language such as XML 
helps to minimiZe the number of different client programs 
that the client computer 150 is required to run. For example, 
the real-time communication client computer 150 could 
perform real-time communication functions With multiple 
real-time communication service providers and/or multiple 
real-time communication service formats. In that scenario, 
each different service provider or format provides its oWn 
con?guration document. This alloWs the user of the client 
computer to avail of multiple service providers and/or 
formats Without having to install multiple real-time com 
munication client programs. For example, assume that an 
enterprise has multiple of?ces throughout the country, and 
these o?ices often need to conduct meetings With one 
another via videoconference. HoWever, there are tWo differ 
ent videoconferencing services that the enterprise uses: an 
internal service supported by the enterprise’s network, and 
a contract service that is supplied by an outside videocon 
ferencing company. The outside service is only used as 
backup When the internal service is doWn. Rather than 
forcing all of the Workstations on the enterprise’s netWork to 
have a different client program for each of the tWo services, 
a single client program structured in accordance With an 
embodiment of the invention is installed on each of the 
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Workstations. A different XML con?guration document for 
each of the services is then made available on the netWork 
to each of the client programs, in Which each XML docu 
ment contains the appropriate con?guration setting for its 
respective service. 

[0028] An example of hoW the client computer 150 of 
FIG. 3 can be con?gured for intemet telephony using an WL 
document in accordance With an embodiment of the inven 
tion Will noW be described. In this example, it is assumed 
that the user, Bob, uses Acme (represented by the ?rst server 
computer 154 ) as his Internet service provider. Acme 
noti?es Bob via email that a neW service for making cheap 
phone calls from his PC is being introduced and the mail 
contains a link for signing up. When he clicks on the link, 
he’s redirected to a Web page (ArroW A of FIG. 3), Which 
prompts him for some information, such as a user name, 
passWord, or other data that can be used to uniquely identify 
the user to the service. After Bob enters the required 
information, the Web server (running on the server computer 
154 ) executes Web script and uses a real-time communica 
tion application programming interface (API) to push an 
XML document containing Bob’s pro?le to Bob’s client 
computer (ArroW B of FIG. 3) A “pro?le” refers to a set of 
con?guration settings that alloW a user, in this case Bob, to 
use a particular real-time communication service. The next 
time Bob uses his real-time communication client program, 
he can make phone calls through Acme Without making any 
changes to his softWare. 

[0029] After some time, Bob comes across another service 
provider, CallAreUs.com, Which is providing great rates for 
international calls. Since Bob frequently makes international 
calls, he decides to give it a try. He signs up With CallAreUs 
.com (ArroW C of FIG. 3), and CallAreUs.com pushes a neW 
pro?le to Bob’s computer in the same manner as described 
above With respect to Acme (ArroW D of FIG. 3). NoW, 
When Bob uses his real-time communication client program, 
he sees that he has a choice of tWo service providers to make 
phone calls, Acme and CallsAreUs.com. He can choose the 
service provider he Wants to use depending on the destina 
tion number he’s calling. In this embodiment, Bob is not 
required to doWnload, install and use multiple client pro 
grams. 

[0030] An example of an XML con?guration document 
containing the pro?le settings for Bob to avail of the Acme’s 
Internet telephony service is as folloWs: 

<ResClientProvisioningInfo xmlns="provisioning.xml"> 
<Pro?leInfo Key="9COBD033-DOB2-4dl2-8DD1-16A49F3 81 BBE" 
LastUpdated="2000—06—26"> 

<SchemaVersion> 
<Maj orVersionNuInber>O </Maj orVersionNuInber> 
<MinorVersionNumber>5 </MinorVersionNumber> 

</SchemaVersion> 
</Pro?leInfo> 
<ITSPInfo ITSPNaIne="Acme" 

URIHomepage= “http://WWW.acme.com” 
URIHelpdesk=”http ://WWW.acme.com/helpdesk” 

URIPers OHalACCOllHt=”ht1IpI//WWW.5.01116.COIH/l16lpd6Sk?1lS6I=IOhl1 
Smith ,p assWord=not4noW” 

URIDisplayDuringCall=”http ://WWW.acmecom/duringcall” 
URIDisplayDuringIdle=http://WWW.acme.com/duringidle” 

URIProvisioningUpdate=' 'http ://WWW.acme. com/provisioningrequest" 
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-continued 
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NextUpdate="2000-07-07"/> 
<UserInfo UserId="John Smith" PassWord="not4noW" 
UserURI=”jsmith@acme.com”/> 
<SIPServer Address="264.23.34.23l" Transport="UDP" AuthMethod="digest" 
Role="Proxy"> 

<SessionInfo mode="FirstParty"> 
<TerminalInfo ConsumerTerminal=' 'IPiTerminal" 

ProviderTerminal="IPiTerminal"/> 
</SessionInfo> 
<SessionInfo mode="FirstParty"> 

<TerminalInfo ConsumerTerminal=' 'IPiTerminal" 
ProviderTerminal="PSTNiTerminal"/> 

</SessionInfo> 
</SIPServer> 
<SIPServer Address="264.23.34.232" Transport="SSL" AuthMethod="digest" 
Role="Proxy"> 

<SessionInfo mode="ThirdParty"> 
<TerminalInfo ConsumerTerminal=' 'PSTNiTerminal" 

ProviderTerminal="PSTNiTerminal"/> 
</SessionInfo> 

</SIPServer> 
<ITSPPrivateData> 

<ProvisioningVersion>l .O</ProvisioningVersion> 
<AccountType>FlatFee</AccountType> 

</ITSPPrivateData> 
</ResClientProvisioningInfo> 

[0031] An explanation of the parameters used in the 
example ?le sent to Bob from Acme in the previous example 
is as follows: 

[0032] l) ResClientProvisioningInfo. An XML 
namespace tag to uniquely identify the type of XML 
document 

[0033] 2) Pro?leInfo Key. This is an ID number (such as 
a Globally Unique ID or GUID) that is used to uniquely 
identify a pro?le on the client computer. It is used in the 
event that the client computer maintains multiple pro 
?les. 

[0034] 3) Schema Version. This is the version of the 
XML schema upon Which the con?guration document 
is based. 

[0035] 4) ITSPInfo. These are the settings that are 
particular to each Internet telephony service provider. 

[0036] a. ITSPName. This is the name of the Internet 
telephony service provider. 

[0037] b. URIHomePage. This is the Uniform 
Resource Identi?er of the home page that is dis 
played by the client real-time communication pro 
gram. 

[0038] c. URIPersonalAccount. This is the Uniform 
Resource Identi?er that can be used to by the client 
computer to display personal account details of the 
user. 

[0039] d. URIDisplayDuringCall. This is the Uni 
form Resource Identi?er that should be displayed by 
the client computer during an Internet phone call for 
the purposes of displaying marketing information to 
the user. 

[0040] e. URIDisplayDuringIdle. This is the Uniform 
Resource Identi?er that should be displayed by the 

client computer during idle periods for the purposes 
of displaying marketing information to the user. 

[0041] f. URIProvisioningUpdate. This is the Uni 
form Resource Identi?er that the user needs to access 
in order to obtain an updated version of the XML 
document that contains his pro?le settings. 

[0042] g. NextUpdate. This is When the user’s pro?le 
settings Will need to be updated at the Uniform 
Resource Identi?er speci?ed by the URIProvision 
ingUpdate parameter. 

[0043] 5) UserInfo. These are settings that are applied to 
the user once the user has been authenticated against a 
real-time communication server. 

[0044] a. UserID. This is the user’s unique ID that the 
real-time communication server uses to authenticate 
the user. 

[0045] b. PassWord. This is the passWord that the 
real-time communication server uses to authenticate 
the user. 

[0046] c. UserURI. This is the user’s Uniform 
Resource Identi?er, Which is typically in the format 
of an email address. 

[0047] 6) SIPserver. These settings are used to specify 
Which SIP servers are available to the client computer. 
As there may be multiple SIP servers in a network, 
there may be multiple sets of SIP server settings. 

[0048] a. Address. This is the hostname of the real 
time communication server. 

[0049] b. Transport. This is the transport protocol that 
the real-time communication client program is to use 
to connect to the real-time communication server. 

Examples include TCP, UDP, TLS and HTTPS. 
[0050] c. AuthMethod. This is the form of authenti 

cation that is to be used by the client computer. 
Examples include Basic, Digest, NTLM, Kerberos, 
and Cert. 
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[0051] d. Role. This is the role of the SIP server. 
Examples include Proxy and Registrar. 

[0052] e. SessionInfo. The communication modes 
supported by the SIP server. 

[0053] 1) mode. This speci?es the mode in Which 
the call Will be made. Examples include First 
Party and Third Party. 

[0054] 2) TerminalInfo. This speci?es What kind of 
terminals are to be used. 

[0055] l. ConsumerTerminal. This is What kind 
of terminal the consumer Will use. Examples 
include PSTN Terminal and IP Terminal. 

[0056] 2. ProviderTerminal This is What kind of 
terminal the Internet telephony service provider 
Will use. Examples include PSTN Terminal and 
IP Terminal. 

[0057] 7) ITSPPrivateData. This includes data that is a 
particular Internet telephony service provider may Want 
to use. Examples include: 

[0058] a. ProvisioningVersion. This is the version 
number of the con?guration information contained 
in the XML pro?le document. 

[0059] b. AccountType. This is the pay structure that 
the user has signed up for. 

[0060] In various embodiments of the invention, the client 
computer and the server computer 154 (FIG. 3) communi 
cate using Well-knoWn netWorking protocols, including, but 
not limited to TCP, IP, FTP, and HTTP. In some embodi 
ments, the client computer and the server computer 154 
invoke functions on each other through various API’S. 

[0061] The invention can be implemented in a variety of 
computing environments. In the previous example, Bob 
could have been a home user or a user of an enterprise 
netWork. In the enterprise netWork context various embodi 
ments of the invention alloW policy settings to be con?gured 
on client computers. Policy settings are established on a 
global basis, for a group of users, or for individual users, and 
control Which forms of communication various client com 
puters are permitted to be conducted. Through the use of 
policy settings, an administrator can, for example, disalloW 
audio, video or instant messaging, regardless of Which 
server the client computer uses in performing real-time 
communication functions. In an embodiment of the inven 
tion, the client computer enforces the policy settings and 
insures that the policy settings are made knoWn to the user 
by disabling menus, buttons and the like. Examples of policy 
settings include: 

[0062] l) Expires. This speci?es (in hours) the length of 
time that the policy settings should be considered valid. 
After this time the client computer should send another 
request for the policy. 

[0063] 2) SVR. This is used to specify Which domains 
to Which a client computer is alloWed to connect. This 
setting can be used, for example, to restrict a client 
computer from connecting to any other service that is 
not Within the local domain. By default this option 
alloWs for the use of any service. 
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[0064] 3) Proxy. This is used to specify the default 
server computer to be used for any traf?c that is not 
Within the local domain. 

[0065] 4) FTP. This option is used to enable or disable 
the File Transfer capabilities of the client computer. If 
disabled, the client computer cannot start or receive 
?les. By default ?le transfers are alloWed. 

[0066] 5) PC2PC. This option is used to enable or 
disable the PC to PC audio capabilities of the client 
computer. If disabled, the client computer cannot start 
or receive audio. By default PC to PC audio is alloWed. 

[0067] 6) PC2Ph. This option is used to enable or 
disable the PC to phone audio capabilities of the client 
computer. If disabled, the client computer cannot start 
PC to phone calls. By default PC to Phone audio is 
alloWed. 

[0068] 7) Ph2Ph. This option is used to enable or 
disable the Phone-to-Phone capabilities of the client 
computer. If disabled, the client computer cannot start 
Phone-to-Phone calls. By default Phone to Phone calls 
are alloWed. 

[0069] 8) Video. This option is used to enable or disable 
the video capabilities of the client computer. If dis 
abled, the client computer cannot start or receive video. 
By default video is alloWed. 

[0070] 9) IM. This option is used to enable or disable 
Instant Messaging capabilities of the client computer. If 
disabled, the client computer cannot send or receive 
Instant Messages. By default Instant Messaging is 
alloWed. 

[0071] 10) DataCollab. This option is used to enable or 
disable Data Collaboration (Whiteboard or Application 
Sharing) capabilities of the client computer. If disabled, 
the client computer cannot start or receive any White 
board and Application Sharing sessions. By default 
Data Collaboration is alloWed. 

[0072] With reference to FIG. 6, another embodiment of 
the invention Will noW be described. As shoWn in FIG. 6, a 
computer netWork 170 includes a ?rst client computer 158, 
a second client computer 160 and a third client computer 
162. The netWork 170 also includes a ?rst real-time com 
munication server 164, a second real-time communication 
server 166 and a third real-time communication server 168. 

The ?rst, second and third client computers 158, 160 and 
162 each have the same basic architecture. For ease of 
reference, only the architecture of the ?rst client computer 
158 and the ?rst real-time communication server 164 are 
depicted in detail. 

[0073] A real-time communication client program 172 
executes on the ?rst client computer 158. The real-time 
communication client program 172 performs real-time com 
munication functions such as Internet telephony, video con 
ferencing and instant messaging, thereby alloWing a user at 
the ?rst client computer 158 to avail of real-time commu 
nication services of the netWork 170. The ?rst client com 
puter 158 has a storage medium 174 that can be imple 
mented as any type of computer readable medium. The 
storage medium 174 has stored therein con?guration docu 
ments 176, Which include various real-time communication 
con?guration settings. The documents 176 are used by the 
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real-time communication client program 172 to perform 
real-time communication functions. 

[0074] In an embodiment of the invention, each one of the 
documents 176 contains the con?guration settings for a 
single real-time communication service and/or service pro 
vider. Thus, for example, one of the documents 176 might 
contain con?guration settings for Internet telephony While 
another might contain con?guration settings for an instant 
messaging service. Yet another of the documents 176 might 
contain the con?guration for a different instant messaging 
service. Although the con?guration documents 176 may be 
implemented according to a variety of formats, mark-up 
languages such as XML are knoWn to be suitable. 

[0075] Referring again to FIG. 6, the ?rst real-time com 
munication server 164 executes a SIP server program 178. 

The SIP server program 178 provides data and services 
related to the Well-known Session Initiation Protocol (SIP) 
to the ?rst, second and third client computers 158, 160 and 
162. Other session initiation protocols besides SIP may be 
used in other embodiments of the invention. 

[0076] The ?rst, second and third real-time communica 
tion servers 164, 166 and 168 provide real-time communi 
cation services to the ?rst, second and third client computers 
158, 160 and 162. For example, the second real-time com 
munication server 166 could be an internet telephony server 
that the ?rst and third client computers 158 and 162 use to 
set up internet phone calls to one another. Although this 
embodiment assumes that the con?guration documents are 
provided to the client computers by one or more of the 
real-time communication servers 164, 166 and 168, the 
documents could also be provided by other computers that 
don’t necessarily provide real time communication services. 

[0077] The ?rst real-time communication server 164 has 
access to a storage medium 180 on Which a management 
database 182 is stored. The management database 182 
includes information as to the current state of the netWork 
170 and the location of various resources of the netWork 
170. The management database may be implemented in a 
variety of Ways, but the MICROSOFT ACTIVE DIREC 
TORY is knoWn to be suitable. Although the management 
database 182 is shoWn as being stored on a single storage 
medium, it can, in fact, be distributed among many different 
media of many different computers. 

[0078] The management database 182 can be changed by 
a system administrator of the netWork 170, by a user With 
su?icient access permission, or automatically as a result of 
changes in the netWork 170. For example, an administrator 
of the netWork 170 might, in response to a virus threat, Wish 
to establish a policy that restricts all users from making FTP 
doWnloads. The administrator Would simply edit/create the 
appropriate policy in the management database 182. Each 
client computer Would eventually receive a neW con?gura 
tion document containing the policy. In another example, a 
user on the netWork 170 might change his or her passWord, 
Which Would be re?ected in the management database 182 
and Would trigger the transmission of a neW con?guration 
document to the user’s client computer. In yet another 
example, a neW real-time communication server computer 
might be -added to the netWork 170. The neW server 
computer Would register itself With the management data 
base 182 and, as a result, the SIP server program 178 Would 
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transmit a con?guration document containing con?guration 
settings needed to use neW server computer to the client 
computers. 

[0079] According to an embodiment of the invention, the 
SIP server program 178 provides con?guration documents 
to the ?rst, second and third client computers 158, 160 and 
162, and provides updates to those documents in response to 
changes that are made in the management database 182. The 
con?guration documents and updates can be provided to one 
of the client computers in response to a request from the 
client computer or as part of an ongoing update service to 
Which the client computer had previously subscribed. Refer 
ring again to FIG. 6, the client computer 158 obtains 
con?guration documents as Well as updates to the con?gu 
ration documents from the real-time communication server 
164 by executing the real-time communication client pro 
gram 172 to send requests for the documents and updates in 
the form of SIP messages to the SIP server computer 164. 
Similarly, the real-time communication server 164 provides 
the documents and updates to the client computer 158 by 
executing the SIP server program 178 to transmit the docu 
ments and updates in the form of SIP messages to the client 
computer 158. For example, the real-time communication 
client program 172 on the client computer 158 could request 
con?guration data from the SIP server program 178 by 
sending a SIP SERVICE message. Additionally, the real 
time communication client program 172 could request that 
the SIP server program 178 provide updates as needed to the 
real-time communication client program 172 by sending a 
SIP SUBSCRIBE message to the SIP server program 178. 
Those updates Would then be provided by the SIP server 
program 178 via a SIP NOTIFY message. 

[0080] Referring to FIG. 7, an example of hoW the client 
computer 158 from FIG. 6 obtains the pro?le settings for the 
user “roberto” from the real-time communication server 
computer 154 is shoWn. The real-time communication client 
program 172 ?rst sends a document 250 that contains a 
SERVICE message, Which is formatted according to the SIP 
protocol, to the server computer 164. As shoWn, the SER 
VICE message includes a block of XML text. The XML text 
is formatted according to the Well-known Simple Object 
Access Protocol (SOAP), and contains a “Get Pro?le” 
request. The real-time communication server computer 164 
responds With an “OK” message 252 formatted according to 
standard SIP format and including a block of SOAP format 
ted XML text. The WL text sent by the real-time commu 
nication server 164 includes the pro?le for “Roberto.” The 
pro?le itself may have a variety of con?guration settings 
such as those discussed above, and is generally designated 
in FIG. 7 as “pro?le info.” 

[0081] Referring to FIG. 8, an example of hoW the client 
COMPUTER 158 obtains the policy for the user “roberto” 
from the real-time communication server computer 164 is 
shoWn. The client computer 158 sends a SIP SERVICE 
message 254, having a block of SOAP formatted text that 
includes a “Get Policy” request to the server computer 164. 
The real-time communication server computer 164 responds 
With a document 250 that contains SIP “OK” message 
having a block of SOAP-formatted XML text that includes 
the policy. The policy itself may have a variety of con?gu 
ration settings (speci?cally, policy settings) such as those 
discussed above, and is generally designated in FIG. 8 as 
“policy info.” 



US 2008/0040461 A1 

[0082] An example of how the invention may be imple 
mented in an enterprise network will now be described. In 
this example, the enterprise network has a system set up that 
regulates the ability of users on the network to communicate 
with and/or monitor one another through the use of access 
control rights. Access control rights are granted on a per user 
basis or on a per group basis and govern such things as 
whether a user is allowed to monitor another user’s “pres 
ence” (i.e. determine whether they are logged onto the 
network and what their network address is), whether a user 
is permitted to call another user via intemet telephony, 
whether a user is to be prompted before allowing someone 
to monitor him or her, and the like. 

[0083] In continuing with the enterprise network example, 
reference is made to FIG. 9, in which the enterprise network, 
generally labeled 300 is shown. The enterprise network 300 
includes ?rst, second and third client computers 304, 306 
and 308. The enterprise network 300 also includes a real 
time communication server 302, which has access to a 
computer-readable medium 310 having stored thereon a 
management database 312. The real-time communication 
server 302 and management database 312 have the same 
functionality as the real-time communication server 164 and 
management database 182 of FIG. 6. In this example, 
however, they also manage access control with respect to the 
users of the network 300. 

[0084] The concept of access control as it applies to this 
embodiment of the invention will now be discussed in more 
detail. For each user or group of users of the network 300 
(FIG. 9), there is a corresponding access control list that 
speci?es what that user or group of users is permitted to do 
with regard to other users or groups of users. In this 
embodiment of the invention, there are at least two types of 
rights: “Incoming” and “Presence.” Incoming rights govern 
things such as whether or not a user is allowed to send an 

instant message to another user. Presence rights govern the 
ability for a user to monitor whether another user is online. 
The values to which each of these rights can be set in an 
embodiment of the invention are as follows: 

Ab brevi 
Right Value ation 

INCOMING Allow “A” 

Meaning 

User having this level of access can 
invite another user to communicate. 
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-continued 

Ab brevi 
Right Value ation Meaning 

Timeout “T” User having this level of access can 

invite another user to communicate, 
but the user’s real-time 
communication client program will 
always timeout the call. This is a 
polite way of blocking the and 
equates to the phone “ringing off the 
hook”. 
User having this level of access 
cannot invite another user to 

communicate. 
A user can query or subscribe to 

another user’s presence and will be 
noti?ed when status changes occur 
A user having this level of access 
can attempt to subscribe to another 

user’s presence, but the other user 

will be prompted for permission 
A user having this level of access 

may subscribe to another user’s 

presence, but the other user will 

always appear to be of?ine. 
A user with this level of access 

cannot even subscribe to the other 

Deny “D” 

PRESENCE Allow “A” 

Prompt “P” 

Block “B” 

Deny “D” 

[0085] Continuing the discussion of access control, a user 
or a group of users will also be referred to herein as an 

“identity.” There are many possible ways to designate an 
identity. In an embodiment of the invention, the following 
types of identities exist. 

Identity Type Meaning 

ALL All users and groups. 
DOMAIN All users in this domain 
URI Used to specify a particular user. 

[0086] Each access control list has one or more access 

control entries. Each access control entry confers one or 

more rights to an identity. For example, possible access 
control entries for the user joeb@microsoft.com include: 

Identity Access Right(s) Meaning 

ALL 

DOMAIN 

“microsoftcom” 

INCOMING = Allow Anybody can communicate with 

joeb@nicrosoft.com 
PRESENCE = Prompt Nobody can access the joeb’s 

presence without joeb being 
prompted to grant permission. 
Anybody at Microsoft can 

communicate with Joeb 

PRESENCE = Prompt Nobody at Microsoft can access 

the joeb’s presence without 

INCOMING = Allow 

joeb being prompted to grant 
permission. 
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-continued 

Identity Access Right(s) Meaning 

URI INCOMING = Deny The user roberbr@microsoft.corn 
“roberbr@nicrosoft.corn” PRESENCE = Deny 

any access to joeb. 
is speci?cally blocked from 

[0087] According to an embodiment of the invention, the 
administrator of the network 300 (FIG. 9) can set a “default” 
access control list that is applied to all users in a particular 
group. If an access control entry in the user’s personal access 
control list has the same identity as an access control entry 
in the default access control list, then the personal access 
control entry takes precedent over the default access control 
entry. This merging is done at the server when a user’s 
access control list is retrieved. Client software will only ever 
see the merged access control list. At install, according to an 
embodiment of the inventions, the default access control list 
is set to: 

Identity Access Right(s) Meaning 

DOMAIN INCOMING = Allow Allow others in the user’s domain 
“<insert PRESENCE = Allow ?all access to the user 

domain 
Narne>” 
ALL INCOMING = Allow Defaults the access for all other 

PRESENCE = Prompt users to allow incoming communica 

tion, but no access to presence 
Without the owner explicitly 
granting 

The administrator may also set a “mandatory” access control 
list that is applied to all users in a particular group. 

[0088] In an embodiment of the invention, the ?rst, sec 
ond, and third client computers 304, 306 and 308 receive 
two access control lists: the mandatory access control list 
and the user’s personal access control list (that has already 
been merged with the default access control list). The client 
is responsible for enforcing the mandatory access control 
list, even when the user’s personal access control list may 
contradict it. An access control entry in the user’s personal 
access control list is overridden by an access control entry in 
the mandatory access control list whenever: 

[0089] An access control entry in the user’s access 
control list has the same identity as an access control 
entry in the mandatory access control list 

[0090] An access control entry in the user’s access 
control list has a USER identity from a domain match 
ing a DOMAIN access control entry in the mandatory 
access control list. 

[0091] The mandatory access control list has an “ALL” 
access control entry. 

[0092] Referring to FIG. 10 an example of how the ?rst 
client computer 304 (from FIG. 9) obtains con?guration 
settings for access control from the real-time communication 
server 302 will now be described. 

[0093] In this example, the client computer 304 is 
assumed to have previously subscribed (using a SIP SUB 

SCRIBE message) to an “event” that is triggered whenever 
the management database 312 has a new access control list 
for the user of the client computer 304. The real-time 
communication server 308 monitors the management data 
base 312, and upon detecting the presence of a new access 
control list for the user, transmits a document 350 containing 
a block of XML text that has the new access control 
con?guration settings. The client computer 304 responds 
with a document 356 containing a SIP “OK” message. As 
shown in the example, these settings indicate that the user is 
to be prompted when anyone (“ALL”) tries to monitor the 
user’s presence. Anyone may send incoming real-time com 
munication traf?c to the user, however, as long as they are 
not bound by any other settings. The access control con 
?guration settings also include more speci?c settings and, in 
general, more speci?c settings override less speci?c settings. 
For example, anyone in the domain “nasty company.com” 
who attempts to monitor the user’s presence or contact the 
user will be denied access. The “nasty company.com setting 
takes precedence over the “ALL” setting, and, as a result, a 
more restrictive access policy is applied to “nasty company 
.com” than to other groups of users. 

[0094] Referring to FIG. 11, an example of how the ?rst 
client computer 304 (from FIG. 9) obtains updates to its 
access control con?guration settings is shown. In this 
example, the client computer 304 is assumed to have pre 
viously subscribed to (using a SIP SUBSCRIBE message) to 
an “event” that is triggered whenever the user’s existing 
access control list changes. The real-time communication 
server 308 monitors the management database 312, and 
upon detecting the presence of a new access control list for 
the user, transmits a document 354 containing a block of 
XML text that has the additions, deletions and/or modi?ca 
tions to the user’s access control con?guration settings. As 
shown in the example, a new access control con?guration 
setting has been added to control the ability of “somecom 
pany.com” to access the user, while the group “ntdev” has 
had its access control con?guration settings changed for this 
user. Furthermore, “nasty company.com” has had its con 
?guration setting deleted, so that “nasty company.com” has 
access to the use in accordance with the default con?gura 
tion settings. Finally, the user access control con?guration 
settings have no additions or deletionsijust a modi?cation 
to allow “Roberbr” to detect the user’s presence and to call 
the user 

[0095] It can thus be seen that a new a useful method and 
con?guring a computer for real-time communication has 
been provided. In view of the many possible embodiments 
to which the principles of this invention may be applied, it 
should be recognized that the embodiments described herein 
with respect to the drawing ?gures is meant to be illustrative 
only and should not be taken as limiting the scope of 
invention. For example, those of skill in the art will recog 
niZe that the elements of the illustrated embodiments shown 
in software may be implemented in hardware and vice versa 






