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TRANSACTION AUTHENTICATION USING 
NETWORK 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] This application is a non-provisional patent appli 
cation of and claims the bene?t of the ?ling dates of US. 
Provisional Patent Application No. 60/815,059, ?led on Jun. 
19, 2006, US. Provisional Patent Application No. 60/815, 
430 ?led on Jun. 20, 2006, and US. Provisional Patent 
Application No. 60/884,089 ?led on Jan. 9, 2007. All of 
these applications are herein incorporated by reference in 
their entirety for all purposes. 

BACKGROUND 

[0002] There are a number of Ways to ensure that payment 
transactions are securely conducted. For example, there are 
a number of different Ways to authenticate a consumer to 
ensure that the authentic consumer is the one conducting the 
payment transaction. There are also a number of different 
Ways to authenticate a portable consumer device that is 
being used by the consumer. 

[0003] Although different Ways of authenticating payment 
transactions exist, improved authentication mechanisms are 
desirable to further reduce the risk of fraudulent transac 
tions. 

[0004] Embodiments of the invention address these and 
other problems individually and collectively. 

SUMMARY 

[0005] Systems and methods for improved consumer and 
portable consumer device authentication are disclosed. 
Embodiments of the invention include Ways to authenticate 
a portable consumer device such as a payment card, authen 
ticate a consumer using the portable consumer device, 
perform back end processing, and provide consumer noti 
?cation of purchase transactions. 

[0006] One embodiment of the invention is directed to a 
method comprising: performing an authentication process 
for a consumer, Wherein the consumer uses a portable 
consumer device to conduct a transaction; performing an 
authentication process for the portable consumer device, 
Wherein performing the authentication process for the por 
table consumer device comprises verifying a ?ngerprint or a 
dynamic veri?cation value associated With the portable 
consumer device; and performing a risk analysis after 
authenticating the consumer and authenticating the portable 
consumer device are performed, Wherein the risk analysis 
determines Whether or not the transaction is to be authoriZed. 

[0007] One embodiment of the invention is directed to a 
method comprising: authenticating a portable consumer 
device using dynamic data generated by the portable con 
sumer device or an access device in communication With the 

portable consumer device; and authenticating the consumer 
comprising sending a challenge message to the consumer, 
and receiving a challenge response from the consumer. 

[0008] Another embodiment of the invention is directed to 
a method comprising: receiving an authorization request 
message associated With a transaction conducted using a 
portable consumer device, Wherein the portable consumer 
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device comprises a portable consumer device ?ngerprint, 
and Wherein the authoriZation request message comprises an 
altered portable consumer device ?ngerprint and an algo 
rithm identi?er; selecting an algorithm from among a plu 
rality of algorithms using the algorithm identi?er; determin 
ing the portable consumer device ?ngerprint using the 
selected algorithm and the altered portable consumer device 
?ngerprint; determining if the portable consumer device 
?ngerprint matches a stored portable consumer device ?n 
gerprint; sending a challenge message to a consumer asso 
ciated With the portable consumer device; and sending an 
authoriZation response message to the consumer, Wherein 
the authoriZation response message indicates Whether or not 
the transaction is approved. 

[0009] Another embodiment of the invention is directed to 
a method comprising: authenticating a batteryless portable 
consumer device, Wherein the portable consumer device 
comprises a batteryless portable consumer comprising an 
antenna; authenticating the consumer; and sending a noti? 
cation message to the consumer that a transaction is being 
conducted. 

[0010] Other embodiments of the invention are directed to 
speci?c combinations of other authentication aspects, Which 
are provided beloW in the Detailed Description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 shoWs a block diagram of a system accord 
ing to an embodiment of the invention. 

[0012] FIG. 2 shoWs a block diagram of aspects of a 
payment transaction authentication system according to an 
embodiment of the invention. 

[0013] FIGS. 3(a)-3(c) shoW schematic vieWs of battery 
less cards according to embodiments of the invention. 

[0014] FIG. 4 shoWs a portable security device. 

[0015] FIG. 5 shoWs a representation of data ?elds asso 
ciated With a portable consumer device such as a credit card. 

[0016] FIG. 6 shoWs parts of a primary account number 
(PAN). 
[0017] FIG. 7 shoWs a block diagram of a system com 
prising a challenge question engine. 

[0018] FIGS. 8-9 shoW ?oWcharts illustrating methods 
comprising using a challenge message to authenticate a 
consumer. 

[0019] FIG. 10(a) shoWs a block diagram ofa system that 
can use an algorithm ID. 

[0020] FIG. 10(b) shoWs a block diagram shoWing mod 
ules that may be present in a server computer in the system 
in FIG. 10(a). 

[0021] FIGS. 11-12 shoW ?oWcharts illustrating methods 
according to embodiments of the invention. 

DETAILED DESCRIPTION 

[0022] 
[0023] Embodiments of the invention can be used to 
authenticate conventional purchase transactions as Well as 
other types of transactions (e.g., money transfer transac 
tions). Speci?c authentication systems and methods may 

I. Exemplary Systems and Payment Transactions 
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involve the authentication of the consumer (e.g., a pur 
chaser), portable consumer device (e.g., a credit card), 
and/ or access device (e.g., a POS terminal) to ensure that the 
transaction is authentic. 

[0024] In a typical purchase transaction, a consumer uses 
a portable consumer device (e.g., a credit card) to purchase 
goods or services from a merchant. 

[0025] FIG. 1 shoWs a system 20 that can be used in an 
embodiment of the invention. The system 20 includes a 
merchant 22 and an acquirer 24 associated With the mer 
chant 22. In a typical payment transaction, a consumer 30 
may purchase goods or services at the merchant 22 using a 
portable consumer device 32. The acquirer 24 can commu 
nicate With an issuer 28 via a payment processing netWork 
26. 

[0026] The consumer 30 may be an individual, or an 
organization such as a business that is capable of purchasing 
goods or services. 

[0027] The portable consumer device 32 may be in any 
suitable form. For example, suitable portable consumer 
devices can be hand-held and compact so that they can ?t 
into a consumer’s Wallet and/or pocket (e.g., pocket-sized). 
They may include smart cards, ordinary credit or debit cards 
(With a magnetic strip and Without a microprocessor), key 
chain devices (such as the SpeedpassTM commercially avail 
able from Exxon-Mobil Corp.), etc. Other examples of 
portable consumer devices include cellular phones, personal 
digital assistants (PDAs), pagers, payment cards, security 
cards, access cards, smart media, transponders, and the like. 
The portable consumer devices can also be debit devices 
(e.g., a debit card), credit devices (e.g., a credit card), or 
stored value devices (e.g., a stored value card). 

[0028] The payment processing netWork 26 may include 
data processing subsystems, netWorks, and operations used 
to support and deliver authorization services, exception ?le 
services, and clearing and settlement services. An exemplary 
payment processing netWork may include VisaNetTM. Pay 
ment processing netWorks such as VisaNetTM are able to 
process credit card transactions, debit card transactions, and 
other types of commercial transactions. VisaNetTM, in par 
ticular, includes a VIP system (Visa Integrated Payments 
system) Which processes authorization requests and a Base 
II system Which performs clearing and settlement services. 

[0029] The payment processing netWork 26 may include a 
server computer. A server computer is typically a poWerful 
computer or cluster of computers. For example, the server 
computer can be a large mainframe, a minicomputer cluster, 
or a group of servers functioning as a unit. In one example, 
the server computer may be a database server coupled to a 
Web server. The payment processing netWork 26 may use 
any suitable Wired or Wireless netWork, including the Inter 
net. 

[0030] The merchant 22 may also have, or may receive 
communications from, an access device 34 that can interact 
With the portable consumer device 32. The access devices 
according to embodiments of the invention can be in any 
suitable form. Examples of access devices include point of 
sale (POS) devices, cellular phones, PDAs, personal com 
puters (PCs), tablet PCs, handheld specialized readers, set 
top boxes, electronic cash registers (ECRs), automated teller 
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machines (ATMs), virtual cash registers (VCRs), kiosks, 
security systems, access systems, and the like. 

[0031] If the access device 34 is a point of sale terminal, 
any suitable point of sale terminal may be used including 
card readers. The card readers may include any suitable 
contact or contactless mode of operation. For example, 
exemplary card readers can include RF (radio frequency) 
antennas, magnetic stripe readers, etc. to interact With the 
portable consumer devices 32. 

[0032] In a typical purchase transaction, the consumer 30 
purchases a good or service at the merchant 22 using a 
portable consumer device 32 such as a credit card. The 
consumer’s portable consumer device 32 can interact With 
an access device 34 such as a POS (point of sale) terminal 
at the merchant 22. For example, the consumer 30 may take 
a credit card and may sWipe it through an appropriate slot in 
the POS terminal. Alternatively, the POS terminal may be a 
contactless reader, and the portable consumer device 32 may 
be a contactless device such as a contactless card. 

[0033] An authorization request message is then for 
Warded to the acquirer 24. After receiving the authorization 
request message, the authorization request message is then 
sent to the payment processing netWork 26. The payment 
processing netWork 26 then forWards the authorization 
request message to the issuer 28 of the portable consumer 
device 32. 

[0034] After the issuer 28 receives the authorization 
request message, the issuer 28 sends an authorization 
response message back to the payment processing netWork 
26 (step 56) to indicate Whether or not the current transaction 
is authorized (or not authorized). The payment processing 
netWork 26 then forWards the authorization response mes 
sage back to the acquirer 24. The acquirer 24 then sends the 
response message back to the merchant 22. 

[0035] After the merchant 22 receives the authorization 
response message, the access device 34 at the merchant 22 
may then provide the authorization response message for the 
consumer 30. The response message may be displayed by 
the access device 24, or may be printed out on a receipt. 

[0036] At the end of the day, a normal clearing and 
settlement process can be conducted by the payment pro 
cessing netWork 26. A clearing process is a process of 
exchanging ?nancial details betWeen and acquirer and an 
issuer to facilitate posting to a consumer’s account and 
reconciliation of the consumer’s settlement position. Clear 
ing and settlement can occur simultaneously. 

[0037] 
[0038] Referring to FIG. 2, Which shoWs a conceptual 
block diagram 100, the authentication of a purchase trans 
action like the one described above can have various aspects. 
Such aspects include portable consumer device authentica 
tion 100(a), consumer authentication 100(b), back end pro 
cessing including real time risk analysis 100(0), and con 
sumer noti?cation of the purchase transaction 100(d). 

II. Transaction Authentication 

[0039] Portable consumer device authentication relates to 
the authentication of the portable consumer device. That is, 
in a portable consumer device authentication process, a 
determination is made as to Whether the portable consumer 
device that is being used in the purchase transaction is the 
authentic portable consumer device or a counterfeit portable 
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consumer device. Speci?c exemplary techniques for 
improving the authentication of a portable consumer device 
include: 

[0040] Dynamic CVV on portable consumer devices 
such as magnetic stripe cards 

[0041] Card security features (existing and neW) 

[0042] Contactless chips (limited use) 
[0043] Magnetic stripe identi?cation 

[0044] Card Veri?cation Values (CVV and CVV2) 

[0045] Contact EMV chips 

[0046] Consumer authentication relates to a determination 
as to Whether or not the person conducting the transaction is 
in fact the oWner or authorized user of the portable consumer 
device. Conventional consumer authentication processes are 
conducted by the merchants. For example, merchants may 
ask to see a credit card holder’s driver’s license, before 
conducting a business transaction With the credit card 
holder. Other Ways to authenticate the consumer Would be 
desirable, since consumer authentication at the merchant 
does not occur in every instance. Speci?c examples of 
possible Ways to improve the consumer authentication pro 
cess include at least the following: 

[0047] Knowledge-based challenge-responses 
[0048] HardWare tokens (multiple solution options) 

[0049] OTPs (one time passWord, limited use) 

[0050] AVSs (not as a stand alone solution) 

[0051] Signatures 
[0052] SoftWare tokens 

[0053] PINs (online/o?line) 

[0054] User IDs/Passcodes 

[0055] TWo-channel authentication processes (e.g., via 
phone) 

[0056] Biometrics 

[0057] Back end processing relates to processing that may 
occur at the issuer or payment processing netWork, or other 
non-merchant location. As Will be explained in detail beloW, 
various processes may be performed at the “back end” of the 
payment transaction to help ensure that any transactions 
being conducted are authentic. Back end processing may 
also prevent transactions that should not be authoriZed, and 
can alloW transactions that should be authorized. 

[0058] Lastly, consumer noti?cation is another aspect of 
transaction authentication. In some cases, a consumer may 

be noti?ed that a purchase transaction is occurring or has 
occurred. If the consumer is noti?ed (e.g., via cell phone) 
that a transaction is occurring using his portable consumer 
device, and the consumer is in fact not conducting the 
transaction, then appropriate steps may be taken to prevent 
the transaction from occurring. Speci?c examples of con 
sumer noti?cation processes include: 

[0059] Purchase noti?cation via SMS 

[0060] Purchase noti?cation via e-mail 

[0061] Purchase noti?cation by phone 
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[0062] Speci?c details regarding some of the above-de 
scribed aspects are provided beloW. The speci?c details of 
the speci?c aspects may be combined in any suitable manner 
Without departing from the spirit and scope of embodiments 
of the invention. For example, portable consumer device 
authentication, consumer authentication, back end process 
ing, and consumer transaction noti?cation may all be com 
bined in some embodiments of the invention. HoWever, 
other embodiments of the invention may be directed to 
speci?c embodiments relating to each individual aspects, or 
speci?c combinations these individual aspects. 

[0063] III. Portable Consumer Device Authentication 

[0064] Improvements can be made With respect to various 
portable consumer device authentication processes. 
Examples of such improvements are provided beloW. 

[0065] A. Dynamic Card Veri?cation Values (dCVVs) 

[0066] To help ensure that the portable consumer device 
being used in a payment transaction is in fact the authentic 
portable consumer device, “dynamic” data may be provided 
from the portable consumer device. Dynamic data is data 
that may change over time, and is therefore more secure than 
static data (e.g., a name). For example, a portable consumer 
device authentication process may include “dynamic” veri 
?cation data such as a dynamic CVV (or dynamic card 
veri?cation value). 

[0067] In comparison, “static” data may be data that does 
not change over time. For example, today, credit cards have 
card veri?cation values (CVV values) printed on the back of 
the cards. These values can be used to verify that the 
portable consumer device being used is authentic. For 
example, When conducting a purchase transaction over the 
telephone or the Internet using a credit card, a merchant may 
ask for the CVV value on the back of the credit card. The 
CVV value may be matched to the credit card number to 
ensure that the caller in fact possesses the authentic portable 
consumer device. One problem With current CVVs is that 
they are static. They can be stolen and used. 

[0068] Dynamic CVV (“dCVV”) is described in US. 
patent application Ser. No. l0/642,878, Which is herein 
incorporated by reference in its entirety for all purposes. 
US. patent application Ser. No. 10/642,878 describes the 
generation of a veri?cation value using information includ 
ing a PAN (primary account number), an expiration date, a 
service code, and an automatic transaction counter. This 
veri?cation value is transmitted from a merchant to a service 
provider (e.g., a payment processing organiZation or an 
issuer) Where it is decoded and evaluated for possible 
approval. The automatic transaction counter keeps track of 
the number of times that a portable consumer device is used, 
and if there is a mismatch betWeen a counter value that is 
received at the issuer and the counter at the issuer, then this 
may indicate possible data skimming or fraudulent use. 

[0069] The dCVV or other dynamic data may be trans 
mitted using any suitable secure data transmission process 
and may use DES (dynamic encryption standard), as Well as 
ECC (elliptical curve cryptography), or AEC (advanced 
encryption cryptography). Any symmetric or asymmetric 
cryptographic elements may be used. 

[0070] Other security enhancements of the dCVV process 
may include the use of a longer DES number and a longer 
counter. 
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[0071] B. dCVVs Created With Speci?c Input Data 

[0072] It Would be desirable to improve upon prior dCVV 
processes by generating different dynamic veri?cation val 
ues using different data or different types of variable infor 
mation. For example, more transaction and/or user speci?c 
data could be dynamically changed to verify that the por 
table consumer device is the correct one. This Would be 
more secure than using just a simple counter. For example, 
speci?c information could include the following: terminal 
ID, time of day, telephone number, SIM card number, 
transaction amount, account number, service code (tWo 
digits), expiration date, current date, random numbers from 
the terminal, etc. The speci?c information preferably 
includes at least one dynamic data element such as a counter, 
time of day, purchase amount, etc. In other embodiments, the 
speci?c information used to create the dynamic veri?cation 
value includes dynamic, consumer speci?c or transaction 
speci?c information such as the time of day When the 
transaction is taking place, the purchase amount, prior 
transaction data, etc. Any, some, or all of these may be used 
to create a veri?cation value or other speci?c pieces of 
information could be dynamically altered to create a neW 
dCVV. The neW dCVV could then be processed in a manner 
that is similar to, or different than, the general process 
scheme described in US. patent application Ser. No. 10/642, 
878. In one speci?c example, data regarding a prior trans 
action (e.g., a prior purchase amount, the time of a prior 
purchase, etc.) may be a dynamic data element, Which may 
be used to authenticate a portable consumer device for future 
transactions. Further details regarding such dCVV methods 
can be found in US. patent application Ser. No. , 
entitled Veri?cation Value System and Method, ?led on the 
same day as the present application (Attorney Docket No. 
l6222U-031900US). 
[0073] C. Reducing the Number of Rejected dCVV Trans 
actions 

[0074] The above described dCVV processes are useful. 
HoWever, there may be a number of instances Where the 
dynamic data (e.g., a counter value) transmitted from a 
portable consumer device and received at a service provid 
er’s server does not match the corresponding dynamic data 
(another corresponding counter value) that are generated at 
the issuer’s server. For example, sometimes, a merchant 
might not forWard transaction data to the issuer in a timely 
manner. If this occurs, it is possible that future transactions 
conducted by the consumer could be inadvertently rejected. 
For instance, if the portable consumer device used by the 
consumer has a counter in it to count the number of 
transactions conducted, and if the counter in the issuer’s 
server does not keep a corresponding transaction count, 
because of the delayed receipt of transaction data from one 
or more merchants, some of the consumer’s transactions 
may be inadvertently rejected. It is desirable to approve as 
many transactions as possible While disapproving transac 
tions that may have been skimmed. 

[0075] The solution to this problem may include Widening 
the range of the transaction counter (or Widening the toler 
ance of some other variable data such as the time, date, etc.) 
so that there is some margin for potential error. For example, 
a consumer’s portable consumer device may have a counter 
in it that currently has a transaction total equal to 100. When 
the consumer conducts a transaction at a POS terminal, an 
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authoriZation message may be sent from the POS terminal to 
the issuer’s or payment processing netWork’s server. The 
authoriZation message may indicate that this is transaction 
number 100 for consumer A. The issuer’s server may then 
check a corresponding counter range. If the received trans 
action counter falls Within the corresponding counter range 
determined by the issuer, then the transaction is approved. 
For example, the corresponding counter range may be 
betWeen 98 and 102. Since the consumer’s counter is 100 
and falls betWeen 98 and 102, the transaction is approved. 
Thus, if the issuer’s server has a counter that has a value that 
is slightly different than the counter on the consumer’s 
portable consumer device, the transaction Will not be inad 
vertently rejected. If actual data skimming is occurring or if 
a consumer’s payment account number is being used With 
out authorization, the counter at the issuer’s server Would 
likely dilfer signi?cantly from the actual counter on the 
consumer’s portable consumer device. 

[0076] These embodiments of the invention can help 
decrease the number of false transaction denials. As an 
alternative or additional authentication measure, the issuer 
may provide a challenge question (e.g., What is your birth 
day) to the consumer if the issuer’s server ?nds that the 
transaction counter received from the POS terminal and the 
transaction counter at the issuer’s server do not match, or if 
the counter is not Within a predetermined counter range 
determined by the issuer’s server computer. If the consumer 
ansWers the challenge question correctly, then the transac 
tion is approved. If the question is not answered correctly, 
then it is not approved. Additional details about possible 
challenge messages and challenge questions that can be used 
in such embodiments are provided beloW. 

[0077] In yet other embodiments, the decision as to 
Whether or not to perform further authentication processing 
(e.g., sending a challenge question to a consumer) or not 
perform further authentication processing if the counter (or 
other dynamic data element) falls Within the predetermined 
range can be based on other factors. For example, if the 
counter or other dynamic data element falls Within a prede 
termined range, further authentication processing may only 
take place if the transaction being analyZed is greater than a 
predetermined dollar limit (e.g., over $1000) or the trans 
action being analyZed is being conducted from a location or 
merchant that may indicate a higher tendency to originate 
fraudulent transactions. Thus, embodiments of the invention 
may include other variables that may be considered When 
determining Whether or not to perform additional authenti 
cation processing. 

[0078] Further details regarding embodiments that use 
ranges in conjunction With dynamic data elements used With 
veri?cation values are in US. patent application Ser. No. 

, entitled Veri?cation Error Reduction System, ?led 
on the same day as the present application (Attorney Docket 
No. l6222U-03l800US) Which is herein incorporated by 
reference in its entirety for all purposes. 

[0079] D. Portable Consumer Devices that can Produce 
dCVVs 

[0080] A number of different portable consumer devices 
may be produced, Which are capable of providing variable 
transaction data such as counters. An example of this kind of 
portable consumer device includes a magnetic-stripe card 
that can reWrite the data provided on its magnetic stripe. A 
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re-Writing device such as a magnetic Write head may be used 
to rewrite the data on a magnetic stripe. A patent that 
discusses this type of card is U.S. Pat. No. 7,044,394, Which 
is herein incorporated by reference in its entirety for all 
purposes. A battery is Within the card and can supply poWer 
for the re-Writing device. 

[0081] The use of batteries in payment cards is not par 
ticularly desirable in some cases. For example, batteries 
need to be replaced and disposed of in an environmentally 
friendly manner. Also, if a battery-poWered card does not 
have su?icient poWer at a given moment, a particular 
transaction conducted With that card may not take place as 
intended. In addition, if a consumer has multiple battery 
poWered cards in his Wallet, this can raise potential security 
issues When traveling on airlines. Thus, batteryless cards are 
preferred. 

[0082] In some embodiments, the portable consumer 
devices are batteryless cards (or other batteryless form 
factors) Which contain may contain chip Which may com 
prise a counter. These batteryless cards are poWered by some 
external poWer source, instead of an internal battery. 
Examples of external poWer sources include access devices 
such as POS terminals and transaction calculators. In 
embodiments of the invention, each time a batteryless card 
is poWered by an external poWer source such as a POS 
terminal, a counter value (or other variable data) may be 
produced by the batteryless card. A number of speci?c 
embodiments are shoWn in FIGS. 3(a)-3(c). 

[0083] FIG. 3(a) shoWs a magnetic stripe card 202 includ 
ing a plastic body 202(a). Amagnetic stripe 202(e) is on the 
plastic body 202(a). The plastic body 202(a) may include an 
embossed region, Which may have information such as 
cardholder name, card number, and expiration date (not 
shoWn). Aprocessor (e.g., a microprocessor) 202(b) is on the 
plastic body 202(a), and a read-Write device 202(d) and an 
antenna 202(c) are coupled to the processor 202(b). In this 
example, the antenna 202(c) is a coil of Wire Which can 
receive poWer from a contactless card reader (not shoWn). 

[0084] During use, the antenna 202(c) may alloW the 
magnetic stripe card 202 to communicate With an external 
contactless reader (not shoWn) so that an account number 
and optionally counter information (or other variable data) 
may be obtained from magnetic stripe 202(e) via the pro 
cessor 202(1)) and the read-Write device 202(d). At the same 
time, the antenna 202(c) may also be used to poWer the 
processor 202(1)) and the read-Write device 202(d) tempo 
rarily so that the read-Write device 202(d) can also change 
dynamic data (e.g., a counter) on the magnetic stripe 202(e). 
Thus, as illustrated by this example, embodiments of the 
invention can include the use of a batteryless magnetic 
stripe card that can provide dynamic data that can be used in 
a portable consumer device authentication transaction. 

[0085] Although the example in FIG. 3(a) includes a 
read-Write device 202(d) for a magnetic stripe 202(e), in 
other embodiments, the read-Write device may be embodied 
by logic Which may read and/or Write data to a volatile or 
semi-volatile solid-state memory device such as a ?ash 
memory chip or the like. 

[0086] Another card embodiment 204 of the invention is 
shoWn in FIG. 3(b). In FIGS. 3(a) and 3(b), like numerals 
designate like elements. HoWever, in FIG. 3(b), a conductive 
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contact region 202(f) is shoWn and the conductive contact is 
coupled to the processor 202(b) instead of an antenna. In this 
example, the contact region 202(f) may include multiple 
electrical contacts so that it may interface With and electri 
cally contact a corresponding contact region in a card reader 
(not shoWn). When the card 204 is used, poWer can be 
supplied to the processor 202(b) via the conductive contact 
204(f), and the read-Write device 202(d) can function as 
described above. 

[0087] FIG. 3(c) shoWs another magnetic stripe card 206 
according to an embodiment of the invention. It includes a 
portable consumer device reader interface region such as a 
interface region 202(g), Which may take the form of the 
above-described antenna 202(c) or electrically conductive 
contact 202(f). PoWer can be supplied to the processor 
202(1)) and the read-Write device 202(d) via the interface 
region 202(g) as described above. 

[0088] HoWever, in this embodiment, a semi-static display 
202(h) is coupled to the processor 202(b). Each time the 
processor 202(b) is poWered by a card reader during a 
purchase transaction, the processor 202(b) can cause the 
display 202(h) to display a veri?cation value such as a 
dynamic card veri?cation value (dCVV). The dCVV may be 
vieWed by a consumer and used in a mail order, telephone, 
or Internet purchase transaction to help verify that the 
consumer has an authentic card. In this example, the same or 
different dCVV value (or other dynamic data) may be 
electronically transmitted to the card reader and subse 
quently transmitted in an authorization request message to 
the issuer for further veri?cation. 

[0089] FIG. 4 shoWs a security device 300 Which can be 
used to poWer cards of the type shoWn in FIGS. 3(a)-3(c). 
The security device 300 may have a data input region 300(b) 
(e.g., keys) on a housing 300(a). The housing 300(a) may 
de?ne a slot 300(d) Which can receive a batteryless card like 
those described above. A display 300(c) is also present on 
the housing 300(a). 
[0090] The security device 300 may contain a micropro 
cessor, batteries, and a memory comprising computer code 
for producing a one-time transaction code or number for a 
consumer purchase transaction. The logic for producing the 
one-time transaction code may also reside on another server 
or computer (e.g., an issuer’s server) so that the issuer, 
merchant, or other party, can verify that the person holding 
the card is in fact the authoriZed cardholder. In this example, 
the security device 300 may be characteriZed as a hard 
security token and may be used to help authenticate the 
consumer. 

[0091] During use, a consumer may insert a batteryless 
magnetic stripe card (as described above) into the slot 
300(d). A one time transaction code may then be displayed 
on the screen 300(c). When the card is inserted into the 
security device 300, poWer from the poWer source in the 
security device 300 poWers a processor and read-Write 
device in the card so that dynamic data (e.g., a counter) on 
the card can change. Thus, the security device 300 can 
produce a one time transaction number for a transaction, and 
also temporarily supply poWer to a batteryless card so that 
a counter (or other dynamic element) can change in the card. 
A system using both the security device 300 and a battery 
less card that can have dynamic data can advantageously 
authenticate both the consumer as Well as the portable 
consumer device. 
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[0092] Further details regarding embodiments that use 
batteryless portable consumer devices are in Us. patent 
application Ser. No. , entitled Batteryless Portable 
Consumer Device, ?led on the same day as the present 
application (Attorney Docket No. 16222U-031700US), 
Which is herein incorporated by reference in its entirety for 
all purposes. 

[0093] E. Masked Primary Account Numbers (PANs) 
[0094] Another Way to authenticate a portable consumer 
device is to use a masked PAN or primary account number. 
In this example, a partial portion of a transmitted PAN is 
masked and/or dynamically changed. The PAN includes an 
identi?cation number portion such as a BIN number or bank 
identi?cation number. Other examples of identi?cation num 
ber portions include a merchant location, ?nancial institu 
tion location, or even an IP address. The last four digits of 
the PAN and the BIN number Will remain the same, While 
other numbers in the PAN change. These dynamically 
changing numbers are typically masked on a payment card 
receipt that is received by a consumer so that the consumer 
does not see anything unusual. 

[0095] FIG. 5 shoWs a schematic diagram of data ?elds for 
data that is transmitted from a merchant to an issuer in a 
purchase transaction. The data ?elds include PAN, expira 
tion date, service code, PIN CVV, and discretionary data 
?elds. 

[0096] An exemplary PAN 380 that might reside in 
memory (e.g., a magnetic stripe) in a portable consumer 
device is shoWn in FIG. 6. In this example, the ?rst six digits 
(i.e., a ?rst end portion) “123456”380(a) of the PAN 380 
Would correspond to the BIN number. The next 6 digits 
380(b) may be changed or different from the real PAN’s 6 
digits and are represented by “XXXXXX” in this example. 
The last four digits 380(c) (i.e., a last end portion) are 
“9999” in this example, and Would remain the same. By 
keeping the BIN the same and the last four digits the same, 
the transaction Will look like a real one to the merchant and 
the consumer. In a preferred embodiment, the middle six 
digits are dynamically changed using a counter or the like. 
This makes it more dif?cult for any unauthorized person to 
determine the real PAN. 

[0097] In one embodiment, the middle portion of the PAN 
that resides in the memory of the portable consumer device 
may be different than the middle portion of the real PAN. 
The PAN that resides in memory may be referred to as a 
secondary PAN While the real PAN may be referred to as a 
primary PAN. An appropriate algorithm or look-up table 
(e. g., stored at the issuer or in an access device such as a POS 
device) may be used to link the primary and secondary 
PANs. For example, the middle six digits of the PAN number 
might be 666666 in a primary PAN (e.g., 
1234566666669999), but the middle six digits might be 
222222 in the secondary PAN (e.g., 1234562222229999) 
Which is stored in the memory in a consumer’s portable 
consumer device. In one embodiment, the secondary PAN 
may be received at a POS terminal and the POS terminal 
may convert the secondary PAN to the primary PAN and the 
primary PAN may be transmitted from the POS terminal to 
the issuer for processing and/or authorization. In another 
embodiment, the secondary PAN may be transmitted to the 
issuer and the issuer may convert the secondary PAN to the 
primary PAN, and may thereafter process and/or authorize 
the transaction. 
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[0098] In this embodiment, the issuer may receive both the 
primary PAN and the secondary PAN to verify that the 
portable consumer device being used is authentic. If an 
unauthorized person tries to use the primary PAN, then that 
unauthorized person Will not knoW the secondary PAN and 
cannot fraudulently conduct a purchase transaction Without 
knoWing the secondary PAN. Alternatively, if an unautho 
rized person electronically intercepts or “skims” the second 
ary PAN, then the unauthorized person Will not be able to 
conduct the purchase transaction Without knoWing the pri 
mary PAN. 

[0099] In another embodiment, the middle portion of the 
PAN may be changed dynamically. For example, an appro 
priate algorithm or counter may be used to dynamically 
change the middle portion of the PAN each time the portable 
consumer device is used. This Way, even if the PAN is 
electronically intercepted by an unauthorized person, and 
knoWs the primary PAN, the secondary PAN Will be dynami 
cally changing. Even if the unauthorized person knoWs the 
primary PAN and intercepts the secondary PAN once, the 
intercepted secondary PAN Would be useless, since it is a 
dynamically changing secondary PAN. In this case, the 
unauthorized person Would need to knoW the algorithm used 
to dynamically change the PAN in addition to the primary 
PAN and the secondary PAN. Thus, this embodiment is 
particularly useful for conducting secure transactions. 

[0100] Further details regarding embodiments that use 
masked primary account numbers are in Us. patent appli 
cation Ser. No. 11/761,821, entitled Track Data Encryption, 
?led on Jun. 12, 2007, Which is herein incorporated by 
reference in its entirety for all purposes. 

[0101] VI. Consumer authentication 

[0102] As noted above, a number of consumer authenti 
cation processes can be used in embodiments of the inven 
tion. Speci?c examples of possible Ways to improve the 
authentication of a consumer include: 

[0103] Knowledge-based challenge-responses 
[0104] Hardware tokens (multiple solution options) 

[0105] OTP (one time passWord, limited use) 

[0106] AVS (not as a stand alone solution) 

[0107] Signatures 
[0108] SoftWare token 

[0109] PINs (online/o?line) 

[0110] User IDs/Passcodes 

[0111] TWo-channel authentication via phone 

[0112] Biometrics 

[0113] As illustrated above, a variety of mechanisms may 
be used to authenticate the consumer and the mechanisms 
may use no user input (e.g., an auto-softWare security 
token), limited user input (e.g., the user presses a button), or 
full user input (e.g., biometrics). 

[0114] In addition, various “security tokens” may be used 
to help authenticate the user. A security token is an article or 
piece of information that can be used to verify real infor 
mation or data. For example, a PIN may be a security token 
and may be used to verify the identity of the consumer When 
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the consumer makes a purchase. In another example, a 
challenge question and corresponding ansWer may be con 
sidered a security token that helps to authenticate the con 
sumer. This latter example is an example of a token having 
a “bi-directional channel” Whereby information ?oWs to the 
consumer and the consumer sends information back to 
another party such as an issuer so that the consumer can 
authenticate himself. 

[0115] A. Knowledge Based Challenges 

[0116] In embodiments of the invention, a merchant, a 
payment processing organization, an issuer, or any other 
suitable entity may pose challenge questions to the con 
sumer to authenticate the consumer. The challenge questions 
may be static Where the same questions are asked for each 
purchase transaction or dynamic Where different questions 
may be asked over time. 

[0117] The questions asked may also have static or 
dynamic (semi-dynamic or fully dynamic) ansWers. For 
example, the question “What is your birthday?” requires a 
static ansWer, since the ansWer does not change. The ques 
tion “What is your zip-code?” requires a semi-dynamic 
ansWer, since it could change or can change infrequently. 
Lastly, the question “What did you purchase yesterday at 4 
pm?” Would require a dynamic ansWer since the ansWer 
changes frequently. Thus, in preferred embodiments, the 
challenge questions Would preferably be based on “real 
time” information that the issuer Would most likely possess. 
For example, the consumer might be asked a more speci?c 
question such as “Did you eat out at a Mexican restaurant 
last night?” By providing more speci?c knoWledge based 
consumer challenges, the authentication of the consumer is 
ensured. 

[0118] In one embodiment, the method includes conduct 
ing a transaction such as a purchase transaction using a 
portable consumer device. The portable consumer device 
may be a credit card or the like. The purchase transaction 
may take place at a merchant that has an access device such 
as a point of sale terminal. 

[0119] The consumer may use the portable consumer 
device to interact With an access device such as a point of 
sale terminal and initiate the process. The point of sale 
terminal may initiate and then generate an authorization 
request message, Which may thereafter be sent to a payment 
processing netWork, and then subsequently to the issuer of 
the portable consumer device. When the authorization 
request message is received, by either the payment process 
ing netWork or the issuer, it is analyzed. A challenge 
message, Which can be dynamic or semi-dynamic in nature, 
is then generated, and is sent to the consumer. The challenge 
message could be sent back to the access device, or to the 
consumer’s portable consumer device (e.g., if the portable 
consumer device is a mobile phone). 

[0120] The consumer then provides a response to the 
challenge message. The challenge response message is 
received from the consumer. The challenge response mes 
sage is then veri?ed and if it is veri?ed, the authorization 
response message is analyzed to determine if the transaction 
is authorized (e.g., there are suf?cient funds in the consum 
er’s account or there is suf?cient credit in the consumer’s 
account). If the transaction is authorized, the issuer and also 
the payment processing netWork send an authorization 
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response message to the consumer. The authorization 
response message indicates Whether or not the transaction is 
authorized. 

[0121] In the speci?c embodiments described above and 
beloW, challenge questions are described in detail, but 
embodiments of the invention are not limited thereto. 
Embodiments of the invention can generally relate to the use 
of challenge messages, Which may include challenge ques 
tions. In some embodiments, as Will be described in further 
detail beloW, challenge messages may or may not be read by 
a consumer, and may challenge the authenticity of the 
consumer in direct or indirect Ways. Examples of challenge 
questions include questions relating to the consumer’s por 
table consumer device (e.g., What is the CW or card 
veri?cation value on your card?), the consumer’s location 
(e.g., What is your zip code?), the consumer’s mobile or 
regular phone (e.g., What is your mobile phone number?), 
the consumer’s personal information (e.g., What is your 
mother’s maiden name?), etc. Examples of challenge mes 
sages that are not questions that are speci?cally ansWered by 
the consumer include messages Which automatically query a 
phone as to its location or phone number, and cause the 
retrieval of such information. Another example of a chal 
lenge message may be a message Which supplies a code (or 
other authentication token) to a phone, and the use of that 
code at an access device authenticates the consumer. 

[0122] B. Systems Using Challenge Messages 

[0123] FIG. 7 shoWs an exemplary system 420 according 
to an embodiment of the invention. Other systems according 
to other embodiments of the invention may include more or 
less components than are shoWn in FIG. 7. 

[0124] The system 420 shoWn in FIG. 7 includes a mer 
chant 422 and an acquirer 424 associated With the merchant 
422. In a typical payment transaction, a consumer 430 may 
purchase goods or services at the merchant 422 using a 
portable consumer device 432. The acquirer 424 can com 
municate With an issuer 428 via a payment processing 
netWork 426. 

[0125] The consumer 430 may be an individual, or an 
organization such as a business that is capable of purchasing 
goods or services. In other embodiments, the consumer 430 
may simply be a person Who Wants to conduct some other 
type of transaction such as a money transfer transaction. The 
consumer 430 may optionally operate a Wireless phone 435. 

[0126] The portable consumer device 432 may be in any 
suitable form. Suitable portable consumer devices are 
described above in FIG. 1 (e.g., portable consumer device 
32). 
[0127] The payment processing netWork 426 may be simi 
lar to or different than the payment processing netWork 26 in 
FIG. 1. As shoWn in FIG. 7, the payment processing netWork 
426 may comprise a server 426(a), Which may comprise a 
challenge question engine 426(a)-1. The server 426(a) may 
also be in communication With a transaction history database 
426(1)) and a challenge question database 426(c). As Will be 
explained in further detail beloW, the challenge question 
engine 426(a)-1 may simply extract challenge questions 
from the challenge question database 426(c). Alternatively 
or additionally, the challenge question engine 426(a)-1 may 
generate challenge questions using information in the trans 
action history database 426(b). 






















