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FIG. 3A 

FIG. 3B 

FIG. SC 
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LocalService { 
char * serviceName; 
int receive WhenRunning; 
int receive WhenNotRunning; 
int running; 
int maxNumOfMessagesToStore; 
char * exp_fldl; 
char * exp_?d2; 
char * exp_?d3; 
char * exp_?d4; 
char * exp_?d5; 

RemoteService { 

}; 

char * serviceName; 
char * userName; 

KMessage { 
char * serviceNarne; 
char * date; 
char * recipient; 
char * sender; 
char * messageBody; 
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Name sendMessage 
Arguments char ‘ to, char * serviceName, char "‘ data 
Return Values int err 
Description This function provides sending capabilities 

so that messages or any kind of 
unformatted text can be sent between 
Bluetooth devices. Reception of the text is 
guaranteed, because even when the devices 
are not within range, the text is stored and 
communicated via an Internet connection. 
If a user is logged in to more than one 
device simultaneously, the message/text 
will be sent to both devices at the same 
time. 

FIG. 4A 

Name getMessages 
Arguments struct KMessage * message 
Return Values int err 
Description " The getMessages function retrieves all 

messages or any other formatted text 
sent from another Bluetooth device. It 
returns the data in the Message data 
structurelf a user is logged in to more 
than one device simultaneously, the 
message/text will be received from both 
devices at the same time. 

FIG. 4B 

Name getMessage 
Arguments struct KMessage * message 
Return Values int err 
Description The getMessage function retrieves just one 

message or any other unformattcd text sent 
from another Bluetooth device. It returns 
the data in the Message data structurelf 
a user is logged in to more than one device 
simultaneously, the message/text will be 
received from both devices at the same 
time. 

FIG. 4C 
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Name getSurroundingServices 
Arguments struct RemoteService areaServices [] 
Return Values int err 

Description This function returns an array of mappings 
of users and services available on that 
user's device. This information was 
previously stored in a database termed the 
registry, which is a list of devices within 
range of a Bluetooth device. 

FIG. 4D 

Name AddService 
Arguments char "‘ serviceName 
Return Values int err 
Description This function adds a service entry to the 

registry. 

FIG. 4E 

Name RemoveService 
Arguments ‘ char * serviceName 

Return Values int err 

Description This function removes a service entry from 
the registry. 

FIG. 4F 
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Name changePMTdata 
Arguments <<waiting to hear about PMT API>> 
Return Values int err 
Description A function that allows users to update their 

personal PMT data and preferences using 
their particular devices. If the device is not 
within Bluetooth range of an Internet 
connection, it will restore these update 
preferences, and make changes within the 
pennanent PMT upon coming into contact 
with an lntemet connection. 

FIG. 4G 

Name GetPMTdata 
Arguments char * user 

Return Values int err 

Description Allows a service to get the PMT data of a 
particular user from the PMT database. If 
the service cannot reach the PMT database, 
the information comes from the local 
storage on the device of the user. Only 
information that is designated as shared for 
public data will be retrieved. 

FIG. 4H 

Name ChangePMTpermissions 
Arguments <<waiting to hear about PMT APl>> 
Return Values int err 
Description This function allows a user to change his 

PMT permissions from his device. 

FIG. 41 
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1 w The particular service application passes a message with an identi?cation of the 
intended recipient to the applicants manager 

1 ~/'“ The applications manager passes the message and recipient's identi?cation to the 
communications manager and requests that the message be transmitted in a secure 
and guaranteed manner + 

1 w The communications manager passes the message and security information to the 
security module 

1 J“ The security module executes the cryptographic algorithm on the message and 
returns the encrypted message to the communications manager 

l 
1 w The communications manager passes the encrypted message to the con?rmation 

manager and speci?es the channel of communication 

1 l w The con?rmation manager generates a message identi?cation number and 
attaches it to the message header ‘ 

1 l ~/$The con?rmation manager adds the encrypted message to its queue of non 
con?rmed messages + 

1 1 v ‘ lhe con?rmation maria er asses i116 CllClY ted messa C and lh€ SpCCl?Cd 
ChZilll'lCl t0 the transfer module I 

l l f The transfer module sends the encrypted message over the speci?ed 
communication channel + 

1 1 18 w The transfer module in the recipient device receives the encrypted message and 
passes it to the recipient device's con?rmation manager 

l 
l w The con?rmation manager in the recipient device passes the message to the 

communications manager 

1 ~/" The confirmation manager in the l W The communications manager in the 
recipient device adds the message recipient device removes the header 
identi?cation number to its list of 
received messages and generates a 
con?rmation message that is passed 
to the transfer module in the recipient 

device l 

to 1124 to 1132 

FIG. 8A 
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l w The transfer module sends the 
con?rmation message over the 
same communication channel over 

which the original message arrived 

l 
l r The transfer module in the sending 

device receives the con?rmation 
message and passes it to the 
con?rmation manager 

l 
1 w The con?nnation manager removes 

the original message from its queue of 
messages that are awaiting con?rmation 

Sheet 11 of 17 

l l w The communication manager 
passes the encrypted, digitally 
signed message to the security 
module in the recipient device 

l 
l w The security module responds 

with the sender's identity 

1 l w The communications manager 
in the recipient device adds 
the decrypted message to its 
message queue 

l 
l l w The communications manager 

noti?es the user and service 
application according to the 
settings in the registry of the 
recipient device 

1 
l ~/* The service application requests the message from 

the communications manager through the applications 
manager in the recipient device 

1 
l w The communications manager passes the next message 

marked for the intended application from the message 
queue to the service application 

l 
l w The communications manager deletes the message 

from its message queue 

FIG. SE 
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MOBILE COMPUTING AND COMMUNICATION 

BACKGROUND 

[0001] This invention relates to mobile computing and 
communication. Personal digital assistants, mobile tele 
phones, and other mobile devices offer a Wide range of 
computing and communication capabilities. To provide 
these capabilities, mobile devices have hardWare comple 
ments that may include microprocessors, memories, dis 
plays that are in some cases touch sensitive, microphones, 
speakers, keys, and other user input and output mechanisms. 

[0002] A variety of speci?c functions are often provided 
on mobile devices, including data entry, handWriting recog 
nition, speech recognition, voice and data communication, 
memo Writing, calendars, Word processors, spreadsheets, 
to-do lists, and address books. These functions are imple 
mented in softWare or ?rmWare applications that are stored 
on the devices and use the features of an operating system 
such as Microsoft WindoWs CE or Palm OS that runs on and 
controls the hardWare components of the mobile devices. 

[0003] Mobile devices that are capable of Wireless com 
munication typically comply With one or more of the stan 
dard Wireless communications protocols such as Bluetooth 
and the Wireless Application Protocol (WAP). 

[0004] Bluetooth, for example, uses radio frequency trans 
mission for relatively short-range communication. Blue 
tooth capabilities may be implemented in a small microchip 
that is incorporated into the mobile or other device. 

[0005] To create an application for Bluetooth-capable 
devices, a developer typically Writes custom softWare that 
implements the particular features of the application. Apiece 
of custom softWare must be Written for each of the devices 
that are involved in performing functions of the application 
on either end of each Bluetooth communication link. Each 
piece of custom softWare is Written to conform to the 
peculiar hardWare and operating system characteristics of 
the device on Which it Will run. 

SUMMARY 

[0006] The invention enables a fundamental shift in the 
Way developers can enable users of mobile devices to 
interact With users of other mobile devices and users of 
stationary devices that have Wireless capability. 

[0007] In general, in one aspect, the invention features a 
method that includes running client modules on mobile 
devices, running a server module on a server that is acces 

sible through a communication netWork, and running link 
modules on link devices that have communication channels 
to the mobile devices and are capable of accessing the server 
through the communication netWork. The client, server, and 
link modules provide core services through application 
programming interfaces to applications running on the 
mobile devices, the server, and the link devices. 

[0008] Implementations of the invention may include one 
or more of the folloWing features. 

[0009] Service applications also run on the client modules 
to enable users of the mobile devices to manage the core 
services. The core services include interaction With short 
range Wireless transceivers in the mobile devices. A mobile 
device operating system is also running on the mobile 
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devices and the client modules use services of the operating 
system. The mobile devices include personal digital assis 
tants or mobile phones. The core services include at least one 
of the folloWing: broadcast of information about real-World 
services; interaction With a Wireless transceiver in the 
mobile device; guaranteed message delivery; and encryp 
tion. 

[0010] In general, in another aspect, the invention features 
a method that includes running client modules on Wireless 
devices, the client modules providing core services through 
application programming interfaces to applications running 
on the devices, at least some of the applications being 
associated With real-World services that are provided by 
individuals or enterprises, 

[0011] Implementations of the invention include one or 
more of the folloWing features. Information is maintained 
identifying relationships betWeen each of the real-World 
services and at least one of the devices through Which the 
service is provided, the core services providing a sharing 
among the devices of the information identifying the rela 
tionships betWeen the real-World services and the devices. 
Information about the services available through each of the 
devices is broadcast by the core services to the other devices. 
The real-World services associated With the devices are 
registered by the core services. The real-World services 
include at least one of communication services, computa 
tional services, commercial services, or governmental ser 
vices. 

[0012] In general, in another aspect, the invention features 
maintaining in a Wireless device a list of real-World services 
that are available from a user of the device through an 
application running on the device; and through a Wireless 
communication channel, broadcasting information from the 
device indicative of the available real-World services. 

[0013] Implementations of the invention include one or 
more of the folloWing features. The information is broadcast 
periodically. Another Wireless device that receives the 
broadcast information accesses one of the available real 
World services. 

[0014] In general, in another aspect, the invention features 
a method that includes running client modules on mobile 
devices that are associated With identi?ed users, running a 
server module on a server that is accessible on a commu 

nication netWork, and running link modules on link devices 
that have communication links to the mobile devices and are 
capable of accessing the server through the communication 
netWork, 

[0015] Implementations of the invention include one or 
more of the folloWing features. A message is received from 
a user of one of the mobile devices through one of the 
applications running on the device, the message being 
directed to another user of an application running on another 
one of the mobile devices, and the message is delivered to 
the other user through the Internet. The message is sent 
through the links and the server. The client module running 
on the device from Which the message is sent determines 
Whether the target mobile device is Within short-range 
Wireless distance, and, if not, the client module forWards the 
message to one of the link modules. The link module 
forWards the message to the server through the Internet. The 
server module determines the location of the target mobile 
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device and identi?es a communication channel through 
Which to forward the message to the other user. 

[0016] In general, in another aspect, the invention features 
a method that includes maintaining a list of short-range 
Wireless devices Within range of a ?rst short-range Wireless 
device; and transmitting a message from an identi?ed user of 
the ?rst device to a second identi?ed user of a second 
Wireless device over a communication medium, the com 
munication medium being selected based at least in part on 
Whether the second device is included on the list, the 
selection being transparent to the user of the ?rst device. 

[0017] Implementations of the invention include one or 
more of the folloWing features. If the second device is 
included on the list, the message is transmitted to the second 
device over a short-range radio link, and if the second device 
is not included on the list, the message is transmitted to the 
second device using another communication medium. If the 
second device is not included on the list, the message is 
transmitted to the second device over either the Internet or 
by mobile telephony. 

[0018] In general, in another aspect, the invention features 
a method that includes transmitting a message from an 
identi?ed user of a short-range Wireless device to an iden 
ti?ed user of another device; and automatically con?rming 
to the identi?ed user of the ?rst device Whether the trans 
mitted message Was received by the identi?ed user of the 
other device. 

[0019] Implementations of the invention include one or 
more of the folloWing features. Information is stored about 
the transmitted message in the ?rst device after transmis 
sion; and a match is made betWeen received con?rmations 
and the transmitted message stored in the device. The 
transmitted message is resent if a con?rmation for the 
transmitted message is not received Within a speci?ed 
period. A communications manager is noti?ed in the ?rst 
device if the transmitted message is undeliverable. The 
notifying includes providing an explanation of Why the 
transmitted message Was undeliverable. The transmitted 
message is removed from the device after it is con?rmed that 
the transmitted message Was received by the identi?ed user 
of the other device. The device from Which the message is 
transmitted is responsible for guaranteeing the delivery. 

[0020] In general, in another aspect, the invention features 
a method that includes running applications on devices that 
are associated With respective oWning entities, sending a 
message from an initiating oWning entity to a target oWning 
entity using one of the applications running on one of the 
devices associated With the initiating oWning entity, identi 
fying one of the devices as being associated With the target 
oWning entity and as being accessible by a communication 
link, and forWarding the message to the device that is 
associated With the target oWning entity through the com 
munication link. 

[0021] Implementations of the invention include one or 
more of the folloWing features. Each of the devices runs a 
client module that encrypts and decrypts the message using 
a public key associated With the oWning entity of the device. 
The public key is stored in the device and in a server through 
Which the message passes. The device comprises a mobile 
device. The oWning entity comprises a person. The oWning 
entity comprises an enterprise and the device comprises a 
stationary device. 
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[0022] In general, in another aspect, the invention features 
a method that includes (a) storing information that identi?es 
real-World entities and de?nes modes of interaction by the 
real-World entities through distributed devices, each of the 
real-World entities providing services to other real-World 
entities and using services of other real-World entities, (b) 
enabling any of the real-World entities using any arbitrary 
one or more of the distributed devices to log into the server, 
(c) loading portions of the stored information from the 
server to the device being used, and (d) regulating the 
interaction of the real-World entity using the device With 
other real-World entities based on the stored information, the 
interaction including the use of the services of the other 
real-World entities. 

[0023] Implementations of the invention include one or 
more of the folloWing features. Client modules are run on 
the device, a server module is run on a server that is 
accessible on a communication netWork, the client and 
server modules provide core services through application 
programming interfaces to applications running on the 
devices, and the core services include access to the infor 
mation that is stored on the server and relates to real-World 
entities. The stored information includes at least one of 
identi?cation information, demographic information, and 
preference information. 

[0024] In general, in another aspect, the invention features 
a method that includes associating With each one of a 
number of different mobile devices that have a short-range 
Wireless communication capability, a person Who is a user of 
the device; storing information about the association of 
devices and users and information about each of the users at 
a publicly accessible server; and providing services at each 
of the mobile devices that depend on the information about 
the user of the device that is stored at the server. 

[0025] Implementations of the invention include one or 
more of the folloWing features. The information about the 
users is communicated to the devices from the server for use 
in providing the functions. The information about the users 
includes at least one of: demographic information, identi? 
cation information, preference information, or location 
information. At least some of the information about the users 
is stored on the mobile devices associated With the users. 

[0026] In general, in another aspect, the invention features 
a method that includes recognizing automatically that an 
entity in possession of a short-range Wireless device is 
Within a particular geographic area; obtaining data about the 
entity from a commonly accessible database; and sending 
information to the short-range Wireless device, the informa 
tion sent to the device depending on the data obtained from 
the database. 

[0027] Implementations of the invention include one or 
more of the folloWing features. Access to the data about the 
entity in the commonly accessible database is contingent on 
permission of the entity. The entity can access and modify its 
data in the commonly accessible database using the Wireless 
device. A second short-range Wireless device recogniZes that 
the entity is Within the particular geographic area, obtains 
the data, and sends the information. The information sent to 
the ?rst device includes promotional material for facilitating 
a transaction With an entity associated With the second 
device. The entity obtains information about an entity asso 
ciated With the second device from the commonly accessible 


















