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(57) ABSTRACT 

An advanced encryption system (AES) architecture includes 
a maximum parallel encryption module Which implements 
one round of the AES algorithm in one clock cycle, and a 
maximum parallel key scheduling module Which generates 
sub-keys in one clock cycle in parallel With the encryption 
module, thereby permitting feedback modes of operation to 
be used Without adversely a?cecting AES throughput. A 
controller controls the operation of the encryption and key 
scheduling modules such that one round is completed per 
clock cycle. The controller is preferably part of a hierarchi 
cal distributed control scheme comprising communicating 
?nite state machines (FSMs). The architecture also prefer 
ably includes asynchronous input and output bu?cers. 
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HIGH THROUGHPUT AES ARCHITECTURE 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] This invention relates to the ?eld of encryption 
systems, and particularly to advanced encryption standard 
(AES) architectures. 

[0003] 2. Description of the Related Art 

[0004] The advanced encryption standard (AES) is a neW 
encryption standard Which implements the Rijndael algo 
rithm. The Rijndael algorithm accepts data blocks and key 
siZes of 128, 192, or 256 bits; the AES implementation is a 
symmetric block cipher With 128 bit data blocks and a key 
siZe that can be chosen from 128, 192, or 256 bits. 

[0005] Several possible implementation modes of the AES 
standard are shoWn in FIG. 1. The AES algorithm may be 
employed as an electronic code book (ECB) Which receives 
plaintext (P) and produces an encrypted output (C). The 
algorithm may also be employed in one of several feedback 
modes of operation; such feedback modes include Cipher 
Block Chaining (CBC), Cipher Feedback (CFB), and Output 
Feedback (OFB). 

[0006] Ideally, an implementation of the AES standard 
Will have a high data rate. Several AES designs have been 
proposed to achieve a high data rate based on pipelined 
architectures. These Work Well When employing the AES 
algorithm as an ECB, With no feedback. HoWever, the AES 
standard is most often used in the feedback modes of 
operation; in these modes, the output of the AES algorithm 
is fed back to the input. Unfortunately, this arrangement is 
incompatible With pipeline structures, due to the long 
latency of each pipeline path. 

SUMMARY OF THE INVENTION 

[0007] AnAES architecture is presented Which overcomes 
the problems noted above. High throughput is achieved, 
even When the AES algorithm is employed With one of the 
feedback modes of operation. 

[0008] The present invention is a loW latency, non-pipe 
lined AES architecture. HardWare is provided for one 
encryption round, Which is re-used as needed to complete 
the encryption process. This permits feedback modes to be 
used Without adversely affecting AES throughput. 

[0009] The present architecture requires a maximum par 
allel encryption module, Which is arranged to implement one 
round of the AES algorithm in one clock cycle. It also 
requires a maximum parallel key scheduling module, 
arranged to generate sub keys in one clock cycle in parallel 
With the encryption module. The encryption and key sched 
uling modules are preferably made from combinatorial logic 
blocks, replicated as necessary to achieve one round per 
clock cycle. 

[0010] A controller controls the operation of the encryp 
tion and key scheduling modules such that one round of the 
AES algorithm is completed per clock cycle. The controller 
is preferably part of a hierarchical distributed control 
scheme comprising communicating ?nite state machines 
(FSMs). 

Feb. 7, 2008 

[0011] Further features and advantages of the invention 
Will be apparent to those skilled in the art from the folloWing 
detailed description, taken together With the accompanying 
draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a diagram shoWing knoWn implementa 
tions of various modes of operation used in combination 
With the AES algorithm. 

[0013] FIG. 2 is a block diagram of an AES architecture in 
accordance With the present invention. 

[0014] FIG. 3 is a block diagram of a maximum parallel 
encryption data path in accordance With the present inven 
tion. 

[0015] FIG. 4a is a block diagram of a key scheduling 
architecture as might be used With an AES architecture in 
accordance With the present invention, Which accommodates 
data block lengths of 128, 192 or 256 bits. 

[0016] FIG. 4b is an alternative embodiment of a key 
scheduling architecture as might be used With an AES 
architecture in accordance With the present invention, Which 
accommodates a data block length of 128 bits. 

[0017] FIG. 5 is a block diagram of a hierarchical distrib 
uted control scheme as might be used With an AES archi 
tecture in accordance With the present invention. 

[0018] FIGS. 6a-6c illustrate the operation of the present 
AES architecture in a three different feedback modes of 
operation. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0019] AnAES architecture in accordance With the present 
invention is shoWn in FIG. 2. When properly arranged, the 
present architecture provides high throughput, even With 
feedback modes of operation. At the heart of the architecture 
are an encryption module 10, a key scheduling module 12, 
and a controller 14. Encryption module 10 is made maxi 
mum parallel; i.e., all operations that can occur in parallel, 
do occur in parallel. This means that every bit of an N-bit 
data block is processed simultaneously through the encryp 
tion module. Thus, if the data block length N is chosen to be 
256 bits, the encryption module receives and processes all 
256 bits at once. Furthermore, the encryption module imple 
ments one round of the AES algorithm in one clock cycle. 

[0020] The key scheduling module 12 is also made maxi 
mum parallel, such that the sub-keys required by encryption 
module 10 are generated in one clock cycle, in parallel With 
the encryption module. 

[0021] Encryption module 10 and key scheduling module 
12 are controlled via controller 14. The controller is adapted 
to operate encryption module 10 and key scheduling module 
12 to perform one round of the AES algorithm in one clock 
cycle. Controller 14 is preferably part of a hierarchical 
distributed control scheme comprising communicating ?nite 
state machines (FSMs), such as an input FSM 15 and an 
output FSM 16 Which control the operation of an input 
buffer 17 and an output buffer 18, respectively. The control 
ler preferably also communicates With the outside World via 
input commands and output status bits. The control scheme 
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preferably also includes FSMs 19 and 20, Which control the 
operation of encryption module 10 and key scheduling 
module 12, respectively, and may be internal or external to 
their respective modules. Controller 14 preferably also 
includes an FSM 22; the controller’s implementation is 
discussed in more detail in relation to FIG. 5, beloW. 

[0022] The key is provided to key scheduling module 12 
either via the input port and encryption module, or (as shoWn 
in FIG. 2) via a separate port; in either case, the key is stored 
in a key register 26. When the key is provided via a separate 
port, the system also includes a key entry buffer 27 Which is 
controlled With its oWn FSM 28. 

[0023] When arranged as described above, the present 
AES architecture provides loW latency and high throughput, 
even When used With feedback modes of operation. 

[0024] The architecture also preferably includes asynchro 
nous input and output buffers, Which implement a full 
handshake. Asynchronous input buffer 17 loads X-bit data 
bytes to be encrypted (P), places them in parallel in an N-bit 
internal register 24, and presents the N bits to the input of 
encryption module 10 simultaneously. Similarly, asynchro 
nous output bulfer 18 receives the N-bit output from encryp 
tion module 10 and outputs encoded X-bit data bytes (C) to 
an output bus. This arrangement decouples the external l/O 
operations, i.e., the loading and unloading of data, from the 
internal operation of the encryption core (modules 10 and 
12). This alloWs the input and output busses to be any Width 
compared to the internal input and output registers. Thus, the 
encryption core can be used in an environment in Which the 
number of pins is limited (e.g., an 8-bit bus or a serial link), 
as Well as With high speed parallel busses (e.g., 64, 128 or 
256 bits). Another bene?t afforded by the preferred asyn 
chronous input and output buffers is that they enable a sloW 
input and/or output to still be combined With fast internal 
operation, With the handshaking stretched over a large 
number of clock cycles to accommodate the sloW interface. 

[0025] One possible implementation for encryption mod 
ule 10 is shoWn in FIG. 3. The module includes four different 
sub-modules: a substitution sub-module 30, a shift roW 
sub-module 32, a mix column sub-module 34, and a key 
addition sub-module 36; the functionality of each sub 
module is de?ned in the AES standard. To achieve high 
throughput and loW latency, the sub-modules are preferably 
implemented With combinatorial logic and lookup tables, 
and the data path is made Wide enough to accommodate the 
entire data block length of 128, 192, or 256 bits. The data 
path may be Wider than that shoWn in FIG. 3; for example, 
the path Would be tWice as Wide as that shoWn to accom 
modate a data block length of 256 bits. 

[0026] For substitution sub-module 30, the incoming data 
bits are preferably divided into 8-bit bytes, each of Which is 
used to address an S-box lookup table. Each S-box contains 
256 8-bit entries. To provide maximum parallelism and to 
?nish one round of encryption in one clock cycle, the same 
S-box is replicated 32 times for an expected data block 
length of 256 bits. The S-box is replicated 16 or 24 times for 
expected data block lengths of 128 or 192 bits, respectively. 

[0027] For shift roW sub-module 32, the 256 bits of 
incoming data (assuming a maximum expected data block 
length of 256 bits) are preferably divided into four 64 bit 
chunks, each of Which is called a “roW” and contains eight 
bytes. Byte-Wise cyclic shifts are performed on each roW, 
With the amount of shift determined by the block length 
through a lookup table, as de?ned in the AES standard. 
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[0028] For mix column sub-module 34, matrix multipli 
cation is performed on the shifted bytes in accordance With 
the mix column de?nition speci?ed in the AES standard, 
using combinatorial logic; four, six, or eight blocks are used 
for data block lengths of 128, 192, or 256 bits, respectively. 

[0029] Finally, key addition sub-module 36 exclusive 
OR’s the mix column output With the sub-keys received 
from key scheduling module 12, as prescribed by the AES 
standard, to generate the encrypted output. Sub-module 36 
uses 128, 192 or 256 exclusive-OR gates to produce an 
output of 128, 192 or 256 bits, respectively. 

[0030] Maximum parallel key scheduling module 12 has a 
data path Wide enough to accommodate the maximum 
expected key length. Sub-keys are generated on the ?y, in 
one clock cycle and in parallel With the encryption module. 
Key scheduling module 12 is arranged to accommodate the 
different key and block lengths alloWed by the Rijndael 
algorithm or the AES standard, as necessary. The Rijndael 
algorithm alloWs block lengths and key lengths of 128, 192 
and 256 bits, While the AES standard limits the block length 
to 128 bits. For the former case, the key scheduling module 
12 is arranged to accommodate the nine different key length 
and block length combinations, and operates as de?ned in 
the Rijndael algorithm. For the latter case, only three com 
binations must be accommodated, With operation of the key 
scheduling module de?ned in the AES standard. 

[0031] The present architecture can support a chosen 
combination of key-length k and data block length N, Which 
may require differing numbers of key schedule iterations and 
round transformations. As noted above, one round transfor 
mation per clock cycle is required. Consequently, the speed 
of the key-scheduling process must be adapted as k and N 
change. Depending on the parameter values, it may be 
necessary to complete 0, 1 or 2 key scheduling iterations per 
clock cycle to keep up With 1 round transformation per clock 
cycle. For example, When 256 bit data blocks and 128 bit 
sub-keys (N =256, k=128), then 2 key schedule iterations are 
needed for each data block. Non-integral rates can also 
occur: for example, if N=128 and k=192, 1.5 key schedule 
iterations are required per data block. 

[0032] One key scheduling architecture capable of accom 
modating these combinations is shoWn in FIG. 4a. Key 
scheduling module 12 has to provide one N-bit roundkey per 
clock cycle to encryption module 10. The roundkey is 
constructed out of k-bit sub-keys. When N is larger than k, 
multiple sub-keys are required Within one clock cycle. The 
use of tWo key scheduling blocks 40 and 42 alloW evaluation 
of tWo iterations of the key scheduling. The N-bit roundkey 
is assembled out of k-bit sub-keys P, C, and N, produced by 
the previous, current, and next key schedule iterations. 
Assembly of the roundkey is under the control of a key 
schedule controller 44. Controller 44 also steers the pace of 
the key schedule iterations by selecting Which sub-key is 
used as iterated key: When the P key is selected, the key 
schedule does not advance. When the C key is selected, one 
iteration per clock cycle is taken, and When the N sub-key 
is selected, tWo iterations are taken per clock cycle. 

[0033] A simpli?ed key scheduling architecture may be 
used When only three key and block length combinations 
must be accommodated; such an architecture is shoWn in 
FIG. 4b. Here, only one key scheduling block 52 is required 
to produce the 128 bit roundkey required by the encryption 
module. 

[0034] As noted above, controller 14 is preferably part of 
a hierarchical distributed control scheme comprising com 
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municating ?nite state machines (FSMs); this avoids having 
the controller logic in the critical path, Which might sloW 
doWn the system. Such a control scheme is shoWn in FIG. 5: 
main FSM 14 receives instructions from and provides status 
to the outside World, and decomposes the instructions into 
detailed micro instructions (M.I.) for the different local 
FSMs, such as input FSM 15, encryption FSM 19, key 
scheduling FSM 20, and output FSM 18. The local FSMs 
provide control signals (C8) to their respective modules, 
and provide status back to the main FSM. Each FSM 
preferably operates off of a single clock (CLK). This 
approach has the advantage that each of the FSMs can be 
kept small, and thus high speed. 

[0035] Note that the implementations of the control 
scheme, key scheduling module, and encryption module 
shoWn above are merely exemplary. Other designs could be 
used to implement these functions in accordance With the 
de?nitions given in the AES standard, as long as the encryp 
tion and key scheduling modules are made maximum par 
allel, and the architecture can implement one round of the 
AES algorithm in one clock cycle. 

[0036] As noted above, the present AES architecture can 
be used With one of the feedback modes of operation. This 
is illustrated in FIGS. 6a-6c, Which shoWs only circuitry 
immediately around encryption module 10. In FIG. 2, the 
architecture is arranged to implement the electronic code 
book (ECB) mode of operation. In FIG. 6a, the Cipher Block 
Chaining (CBC) feedback mode of operation is imple 
mented betWeen register 24 and encryption module 10. In 
FIG. 6b, the Output Feedback (OFB) mode of operation is 
illustrated, While in FIG. 60, the Cipher Feedback (CFB) 
feedback mode is shoWn. Other feedback modes may be 
accommodated in a similar fashion. 

[0037] While particular embodiments of the invention 
have been shoWn and described, numerous variations and 
alternate embodiments Will occur to those skilled in the art. 
Accordingly, it is intended that the invention be limited only 
in terms of the appended claims. 

1.-24. (canceled) 
25. An advanced encryption standard (AES) architecture 

Which provides high throughput and loW latency, compris 
ing: 

a parallel encryption circuit that receives a plurality of 
data bytes to be encrypted and implements one round of 
the AES algorithm in one clock cycle; 

a parallel key scheduling circuit that generates sub-keys in 
one clock cycle in parallel With said parallel encryption 
module, said sub-keys provided to said parallel encryp 
tion module; and 

a controller that controls the operation of said parallel 
encryption and key scheduling modules such that said 
AES architecture performs one round of the AES 
algorithm in one clock cycle; 

Wherein the parallel key scheduling circuit generates 
sub-keys and schedules operations in parallel With the 
maximum parallel encryption circuit, thereby permit 
ting feedback used by the AES algorithm to increase 
paralleliZation of AES encryption. 
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26. The AES architecture of claim 25, further comprising: 

an asynchronous input buffer that receives data bytes to be 
encrypted, buffers a plurality of said data bytes in 
parallel, and provides parallel data bytes to said parallel 
encryption circuit; and 

an asynchronous output buffer that receives an output of 
said parallel encryption circuit and outputs encrypted 
data bytes to an output bus. 

27. The AES architecture of claim 26, Wherein said 
parallel encryption circuit comprises: 

a substitution sub-circuit comprising substitution blocks 
Which are replicated as needed to receive all of said 
parallel data bytes from said asynchronous input buffer 
simultaneously; 

a shift roW sub-circuit Which receives the outputs of said 
substitution sub-circuit; 

a mix column sub-circuit Which receives the outputs of 
said shift roW sub-circuit; and 

a key addition sub-circuit that receives and combines the 
outputs of said mix column sub-circuit and said sub 
keys from said parallel key scheduling circuit, and 
provides the results at an output, said output being the 
output of said parallel encryption circuit. 

28. The AES architecture of claim 27, Wherein said 
parallel encryption and key scheduling circuits are imple 
mented exclusively With combinatorial logic. 

29. The AES architecture of claim 26, Wherein said 
controller is implemented With a hierarchical distributed 
control scheme comprising communicating ?nite state 
machines (FSMs), comprising: 

a main FSM; and 

local FSMs Which are controlled by said main FSM, said 
local FSMs comprising: 

a parallel encryption circuit FSM Which controls said 
parallel encryption circuit; 

a key scheduling circuit FSM Which controls said key 
scheduling circuit; 

an input buffer FSM Which controls said asynchronous 
input buffer; and 

an output buffer FSM Which controls said asynchro 
nous output buffer. 

30. The AES architecture of claim 25, Wherein said 
controller is implemented With a hierarchical distributed 
control scheme comprising communicating ?nite state 
machines (FSMs). 

31. The AES architecture of claim 25, Wherein said AES 
architecture implements a Rijndael algorithm With a data 
blocks length of 128, 192 or 256 bits and a key-length of 
128, 192 or 256 bits. 

32. The AES architecture of claim 25, Wherein said AES 
architecture implements the AES standard With a data-block 
length of 128 bits and a key-length of 128, 192 or 256 bits. 

33. The AES architecture of claim 25, Wherein said AES 
architecture implements an electronic code book (ECB) 
mode of operation. 

34. The AES architecture of claim 25, Wherein said AES 
architecture implements a feedback mode of operation. 
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35. The AES architecture of claim 25, comprising: 

a parallel encryption circuit that receives the output of 
said asynchronous input bulfer and implements one 
round of the AES algorithm in one clock cycle; 

Wherein said controller is a hierarchical distributed con 
trol scheme comprising communicating ?nite state 
machines (FSMs). 

36. The AES architecture of claim 35, Wherein said 
parallel encryption circuit comprises: 

a substitution sub-circuit comprising substitution blocks 
Which are replicated as needed to receive all of said 
parallel data bytes from said asynchronous input bulfer 
simultaneously; 

a shift roW sub-circuit Which receives the outputs of said 
substitution sub-circuit; 

a mix column sub-circuit Which receives the 10 outputs of 
said shift roW sub-circuit; and 

a key addition sub-circuit that receives and combines the 
outputs of said mix column sub-circuit and said sub 
keys from said parallel key scheduling circuit, and 
provides the results at an output, said output being the 
output of said parallel encryption circuit; 

each of said parallel encryption module sub-circuits 
implemented exclusively With combinatorial logic. 

37. The AES architecture of claim 35, Wherein said 
communicating FSMs comprise: 

a main FSM; and 

local FSMs Which are controlled by said main FSM, said 
local FSMs comprising: 
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a parallel encryption circuit FSM Which controls said 
parallel circuit module; 

a key scheduling circuit FSM Which controls said key 
scheduling circuit; 

an input bulfer FSM Which controls said asynchronous 
input bulfer; and 

an output bulfer FSM Which controls said asynchro 
nous output bulfer. 

38. The AES architecture of claim 35, Wherein said AES 
architecture implements a Rijndael algorithm With a data 
blocks length of 128, 192 or 256 bits and a key-length of 
128, 192 or 256 bits. 

39. The AES architecture of claim 35, Wherein said AES 
architecture implements the AES standard With a data-block 
length of 128 bits and a key-length of 128, 192 or 256 bits. 

40. The AES architecture of claim 35, Wherein said AES 
architecture implements the electronic code book (ECB) 
mode of operation. 

41. The AES architecture of claim 35, Wherein said AES 
architecture implements a feedback mode of operation. 

42. The AES architecture of claim 41, Wherein said AES 
architecture implements a Cipher Block Chaining (CBC) 
feedback mode of operation. 

43. The AES architecture of claim 41, Wherein said AES 
architecture implements a Cipher Feedback (CFB) feedback 
mode of operation. 

44. The AES architecture of claim 41, Wherein said AES 
architecture implements an Output Feedback (OFB) feed 
back mode of operation. 

* * * * * 


