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METHODS, SYSTEMS, AND COMPUTER 
PROGRAM PRODUCTS FOR GATHERING 
INFORMATION AND STATISTICS FROM A 
COMMUNITY OF NODES IN A NETWORK 

BACKGROUND OF THE INVENTION 

[0001] The present disclosure relates generally to infor 
mation processing and, in particular, to methods, systems, 
and computer program products for gathering information 
and statistics from a community of nodes in a netWork. 
[0002] With the ever-increasing amount of information 
available electronically, data mining and information col 
lecting regarding consumer behaviors have become a neces 
sity in order for businesses to stay competitive. For example, 
marketing units strive to collect various types of information 
on consumers in order to develop neW strategies and busi 
nesses. Currently, in order to foster and facilitate neW 
business opportunities, enterprises utiliZe pro?le informa 
tion provided by consumers or other individuals (e.g., end 
users) Who seek information or products from the enterprises 
(e.g., via online searches, Website activity, etc.). Statistical 
analysis of this end user information is typically performed 
at a centraliZed processing device of the enterprise or by a 
representative of the enterprise (e.g., third-party data min 
ing/data Warehouse service provider). Typically, search 
engines of the business enterprise system create copies of 
the content, Which are then processed at the centraliZed 
system. 
[0003] In order to address consumer privacy concerns, 
various schemes have been developed such that before user 
information is accessed and collected, it is either encrypted 
or scrambled in such a Way that it is not possible (or is at 
least very dif?cult) to speci?cally identify a particular end 
user Who is subject to the collected information. HoWever, 
in these cases, the information is still required to transit at 
some point from the end user to a central location in order 
for it to be processed. For example, in a telephone survey, 
the individual is required to provide information to the 
business enterprise via the telephone line. Likewise, in the 
case of Internet surveys, the user information is sent back to 
a surveying server, etc., from the collection source of the 
business enterprise. 
[0004] It is not surprising that many people are often 
reluctant to send their private information anyWhere. Thus, 
When businesses desire to analyZe very sensitive data such 
as consumer spending (e.g., credit cards, bills, shopping 
behavior, etc.) for the purpose of de?ning behavioral trends, 
this privacy can become a major issue that needs to be 
addressed. 
[0005] What is needed, therefore, is a Way to gather 
information and statistics from individuals and create pro 
?les from this statistical information that are devoid of any 
information that is considered to be private including infor 
mation that personally identi?es any of the individuals, 
thereby protecting each individual’s right to privacy. 

BRIEF SUMMARY OF THE INVENTION 

[0006] Embodiments of the invention include a method, 
system, and computer program product for gathering infor 
mation and statistics from a community of agent nodes in a 
netWork is provided. The method includes generating a 
process request. The process request includes a rule for 
discovering each of the agent nodes in the community and 
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a rule for accessing local information stored on each of the 
agent nodes. The local information represents activities 
conducted by end users at each of the agent nodes. The 
process request also includes a set of instructions that 
includes rules for classifying data comprising the local 
information and developing a cumulative pro?le resulting 
from the classifying. The cumulative pro?le includes 
generic information that is descriptive of collective activities 
conducted by the end users and is absent private information 
including information that personally identi?es any of the 
end users. 

[0007] Other systems, methods, and/ or computer program 
products according to embodiments Will be or become 
apparent to one With skill in the art upon revieW of the 
folloWing draWings and detailed description. It is intended 
that all such additional systems, methods, and/or computer 
program products be included Within this description, be 
Within the scope of the present invention, and be protected 
by the accompanying claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] The subject matter Which is regarded as the inven 
tion is particularly pointed out and distinctly claimed in the 
claims at the conclusion of the speci?cation. The foregoing 
and other objects, features, and advantages of the invention 
are apparent from the folloWing detailed description taken in 
conjunction With the accompanying draWings in Which: 
[0009] FIG. 1 is a block diagram depicting a system upon 
Which agent pro?le processes may be implemented in accor 
dance With exemplary embodiments; 
[0010] FIGS. 2A-2B are How diagrams that describe pro 
cesses for implementing the agent pro?le processes in 
exemplary embodiments; and 
[0011] FIG. 3 is a cumulative pro?le With sample data 
generated via the agent pro?le processes in exemplary 
embodiments. 
[0012] The detailed description explains the preferred 
embodiments of the invention, together With advantages and 
features, by Way of example With reference to the draWings. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0013] Methods, systems, and computer program products 
for gathering information and statistics from a community of 
agent nodes in a netWork via agent pro?le processes are 
provided in accordance With exemplary embodiments. The 
agent pro?le processes provide the capability to gather 
information locally stored on a community of agent nodes, 
analyZe the local information, and create agent pro?les 
resulting from the analyZing. The agent pro?les are gener 
ated using a process that provides useful statistical informa 
tion concerning activities conducted via the agent nodes 
While obscuring any private information, such as personally 
identifying information concerning individual agent nodes 
in the community, thereby protecting the privacy interests of 
each member of the community. 
[0014] Turning noW to FIG. 1, a block diagram of a system 
upon Which the agent pro?le processes may be implemented 
in exemplary embodiments Will noW be described. The 
system of FIG. 1 includes a community of agent nodes 102 
in communication With a central manager system 104 via a 
netWork 106. In exemplary embodiments, the agent nodes 
102 represent autonomous computer processing devices 
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(e.g., desktop computers, laptops, etc.) through Which end 
users (consumers, business enterprises, etc.) conduct activi 
ties over one or more netWorks (e.g., netWork 106). These 
activities may include Web searches, communications (e.g., 
email, instant messaging, electronic facsimile, etc.) in addi 
tion to e-commerce transactions (e.g., purchases, sales of 
goods and/or services), to name a feW. 
[0015] The central manager system 104 may likeWise be 
implemented by a computer processing device; hoWever, in 
exemplary embodiments, central manager system 104 is 
implemented as a high-speed processing device (e.g., a 
mainframe computer) that handles a large volume of trans 
actions via one or more networks, such as netWork 106. 

[0016] Central manager system 104 may be operated by a 
service enterprise that facilitates the agent pro?le processes 
described herein. In exemplary embodiments, central man 
ager system 104 generates process requests for transmission 
over netWork 106 to the community of agent nodes 102. The 
process requests are generated via a process request appli 
cation 112 executed on the central manager system 104. A 
process request 116, as shoWn in FIG. 1, is in transit via 
netWork 106 for purposes of illustration. Each process 
request 116 may be con?gured to derive particular informa 
tion from the community of agent nodes 102. For example, 
one process request 116 may be designed to gather infor 
mation relating to purchasing patterns of the end users of 
agent nodes 102, While another process request may be 
designed to gather information relating to Web sites visited 
by end users. In further exemplary embodiments, the process 
request 116 may be con?gured to capture information 
regarding activities conducted by a de?ned population 
Within the community (e.g., de?ned activities conducted by 
males betWeen the ages of 18 and 30). These, and other types 
of activities, may be captured by the process requests 
generated by the central manager system 104. 
[0017] The system of FIG. 1 further includes an offering 
agent entity 108 in communication With the central manager 
system 104 via any suitable communications technologies, 
e.g., Internet. Offering agent entity 108 may be implemented 
as a netWork-enabled computer processing device. In exem 
plary embodiments, offering agent entity 108 represents a 
client of the central manager system 104 Which requests 
various pro?le information relating to a community of agent 
nodes, such as agent nodes 102. For example, the offering 
agent entity may be a corporate enterprise seeking demo 
graphic information for purposes of market planning. 
[0018] The central manager system 104 transmits process 
requests to the community (e.g., via a scheduler component 
of the process request application 112) and each agent node 
102 facilitates the movement of the requests 116 in the 
transmission path (e.g., traversal of netWork 106) until 
completion (e.g., When every agent node 102 in the com 
munity has been accessed by the process request 116). 
[0019] The agent nodes 102 may be a grid-implemented 
community; that is, a distributed computing environment 
that enables resource virtualiZation, on-demand provision 
ing, and service (resource) sharing betWeen entities. In 
exemplary embodiments, the community of agent nodes 102 
communicate in a peer-to-peer netWork. In this exemplary 
implementation, each of the agent nodes 102 execute a user 
agent application 110 that resides on the agent node 102 and 
enables communication among agent nodes 102, as Well as 
betWeen each agent node 102 and the central manager 
system 104. The user agent application 110 may be a ?ling 
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sharing program that distributes ?les among computer sys 
tems that utiliZe the application 110. Each agent node 102 
that receives the process request 116 checks to see Whether 
it has already received the request 116, as Well as determines 
Whether the particular request 116 applies to the agent node 
102, as Will be described further in FIG. 2. 

[0020] As indicated above, process requests (e.g., request 
116), are created via the process request application 112 
executing on central manager system 104. In exemplary 
embodiments, the process requests 116 include, e.g., rules 
for discovering other agent nodes in the community, rules 
for accessing local information stored on agent nodes, and a 
set of instructions/rules for handling the information. The set 
of instructions may process the information to provide a 
simple summation of the information collected from the 
community. In alternative exemplary embodiments, the pro 
cess request application 112 includes a learning algorithm 
(e.g., machine learning algorithm) for analyZing and classi 
fying the local information (i.e., data set gathered from the 
agent nodes 102). The learning algorithm is developed for 
extracting rules and patterns out of data sets that comprise 
the local information. By Way of non-limiting examples, a 
self-learning model may be employed (e.g., J48, an imple 
mentation of the Quinlan algorithm) for implementing the 
process requests. These, and other features, of the agent 
pro?le processes Will be described further in FIGS. 2 and 3. 
[0021] Turning noW to FIGS. 2A and 2B, a How diagram 
describing a process for implementing the agent pro?le 
activities in exemplary embodiments Will noW be described. 
The process steps described in FIG. 2A are performed by the 
central manager system 104, While the process steps 
described in FIG. 2B are performed by the process request 
116 generated by the process request application 112. 
[0022] At step 202, central manager system 104 generates 
a process request 116. The process request may be created in 
response to a request for pro?le information from offering 
agent entity 108. The process request 116 is con?gured to 
collect non-private information, e.g., information that does 
not personally identify any individual in the community. As 
indicated above, the process request 116 generated includes 
one or more rules for discovering each of the agent nodes 
102 in the community. The process request 116 also includes 
one or more rules for accessing local information stored on 
each of the agent nodes (e.g., What type of information is 
sought). The local information represents, e.g., data relating 
to activities conducted by end users at each of the agent 
nodes 102. As described above, the process request 116 may 
also include a learning algorithm for analyZing and classi 
fying data from the local information gathered. The learning 
algorithm may be implemented using various methodolo 
gies, e.g., a decision tree generated via a self-learning model 
(e.g., J48), cumulative model, etc. HoWever, it Will be 
understood that simpler techniques for processing the data 
may be employed as Well. 

[0023] At step 204, the central manager system 104 adds 
noisy data to the process request 116. The noisy data may 
include false, incorrect, or irrelevant values, etc. Its purpose 
is to prevent others from acquiring or deducing information 
about the user nodes 102 Which have been processed. The 
noisy data aids in securing the personal or identifying 
information at any location in the transmission path (e.g., via 
netWork 106) that is folloWed by the process request 116. 
For example, if tWo user nodes A and B have been traversed 
and a third node C is accessed by the process request 116, 
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then the user of node C may be able to deduce personal 
identifying data about nodes A and B based upon the 
collective data acquired fromA and B (e. g., a simple process 
of deduction). Alternatively, if the process request 116 is 
hacked by a third party entity, this noisy data Would prevent 
the hacker from identifying the nodes. By pre-populating a 
process request 116 With noisy data, the false values pro 
vided therein ensure the integrity of data gleaned from the 
information collection should a netWork compromise 
become detected. 
[0024] At step 206, the process request 116 is transmitted 
to the agent community via netWork 106 and the agent 
pro?le processes continue in FIG. 2B. 
[0025] As shoWn in FIG. 2B, the process request 116 
ascertains the presence of any agent nodes 102 in the 
netWork 106 at step 208. This may be implemented via a 
discovery signal transmitted via the netWork 106. At step 
210, it is determined Whether an agent node 102 has been 
discovered (e.g., via a return signal received from the agent 
node 102). If not, the process returns to step 208 and the 
process request 116 continues to search for the presence of 
an agent node 102 in the netWork 106. As indicated above, 
the progress of the process request 116 in the netWork 106 
may be tracked via the individual agent nodes 102 (e.g., via 
respective user agent applications 110) as it traverses 
through the netWork 106. This tracking may be implemented 
using a variety of techniques. For example, if there are a 
?xed number of nodes in the netWork community, the 
tracking may be accomplished using a counter. Another 
technique may be to use a counter for specifying a ?xed 
number of nodes 102 to Which the request 116 Will process 
before returning to the central manager system 104. In yet 
another example, the tracking may be accomplished by 
pre-de?ned parameters set Within the request 116 (e.g., When 
sampled data indicates that a threshold has been reached, 
such as “end traversal When data indicates that 100 pur 
chases at AmaZon.comTM have been determined”). 
[0026] If an agent node 102 is detected at step 210, it is 
determined Whether the agent node 102 detected has been 
previously processed via the request 116, (i.e., has the 
process request 116 accessed this node in the community 
already). If so, it is determined Whether the process request 
116 has accessed all agent nodes 102 in the community at 
step 214 (i.e., has the process request 116 completed its 
traversal of each agent node in the community; has the 
process request 116 completed its traversal based upon 
parameters set Within the request 116, etc.). If so, the process 
returns to FIG. 2A. Otherwise, the process request 116 
accesses the agent node 102 discovered in step 216. 

[0027] At step 218, it is determined Whether the process 
request 116 is applicable for the accessed node 102. For 
example, if the process request 116 has been con?gured to 
acquire or collect information regarding males 18-30, and 
the node 102 accessed is associated With a male over 40, 
then the process request 116 Would not apply for this node 
102. If the process request 116 is not applicable to the 
accessed node 102, the process returns to step 208. Other 
Wise, the process request 116 gathers local information 
stored on the agent node 102. The local information gathered 
forms a data set for the particular agent node 102 being 
processed. 
[0028] At step 222, the process request 116 applies a 
learning algorithm to the local information (i.e., data set). 
Alternatively, as described above, the process request 116 
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may include a set of instructions for performing simple 
summations of the information. If a learning algorithm is 
employed, a decision tree may be created and processed by 
the learning algorithm. The decision tree may be generated 
via a speci?ed classi?er, Wherein nodes in the decision tree 
are represented by the rules for analyZing and classifying 
Which act on selected data comprising the local information 
stored in each of the agent nodes 102 in the community. 
[0029] If the agent node 102 is the ?rst node accessed by 
the process request 116, the process request 116 compiles a 
pro?le from results of the application of the learning algo 
rithm (or set of instructions) at step 224 and the process 
returns to step 214. OtherWise, if the agent node 102 is not 
the ?rst node accessed by the process request 116, the 
existing pro?le created at the ?rst node (or preceding nodes) 
is modi?ed by the process request 116. The pro?le provides 
cumulative information resulting from the analyZing and 
classifying. The cumulative pro?le includes generic infor 
mation that is descriptive of collective activities conducted 
by the end users and is absent information that personally 
identi?es any of the end users. A sample cumulative pro?le 
300 for the community of user agents 102 is shoWn in FIG. 
3. 

[0030] The pro?le is modi?ed at each agent node in 
response to the gathering, analyZing and classifying activi 
ties described above, resulting in cumulative pro?le at each 
agent node. The cumulative pro?le may be modi?ed via the 
learning algorithm. 
[0031] Returning to FIG. 2A, the process request 116 and 
completed pro?le are returned to the central manager system 
104 at step 228. The central manager system 104 removes 
the noisy data that Was incorporated into the process request 
116 at step 230 and saves the cumulative pro?le in storage 
device 114 at step 232. The cumulative pro?le may be 
distributed to offering agent entity 108 Which requested the 
pro?le. 
[0032] As described above, embodiments can be embod 
ied in the form of computer-implemented processes and 
apparatuses for practicing those processes. In exemplary 
embodiments, the invention is embodied in computer pro 
gram code executed by one or more netWork elements. 
Embodiments include computer program code containing 
instructions embodied in tangible media, such as ?oppy 
diskettes, CD-ROMs, hard drives, or any other computer 
readable storage medium, Wherein, When the computer 
program code is loaded into and executed by a computer, the 
computer becomes an apparatus for practicing the invention. 
Embodiments include computer program code, for example, 
Whether stored in a storage medium, loaded into and/or 
executed by a computer, or transmitted over some transmis 
sion medium, such as over electrical Wiring or cabling, 
through ?ber optics, or via electromagnetic radiation, 
Wherein, When the computer program code is loaded into 
and executed by a computer, the computer becomes an 
apparatus for practicing the invention. When implemented 
on a general-purpose microprocessor, the computer program 
code segments con?gure the microprocessor to create spe 
ci?c logic circuits. 
[0033] While the invention has been described With ref 
erence to exemplary embodiments, it Will be understood by 
those skilled in the art that various changes may be made and 
equivalents may be substituted for elements thereof Without 
departing from the scope of the invention. In addition, many 
modi?cations may be made to adapt a particular situation or 
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material to the teachings of the invention without departing 
from the essential scope thereof. Therefore, it is intended 
that the invention not be limited to the particular embodi 
ment disclosed as the best mode contemplated for carrying 
out this invention, but that the invention will include all 
embodiments falling within the scope of the appended 
claims. Moreover, the use of the terms ?rst, second, etc. do 
not denote any order or importance, but rather the terms ?rst, 
second, etc. are used to distinguish one element from 
another. Furthermore, the use of the terms a, an, etc. do not 
denote a limitation of quantity, but rather denote the pres 
ence of at least one of the referenced item. 

What is claimed is: 
1. A method for gathering information and statistics from 

a community of agent nodes in a network, comprising: 
generating a process request, including: 

a rule for discovering each of the agent nodes in the 
community; 

a rule for accessing local information stored on each of 
the agent nodes, the local information representing at 
least activities conducted by end users at each of the 
agent nodes; and 

a set of rules operable for: 
classifying data comprising the local information at 

each of the agent nodes; and 
developing a cumulative pro?le resulting from the 

classifying, the cumulative pro?le including 
generic information that is descriptive of collec 
tive activities conducted by the end users and is 
absent information that personally identi?es any 
of the end users; and 

transmitting the process request to a ?rst agent node in the 
community. 

2. The method of claim 1, further comprising preventing 
extraction of speci?ed information at any location in a 
transmission path followed by the process request among the 
agent nodes, the preventing including: 

pre-populating the process request with noisy data prior to 
transmission; and 

removing the noisy data from the process request when 
the cumulative pro?le is returned from the last agent 
node in the community. 

3. The method of claim 1, wherein the set of rules includes 
a learning algorithm, the learning algorithm implemented by 
a decision tree generated via a speci?ed classi?er, wherein 
nodes in the decision tree are represented by rules for 
analyZing and classifying selected data comprising the local 
information stored in each of the agent nodes in the com 
munity. 

4. The method of claim 3, wherein the cumulative pro?le 
is modi?ed via the learning algorithm at each of the agent 
nodes, the modi?cation based upon the local information 
gathered and analyZed at each of the agent nodes in the 
community. 

5. The method of claim 1, wherein the community of 
agent nodes is a grid-implemented community. 

6. The method of claim 1, wherein the community of 
agent nodes is implemented via a peer-to-peer network. 

7. A system for gathering information and statistics from 
a community of agent nodes in a network, comprising: 

a computer processing device; and 
a process request application executing on the computer 

processing device, the process request application 
implementing a method, comprising: 
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generating a process request, including: 
a rule for discovering each of the agent nodes in the 

community; 
a rule for accessing local information stored on each of 

the agent nodes, the local information representing at 
least activities conducted by end users at each of the 
agent nodes; and 

a set of rules operable for: 
classifying data comprising the local information at 

each of the agent nodes; and 
developing a cumulative pro?le resulting from the 

classifying, the cumulative pro?le including 
generic information that is descriptive of collec 
tive activities conducted by the end users and is 
absent information that personally identi?es any 
of the end users; and 

transmitting the process request to a ?rst agent node in the 
community. 

8. The system of claim 7, wherein the process request 
application further performs: 

preventing extraction of speci?ed information at any 
location in a transmission path followed by the process 
request among the agent nodes, the preventing includ 
ing: 

pre-populating the process request with noisy data prior to 
transmission; and 

removing the noisy data from the process request when 
the cumulative pro?le is returned from the last agent 
node in the community. 

9. The system of claim 7, wherein the set of rules includes 
a learning algorithm, the learning algorithm implemented by 
a decision tree generated via a speci?ed classi?er, wherein 
nodes in the decision tree are represented by rules for 
analyZing and classifying selected data comprising the local 
information stored in each of the agent nodes in the com 
munity. 

10. The system of claim 9, wherein the cumulative pro?le 
is modi?ed via the learning algorithm at each of the agent 
nodes, the modi?cation based upon the local information 
gathered and analyZed at each of the agent nodes in the 
community. 

11. The system of claim 7, wherein the community of 
agent nodes is a grid-implemented community. 

12. The system of claim 7, wherein the community of 
agent nodes is implemented via a peer-to-peer network. 

13. A computer program product for gathering informa 
tion and statistics from a community of agent nodes in a 
network, the computer program product including instruc 
tions for implementing a method, comprising: 

generating a process request, including: 
a rule for discovering each of the agent nodes in the 

community; 
a rule for accessing local information stored on each of 

the agent nodes, the local information representing at 
least activities conducted by end users at each of the 
agent nodes; and 

a set of rules operable for: 

classifying data comprising the local information at 
each of the agent nodes; and 

developing a cumulative pro?le resulting from the 
classifying, the cumulative pro?le including 
generic information that is descriptive of collec 
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tive activities conducted by the end users and is 
absent information that personally identi?es any 
of the end users; and 

transmitting the process request to a ?rst agent node in the 
community. 

14. The computer program product of claim 13, further 
comprising instructions for preventing extraction of speci 
?ed information at any location in a transmission path 
folloWed by the process request among the agent nodes, the 
preventing including: 

pre-populating the process request With noisy data prior to 
transmission; and 

removing the noisy data from the process request When 
the cumulative pro?le is returned from the last agent 
node in the community. 

15. The computer program product of claim 13, Wherein 
the set of rules includes a learning algorithm, the learning 
algorithm implemented by a decision tree generated via a 
speci?ed classi?er, Wherein nodes in the decision tree are 
represented by rules for analyZing and classifying selected 
data comprising the local information stored in each of the 
agent nodes in the community. 

16. The computer program product of claim 15, Wherein 
the cumulative pro?le is modi?ed via the learning algorithm 
at each of the agent nodes, the modi?cation based upon the 
local information gathered and analyZed at each of the agent 
nodes in the community. 

17. The computer program product of claim 13, Wherein 
the community of agent nodes is at least one of a: 

grid-implemented community; and 
a peer-to-peer netWork. 
18. A method of delivering a services offering for gath 

ering information and statistics from a community of agent 
nodes in a netWork, comprising: 

generating a process request, including: 
a rule for discovering each of the agent nodes in the 

community; 
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a rule for accessing local information stored on each of 
the agent nodes, the local information representing at 
least activities conducted by end users at each of the 
agent nodes; and 

a set of rules operable for: 
classifying data comprising the local information at 

each of the agent nodes; and 
developing a cumulative pro?le resulting from the 

classifying, the cumulative pro?le including 
generic information that is descriptive of collec 
tive activities conducted by the end users and is 
absent information that personally identi?es any 
of the end users; and 

transmitting the process request to a ?rst agent node in the 
community. 

19. The method of claim 18, further comprising prevent 
ing extraction of speci?ed information at any location in a 
transmission path folloWed by the process request among the 
agent nodes, the preventing including: 

pre-populating the process request With noisy data prior to 
transmission; and 

removing the noisy data from the process request When 
the cumulative pro?le is returned from the last agent 
node in the community; 

Wherein the set of rules includes a learning algorithm, the 
learning algorithm implemented by a decision tree 
generated via a speci?ed classi?er, Wherein nodes in 
the decision tree are represented by rules for analyZing 
and classifying selected data comprising the local infor 
mation stored in each of the agent nodes in the com 
munity. 

20. The method of claim 18, Wherein the cumulative 
pro?le is modi?ed via the learning algorithm at each of the 
agent nodes, the modi?cation based upon the local infor 
mation gathered and analyZed at each of the agent nodes in 
the community. 


