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(57) ABSTRACT 

Methods and apparatus for providing role-based access 
control of a resource by a subject in an access control system 
are provided. The system comprises one or more roles 
capable of association With one or more subjects, and a 
plurality of permission sets. One or more of the plurality of 
permission sets are associated With each of the one or more 
roles. The system further comprises a plurality of resources. 
One or more of the plurality of resources are associated With 
each of the one or more permission sets, and each of the 
plurality of resources is associated With a set of one or more 
subjects. A given subject in a set of one or more subjects for 
a given resource and having a role-permission association 
With the given resource is provided access control of the 
given resource. 
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METHODS AND APPARATUS FOR SCOPED 
ROLE-BASED ACCESS CONTROL 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is related to: the US. Patent 
Application Attorney Docket No. YOR920060467US1, 
entitled “Methods and Apparatus for Composite Con?gura 
tion Item Management in Con?guration Management Data 
base,” the US. Patent Application Attorney Docket No. 
YOR920060468US1, entitled “Methods and Apparatus for 
Global Service Management of Con?guration Management 
Databases,” the US. Patent Application Attorney Docket 
No. YOR920060469US1, entitled “Methods and Apparatus 
for Automatically Creating Composite Con?guration Items 
in Con?guration Management Database,” and the US. 
Patent Application Attorney Docket No. 
YOR920060478US1, entitled “Methods and Apparatus for 
Managing Con?guration Management Database via Com 
posite Con?guration Item Change History” Which are ?led 
concurrently hereWith and incorporated by reference herein. 

FIELD OF THE INVENTION 

[0002] The present invention relates to information tech 
nology (IT) systems and, more particularly, methods and 
apparatus for providing role-based access control of a sys 
tem resource. 

BACKGROUND OF THE INVENTION 

[0003] In IT systems, a technical means for controlling 
access to computing or information resources must be 

provided for security purposes. A resource could represent 
data such as a ?le or database, netWork elements such as 
routers and sWitches, or computer systems. Access is the 
ability to manipulate, for example, vieW, add, modify, or 
delete, a resource. Access control is the means by Which the 
ability to access is explicitly enabled or restricted in some 
Way through system administration. Access controls can 
prescribe not only Who or What process or entity may have 
access to a speci?c system resource, but also the type of 
access that is permitted. 
[0004] The traditional Role-Based Access Control 
(RBAC) is a poWerful technique developed for controlling 
access to resources in a complex system. With role-based 
access control access rights are grouped by role name, and 
the use of resources is restricted to users authorized to 
assume the associated role. For example, Within an IT 
system the role of system administrator can include opera 
tions to perform resource vieWing, addition, modi?cation, 
deletion While the role of librarian can only include opera 
tions to vieW system resources. The advantage of having 
roles With associated groups of subjects is that by changing 
the permissions of a single role, the access rights of all the 
subjects in the group are changed. 
[0005] HoWever, there are draWbacks With the traditional 
RBAC system, especially in large distributed systems 
because subjects With the same role alWays have the same 
set of permissions against the same set of resources. 
[0006] Subjects having the same role cannot be assigned 
access to different resources. Therefore, a subject belonging 
to a ?rst organization having the same roles and permissions 
as a subject belonging to a second organization may have 
access to resources of the second organization. Additionally, 
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there is no mechanism to distinguish a role across organi 
zations in a large scale system Where multiple organizations 
may be operating concurrently. To simplify the management 
of a large scale modern IT system, it is desirable to have a 
role that can have different meanings from organization to 
organization. For example, in a grid computing environ 
ment, the access rights of a role, such as librarian, may vary 
from organization to organization, and the role may have a 
different set of permissions in each organization, more 
speci?cally, organizations can independently assign permis 
sions to roles according to local policies. 

SUMMARY OF THE INVENTION 

[0007] In accordance With the aforementioned and other 
objectives, the embodiments of the present invention are 
directed toWards methods and apparatus for scoped role 
based access control of a resource by a subject in an access 

control system. 
[0008] For example, in one aspect of the present invention 
a method of providing role-based access control of a 
resource by a subject in an access control system is pro 
vided. It is determined if the resource is accessible by the 
subject. When the resource is accessible by the subject, it is 
determined if the resource is accessible by a role and an 
associated permission of the subject. When the resource is 
accessible by the role and the associated permission of the 
subject, access control of the resource by the subject is 
permitted. When the resource is not accessible by the subject 
or the role and the associated permission of the subject, 
access control of the resource by the subject is denied. 

[0009] In additional embodiments of the present inven 
tion, it is determined if a table of one or more subjects that 
may access the resource comprises the subject. Further, it is 
determined if a table of one or more role-permission pairs 
that may access the resource comprise the role and the 
associated permission of the subject. 
[0010] In another aspect of the invention, a role-based 
access control system is provided. The system comprises 
one or more roles capable of association With one or more 

subjects, and a plurality of permission sets. One or more of 
the plurality of permission sets are associated With each of 
the one or more roles. The system further comprises a 
plurality of resources. One or more of the plurality of 
resources are associated With each of the one or more 

permission sets, and each of the plurality of resources is 
associated With a set of one or more subjects. A given subject 
in a set of one or more subjects for a given resource and 
having a role-permission association With the given resource 
is provided access control of the given resource. 

[0011] The embodiments of the present invention provide 
a scoped role-based access control system, in Which a role 
is associated With multiple sets of permissions and multiple 
resources are bound to a permission set. A scope is created 
to associate subjects With resources and another scope is 
created to associate a set of resources With a role/permission 
set. This alloWs multiple subjects having the same role to 
have different set of permissions associated With their roles 
against separate sets of resources. 

[0012] These and other objects, features and advantages of 
the present invention Will become apparent from the fol 
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lowing detailed description of illustrative embodiments 
thereof, Which is to be read in connection With the accom 
panying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] FIG. 1 is a diagram illustrating a conventional 
RBAC system; 
[0014] FIG. 2 is a diagram illustrating a scoped RBAC 
system, according to an embodiment of the present inven 
tion; 
[0015] FIG. 3 is a How diagram illustrating a scoped 
RBAC methodology, according to an embodiment of the 
present invention; and 
[0016] FIG. 4 is a diagram illustrating an illustrative 
hardWare implementation of a computing system in accor 
dance With Which one or more components/methodologies 
of the present invention may be implemented, according to 
an embodiment of the present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0017] As Will be illustrated in detail beloW, the embodi 
ments of the present invention introduce techniques for 
providing scoped role-based access control of a resource by 
a subject in an access control system. 

[0018] Referring initially to FIG. 1 a diagram illustrates a 
conventional RBAC system. Subject-1 102 and Subject-2 
104 are assigned a role 106 for access to speci?c resources. 
Role 106 is assigned to a speci?c set ofpermissions 108, and 
the speci?c resources 110 are bound to this set of permis 
sions 108. 
[0019] Referring noW to FIG. 2, a diagram illustrates a 
scoped RBAC system, according to an embodiment of the 
present invention. A role 202 is associated With multiple 
permission sets 204, 206. Then a scope is created to asso 
ciate a set of resources 208, 210 With permission set 204. In 
the embodiment of FIG. 2, tWo such scopes are shoWn, in 
that resource 212 is associated With permission set 206. This 
scope conveys the permission a subject has When accessing 
the resource under the role associated With the permission 
set. More speci?cally, this scope distinguishes a role across 
organiZations in a large scale system Where multiple orga 
niZations may be operating concurrently. The role may have 
different meanings from organiZation to organiZation. 
[0020] Another scope is created to associate a set of 
subjects With a resource. For example subject-1 214 and 
subject-2 216 may be associated With resource-1 208, While 
subject-3 218 may not be associated With resource-1 208. In 
such an embodiment, only subject-1 214 and subject-2 216 
may access resource-1 208. This scope conveys speci?c 
resource access rights to subjects that are granted that scope. 
Subjects having the same role can be assigned access to 
different resources. Therefore, even When roles and permis 
sion sets are the same in tWo separate organizations, the 
subjects from one organization may be prevented from 
accessing resources from another organiZation. 
[0021] Thus, multiple subjects having the same role are 
given different permissions against separate resources across 
organiZations in a complex modern computing environment. 
This extension does not affect the RBAC property that let the 
subject to role assignment be done independently from role 
to permission creation. 
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[0022] The embodiments of the present invention imple 
ment an access control operation that decides Whether a 

subject in a particular role has the permission to perform an 
action in a given resource, more speci?cally, deny or alloW 
access. 

[0023] In accordance With a decentraliZed embodiment of 
the present invention, each resource maintains a table of 
subjects that are alloWed to access the resource, similar to an 
access control list. This table maintains the subject-resource 
scope described above. In addition to this table, the resource 
maintains a second table that stores pairs of role-permission 
entries. This table maintains the role-permission scope for 
each resource. An entry in the table indicates that any subject 
With the role of the entry has the permission indicated in the 
entry. Multiple entries may exist per role and multiple 
entries may exist per permission. 
[0024] Referring noW to FIG. 3, a How diagram illustrates 
a scoped RBAC methodology, according to an embodiment 
of the present invention. The methodology begins in block 
302, Where it is determined if the resource is accessible by 
the subject. This may be accomplished by determining if the 
subject is in the access control table of the resource. If the 
resource is accessible by the subject, it is determined if the 
resource is accessible by a role and an associated permission 
of the subject in block 304. This may be accomplished by 
determining if the role and permission are in the second table 
of the resource as described above. If the resource is 
accessible by the role and the associated permission of the 
subject, access control of the resource is permitted by the 
subject in block 306, terminating the methodology. If the 
resource is not accessible by the subject or the role and the 
associated permission of the subject, access control of the 
resource is denied in block 308, terminating the methodol 
ogy. 

[0025] Tables may be implemented using distributed rela 
tional databases or distributed hashing tables. In this case a 
centraliZed system can implement the access control opera 
tion and the maintenance of the tables can be distributed to 
the resources. A fully centraliZed system can also be devel 
oped by keeping all the tables in a single database main 
tained by the access control system and not by the resources. 

[0026] In accordance With the embodiments of the present 
invention multiple users in the same role may be alloWed 
access to different resources, and a user in a role may have 
different permissions according to the resources he or she is 
trying to access. 

[0027] If tWo users With access to the same resource under 
the same role Will be alloWed different permissions the tWo 
scope as described tables above may be combined in a single 
table. In this case, for each user, if a user can take a given 
role, there must be a subject-role-permission entry for each 
permission of the subject able to perform in that role. 
[0028] Referring noW to FIG. 4, a block diagram illus 
trates an exemplary hardWare implementation of a comput 
ing system in accordance With Which one or more compo 
nents/methodologies of the invention (e.g., components/ 
methodologies described in the context of FIGS. 1-3) may 
be implemented, according to an embodiment of the present 
invention. 

[0029] As shoWn, the computer system may be imple 
mented in accordance With a processor 410, a memory 412, 
I/O devices 414, and a netWork interface 416, coupled via a 
computer bus 418 or alternate connection arrangement. 
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[0030] It is to be appreciated that the term “processor” as 
used herein is intended to include any processing device, 
such as, for example, one that includes a CPU (central 
processing unit) and/or other processing circuitry. It is also 
to be understood that the term “processor” may refer to more 
than one processing device and that various elements asso 
ciated With a processing device may be shared by other 
processing devices. 
[0031] The term “memory” as used herein is intended to 
include memory associated With a processor or CPU, such 
as, for example, RAM, ROM, a ?xed memory device (e.g., 
hard drive), a removable memory device (e.g., diskette), 
?ash memory, etc. 
[0032] In addition, the phrase “input/output devices” or 
“I/O devices” as used herein is intended to include, for 
example, one or more input devices (e.g., keyboard, mouse, 
scanner, etc.) for entering data to the processing unit, and/or 
one or more output devices (e.g., speaker, display, printer, 
etc.) for presenting results associated With the processing 
unit. 
[0033] Still further, the phrase “netWork interface” as used 
herein is intended to include, for example, one or more 
transceivers to permit the computer system to communicate 
With another computer system via an appropriate commu 
nications protocol. 
[0034] Software components including instructions or 
code for performing the methodologies described herein 
may be stored in one or more of the associated memory 
devices (e.g., ROM, ?xed or removable memory) and, When 
ready to be utiliZed, loaded in part or in Whole (e.g., into 
RAM) and executed by a CPU. 
[0035] Although illustrative embodiments of the present 
invention have been described herein With reference to the 
accompanying draWings, it is to be understood that the 
invention is not limited to those precise embodiments, and 
that various other changes and modi?cations may be made 
by one skilled in the art Without departing from the scope or 
spirit of the invention. 

What is claimed is: 
1. A method of providing role-based access control of a 

resource by a subject in an access control system comprising 
the steps of: 

determining if the resource is accessible by the subject; 
determining if the resource is accessible by a role and an 

associated permission of the subject, When the resource 
is accessible by the subject; 

permitting access control of the resource by the subject 
When the resource is accessible by the role and the 
associated permission of the subject; and 

denying access control of the resource by the subject 
When the resource is not accessible by the subject or the 
role and the associated permission of the subject. 

2. The method of claim 1, Wherein the step of determining 
if the resource is accessible by the subject comprises the step 
of determining if a table of one or more subjects that may 
access the resource comprise the subject. 

3. The method of claim 2, Wherein, in the step of deter 
mining if a table of one or more subjects comprises the 
subject, the table of one or more subjects are implemented 
using at least one of a distributed relation database and a 
distributed hashing table. 

4. The method of claim 2, Wherein, in the step of deter 
mining if a table of one or more subjects comprises the 
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subject, the table of one or more subjects is maintained by 
at least one of the access control system and the resource. 

5. The method of claim 1, Wherein the step of determining 
if the resource is accessible by a role and an associated 
permission of the subject comprises the step of determining 
if a table of one or more role-permission pairs that may 
access the resource comprise the role and the associated 
permission of the subject. 

6. The method of claim 5, Wherein, in the step of deter 
mining if a table of role-one or more permission pairs 
comprise the role and the associated permission, each role 
permission pair de?nes at least one action performable by an 
associated subject on the resource. 

7. The method of claim 5, Wherein, in the step of deter 
mining if a table of one or more role-permission pairs 
comprises the role and the associated permission, the table 
of role-permission pairs are implemented using at least one 
of a distributed relation database and a distributed hashing 
table. 

8. The method of claim 5, Wherein, in the step of deter 
mining if a table of one or more role-permission pairs 
comprises the role and the associated permission, the table 
of one or more role-permission pairs is maintained by at 
least one of the access control system and the resource. 

9. The method of claim 1, Wherein the step of determining 
if the resource is accessible by the subject comprises the step 
of determining if a table of subject-role-permission sets 
comprise the subject, and Wherein the step of determining if 
the resource is accessible by a role and an associated 
permission of the subject comprises the step of determining 
if a table of subject-role-permission sets comprise the role 
and the associated permission of the subject. 

10. Apparatus for providing role-based access control of 
a resource by a subject in an access control system, com 
prising: 

a memory; and 

at least one processor coupled to the memory and opera 
tive to: (i) determine if the resource is accessible by the 
subject; (ii) determine if the resource is accessible by a 
role and an associated permission of the subject, When 
the resource is accessible by the subject; (iii) permit 
access control of the resource by the subject When the 
resource is accessible by the role and the associated 
permission of the subject; and (iv) deny access control 
of the resource by the subject When the resource is not 
accessible by the subject or the role and the associated 
permission of the subject. 

11. The apparatus of claim 10, Wherein the operation of 
determining if the resource is accessible by the subject 
comprises the operation of determining if a table of one or 
more subjects that may access the resource comprise the 
subject. 

12. The apparatus of claim 11, Wherein, in the operation 
of determining if a table of one or more subjects comprises 
the subject, the table of one or more subjects are imple 
mented using at least one of a distributed relation database 
and a distributed hashing table. 

13. The apparatus of claim 11, Wherein, in the operation 
of determining if a table of one or more subjects comprises 
the subject, the table of one or more subjects is maintained 
by at least one of the access control system and the resource. 

14. The apparatus of claim 10, Wherein the operation of 
determining if the resource is accessible by a role and an 
associated permission of the subject comprises the operation 
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of determining if a table of one or more role-permission 
pairs that may access the resource comprise the role and the 
associated permission of the subject. 

15. The apparatus of claim 14, Wherein, in the operation 
of determining if a table of role-one or more permission 
pairs comprise the role and the associated permission, each 
role-permission pair de?nes at least one action performable 
by an associated subject on the resource. 

16. The apparatus of claim 10, Wherein the operation of 
determining if the resource is accessible by the subject 
comprises the operation of determining if a table of subject 
role-permission sets comprise the subject, and Wherein the 
step of determining if the resource is accessible by a role and 
an associated permission of the subject comprises the step of 
determining if a table of subject-role-permission sets com 
prise the role and the associated permission of the subject. 

17. An article of manufacture for providing role-based 
access control of a resource by a subject in an access control 
system, comprising a machine readable medium containing 
one or more programs Which When executed implement the 
steps of: 

determining if the resource is accessible by the subject; 
determining if the resource is accessible by a role and an 

associated permission of the subject, When the resource 
is accessible by the subject; 

permitting access control of the resource by the subject 
When the resource is accessible by the role and the 
associated permission of the subject; and 
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denying access control of the resource by the subject 
When the resource is not accessible by the subject or the 
role and the associated permission of the subject. 

18. A role-based access control system comprising: 
one or more roles capable of association With one or more 

subjects; 
a plurality of permission sets, Wherein one or more of the 

plurality of permission sets are associated With each of 
the one or more roles; 

a plurality of resources, Wherein one or more of the 
plurality of resources are associated With each of the 
one or more permission sets, and each of the plurality 
of resources are associated With set of one or more 

subjects; 
Wherein a given subject in a set of one or more subjects 

for a given resource and having a role-permission 
association With the given resource is provided access 
control of the given resource. 

19. The role-based access control system of claim 18, 
Wherein each of the plurality of permission sets comprise 
one or more actions that may be performed on a resource. 

20. The role-based access control system of claim 18, 
Wherein a ?rst subject of the one or more subjects and a 
second subject of the one or more subjects are associated 
With an identical role of the one or more roles and dilTering 
permission sets of the plurality of permission sets. 

* * * * * 


