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(57) ABSTRACT 

In the present invention, the user Will sign onto a system, 
utilizing a biometrics authentication or identi?cation proce 
dure. Once authentication and identi?cation takes place, 
local, regional, and centralized medical databases can be 
automatically queried using the identi?cation-speci?c bio 
metrics signature. All data intrinsic to the medical procedure 
or examination being performed Will be automatically 
tagged and downloaded into that speci?c patient’s electronic 
medical database. At the same time, that patient’s medical 
database is queried to provide all historical data relevant to 
the medical examination or procedure being performed to 
assist With planning, protocol, and analysis of the data being 
collected. The biometrics authentication can be performed at 
patient intake, at an imaging device, at a pharmacy, or in the 
operating room, to ensure that the personnel and the patient 
are correctly identi?ed before any procedure is performed or 
drug administered. 
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APPARATUS AND METHOD FOR 
UTILIZING BIOMETRICS IN MEDICAL 

APPLICATIONS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present application claims bene?t of priority 
from US. Provisional Application No. 60/795,199, ?led 
Apr. 27, 2006, the contents of Which are herein incorporated 
by reference in its entirety. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to an access system 
Which utilizes biometrics technology, to alloW access to 
persons, equipment or facilities, and in particular, Which 
uses biometrics in medical applications to prevent patient 
medical procedure errors, and to prevent fraud. 

[0004] 2. Description of the Related Art 
[0005] The high frequency of medical errors and the 
adverse effect these errors have on clinical outcomes, has 
been of increasing concern. With neW HIPAA and JCHAO 
regulations, healthcare institutions and practitioners are 
tasked With prioritizing patient safety, security, con?denti 
ality, and reliability of data. In spite of these continuing 
efforts, patient identi?cation errors remain an ongoing prob 
lem throughout the healthcare enterprise, including the 
medical imaging department. 
[0006] Present patient identi?cation systems utiliZe sub 
optimal loW technology patient identi?cation methods such 
as Wrist bands and verbal con?rmation. These identi?cation 
methods are prone to human error and may result in the 
performance of inappropriate tests and procedures, Which 
can cause unnecessary morbidity, expense, radiation expo 
sure, and even death. 

[0007] Further, identify theftiincluding medical identity 
theftihas nearly tripled in the last four years, to more than 
250,000 in 2005. Still further, misappropriation of medical 
records is on the riseiWhere erroneous entries could cause 
fatal consequences. 

[0008] NeW biometrics technologies are currently avail 
able that obviate the potential for human error in misiden 
ti?cation by utiliZing an anatomic feature unique to each 
patient. These include a number of different biometrics 
technologies such as facial recognition, ?ngerprint analysis, 
and retinal scanning, etc. Additionally, radiofrequency iden 
ti?cation (RFID) technology exists, Which alloWs for the 
tracking and auditing of an individual person or object as 
they matriculate throughout the enterprise. These technolo 
gies, in isolation or combination, provide the ability for 
authentication, identi?cation, and surveillance of healthcare 
consumers (i.e., patients), as Well as the healthcare providers 
(e.g., technologists, physicians etc.). 
[0009] HoWever, none of these technologies have been 
integrated With medical applications to alloW access to 
medical personnel, equipment and records, particularly over 
a variety of databases, Whether local, regional, or national. 
Accordingly, the use of better patient identi?cation tech 
nologies, such as biometrics, in medical applications, With 

Nov. 8, 2007 

access to patient records Whether locally, regionally, and 
nationally, Would be highly desirable. 

SUMMARY OF THE INVENTION 

[0010] The present invention relates to an access system 
Which utiliZes biometrics technology, to alloW access to 
persons, equipment or facilities, and in particular, Which 
uses biometrics in medical applications to provide access to 
equipment and records by medical personnel, and Which 
prevents patient medical and surgical errors, and also Which 
prevents fraud or access by unauthoriZed persons. 
[0011] Accurate and rapid physiologic identi?cation of 
patients in healthcare has a number of advantages that go 
beyond identi?cation alone. The ability to create a unique 
patient-speci?c biometric patient identi?er alloWs for the 
cross-referencing of medical information from disparate 
data sets and medical records. The digital capture of this 
information alloWs for instantaneous and reliable access of 
medical data across an electronic netWork that transcends 
geographic and temporal boundaries. In addition, this data 
can lead to improved utiliZation of medical services, 
improved diagnosis, and more timely treatment. 
[0012] In one embodiment, a method of identifying and 
authenticating an individual for access or privileges, 
includes utiliZing a biometrics device to obtain biometrics 
information on the individual; recording the biometric infor 
mation on the individual in memory of an enterprise system 
of an enterprise; sending the biometrics information to one 
of a local, regional, or national database for identi?cation; 
forWarding records on the individual from one of said local, 
regional or national database, When matched With the bio 
metrics information, to a display of the enterprise system; 
and alloWing access to at least one of the records, or the 
enterprise system, When the individual is matched for iden 
tity and authenticated. 
[0013] If the individual is not matched With the database, 
an error message is displayed and registration of the bio 
metrics and demographic information of the individual is 
requested and forWarded to one of a local, regional, and 
national database. The information in the database is cross 
checked With the biometrics information, for accuracy, and 
editing may be performed if the information is not correct, 
at any point. 
[0014] In one embodiment, the system displays an error 
message When records are not found regarding the procedure 
to be performed on the individual; and controls on the 
acquisition device are suspended accordingly. Before sus 
pension is lifted, the individual’s identi?cation must be 
con?rmed. A quality assurance audit of the suspension may 
be carried out. 

[0015] In one embodiment, information regarding the 
scheduling of a predetermined procedure for the individual, 
and information on the scheduling of the procedure is 
forWarded to the individual and to the scheduler. 
[0016] In one embodiment, registration and authentication 
of the individual is performed only at predetermined loca 
tions. 
[0017] In one embodiment, the biometrics information 
includes at least tWo biometric scans on the individual. 

[0018] In another embodiment, a secondary biometrics 
analysis of the individual is performed, and in one embodi 
ment, performed at the acquisition device. In one embodi 
ment, a third biometrics analysis is performed of the indi 
vidual after editing of the individual’s records takes place. 
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[0019] In one embodiment, a quality assurance audit is 
performed of the edited information. 

[0020] In one embodiment, after the procedure is per 
formed on the individual, the system delivers information 
from the procedure to a predetermined list of recipients, 
Which list may be approved by the individual. 

[0021] In one embodiment, a biometrics analysis is per 
formed at the recipient to alloW approved communication to 
take place betWeen the individual and the recipient. 

[0022] In one embodiment the individual may be a medi 
cal professional, Who may issue an order and the order Will 
be cross-referenced With the records to con?rm that the 
privileges or access of the individual are commensurate With 

the order. In one embodiment, the order is con?rmed by 
cross-referencing With a biometrics information of a recipi 
ent of the order, to ensure no contraindications are present. 

[0023] If the individual lacks privileges, then a quality 
assurance audit Will be initiated, and access to records, 
equipment, facilities, etc., Will be denied to the individual. 
Further, ful?llment of the order Will be denied When con 
traindications are present When cross-referenced regarding 
the order and the records, is performed. 

[0024] In one embodiment, the biometrics input of the 
ful?llment department or individual authoriZed to ful?ll the 
order is required for the order to be completed. Further, the 
order may be tagged upon ful?llment, and a biometrics input 
of the ful?llment individual completing the order, and of the 
recipient receiving the order, may be performed. A quality 
assurance audit may be initiated, and ful?llment of the order 
denied When the ful?llment department or individual is not 
authoriZed. 

[0025] In one embodiment, a quality assurance audit may 
be initiated and the order denied to the recipient When 
biometrics analysis does not authenticate the recipient. 

[0026] In one embodiment, the order is a prescription and 
the department or individual is a pharmacy or pharmacist. 
Further, the order may be a surgical procedure, and the 
department or individual may be a surgical center and the 
individual issuing the order may be a physician. 

[0027] In one embodiment, the order completion date is 
scheduled and calendared, and forWarded to the individual 
and the recipient. In one embodiment, the individual is 
noti?ed of scheduling and calendar items When the indi 
vidual’s biometrics is authenticated. 

[0028] In one embodiment, a biometrics analysis of per 
sonnel at the surgical center and of the physician is per 
formed to authenticate access and privileges to perform the 
surgical procedure. Further, a check of the databases is 
conducted to ensure there are no contraindications to per 

forming the surgical procedure on the recipient. 
[0029] In one embodiment, a timeout period is provided at 
the surgical center Whereby electronic veri?cation of the 
surgical procedure is con?rmed by personnel at the surgical 
center and by the physician. 
[0030] In one embodiment, the surgical site is con?rmed 
on the recipient; and the recipient is authenticated for the 
surgical procedure using biometrics analysis. 
[0031] In one embodiment, the biometrics information 
includes information on the individual’s unique DNA 
genomic analysis, Which is authenticated through records on 
the individual. 
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[0032] In one embodiment, the individual is a physician, 
and context-speci?c educational content is provided to the 
physician for revieW. The same may be performed for the 
patient. 
[0033] In one embodiment, ?nancial data related to the 
individual’s ?nancial accounts is provided When the indi 
vidual’s biometrics is authenticated. 
[0034] In one embodiment, the order is checked against 
the databases to ensure controlled substances are correctly 
authoriZed. 
[0035] In one embodiment, an apparatus Which provides 
identi?cation and authentication of an individual such that 
the individual can gain access or privileges or receive a 
procedure, at an enterprise, includes a device Which alloWs 
access, provides a procedure, or acquires information on the 
individual, the device Which is connected to or contains a 
database Which stores the information; and a biometrics 
apparatus Which obtains biometrics information on the indi 
vidual, the biometrics information Which is stored in the 
database; Wherein the biometrics apparatus is integrated 
Within the device; and Wherein the biometrics information is 
cross-referenced With the database such that When informa 
tion from the database on the individual matches the bio 
metrics information, the device alloWs access to, alloWs a 
procedure on, or performs an acquisition on, the individual. 
[0036] In one embodiment, a communication link for 
Wards the biometrics information and the information stored 
in the database, to one of a local, regional, or national 
database. 
[0037] In one embodiment, the device is an imaging 
device, pharmacy computer, physician computer, or surgical 
equipment. 
[0038] In one embodiment, the biometrics information 
includes at least a ?ngerprint, palm print, voice recognition, 
facial recognition, retinal scan, venous ?oW identi?cation, 
and electronic signature recognition. 
[0039] In one embodiment, the enterprise is a school, 
prison, hospital, laW enforcement facility, bank, or court. 
[0040] Thus has been outlined, some features consistent 
With the present invention in order that the detailed descrip 
tion thereof that folloWs may be better understood, and in 
order that the present contribution to the art may be better 
appreciated. There are, of course, additional features con 
sistent With the present invention that Will be described 
beloW and Which Will form the subject matter of the claims 
appended hereto. 
[0041] In this respect, before explaining at least one 
embodiment consistent With the present invention in detail, 
it is to be understood that the invention is not limited in its 
application to the details of construction and to the arrange 
ments of the components set forth in the folloWing descrip 
tion or illustrated in the draWings. Methods and apparatuses 
consistent With the present invention are capable of other 
embodiments and of being practiced and carried out in 
various Ways. Also, it is to be understood that the phrase 
ology and terminology employed herein, as Well as the 
abstract included beloW, are for the purpose of description 
and should not be regarded as limiting. 
[0042] As such, those skilled in the art Will appreciate that 
the conception upon Which this disclosure is based may 
readily be utiliZed as a basis for the designing of other 
structures, methods and systems for carrying out the several 
purposes of the present invention. It is important, therefore, 
that the claims be regarded as including such equivalent 
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constructions insofar as they do not depart from the spirit 
and scope of the methods and apparatuses consistent With 
the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0043] FIG. 1 is a schematic drawing of the major com 
ponents of an access system according to one embodiment 
consistent With the present invention. 
[0044] FIG. 2 is a How chart of a biometrics method of 
access to an acquisition device according to one embodi 
ment consistent With the present invention. 
[0045] FIG. 3 is a continuation ?oW chart of FIG. 2. 
[0046] FIG. 4 is a How chart of an access system With 
respect to placing medical orders, according to one embodi 
ment consistent With the present invention. 
[0047] FIG. 5 is a How chart of an access system With 
respect to a physician’s procedures in placing orders for a 
patient, according to one embodiment consistent With the 
present invention. 
[0048] FIG. 6 is a How chart of an access system at a 
surgical site, according to one embodiment consistent With 
the present invention. 
[0049] FIG. 7 is a How chart of an access system for 
con?rming surgery on a patient, according to one embodi 
ment consistent With the present invention. 

DESCRIPTION OF THE INVENTION 

[0050] The present invention relates to incorporating bio 
metrics technology into medical or other applications, such 
that an individual’s identi?cation and authentication is 
assured in order to provide access to personnel, services, 
equipment, or facilities, prevent errors in medical treatment, 
and to prevent fraud. In particular, the present invention uses 
biometrics in medical applications to identify and authenti 
cate patients, and medical professionals, to prevent patient 
medical or surgical procedure errors With respect to the 
patients. 
[0051] In the exemplary embodiment of a medical (in 
particular, radiological) application), the access system 100 
of the present invention (see FIG. 1) is designed to interface 
With existing information systems such as a Hospital Infor 
mation System (HIS) 10, a Radiology Information System 
(RIS) 20, a Picture Archiving and Communication System 
(PACS) 30, and to conform With the relevant standards, such 
as the Digital Imaging and Communications in Medicine 
(DICOM) standard, DICOM Structured Reporting (SR) 
standard, or the Radiological Society of North America’s 
Integrating the Healthcare Enterprise (IHE) initiative. 
[0052] The access system 100 of the present invention (see 
FIG. 1) includes a client computer 101, such as a PC, Which 
may or not be interfaced or integrated With the PACS 30, and 
includes an imaging display device 102 capable of providing 
high resolution of digital images in 2-D or 3-D, for example. 
HoWever, if the image resolution can be suf?ciently high, the 
client may be a mobile terminal, such as a mobile computing 
device, or a mobile data organizer (PDA), operated by the 
user accessing the program remotely from the client. 
[0053] The biometrics technology of the present invention 
may include, among other things, biometric input means 35, 
such as a ?ngerprint scanner, a palm scanner, a microphone 
for voice recognition, a camera for face or retina recognition 
and photo identi?cation, Wrist scanner for venous ?oW 
identi?cation, an electronic signature pad for electronic 
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signature veri?cation, etc., Which is integrated With the 
client computer 101, and/or With imaging or other equip 
ment 230 (see FIG. 2). The biometrics technology may be 
currently available or future-conceived. If the biometrics 
information is patient-inputted, instead of health care-pro 
fessional inputted, the biometrics technology may be pre 
sented in a kiosk for privacy of the patient inputting the 
information. 
[0054] Methods and systems consistent With the present 
invention are carried out by providing an input means 104 
(see FIG. 1), or user selection means, including hot clickable 
icons etc., or selection buttons, in a menu, dialog box, or a 
roll-doWn WindoW of an interface provided at the client 101, 
and the user may input commands through a programmable 
stylus, keyboard, mouse, speech processing means, laser 
pointer, touch screen, or other input means 104. 
[0055] The input or selection means 104 may be consti 
tuted by a dedicated piece of hardWare or its functions may 
be executed by code instructions executed on the client 
processor 106, involving the display unit 102 for displaying 
the selection WindoW and a stylus or keyboard for entering 
a selection, for example. 
[0056] The input means 104 is con?gured to accept the 
input from the biometric input means 35. Thus, bi-direc 
tional communication betWeen the biometric input means 35 
of the present invention, and the information systems, such 
as the HIS 10, RIS 20, and PACS 30, or equipment 230 such 
as a CT scanner, pharmacy dispensary, etc., alloWs the input 
means 35 to retrieve information from these systems and 
update information in the databases. 
[0057] The client 101 typically includes a processor 106 as 
a client data processing means, the processor including a 
central processing unit (CPU) 107 or parallel processor and 
an input/output (I/O) interface 108, a memory 109 With a 
program 110 having a data structure 111, all connected by a 
bus 112. Further, the client 101 Would include an input 
device or means 104, a display 102, and may also include 
one or more secondary storage devices 113. The bus 112 
may be internal to the client 101 and may include an adapter 
to a keyboard or input device 104 or may include external 
connections. 
[0058] The imaging display device 102 for the present 
invention is a high resolution touch screen computer moni 
tor, Which Would alloW images, such as x-rays, to be 
readable and for the gestures or symbols to be applied easily 
and accurately. Alternatively, the imaging display device 
102 can be other touch sensitive devices including tablet, 
pocket PC, and plasma screens. The touch screen Would be 
pressure sensitive and responsive to the input of the stylus 
104 Which Would be used to draW the gestures or symbols of 
the present invention, directly onto the image displaying 
device 102. 
[0059] In addition, high resolution goggles may be used to 
provide end users With the ability to revieW images Without 
the physical constraints of an external computer. For 
example, a surgeon Wearing specialiZed high resolution 
goggles to display the cross-sectional radiological image of 
a brain tumor in 3-D format, Would be able to note the 
gestures on the image highlighting the pathology in question 
and reporting pertinent characteristics (i.e., anatomic local 
iZation, siZe, etc.), to serve as a guide during surgery. These 
goggles are used for image-guided surgery and gesture 
based reporting Would serve to provide consultation on 
pertinent ?ndings during the course of surgery. 
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[0060] In another example, an internal medicine physician 
could use these specialized goggles outside the hospital, to 
revieW images With embedded gestures or symbols. The 
images could be doWnloaded using Wireless technology and 
displayed on the goggles, thereby eliminating the need for a 
computer screen for image display. 
[0061] Note that With respect to the client system 101, the 
graphics user interface is a client application Written to run 
on existing computer operating systems Which may be 
ported to other personal computer (PC) software, personal 
digital assistants (PDAs), and cell phones, and any other 
digital device that has a screen or visual component and 
appropriate storage capability. 
[0062] The processor 106 at the client 101 may be internal 
or external thereto, and executes a program 110 adapted to 
predetermined operations. The processor 106 has access to 
the memory 109 in Which may be stored at least one 
sequence of code instructions comprising the program 110 
and the data structure 111 for performing predetermined 
operations. The memory 109 and program 110 may be 
located Within the client 101 or external thereto. 
[0063] Note that at times the system of the present inven 
tion is described as performing a certain function. HoWever, 
one of ordinary skill in the art Would knoW that the program 
10 is What is performing the function rather than the entity 
of the system itself. 
[0064] The program 110 Which runs the access system of 
the present invention can include a separate program code 
for performing a desired operation, or may be a plurality of 
modules performing sub-operations of an operation, or may 
be part of a single module of a larger program 110 providing 
the operation. 
[0065] The processor 106 may be adapted to access and/or 
execute a plurality of programs 10 corresponding to a 
plurality of operations. An operation rendered by the pro 
gram 110 may be, for example, supporting the user interface, 
data mining functions, performing e-mail applications, etc. 
[0066] The data structure 111 may include a plurality of 
entries, each entry including at least a ?rst storage area that 
stores the databases or libraries of biometric data, gesture 
symbols, or image ?les, for example. 
[0067] The storage device 113 stores at least one data ?le, 
such as biometric data ?les, image ?les, text ?les, data ?les, 
audio, video ?les, etc., in providing a particular operation. 
The data storage device as storage means 113, may for 
example, be a database, including a distributed database 
connected via a netWork, for example. The database can be 
a computer searchable database and may be a relational 
database. The storage device may be connected to the server 
120 and/or the client 101, either directly or through a 
communication netWork, such as a LAN or WAN. An 
internal storage device 113, or an external storage device 114 
is optional, and data may also be received via a netWork and 
directly processed. 
[0068] In methods and system consistent With the present 
invention, the client 101 may be connected to other clients 
101 or servers 120, including administration, billing or other 
systems, via a communication link 116 as a client commu 

nication means, using a communication end port speci?ed 
by an address or a port, and the communication link 116 may 
include a mobile communication link, a sWitched circuit 
communication link, or may involve a netWork of data 
processing devices such as a LAN, WAN, the Internet, or 
combinations thereof. In particular, the communication link 
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may be to e-mail systems, fax, telephone, Wireless commu 
nications systems such as pagers and cell phones, Wireless 
PDA’s and other communication systems. 
[0069] The communication link 116 may be an adapter 
unit capable to execute various communications protocols in 
order to establish and maintain communication With the 
server 120, for example. The communication link 116 may 
be constituted by a specialiZed piece of hardWare or may be 
realiZed by a general CPU executing corresponding program 
instructions. The communication link 116 may be at least 
partially included in the processor 106 executing corre 
sponding program instructions. 
[0070] In one embodiment consistent With the present 
invention, if a server 120 is used in a non-distributed 
environment, the server 120 Would include a processor 121 
having a CPU 122 or parallel processor Which is a server 
data processing means, and an I/O interface 123, but may 
also be constituted by a distributed CPU 122 including a 
plurality of individual processors 121 on one or a plurality 
of machines. The processor 121 of the server 120 may be a 
general data processing unit, but preferably a data process 
ing unit With large resources (i.e., high processing capabili 
ties and a large memory for storing large amounts of data). 
[0071] The server 120 also includes a memory 124 With 
program 125 having a data structure 126 all connected by a 
bus 127. The bus 127 or similar connection line can also 
consist of external connections, if the server 120 is consti 
tuted by a distributed system. The server processor 121 may 
have access to a storage device 128 for storing preferably 
large numbers of programs for providing various operations 
to the users. 

[0072] The data structure 126 may include a plurality of 
entries, each entry including at least a ?rst storage area 
Which stores image ?les, for example, but may also have 
alternative embodiments including that associated With 
other stored information as one of ordinary skill in the art 
Would appreciate. 
[0073] The server 120 may be a single unit or may be a 
distributed system of a plurality of servers 120 or data 
processing units, and may be shared by multiple users in 
direct or indirect connection to each other. The server 120 
performs at least one server program for a desired operation, 
Which is required in serving a request from the client 101. 
[0074] The communication link 129 from the server 120 is 
preferably adapted to communicate With a plurality of 
clients. 
[0075] The present invention is implemented in softWare 
Which can be provided in a client and server environment, or 
in a distributed system over a computerized netWork across 
a number of client systems. Thus, in the present invention, 
a particular operation may be performed either at the client 
or the server, at the edge of a netWork or at the center, or 
both. Therefore, at either the client or the server, or both, 
corresponding programs for a desired operation/ service are 
available. 
[0076] In a client-server environment, at least one client 
and at least one server are each connected to a netWork 220 

such as a Local Area NetWork (LAN), Wide Area NetWork 
(WAN), and/or the Internet, over a communication link 
1116, 129. Further, even though the systems HIS 10 and RIS 
20, and PACS 30 (if separate) are shoWn as directly con 
nected to the client 101, it is knoWn that these systems could 
be connected to the client over a LAN, WAN, and/or the 
Internet via communication links. Further, in one embodi 
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ment, the biometrics input means 35 may be connected to 
the client 101, and to the LAN, WAN, or directly to the HIS 
10, RIS 20, and PACS 30 etc., and/or to the imaging 
equipment 230 or other device or integrated thereWith. 
Further, the biometrics input means 35 may additionally be 
connected to an external client at a physician’s of?ce, for 
example. 
[0077] Interaction With users may be through secure and 
non-secure intemet connectivity. Thus, the steps in the 
methods consistent With the present invention are carried out 
at the client or at the server, or at both, the server (if used) 
being accessible by the client over for example, the Internet 
using a broWser application or the like. 

[0078] The client system 101 and the biometrics input 
means 35 may include communications via a Wireless ser 
vice connection. The server system 120 may include com 
munications With netWork/security features, via a Wireless 
server, Which connects to, for example, voice recognition. 
HoWever, one of ordinary skill in the art Would knoW that 
other systems may be included. 
[0079] In another embodiment consistent With the present 
invention, the client system may be a basic system, and the 
server may include all of the components necessary to 
support the softWare platform of the present invention. 
Further, the present client-server system may be arranged 
such that the client system and/or the biometrics input means 
can operate independently of the server system, but that the 
server system can be optionally connected. In the former 
situation, additional modules Would instead be connected to 
the client system. In another embodiment consistent With the 
present invention, the client system and server system can be 
disposed in one system, rather being separated into tWo 
systems. 
[0080] Although the above physical architecture has been 
described above as client-side or server-side components, 
one of ordinary skill in the art Would knoW that the above 
components of the physical architecture may be in either 
client or server, or in a distributed environment. 

[0081] Further, although the above-described features and 
processing operations may be realiZed by dedicated hard 
Ware, or may be realiZed as programs including code instruc 
tions executed on data processing units, it is further possible 
that parts of the above sequence of operations are carried out 
in hardWare, Whereas other of the above processing opera 
tions are carried out using softWare. 

[0082] The underlying technology alloWs for replication 
to various other sites. Each neW site can maintain “state” 
With its neighbors so that in the event of a catastrophic 
failure, other server systems can continue to keep the 
application running, and alloW the system to load-balance 
the application geographically as required. 
[0083] Further, although aspects of one implementation of 
the present invention are described as being stored in 
memory, one of ordinary skill in the art Will appreciate that 
all or part of the methods and systems consistent With the 
present invention may be stored on or read from other 
computer-readable media, such as secondary storage 
devices, like hard disks, ?oppy disks, CD-ROM, a carrier 
Wave received from a netWork such as the Internet, or other 
forms of ROM or RAM either currently knoWn or later 
developed. Further, although speci?c components of the 
system have been described, one skilled in the art Will 
appreciate that the system suitable for use With the methods 
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and systems consistent With the present invention, may 
contain additional or different components. 
[0084] Accordingly, in one embodiment consistent With 
the present invention, the access system 100 and method as 
used in an exemplary radiology access method and system, 
includes a client computer 101 With image displaying device 
102, a biometrics input means 35, and an input device 104 
Which is a programmable stylus, for example, connected to 
the computer 101 and biometric input means 35. 
[0085] The folloWing are exemplary situations of hoW the 
present invention of incorporating biometrics technology 
into medical applications may be used to improve medical 
care Within, for example, a medical imaging department: 
[0086] In a ?rst exemplary situation, a 60 year old female 
presents to an outpatient imaging center for a screening 
mammogram. She is uncertain of her past medical history 
but thinks she may have had a prior mammogram several 
years earlier, but is unsure of the exact date and location. In 
the current climate, the mammogram Would be performed 
and interpreted by the radiologist Without a comparison 
study. The radiologist identi?es a subtle area of “indetermi 
nate” microcalci?cations and recommends biopsy to 
exclude underlying breast carcinoma. The biopsy is done at 
signi?cant expense to the patient and pathology results 
indicate a benign etiology. 
[0087] With the advent of biometrics, the patient’s “sig 
nature” analysis is entered into a nationWide database Which 
alloWs for previous patient speci?c medical information to 
be electronically accessed. This Would provide the radiolo 
gist With all prior historical imaging studies and reports. By 
directly comparing the previous mammographic images 
performed ?ve years earlier, the radiologist can reliably state 
that the “indeterminate” calci?cations have remained stable 
and therefore can be assumed to be benign, and not require 
additional imaging or interventional procedures. 
[0088] In a second exemplary situation, another patient 
presents to the emergency room after being found to be 
unconscious in a public restroom. The emergency medical 
personnel established a functional airWay and documented 
adequate blood pressure and pulse. Because no family 
member is present, no past medical history can be obtained. 
The emergency room physician orders an emergent CT of 
the brain With and Without intravenous contrast to evaluate 
for intracranial pathology. The patient is transported to the 
radiology department after intravenous access is established. 
Shortly after injection of the intravenous contrast, the patient 
experiences an anaphylactic reaction, and goes into shock. 
[0089] Using biometrics, the patient’s identi?cation could 
have been instantaneously established and past medical 
records retrieved prior to the order for the CT scan. These 
records Would have documented past allergic reaction to 
intravenous contrast as Well as a longstanding history of 
seiZures and non-compliance to prescribed therapy. With 
this additional information, the emergency room physician 
could order a blood test to determine Whether the patient is 
taking the prescribed anti-seiZure medication and change the 
imaging order to an MRI. This Would avoid administration 
of iodinated contrast and provide more detailed information 
relevant to the underlying seiZure disorder. 
[0090] In a third exemplary situation, a patient (i.e., “Eliot 
Siegel”) presents for an elective screening ultrasound to 
evaluate an abdominal aortic aneurysm (AAA). During the 
registration process, the clerk misspells the patient’s name 
(i.e., “Elliot Seigel”) and the technologist enters this incor 
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rectly spelled name into the RIS/PACS. The computer 
program searches its database and retrieves another patient’s 
imaging ?le (i.e., “Elliot Siegel”), Which had an abdominal 
ultrasound done 6 months ago Which Was normal. When the 
radiologist compares the current study With the historical 
comparison (of the Wrong patient), he/she incorrectly diag 
noses the AAA as a neW ?nding, requiring emergent surgical 
consultation. 
[0091] However, using biometrics, the data entry error 
Would have been eliminated and the correct medical imaging 
folder accessed. This Would shoW that “Eliot Siegel” has had 
annual ultrasound exams demonstrating a stable 3.5 cm 
AAA, Which has remained unchanged for 4 years. As a 
result, no further evaluation is required. 
[0092] Accordingly, the present invention Would be help 
ful in all the above exemplary situations, to avoid problems 
Which could arise in the identi?cation of patients or location 
or immediate availability of their medical history. 
[0093] Thus, the present invention relates to a biometrics 
technology 35 (e.g., facial recognition technology, ?nger 
print analysis, etc.) Which is used to identify and authenti 
cate a patientifor example, prior to a medical procedure or 
test, and in one embodiment, is directly integrated into a 
medical device (i.e., medical imaging acquisition technol 
ogy 230, such as a CT scanner) for medical procedure 
error-proo?ng. 
[0094] Speci?cally, the biometrics technology includes a 
biometric input means 35 and is connected to the operating 
system 100 of the medical enterprise or integrated With a 
component, such as a physician or hospital’s computer 
terminal 101, 30 or acquisition device 230. All information 
inputted into the biometrics system 35 is recorded in at 
memory or a database 109, 113 etc., Which can be accessed 
by the program 110 such that pertinent information can be 
retrieved, sorted, and analyZed. 
[0095] The biometrics technology provides the means 35 
for both authentication (e. g., patient claiming to be “Charles 
Smith”) and identi?cation (e.g., unknown patient presents 
for examination, “Who is he?”) of the presenting individual. 
Once the biometrics device 35 scans the individual in 
question, the unique identi?cation data is simultaneously 
sent by the program 110 to local 128 (or 113, 114), regional 
250, and national databases 260 for bidirectional data access 
and transfer. Using arti?cial intelligence (e.g., neural net 
Works), all relevant medical data as prede?ned by the 
program 110, and is transferred automatically from the 
identi?ed patient’s database 113, 114 to the local database 
114, 128 to assist With exam selection, protocol, and analy 
s1s. 

[0096] In particular, the present invention is directed to 
user and patient authentication/identi?cation Which is 
required for all events that occur in the patient care con 
tinuum including (but not limited to): all medical imaging 
studies (e.g., MRI, ultrasound); imaging studies outside of 
radiology (e.g. colonoscopy, ophthalmology); all medical 
procedures (eg biopsy, surgery); all patient encounters (e.g. 
clinic visit, ER admission); and all forms of medical treat 
ment (e.g. drug delivery, blood transfusion). Further, all 
physician-patient communications (e.g. consultations, noti 
?cation of test results), Would be considered part of the 
scope of the present invention. 
[0097] There are several exemplary embodiments in 
Which the present invention can be applied Within the 
medical enterprise. 

Nov. 8, 2007 

[0098] In one embodiment consistent With the present 
invention, the patient presents for a scheduled diagnostic 
imaging exam (e.g. CT). 
[0099] Speci?cally, a patient is seen in a physician’s o?ice 
and a CT exam is requested by the physician for a speci?c 
diagnosis (i.e., abdominal pain, rule our aortic aneurysm). 
When the order is electronically scheduled, the patient 
undergoes biometrics analysis (using a portable biometrics 
device 35 integrated into the physician’s computer 270), by 
a physician’s assistant. 
[0100] When the information is scanned into the biomet 
rics device 35, it is recorded in memory into a database of 
patient information 109, 113, 114, 128 etc. The program 110 
then scans the database 109, 113, 114 etc. for matching 
information. If the patient’s identi?cation is matched in the 
database 109, 113 etc., the information is presented on the 
display of the biometrics device 35, or the display means 
102, along With the relevant patient information, (i.e., name, 
date of birth, address, social security number, relevant 
medical history, allergies, doctor’s name, insurance infor 
mation, etc.). Thus, the day, time, and location of the 
scheduled CT exam is inputted into the patient’s medical 
records, and the patient is provided With the information by 
the program 110. 
[0101] If the patient biometrics information is not matched 
in the database 109, 113 etc., then the program 110 Will 
display for the user, information that the patient is not 
recognized. The program 110 Will then provide a login 
display, so that the user can formally register the patient. The 
login information Will include the biometrics information, 
and demographic information such as patient name, address, 
date of birth, social security number, relevant medical his 
tory, doctor’s name, insurance information, etc. In one 
embodiment, registration of a neW patient can be performed 
only at pre-determined locations Within the medical enter 
prise (i.e., doctor’s of?ce, hospital, out-patient facility etc.). 
[0102] In the initial biometrics input, a detailed biometrics 
analysis is performed by the program 110, consisting of at 
least one, and preferably tWo different biometrics analyses 
for the purposes of redundancy. For example, ?ngerprinting 
and a retinal scan, or ?ngerprinting and a photograph for the 
use of facial recognition technology, etc. Despite the amount 
of information required, the registration process should be 
routine and take no more than approximately 30 minutes for 
completion. 
[0103] Once inputted, this biometrics “electronic signa 
ture” (i.e., combined biometrics/demographic registration 
data) is stored by the program 110 in a standardized XML 
format in an electronic database 109, 113, 114 etc. so that all 
patients can be tracked as they matriculate to different 
medical institutions. The biometrics data associated With 
this “signature” is also stored by the program 110 in the 
DICOM structured report information, in a separate XML 
format. This provides for redundancy of the data in the event 
that one archive is nonfunctional at any single point in time. 
[0104] In addition, the program 110 automatically and 
simultaneously transfers all the data to local 128, regional 
250, and national databases 260 on the netWork. The transfer 
of the biometrics data is independent of the vendor and 
individual biometrics device 35 used. For security, the local 
acquisition data and stored netWork data are then cross 
referenced for accuracy by the program 110, and a correct 
match is determined. This feedback can be provided as a 
binary function (i.e., yes or no) or as a probability statistic 
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(e. g. 1 in 100,000,000), or in any other manner Which Would 
provide a measurable assurance of accuracy. The feedback is 
provided by the program 110 at the local acquisition level. 
[0105] The biometrics/demographic data becomes an inte 
gral part of the patient’s electronic medical record (EMR), 
Which is available to the patient and his doctors, and other 
medical personnel at any location Which subscribes to the 
database 113 etc. 
[0106] Once the registration process is completed, or the 
patient is identi?ed using the biometrics program 110, the 
previously requested CT exam is electronically scheduled 
and stored in the database 113, 114, 128 etc. In addition, the 
program 110 automatically sends electronic noti?cations 
(i.e., e-mail, facsimile etc.) to the patient and the ordering 
physician. 
[0107] When the patient arrives for the scheduled CT 
exam, at the predetermined location (i.e., a medical imaging 
department of a hospital, etc.), the patient Will undergo 
biometrics analysis at a registration terminal 101. 
[0108] Upon the biometrics data being inputted using the 
biometrics device 35, the program 110 Will search the 
database 113, 114, 128 etc. to determine Whether the iden 
ti?cation-speci?c data is recognized Within the database. 
[0109] If it is, the program 110 Will prompt the user or 
patient to con?rm their name, ordering physician, exam 
type, day/time of the scheduled exam, etc. Note that the 
registration terminals 101 may be set up for use by a patient 
or by a health care professional, When the patient arrives for 
the examination. The registration terminal 101 may be a 
kiosk for patient privacy. HoWever, for security reasons, the 
biometrics and demographic information is inputted only by 
a health care or other professional af?liated With the medical 
enterprise. 
[0110] If the information displayed by the program 110 is 
con?rmed by the patient, and no edits are required, the 
patient logs into the system 100 and instructions are dis 
played by the program 110 Which inform the user to travel 
to the CT Waiting area. In one embodiment, directions and/or 
maps may be printed out at the terminal 101 for the patient’ s 
information. 
[0111] If the information provided is incorrect When the 
program 110 cross-references the information to the data 
base 1113, 114, 250 etc., then the program 110 Will query the 
patient to input any required modi?cations. Any editing to 
the data automatically triggers the program 110 to perform 
an electronic QA auditing trail. The program 110 Will 
incorporate the modi?ed data into the EMR once the modi 
?ed information is veri?ed by the patient. 
[0112] The patient Will undergo biometrics authentication 
one more time at the acquisition device (i.e., CT scanner) 
230. The time required to verify the patient identi?cation 
Would be minimal (i.e., on the order of 15 seconds), but 
Would prevent medical errors and fraud. 
[0113] In one embodiment, and preferably, the biometric 
device 35 can be directly installed into the imaging modality 
(e.g., CT or CR unit 230), so that the technologist can 
perform the identi?cation “on the spot”. 
[0114] In an exemplary operation, the folloWing steps 
include the sequence Which the imaging technologist Would 
folloW in using the biometrics technology for patient iden 
ti?cation, data access, and image revieW. 
[0115] For example, in step 300 (see FIG. 2) the technolo 
gist may hold the patient’s Wrist in front of the scanning 
device in order to obtain a patient-speci?c signature blood 
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How (in the case of a vascular Wrist scanning device as a 
biometrics signature, for example). Analogous actions 
Would be taken for a ?ngerprint device, retinal scanner, or 
other biometric patient identi?cation system. Thus, the bio 
metrics scan Would be performed and the data recorded in 
the system 100. 
[0116] Once the biometrics scan is completed, in step 301, 
the program 110 Would display a message on the console of 
the scanner, for example, indicating completion. A feedback 
cue such as a green light or a tone may be used to indicate 
that a successful match has been made With the local and 
national databases 128, 250, 260. The program 110 may then 
provide an electronic read-out of the patient name, age, 
imaging exam ordered, clinical indication, and ordering 
physician for veri?cation by the technologist, in step 302. 
[0117] In step 303, the technologist may accept the iden 
ti?cation by clicking on the “Accept” icon displayed by the 
program 110 on the computer screen 102. This elicits an 
electronic query by the program 110, in step 304, of the 
local, regional, and national electronic databases 128, 250, 
260 for relevant electronic medical and imaging data to be 
automatically retrieved and sent to the local EMR and PACS 
for interpretation and revieW if it has not been retrieved 
already. An alternative action Would be to merely index the 
type of information and location and not require that it to be 
actually transferred. 
[0118] By utiliZing this approach at the local level, utili 
Zation of imaging services can be improved (by eliminating 
redundant exams), adverse reactions can be substantially 
reduced (by direct access to the EMR and past medical 
history), and diagnosis can be improved (by providing all 
relevant historical imaging and clinical data). This same 
technology can be applied throughout the medical enterprise 
to improve patient identi?cation for blood transfusions, 
administration of drugs, and surgical procedures. 
[0119] Once the patient’s identi?cation has been estab 
lished using the biometrics technology at the acquisition 
device 35, an electronic message is sent by the program 110 
in step 305 to both the on-site EMR and PACS (to retrieve 
all relevant medical and imaging data), as Well as to regional 
and national archives 128, 250, 260 as stated previously. 
[0120] Once authentication is completed and con?rmed in 
step 306, the acquisition device’s (CT) database is electroni 
cally queried by the program 110 using Modality Worklist 
softWare, to identify the patient and exam in the database 
113, 114, 250, etc. If the patient and exam data match the 
acquisition device database 113, as determined by the pro 
gram in step 307, the technologist con?rms receipt and 
prepares the patient for the exam to begin in step 308. 
[0121] In one embodiment, both biometrics and acquisi 
tion device authentication can be performed in the same 
step. 
[0122] All data acquired during the exam performance is 
entered and stored in the database 113 and simultaneously 
sent to the folloWing databases: patient EMR, acquisition 
device (CT) database, PACS 30, hospital database 128 etc., 
regional database 250, and a centraliZed secure national 
database 260. Accordingly, all the patient data is available to 
all health care professionals simultaneously and all data is 
current. 

[0123] In one embodiment, the biometrics authentication 
data (in XML schema), is incorporated into the DICOM 
header by the program 110, Which is attached to each 
imaging data set. This biometrics “tag” accompanies the 
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imaging data as it is transferred to each database 113, 114, 
128, 250, 260 etc. (along With the patient’s EMR) by the 
program 110. 

[0124] The data contained Within the DICOM header 
includes: 1) type of exam; 2) location of acquisition; 3) 
speci?c scanning device; 4) date and time of exam acqui 
sition (start and completion times); 5) technologist identi? 
cation; and 6) speci?c mode of biometrics authentication, 
among other relevant information. 

[0125] Once the medical imaging exam has been com 
pleted, the technologist is prompted by the program 110 (at 
the acquisition device 230) in step 309 to con?rm the exam 
completion and data transfer to the various databases 113, 
114, 128, 250, 260 etc. (i.e., patient EMR, PACS 30, local 
database 240 and regional database 250, and secure national 
database 260). In one embodiment, the patient is separately 
prompted by the program 110 (at the acquisition device 230) 
to approve automatic delivery of imaging data to the list of 
physicians tied to the patient-speci?c biometric signature, in 
step 310. 
[0126] Any subsequent communication (relative to that 
imaging data) betWeen the patient and physician (e.g., 
consultation, recommendation for additional imaging, 
biopsy, etc.) can be automatically entered into the patient’s 
records by the program 110, and any subsequent or folloW 
up exam may be initiated by the patient once again under 
going identi?cation and authentication at a biometrics 
device 35 for the additional testing. 

[0127] Once patient identi?cation has success?llly 
occurred, the patient Will be presented in step 311 by the 
program 110 With recent data entered into their EMR 
(including their scan results). Upon revieW of their records, 
the program 110 Will present the patient With a list of 
physicians in step 312 such that the patient may select the 
physician desired, and direct an electronic query to that 
physician regarding their test results or any topic in step 313. 
[0128] Subsequent electronic communication betWeen 
patient and physician can be initiated by the program 110 
only after successful biometrics identi?cation and/or authen 
tication of both parties (thereby providing additional func 
tionality to the biometrics signature). 
[0129] If patient authentication fails at the acquisition 
device 230ifor example, the patient is not recogniZed (e.g., 
neW patient or distorted biometric signature)ithen the 
technologist is sent an alert or error message by the program 
110 in step 313 (see FIG. 3), Which is displayed on the screen 
102, requesting additional validation, and the program 110 
prevents the acquisition device 230 (and technologist) from 
proceeding to the data acquisition phase by suspending 
controls on the acquisition device 230 in step 314. 

[0130] In that event, patient identi?cation noW needs to be 
established in step 315 before proceeding further. This can 
be performed by designated personnel (e.g., technologist, 
physician), Who have administrative controls over the acqui 
sition device 230, in one of three Waysiby: 1) including 
demographic data intrinsic to the patient (i.e., shoWing of 
identi?cation data by the patient to con?rm identity) (step 
316); 2) using an alternative biometrics device 35 (i.e., 
?ngerprint matching instead of facial recognition, for 
example) (step 317); or 3) performing re-registration of the 
patient into the databases 113, 240-260 (step 318). 
[0131] In the second option, if no match is found, then the 
patient is assumed to be neW to the system 110 and this is 
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con?rmed by manually querying the system 100 With patient 
identifying data (name, social security number, etc.) (step 
319). 
[0132] Before entering the patient as a “neW” patient, the 
biometrics signatures are automatically sent to regional 250 
and national archives 260 for comparison by the program 
110 (see step 304). If a match is made, then the previous 
patient data is retrieved and copied by the program 110 into 
the current archive 113, for example, if the other information 
is consistent in identifying the patient. If no match is made, 
the patient is entered as a “new” patient simultaneously 
Within the local, regional, and national biometrics archives 
240-260, by the program 110 (see step 300). 
[0133] Whenever a failure in authentication occurs, or 
editing of the patient information is required, the program 
110, in step 321, initiates an automatic QA audit trail and all 
data inputted into the databases 113, 250, 260 etc. is 
recorded in a separate QA database 290 by the program 110 
in step 322 (along With the identi?cation of the person 
inputting the data), for revieW, analysis, and security veri 
?cation. In one embodiment, separate alert messages of the 
authentication/identi?cation failure or modi?cation, are 
automatically sent to the patient’s EMR and centraliZed 
security database 250, 260 by the program in step 323 for 
future tracking and analysis. 
[0134] Once authentication is substantiated after an iden 
ti?cation/authentication failure, the program 110 Will 
remove the lock on the controls of the acquisition device 
230, and the technologist Will then be able to proceed With 
image acquisition as in step 308. 
[0135] Although the above scenario involves a scheduled 
examination, alternative scenarios could be envisioned. 
[0136] In another embodiment consistent With the present 
invention, the patient presents to an imaging department for 
a screening exam (e.g., mammography) Without pre-autho 
riZation or scheduling. 
[0137] The steps involved in the unscheduled visit Would 
be similar as to the scheduled visit. At the initial check-in 
procedure, the patient’s desired screening (i.e., non-diag 
nostic) examination (e.g., mammography, vascular ultra 
sound) is inputted into the database 113, 114 etc. by the 
program 110 in step 400 (see FIG. 4). The program 110 Will 
query the patient identi?cation database 113, for example 
(contained Within the EMR) to identify names of physicians 
involved in that speci?c patient’s care in step 401. The 
program 110 Will then display a list of corresponding 
physicians linked to the patient’s EMR and ask the patient 
to con?rm or deny sharing of any imaging data or test results 
With those physicians in step 402. 
[0138] In one embodiment, at least the patient’s primary 
care physician must receive the results of the imaging data 
or test results. HoWever, in another embodiment, the patient 
may select the physicians from a list displayed by the 
program 110, to Whom the patient Wants that speci?c exam 
data electronically sent. If additional physician names are 
desired by the patient, the additional physicians can be 
inputted into the system 100 by name, address, etc., and 
recorded by the program 110. The program 110 Will add the 
physician to the EMR queue and link the patient’s biomet 
rics data (speci?c to that patient), to the physician, in step 
405. The program 110 Will then display these additional 
physicians for the patient, and the patient may choose the 
physician for receipt of the data or test results, in step 310 
(see FIG. 2). 
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[0139] Thus, all data acquired by the exam performance is 
simultaneously sent to the various databases 113, 114, 250, 
260 etc., by the program 110, as Well as electronically 
forwarded to the selected physicians in step 310. 

[0140] In another embodiment consistent With the present 
invention, the physician is required to prescribe medical 
treatment (e.g., drug delivery or blood transfusion) on a 
patient at a medical enterprise. 

[0141] In this scenario, the physician must ?rst be authen 
ticated by the biometrics technology 35 at the medical 
enterprise in step 500 (see FIG. 3). Once identi?cation/ 
authentication is completed, the physician enters the desired 
order (e.g., drug prescription) into the patient’s EMR in step 
501. Based on the physician’s biometrics signature, the 
program 110 Will cross-reference the physician’s privileges 
With the entered order in step 502, to ensure that the 
prescribing physician is authoriZed to prescribe care for the 
patient, and has the privileges to order the prescribed medi 
cine or the prospective treatment. 

[0142] If the program 110 determines that the order 
matches the physician’s privileges in step 504, then the 
program 110 Will provide an electronic con?rmation of the 
order to the physician in step 505. 

[0143] In addition, the program 110 Will ascertain, in step 
506, the lack of medical contraindication (e.g., medical 
allergy) for the patient of ful?lling the drug order, and also 
ascertain from the EMR that the drug order is appropriate in 
vieW of the patient’s medical history. 
[0144] If the program 110 determines that the order is 
appropriate in step 507, the order Will be transferred an 
entered into the hospital database 128, 113, 114 etc. in step 
508. Further, a copy of the order is automatically sent from 
the hospital database 240 by the program 110, in step 509, 
to the pharmacy information system if it is a prescription, or 
to the department handling the procedure (i.e., in the case of 
blood Work etc.). 
[0145] The program 110 Will automatically notify the 
pharmacist/pharmacy of the incoming drug order in step 
510, and the pharmacist Will be required to input his 
biometrics information in order to ful?ll the prescription in 
step 511. The program 110 Will receive the biometrics 
information and perform a biometrics analysis (i.e., user 
identi?cation/authentication) on the data received in step 
512, and all data (i.e., name of pharmacist, date/time order 
?lled, medication name and dosage, patient name and loca 
tion) related to that speci?c drug order is recorded in the 
multiple databases using standardized XML schema using 
the program 110 in step 513. 

[0146] Once the pharmacist ?lls the prescription, the 
medication is tagged With RFID and is sent to the nursing 
station (if in a hospital environment) for drug delivery to the 
patient in step 514. The nurse receiving and dispensing 
medication must enter their biometrics information in step 
515 into the biometrics input means 35, in order to be 
identi?ed and authenticated. 

[0147] Once the nurse is identi?ed and authenticated by 
the program 110 in step 516, and their privileges for drug 
dispensary are approved by the program 110, the program 
110 Will record the data into the databases 113, 114 etc. in 
step 517 (i.e., name of nurse, drug name and dosage, 
date/time drug received, patient name and location). 
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[0148] Further, prior to the drug being dispensed to the 
patient, the patient must be identi?ed and authenticated by 
the program 110iusing a portable biometrics device 35, for 
example, in step 518. 
[0149] Further, the program 110 records the administra 
tion of the drug to the prescribed patient by medication 
RFID (for drug authentication and tracking) in step 519. If 
multiple medications are to be dispensed to the particular 
patient, then each individual drug is entered into the appro 
priate databases 113 etc. by the program 110 along With the 
patient’s biometrics data. 
[0150] The program 110 Will electronically send noti?ca 
tion of the drug delivery to the ordering physician in step 
520 With receipt con?rmation by the physician required by 
the program 110 (to include the physician’s biometrics 
signature). 
[0151] If the physician’s (or pharmacist’s, nurse’s, or 
patient’s) authentication fails in steps 504, 507, 516, a QA 
audit trail is initiated by the program 110 in step 521. The 
physician may re-attempt authentication by an alternative 
method as described previously (i.e., alternative biometrics 
device or physician-speci?c demographic data), in step 500. 
[0152] If authentication is eventually approved by the 
program 110 in step 504 after alternative methods are used, 
then the physician may re-enter the order in step 501. If 
authentication continues to fail, then the program 110 Will 
lock the physician out of the drug ordering system in step 
522, and only an override of the program 110 in step 523 by 
an approved administrative or supervisory input Will alloW 
the drug order to take place. 
[0153] If the order is rejected by the program 110 based on 
lack of approval of the biometrics With respect to the 
physician’s privileges in step 504, then the physician has the 
option to either re-enter an alternative order in step 500/501 
or discontinue the process. Note that an order rejection also 
triggers an automatic QA audit trail by the program in step 
507, as described above. 

[0154] As stated above, if the program 110 issues an 
“error” message at any time during the above sequence of 
events, due to lack of physician privileges, drug contrain 
dications, etc., a QA audit trail is automatically initiated by 
the program 110 (Which includes patient outcome analysis) 
in step 521. 

[0155] In one embodiment, in order for drug delivery to 
proceed, a second authenticated party (e.g., charge nurse) 
may be required by the program 110 to con?rm the order, 
drug, dosage, and the patient, are correct and appropriate. 
[0156] In yet another embodiment consistent With the 
present invention, the patient may present to the medical 
enterprise for a therapeutic procedure (e.g., biopsy or sur 
gery) 
[0157] In this embodiment, the patient may present ?rst 
for medical evaluation to their primary care physician. The 
primary care physician may then access medical data from 
the patient’s EMR using the present program 110 in step 601 
(see FIG. 5) by ?rst undergoing electronic authentication (to 
verify their identity) in step 600 and to ensure that he/ she has 
the necessary privileges for revieW of the patient’s records. 
The physician’s identity and medical privileges are deter 
mined through biometric analysis by the program 110 in step 
601, Which is inputted using an input means 104 at a secure, 
local biometrics device 35 integrated into the physician’s 
office computer 101. 
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[0158] Once the physician’s identity and privileges are 
authenticated by the program 110 in step 601, the patient’s 
EMR Which Was accessed in step 602, is reviewed by the 
physician, and in this exemplary embodiment, it is deter 
mined by the physician that a previous diagnostic test (e.g., 
chest CT) has identi?ed a nonspeci?c lung nodule, With the 
recommendation for a diagnostic lung biopsy, for example. 
[0159] The primary care physician may then electronically 
place an order for thoracic surgery consultation and biopsy 
in step 603, for example, to the hospital database 113, 114 
etc. and record the order in the patient’s EMR using the 
program 110 in step 604. 
[0160] In one embodiment consistent With the present 
invention, the patient may be asked to undergo biometric 
identi?cation and authentication by the program 110 in step 
605 to ensure that the order is con?rmed for that patient, and 
that the biopsy is correctly scheduled. 
[0161] Once the patient is authenticated by the program 
110 in step 605, the appropriate medical data Within the 
patient’s EMR is revieWed by the program 110 in step 606 
(using arti?cial intelligence such as neural networks), and 
the chest CT report and recommendation for biopsy is 
con?rmed in step 609. This program 110 step ensures that 
there is nothing in the patient’s medical history that Would 
contraindicate any scheduled tests (for example, a CT scan 
for a patient With allergies to the imaging medication). 
[0162] The program 110 Would then schedule a surgical 
consultation and biopsy in step 607 after accessing the OR 
and surgeon’s calendars, and the order Would be electroni 
cally transmitted by the program 110 to the thoracic surgical 
specialist. 
[0163] In addition, the program 110 Will forWard an elec 
tronic message to the patient and to the physician in step 608 
notifying them of the con?rmation of the order, and the 
scheduling information. 
[0164] When the patient presents at the hospital for the 
procedure, the patient Will need to register in step 300 (see 
FIG. 2) using the biometrics procedure as outlined previ 
ously. At the OR, the physician Will undergo biometric 
analysis for authentication and access to the patient’s EMR 
in step 614 Where the consultation notes and informed 
consent forms are entered into the database 113, 114 etc. 
[0165] Further, before the surgical preparation can begin, 
the patient again undergoes biometric identi?cation and 
authentication in the OR suite in steps 300-307. 
[0166] All personnel involved in the procedure (e.g., 
nurses, anesthesiologist, surgeon) must also undergo bio 
metrics authentication before the procedure may begin, in 
step 700 (see FIG. 6). Further, all data (i.e., name, date, time, 
clinical indication procedure to be performed, anatomic 
location, etc.) are recorded in the EMR and biometrics 
databases by the program 110 in step 701, in addition to all 
the information on the personnel involved in the procedure, 
and Who are authenticated by the program 110. 
[0167] In order to ensure that the patient, procedure, and 
anatomic location are correct; an electronic “time out” is 
initiated, such that electronic veri?cation is provided by all 
surgical staff involved in step 702, as a ?nal check by the 
program 110. 
[0168] If any discrepancy exists that precludes the proce 
dure being safely performed (e.g., allergy to the prescribed 
anesthesia, incomplete authentication of personnel etc.), an 
error message Will be displayed by the program 110 in step 
703 that Will necessitate immediate attention by the surgical 
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personnel, lock doWn of any equipment Which is controlled 
by the program 110 in step 314 (see FIG. 3), and require 
immediate termination and/ or adjustment of the protocol by 
the surgeon and physician in steps 315-318. 
[0169] Once any discrepancy is removed, or the data 
inputted is completed, accepted, and authenticated Where 
necessary, in steps 315-318 by the QA, EMR, and biometrics 
databases 113, 114, 250, 260, etc. then the program 110 Will 
display a message alloWing the procedure to proceed in step 
308. 

[0170] As the procedure takes place, all clinical data 
intrinsic to the procedure is recorded into the databases 113, 
114, etc. by the surgical personnel (e.g., anesthesia, vital 
signs, intra-operative photographs) in step 309 and directly 
integrated into the patient’s EMR by the program 110. 
[0171] After completion of the procedure, the surgical 
operative note (and associated data) is recorded With an 
electronic consultation, by the surgeon in step 311, in the 
system 100, and the program 110 Will send the note and 
consultation to the primary care (referring) physician in 
electronic form. 

[0172] Further, after the procedure, the biopsy specimen is 
marked With the patient’s identifying information through 
RFID labeling and transported to Pathology for froZen 
section analysis, for example, in step 509 (see FIG. 4). When 
the pathologist receives the surgical specimen, and before 
beginning analysis, the pathologist must undergo biometrics 
authentication in step 511 by logging into the hospital 
database 113, 114, etc. for example. In addition, the receipt 
of the surgical specimen, and the RFID tag assigned thereto, 
is entered into the appropriate hospital/pathology databases 
113, 114 etc. to verify consistency and authenticity of the 
data, in step 513. 
[0173] The pathologist preliminary analysis is then 
recorded into the patient EMR, QA and biometrics databases 
113, 114 etc., in step 513 and the program 110 Will auto 
matically forWard the pathology results to the surgeon and 
the physician for revieW in step 520. HoWever, as previously 
noted, the surgeon and physicianian in fact, any personnel 
authoriZed to vieW the pathology report or the patient’s 
EMRimust be authenticated for identity and clinical privi 
leges in step 518 before access is provided by the program 
110. 

[0174] The patient’s recovery status is monitored in the 
recovery room Where all relevant data is recorded into the 
EMR (after authentication of the nursing staff as noted 
above). Further, before being discharged (With pain medi 
cations in accordance With the program protocols described 
above), the patient undergoes repeat biometrics authentica 
tion along With RFID tagging and electronic receipt of the 
pharmaceuticals recorded in the system, in step 635, as 
shoWn in FIG. 4. 

[0175] In yet another embodiment consistent With the 
present invention, educational programs can be linked 
directly to the physician or patient’s biometrics signature. 
These physician educational programs can be customiZed to 
individual preferences, tied to continuing medical education 
(CME) requirements, or speci?c patient diagnoses. 
[0176] For example, if a patient under a physician’s care 
has just undergone surgical exploration for an abdominal 
mass and is found on pathology to have an unusual neoplasm 
(e.g. carcinoid tumor), the patient-speci?c medical data is 
automatically transferred by the program 110 to that physi 
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cian’s database 113 etc., based on his/her biometrics signa 
ture and provides him/her With educational information tied 
to that neW diagnosis. 
[0177] The same methodology can be applied to patient 
educational programs, based on their medical history, drug 
therapy, tests, procedures, etc. As neW data is saved Within 
the patient’s medical database by the program 110, context 
speci?c educational content is provided by the program 110 
to the patient for optional revieW. The patient (or physician) 
Would simply go to a biometrics device 35 for authentica 
tion/identi?cation and once authentication is completed, the 
program 110 Would query the databases 113, 114 etc. and 
neW user-speci?c educational content Would be provided 
based on neW data elements contained Within the biometrics 
linked databases 113, 114 etc. 
[0178] In another embodiment consistent With the present 
invention, the program 110 can provide biometrics-linked 
updates and reminders, Where a patient can have electronic 
noti?cation of medical appointments, diagnostic tests, treat 
ment regimens, etc., delivered by the program 10 to their 
biometrics-linked database 113, 114 etc. Whenever the 
patient signs into a biometrics device 35 for authentication 
(or identi?cation), these updates Would be presented to the 
patient by the program 110 on a daily basis. The same type 
of application can be used by physicians regarding their 
daily Work schedules, alerts to test results, or medical 
queries. Further, another type of biometrics-linked reminder 
can remind patient as to daily schedules for drug regimens. 
[0179] In another embodiment consistent With the present 
invention, biometrics-linked business/?nancial data can be 
provided to a user. In a manner similar to accessing data 
from the EMR, other information systems Within the medi 
cal enterprise can be integrated into a comprehensive data 
base 113, 114 etc., accessible through biometrics authenti 
cation. A patient (or authorized medical provider) can access 
?nancial data related to the patient’s account, in addition to 
other information system data (pharmacy, laboratory), after 
being authenticated using the biometrics program 110. 
[0180] In another embodiment consistent With the present 
invention, biometrics-linked drug delivery can be performed 
using the program 110 in a similar manner to the steps 
shoWn in FIG. 4. When a neW medication is ordered by a 
physician, a prescription can be delivered to the pharmacy in 
several Ways including paper prescription, fax, electronic 
transmission, or telephone. Using biometrics, each indi 
vidual Within the drug delivery chain (i.e., pharmacist, 
ordering physician, and patient) can have documented 
authentication, Which is entered into the EMR for future 
access. When the patient presents for getting the prescription 
?lled, the biometrics program 110 authenticates the correct 
identity of the patient and automatically queries the phar 
macy information system and EMR to check for potential 
drug interactions, allergies, and contraindications. The 
ordering physician’s biometrics database can also be queried 
by the program 110 to ensure the drug being prescribed is 
appropriate based on the patient’s medical disorder (con 
tained Within the EMR). Trending analysis can also be 
performed by the program 110 to ensure the ordering 
physician is not inappropriately prescribing controlled sub 
stances. 

[0181] In another embodiment consistent With the present 
invention, different levels of biometrics signatures can be 
employed by the program 110. For example, the use of 
biometrics for patient authentication/ identi?cation has been 
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Well described, and this pertains to biometrics at the “mac 
roscopic” level. Another application of biometrics can be 
applied at the organ speci?c level, Where a speci?c organ 
Within a speci?c patient is authenticated through biometrics. 
An example of Where this may be important is When a 
patient is undergoing a surgical or interventional procedure 
(e.g. percutaneous biopsy). In such a case, it is imperative 
that both the patient and speci?c organ in question be 
veri?ed to avoid medical error. 

[0182] The manner in Which this application Works is as 
folloWs (see FIG. 7). 
[0183] In step 700, the patient’s identity is ?rst established 
by the program 100 using a biometrics signature as 
described above. 
[0184] In step 701, performed at the same time, all per 
sonnel associated With the procedure to be performed are 
also identi?ed and authenticated using the biometrics pro 
gram 110. 
[0185] In step 702, the patient’s medical database is auto 
matically queried for relevant data by the program 110. In an 
example, the patient is scheduled for surgical removal of 
their right kidney due to a malignant mass, identi?ed on 
abdominal CT. 
[0186] In step 703, the CT dataset is then retrieved from 
the database 113 by the program 110, and the speci?c image 
highlighting the renal mass along With the radiology report 
are revieWed and highlighted by the surgeon. Both the 
imaging data and report have documented a “malignant 
mass of the right kidney”. 
[0187] In step 704, using existing technology for surgical 
error proo?ng, the data from the medical imaging database 
and intra-operative device are fused to con?rm the organ in 
question corresponds to the pathology in question, the 
speci?c laterality of organ pathology (right vs. left) is 
authenticated, and the patient is authenticated by the pro 
gram 110 using biometrics in step 705. 
[0188] In another embodiment consistent With the present 
invention, biometrics on a “microscopic” or molecular level 
can be applied to each individual patient’s unique DNA 
genomic analysis, Which in turn is authenticated/identi?ed 
through a biometrics signature by the program 110. This 
biometrics-linked DNA analysis contains information that 
can be used by the program 110 to predict a speci?c patient’s 
predilection to different disease processes (e. g., risk of breast 
cancer), response to different therapeutic regimens (e.g., 
speci?c chemotherapy agents), and cumulative radiation 
exposure (tied to their disease pro?le). This “molecular” 
data is contained Within the EMR and accessible through 
biometrics authentication of the patient and/ or treating phy 
sician. 
[0189] Although the above embodiments have been 
described as different scenarios With different steps, one of 
ordinary skill in the art Would recogniZe that the steps may 
be combined betWeen embodiments, and some steps 
removed or added, or taken in different combinations or 
orders, in order to achieve the spirit and scope of the 
invention. 
[0190] Further, although the medical domain has been 
described as one application of the present invention, one of 
ordinary skill in the art Would recogniZe that a number of 
applications exist for the invention that extends throughout 
the medical enterprise, as Well as for non-medical enter 
prises. In particular, any situation Where high level security 
is required for identi?cation and/or authentication of per 
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sonnel involved in the transfer of sensitive information, such 
as laW enforcement; security; insurance; research and prod 
uct development; banking and investments; legal and judi 
cial; schools; and engineering, Would be considered part of 
the scope of the present invention. 
[0191] Thus, it should be emphasized that the above 
described embodiments of the invention are merely possible 
examples of implementations set forth for a clear under 
standing of the principles of the invention. Variations and 
modi?cations may be made to the above-described embodi 
ments of the invention Without departing from the spirit and 
principles of the invention. All such modi?cations and 
variations are intended to be included herein Within the 
scope of the invention and protected by the folloWing 
claims. 

What is claimed is: 
1. A method of identifying and authenticating an indi 

vidual for access or privileges, comprising: 
utiliZing a biometrics device to obtain biometrics infor 

mation on the individual; 
recording said biometric information on the individual in 
memory of an enterprise system of an enterprise; 

sending said biometrics information to one of a local, 
regional, or national database for identi?cation; 

forWarding records on the individual from one of said 
local, regional or national database, When matched With 
said biometrics information, to a display of said enter 
prise system; and 

alloWing access to at least one of said records or said 
enterprise system When the individual is matched for 
identity and authenticated. 

2. The method according to claim 2, further comprising: 
displaying an error message When the individual is not 
matched With said database; and 

requesting registration of the biometrics and demographic 
information of the individual When the individual is not 
matched or identi?ed. 

3. The method according to claim 1, further comprising: 
receiving input regarding the individual into said memory 

regarding scheduling of a predetermined procedure. 
4. The method according to claim 3, further comprising: 
forWarding information on said scheduling to the indi 

vidual and to the scheduler. 
5. The method according to claim 2, Wherein registration 

is performed only at predetermined locations. 
6. The method according to claim 2, Wherein the biomet 

rics information includes at least tWo biometric scans on the 
individual. 

7. The method according to claim 6, Wherein the biomet 
rics information includes at least one of a ?ngerprint, palm 
print, voice recognition, facial recognition, retinal scan, 
venous ?oW identi?cation, and electronic signature recog 
nition. 

8. The method according to claim 5, Wherein said bio 
metrics and demographic information is forWarded to said 
one of said local, regional and national databases. 

9. The method according to claim 8, Wherein said local, 
regional, and national databases are cross-checked for accu 
racy. 

10. The method according to claim 4, further comprising: 
performing a secondary biometrics analysis of the indi 

vidual at the scheduled time. 
11. The method according to claim 10, further compris 

1ng: 
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con?rming said biometrics and demographic information 
upon completion of said secondary biometrics analysis. 

12. The method according to claim 10, further compris 
1ng: 

performing editing on at least one of said biometrics or 
demographic information When said information is not 
con?rmed upon said secondary biometrics analysis. 

13. The method according to claim 12, further compris 
1ng: 

performing a quality assurance audit of said editing 
procedure. 

14. The method according to claim 12, further compris 
1ng: 

performing a third biometrics analysis of the individual 
after editing is completed. 

15. The method according to claim 10, Wherein said 
secondary biometrics analysis is performed at an acquisition 
device. 

16. The method according to claim 15, further compris 
1ng: 

providing a summary of said procedure and individual 
demographic information for veri?cation by a prede 
termined professional. 

17. The method according to claim 16, Wherein upon 
veri?cation, a query is forWarded to said local, regional and 
national databases to retrieve relevant records on the indi 
vidual. 

18. The method according to claim 17, further compris 
ing: 

querying said acquisition device for matching records on 
the individual and said procedure. 

19. The method according to claim 18, further compris 
1ng: 

con?rming said procedure is authoriZed at said acquisition 
device and performing said procedure at said acquisi 
tion device. 

20. The method according to claim 19, further compris 
ing: 

receiving and storing examination data after completion 
of said procedure; and 

forWarding said examination data to said local, regional 
and national databases. 

21. The method according to claim 20, further compris 
1ng: 

delivering said examination data to a predetermined list of 
recipients. 

22. The method according to claim 19, Wherein said 
procedure is a radiological procedure. 

23. The method according to claim 21, Wherein the 
individual approves said list of recipients. 

24. The method according to claim 23, further compris 
ing: 

performing a biometrics analysis at said recipient to alloW 
approved communication to take place betWeen said 
individual and said recipient. 

25. The method according to claim 18, further compris 
ing: 

displaying an error message When records are not found 
regarding the individual and the procedure; and 

suspending controls on said acquisition device for per 
formance of the procedure on the individual. 

26. The method according to claim 25, further compris 
1ng: 






