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SYSTEM AND METHOD FOR RESILIENT VPLS 
OVER MULTI-NODAL APS PROTECTED 

PROVIDER EDGE NODES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of Us. Provi 
sional Application No. 60/795,586, ?led Apr. 28, 2006. 

FIELD OF THE INVENTION 

[0002] The invention relates to automatic protection 
switching (APS) in a communications network and more 
particularly to a system and method for a multi-nodal APS 
(MN-APS) redundant pair of PE (provider edge) nodes for 
a virtual private LAN service (VPLS). 

BACKGROUND OF THE INVENTION 

[0003] Service providers often deliver VLAN services to 
enable customers to set up a virtual LAN over the service 
provider’s network fabric. The VPLS allows the connection 
of multiple customer premises equipment sites (CPEs) in a 
single bridged domain over a provider-managed IP/MPLS 
(multi-protocol layer switching) network. VPLS is a trans 
parent, protocol-independent service, in which the CPEs in 
a VPLS instance appear to be on the same LAN regardless 
of their actual location. CPEs are connected to the IP/MPLS 
network through an access cloud, which is whatever com 
munications fabric which lies between the CPEs and the 
edge of the IP/MPLS network. At the edge of the IP/MPLS 
network are provider edge nodes which form a major part in 
delivery of VPLS. In order to provide redundancy and 
protection from link failure, protection switching between 
the access cloud and the provider edge nodes is often 
employed. Single and multi-chassis APS (automatic protec 
tion switching) may be employed to help ensure delivery of 
service between the access cloud and provider edge nodes. 
Known methods of APS may be applied to VPLS to mini 
miZe traf?c interruption and attempt to help VPLS recon 
vergence. 

[0004] Referring now to FIG. 1, known delivery of VPLS 
is described. 

[0005] In FIG. 1 ?rst customer premises equipment 210 
and second customer premises equipment (CPE2) 220 are 
connected to an access cloud 200 which lies outside of the 
VPLS core IP/MPLS network 400 of the service provider. 
Access cloud 200 has an access switch 202. The access 
cloud 200 and switch 202 may for example be ATM/ 
SONET/SDH/frame relay, as long as access to the VLAN 
provider edge nodes of the VPLS service is provided. The 
access switch 202 is linked to a ?rst provider edge node 
(PEI) 300 via an access link 280. Link 280 may be a single 
circuit or may be an APS 1+1 redundant pair in a multiport 
single node arrangement for example. The ?rst provider 
edge node 300 of the VLAN is linked through the VPLS core 
network 400 to other provider edge nodes through tunnels. 
A ?rst tunnel 290 links the ?rst provider edge node 300 to 
a second provider edge node (PE2) 310. The second pro 
vider edge node 310 is linked via a second tunnel 292 to a 
third provider edge node (PE3) 320. The ?rst provider edge 
node 300 and the third provider edge node 320 are linked by 
a third tunnel 294. Fourth customer premises equipment 
(CPE4) 250 and ?fth customer premises equipment (CPES) 
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260 are linked to the third provider edge node 320 and third 
customer premises equipment (CPE3) 240 is linked to the 
second provider edge node 310. 

[0006] In the VPLS core 400, each provider edge node 
300, 310, 320, possesses a MAC address table having MAC 
address entries which provide information used by the 
provider edge node 300, 310, 320 to link with each customer 
premises equipment 210, 220, 240, 250, 260. Each MAC 
address entry in the MAC address table of a particular 
provider edge node contains the MAC address of a customer 
premises equipment and a MAC address mapping value 
which designates the link to the CPE. When the customer 
premises equipment is remote from the particular provider 
edge node and accesses the VLAN through a different 
provider edge node, the MAC address mapping value des 
ignates the tunnel linking the particular provider edge node 
with the different provider edge node. Provider edge nodes 
learn MAC address mapping values with the customer traf?c 
sent through access ports and over the IP/MPLS network. 
Customer traf?c from an originating provider edge node 
having a destination customer premises equipment which 
has an unmapped MAC address at the originating provider 
edge node is broadcast to all other provider edge nodes 300, 
310, 320 participating in delivery of the VPLS. The MAC 
address mapping value designating the tunnel which allows 
VPLS delivery to the destination customer premises equip 
ment is learned by the originating provider edge node from 
a reply from the destination customer premises equipment, 
after which customer tra?ic is sent unicast towards the 
destination customer premises equipment with use of the 
MAC address mapping value. The MAC address mapping 
value of a MAC address entry corresponding to a customer 
premises equipment can also be learned by a provider edge 
node by receiving customer traffic from that customer pre 
mises equipment. 
[0007] For example, if ?rst customer premises equipment 
210 were to try to access third customer premises equipment 
240 in the VLAN, the ?rst provider edge node 300 would 
broadcast a message from the ?rst customer premises 210 to 
all provider edge nodes. Third customer premises equipment 
240 would answer through PE2310. After receiving a 
response from third customer premises equipment 240, ?rst 
provider edge 300 would save a MAC address entry in the 
MAC address table having a mapping value designating the 
?rst tunnel 290 as the way to access third customer premises 
equipment 240 through PE2310. Once ?rst provider edge 
node 300 has the MAC address mapping value for third 
customer premises equipment 240 designating the ?rst tun 
nel 290 in ?rst provider edge node’s 300 MAC address table, 
any traffic thereafter destined for third customer premises 
equipment 240 through ?rst provider edge node 300, would 
be unicast through the ?rst tunnel 290 thereby reducing 
network traf?c on tunnels which are not needed and saving 
network resources. Concurrently, the second provider edge 
node 310 would save the MAC address mapping value 
designating the ?rst tunnel 290 as the way to access ?rst 
customer premises equipment 210 through the ?rst provider 
edge node 300. For service between ?rst customer premises 
equipment 210 and ?fth customer premises equipment 260, 
the ?rst provider edge node 300 would broadcast a message 
from the ?rst customer premises equipment 210 to all other 
provider edge nodes to reach ?fth customer premises equip 
ment 260 which would answer through the third provider 
edge node 320. The ?rst provider edge node 300 would learn 
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the MAC address mapping value designating the third tunnel 
294 as the Way to access ?fth customer premises equipment 
260 through the third provider edge node 320, While con 
currently the third provider edge node 320 Would learn the 
MAC address mapping value designating the third tunnel 
294 as the Way to access ?rst customer premises equipment 
210 through the ?rst provider edge 300. In general, provider 
edge nodes learn the proper tunnel to destination customer 
premises equipment from a response to a broadcast or by 
receiving traf?c from the customer premises equipment. 
This tunnel to the destination is kept as a MAC address 
mapping value in its MAC address table, and Will be used to 
unicast any further traf?c directly to that destination cus 
tomer premises equipment. 

[0008] In providing communications services to custom 
ers, service providers attempt to ensure that services are 
delivered Without loss of data and With minimal interruption. 
This applies especially to the links betWeen the provider 
edge nodes on the edge of a VPLS network, and the access 
equipment immediately doWn/up stream of the provider 
edge node toWards customer premises equipment. A Well 
knoWn approach to ensuring data transfer services is auto 
matic protection sWitching or APS. In SONET/SDH, APS 
1+1 is typically used for single chassis protection sWitching. 

[0009] Referring noW to FIG. 2A, knoWn single chassis 
APS 1+1 is discussed. A near end (NE) chassis 10 having 
SONET line-terminating equipment (LTE) Whose data traf 
?c is to be protected, has an NE Working port 21 Which is 

linked via a bi-directional Working link 14 to a far end Working port 23 of an FE chassis 20 having SONET LTE. 

The NE chassis 10 is also linked from an NE protection port 
25 over a bi-directional protection link 16 to an FE protec 
tion port 27 of the FE chassis 20. In this con?guration, the 
NE chassis 10 is said to be protected by an APS group 
having a Working circuit made up of the NE Working port 21, 
the Working link 14, and the FE Working port 23, and having 
a protection circuit made up of the NE protection port 25, the 
protection link 16, and the FE protection port 27. 

[0010] Typically the Working circuit carries the data traf?c 
Which is to be protected. When a circuit is carrying the data 
traf?c, it is said to be active, and When it is not carrying the 
traf?c it is said to be inactive. For consistency the link and 
ports of an active circuit are referred to as being active, and 
the link and ports of an inactive circuit are referred to as 
being inactive. In automatic protection sWitching the Work 
ing circuit is typically active When there is no failure. 

[0011] In the event of a failure or degradation of the signal 
of the active circuit, Which may be caused by failure or 
degradation of the active link or either active ports, APS 1+1 
sWitches the data traf?c from traversing the failed or 
degraded circuit to traversing the other circuit. The other 
circuit becomes active and the failed or degraded circuit 
becomes the inactive circuit. Since each single chassis has 
control of a Working port and a protection port, it is not 
dif?cult to sWitch the data traf?c from the Working circuit to 
the protection circuit. 

[0012] In the context of VPLS as illustrated in FIG. 1, the 
access link 280 could be an APS 1+1 single chassis redun 
dant link betWeen the access sWitch 202 and the ?rst 
provider edge node 300. In other Words the access sWitch 
202 of FIG. 1 Would operate as the near end chassis 10 of 
FIG. 2A, the access link 280 Would be made up of a Working 
link and a protection link similar to those 14, 16 depicted in 
FIG. 2A. Finally, the ?rst provider edge node 300 of FIG. 1 
Would operate as the far end chassis 20 of FIG. 2A. 
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[0013] The APS 1+1 architecture also alloWs for the 
protection circuit and the Working circuit to be con?gured to 
end at tWo different FE chassis. Such a knoWn con?guration 
protects against nodal or router failures in addition to link 
and circuit failures. 

[0014] Referring to FIG. 2B, a knoWn dual chassis APS 
1+1 con?guration is discussed. Anear end (NE) chassis 110 
having SONET line-terminating equipment (LTE) Whose 
data traf?c is to be protected, has an NE Working port 153 
Which is linked via a bi-directional Working link 114 to a far 
end (FE) Working port 157 of a ?rst FE chassis 120 (labeled 
“CHASSIS A” in FIG. 2B) having SONET LTE. The NE 
chassis 110 is also linked from an NE protection port 155 
over a bi-directional protection link 116 to an FE protection 
port 159 ofa second FE chassis 130 (labeled “CHASSIS B” 
in FIG. 2B) having SONET LTE. The ?rst and second FE 
chassis 120, 130 are linked together via control link 140. 

[0015] In this con?guration, the NE chassis is protected by 
the APS group having a Working circuit made up of the NE 
Working port 153, the Working link 114, and the FE Working 
port 157, and having a protection circuit made up of the NE 
protection port 155, the protection link 116, and the FE 
protection port 159. 

[0016] The second FE chassis 130 is referred to as the 
protection chassis or chassis in protection mode, and it is in 
constant communication With the ?rst FE chassis 120 Which 
is referred to as the Working chassis or chassis in Working 
mode. 

[0017] In the event of a failure or degradation of the signal 
of the active circuit, Which may be caused by failure or 
degradation of the active link, either active ports, or the 
Working chassis, APS 1+1 sWitches the data traf?c from 
traversing the failed or degraded circuit to traversing the 
other circuit. Since the FE chassis 120, 130 are remote from 
each other, FE chassis 120, 130 need to exchange sWitching 
control signals over the control link 140 to coordinate the 
sWitching from the Working circuit to the protection circuit. 
FE chassis Which exchange sWitching control signals over 
the control link 140 are said to be members of a redundant 
APS pair, each being an APS peer of the other Within the 
pair. In sWitching the data traf?c, the protection circuit 
becomes an active circuit and the failed or degraded Working 
circuit becomes an inactive circuit. 

[0018] In the context of VPLS, protection sWitching 
betWeen the access sWitch 202 and the provider edge nodes 
300, 310, 320, can be implemented using a multi-chassis 
APS con?guration as discussed in association With FIG. 2B. 
In such a con?guration, one provider edge node Would act 
as a Working chassis and another provider edge node Would 
act as a protection chassis. After an APS sWitchover, hoW 
ever, other provider edge nodes Will keep sending tra?ic to 
the de-activated provider edge node until they releam the 
MAC address mappings of the customer premises equip 
ment of the neWly active provider edge node (previously the 
protection chassis). This causes black-holing of traf?c for a 
time associated With layer 2 functionality such as hold times, 
time outs, or keep alive periods. This duration of black 
holing is even Worse if there is little or no tra?ic ?oWing 
from the neW active provider edge node to the other provider 
edge nodes participating in the VPLS. 

[0019] The manner in Which the sWitching from the Work 
ing circuit to the protection circuit is carried out and the 
particulars of hoW an APS con?guration at the edge of a 
VPLS enabled netWork is used can have a very important 
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effect on the resilience of the VPLS re-convergence and 
hence determine the duration and magnitude of the service 
interruption associated With black-holing. 

SUMMARY OF THE INVENTION 

[0020] According to one aspect the invention provides for 
a system of redundant pair automatic protection switching at 
the edge of a VPLS netWork comprising: a redundant pair of 
provider edge nodes comprising: a ?rst provider edge node 
adapted to function as a Working node of the redundant pair; 
and a second provider edge node adapted to function as a 
protection node of the redundant pair; Wherein the ?rst 
provider edge node is adapted to upon a sWitchover in the 
redundant pair: send an explicit request to a third provider 
edge node Which possesses a MAC address entry that the 
third provider edge node previously learned from the ?rst 
provider edge node to ?ush said MAC address entry. 

[0021] In some embodiments of the invention the redun 
dant pair of provider edge nodes are con?gured to be an APS 
1+1 redundant pair. 

[0022] Some embodiments of the invention further pro 
vide for an access sWitch linked to the ?rst provider edge 
node over a Working link and linked to the second provider 
edge node over a protection link; Wherein the access sWitch 
forms a Working circuit With the Working link and the ?rst 
provider edge node, and Wherein the access sWitch forms a 
protection circuit With the protection link and the second 
provider edge node. 

[0023] Some embodiments of the invention further pro 
vide for a ?rst tunnel linking the ?rst provider edge node 
With the third provider edge node; Wherein the third provider 
edge node possesses a MAC address table containing said 
MAC address entry, said Wherein said MAC address entry 
identi?es the ?rst tunnel. 

[0024] Some embodiments of the invention further pro 
vide for an access sWitch linked to the ?rst provider edge 
node over a Working link and linked to the second provider 
edge node over a protection link; a ?rst customer premises 
equipment site linked to said access sWitch; and a ?rst tunnel 
linking the ?rst provider edge node With the third provider 
edge node; Wherein the redundant pair of provider edge 
nodes are con?gured to be an APS 1+1 redundant pair; 
Wherein the access sWitch forms a Working circuit With the 
Working link and the ?rst provider edge node, and Wherein 
the access sWitch forms a protection circuit With the pro 
tection link and the second provider edge node; and Wherein 
the third provider edge node possesses a MAC address table 
containing said MAC address entry, said Wherein said MAC 
address entry identi?es the ?rst tunnel as an access tunnel to 
the ?rst customer premises equipment site. 

[0025] According to another aspect, the invention pro 
vides for a method of redundant pair automatic protection 
sWitching at the edge of a VPLS netWork comprising: 
sending from a ?rst provider edge node adapted to function 
as a Working node of a redundant pair of provider edge 
nodes, upon a sWitchover in the redundant pair, an explicit 
request to a third provider edge node to ?ush a ?rst MAC 
address entry for a ?rst customer premises equipment that 
the third provider edge node previously learned from the 
?rst provider edge node. 

[0026] Some embodiments of the invention further pro 
vide for ?ushing the ?rst MAC address entry from the third 
provider edge node. 
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[0027] Some embodiments of the invention further pro 
vide for receiving at a second provider edge node adapted to 
function as a protection node of the redundant pair of 
provider edge nodes, customer traf?c from said ?rst cus 
tomer premises equipment; forWarding said customer traf?c 
from said second provider edge node to said third provider 
edge node; and learning at said third provider edge node a 
neW MAC address entry for said ?rst customer premises 
equipment to replace said ?rst MAC address entry. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0028] The features and advantages of the invention Will 
become more apparent from the folloWing detailed descrip 
tion of the preferred embodiment(s) With reference to the 
attached ?gures, Wherein: 

[0029] FIG. 1 is a block diagram of a knoWn system for 
providing VPLS to a number of customer premise equip 
ment sites; 

[0030] FIG. 2A is a block diagram of a knoWn APS 1+1 
single chassis con?guration; 

[0031] FIG. 2B is a block diagram of a knoWn APS 1+1 
dual chassis con?guration; and 

[0032] FIG. 3 is a block diagram of a system for VPLS 
having multi-nodal APS 1+1 con?guration betWeen the 
access cloud and the provider edge nodes according to a 
preferred embodiment of the invention. 

[0033] It is noted that in the attached ?gures, like features 
bear similar labels. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0034] The preferred embodiment provides multi-nodal 
(MN) APS 1+1 protection for access to a VPLS core 
netWork from a netWork element of an access cloud acces 
sible by customer premises equipment Which forms part of 
a VLAN. Since the APS mechanism is a layer 1 mechanism, 
knoWledge of a failure by the APS system occurs very 
quickly after the failure. Such a time scale can be very useful 
if the information of the failure and the state of the APS 
mechanism could be quickly integrated into the functioning 
of the VPLS netWork. The preferred embodiment capitaliZes 
on that difference in time scale by using the timely APS 
reaction to a failure to invoke early initiation of re-conver 
gence of the VPLS provider edge nodes. 

[0035] Referring to FIG. 3, an example con?guration 
according to a preferred embodiment of the invention of 
MN-APS 1+1 protection of access to provider edge nodes of 
a netWork providing VPLS is discussed in terms of structure. 

[0036] First customer premises equipment (CPE1) 210 
and second customer premises equipment (CPE2) 220 are 
connected to an access cloud 200 Which lies outside of the 
VPLS core IP/MPLS netWork 400 of the service provider. 
Access cloud 200 has an access sWitch 202. The access 
cloud 200 and sWitch 202 may for example be ATM/ 
SONET/SDH/frame relay, as long as access to the provider 
edge nodes of the VPLS netWork 400 is provided. The 
access sWitch 202 is linked to a redundant pair of provider 
edge nodes (labeled PE1 in FIG. 3) 301 in an MN-APS 1+1 
con?guration as discussed above. The redundant pair of 
nodes includes one redundant provider edge node PE1 
NODE A 30011, Which is active and hence acting as the 
Working node of the pair, and another redundant provider 
edge node PE1 NODE B 3001) Which is inactive and hence 
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acting as the protection node of the pair. The one redundant 
provider edge node 300a Will also be referred to as the 
Working provider edge node 300a, While the other provider 
edge node 300!) Will also be referred to as the protection 
provider edge node 30019. The second provider edge node 
(PE2) 310 has tWo tunnels linking it With the redundant pair 
301. Speci?cally the second provider edge node 310 is 
linked via a ?rst tunnel 29011 to the Working provider edge 
node 300a, and is linked via a second tunnel 29019 to the 
protection provider edge node 30019. The third provider edge 
node (PE3) 320 also has tWo tunnels linking it With the 
redundant pair 301. The third provider edge node 320 is 
linked via a third tunnel 29411 to the Working node 300a, and 
via a fourth tunnel 29419 to the protection node 30019. The 
second provider edge node 310 and the third provider edge 
node 320 are linked via a ?fth tunnel 392. Fourth customer 
premises equipment 250 and ?fth customer premises equip 
ment 260 are linked to the third provider edge node 320 and 
third customer premises equipment 240 is linked to the 
second provider edge node 310. 

[0037] Referring to FIG. 3, the example con?guration 
according to a preferred embodiment of the invention of 
MN-APS 1+1 protection of access to provider edge nodes of 
a netWork providing VPLS is discussed in terms of function. 

[0038] In the VPLS core 400, the provider edge nodes 
300a, 300b, 310, 320, learn MAC address mapping values 
With the customer traffic sent through access ports and over 
the IP/MPLS netWork. As discussed above customer traf?c 
having a destination customer premises equipment Which 
has an unmapped MAC address at the originating provider 
edge node is broadcast to all other provider edge nodes 
participating in delivery of the VPLS. MAC address map 
ping values designating tunnels Which alloW VPLS delivery 
to destination customer premises equipment are learned by 
the provider edge nodes by receiving traf?c therefrom. Once 
the MAC address mapping values are learned customer 
traf?c is sent unicast toWards the destination customer 
premises equipment. 

[0039] In the event of an APS failover at the redundant 
node pair 301, after the Working node 300a becomes inac 
tive, and the protection node 3001) becomes active, the ?rst 
and third tunnels 290a, 294a, become invalid While second 
and fourth tunnels 29019 and 29419 become valid. According 
to the preferred embodiment the APS failover triggers 
?ushing of MAC address entries in MAC address tables of 
the second and third provider edge nodes 310, 320 of 
previously valid tunnels learned from the previously active 
Working node 30011. This is preferably achieved by trans 
mission of explicit requests from the previously active 
Working node 30011 to the second and third provider edge 
nodes 310, 320 to ?ush the MAC address entries learned via 
the previously active Working node 30011. This ?ushing 
means that When there is subsequent traf?c betWeen ?rst 
customer premises equipment 210 or second customer pre 
mises equipment 220 and the second or third provider edge 
nodes 310, 320 a neW broadcast from the second or third 
provider edge nodes 310, 320 and hence learning of neW 
MAC address mapping values is triggered. Since the APS 
sWitchover is a relatively fast process, sending the explicit 
request from the previously active node 30011 to ?ush MAC 
address entries learned through it causes a much quicker 
re-convergence than otherWise possible. 

[0040] For example, suppose third customer premises 
equipment 240 and ?rst customer premises equipment 210 
Were exchanging traf?c, and that fourth customer premises 
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equipment 250 and second customer premises equipment 
220 Were recently exchanging traf?c but are not exchanging 
tra?ic during a ?rst period of time. During this ?rst period 
of time the second provider edge node 310 Would have a 
MAC address table indicating the ?rst tunnel 29011 is the 
route to ?rst customer premises equipment 210 Which it 
Would have learned earlier through broadcast and standard 
MAC address mapping value learning. Similarly, although 
fourth customer premises equipment 250 and second cus 
tomer premises equipment 220 are not exchanging traf?c 
during the ?rst time period, the third provider edge node 320 
Will have a MAC address mapping value for access to 
second customer premises equipment 220 designating the 
third tunnel 294a. Upon an APS sWitchover, the Working 
node 300a becomes inactive, While the protection node 3001) 
becomes active. The Working node 300a sends an explicit 
request to the second provider edge node 310 to ?ush its 
MAC address entries learned through the Working node 
30011, which in this case is the MAC address entry associated 
With access to ?rst customer premises equipment 210 des 
ignating the ?rst tunnel 29011. The Working node 300a also 
sends a similar explicit request to the third provider edge 
node 320 to ?ush its MAC address entries learned through 
the Working node 30011, which in this case is the MAC 
address entry associated With access to second customer 
premises equipment 220 designating the third tunnel 294a. 
According to the preferred embodiment both the second and 
third provider edge nodes 310, 320 ?ush the MAC address 
entries requested to be so ?ushed by the previously active 
Working node 300a. Since third customer premises equip 
ment 240 is exchanging traffic With ?rst customer premises 
equipment 210 during the ?rst time period, ?ushing of the 
MAC address entry at the second provider edge node 310 
causes traf?c from the second provider edge node 310 
destined for ?rst customer premises equipment 210 to be 
broadcast to all the other provider edge nodes in the VPLS. 
First customer premises equipment Would reply through the 
noW active protection node 300!) over the second tunnel 
29019 and the second provider edge node 310 Would learn 
and store the MAC address mapping value designating the 
second tunnel 29019 as the access to ?rst customer premises 
equipment 210 in a MAC address entry in its MAC address 
table. Data transmissions betWeen ?rst customer premises 
equipment 210 and third customer premises equipment 240 
Would quickly begin to be exchanged over the second tunnel 
29019. In respect of the third provider edge node 320, after 
?ushing its MAC address entry designating the third tunnel 
29411 as access to second customer premises equipment 220, 
it Would not have an entry in its MAC address table for 
access to second customer premises equipment 220. Once 
transmissions betWeen second customer premises equipment 
220 and fourth customer premises equipment 250 com 
mence, broadcast and releaming of the neW MAC address 
mapping value designating the fourth tunnel 29419 as the 
access tunnel betWeen the noW active protection node 300!) 
and the fourth customer premises equipment 250 quickly 
occurs, at Which point the appropriate MAC address entry 
Would be stored in the MAC address table of the third 
provider edge node 320. 

[0041] In the event that the Working node 30011 of a 
redundant pair 301 goes doWn, the other provider edge 
nodes participating in the VPLS Would register that the 
associated tunnels 290a, 2901) are actually doWn and Would 
?ush the MAC address entries learned through the noW 
doWn tunnels 290a, 2901). 

[0042] The preferred embodiment provides a mechanism 
to integrate the fast response time of the layer 1 APS 
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mechanism into the functioning of the VPLS network. The 
bene?t of redundancy is provided While at the same time, 
releaming of MAC address mapping values, and avoidance 
of black holing is facilitated through the explicit request 
made by the previously active node of the redundant pair. 
The resulting bene?ts are quicker re-convergence of VPLS 
and reduction of the duration of an interruption caused by 
black-holing. 
[0043] It should be noted that although in preferred 
embodiment only one redundant pair of provider edge nodes 
Was depicted, in general any number of APS con?gured 
redundant pairs may be used for access to the VPLS net 
Work. 

[0044] Although the preferred embodiment utiliZes an 
MN-APS 1+1 redundant pair at the edge of the VPLS 
network, other kinds of redundant automatic protection 
sWitching could be used as long as the previously active 
node sends the explicit request for MAC address entry 
?ushing. 
[0045] The embodiments presented are exemplary only 
and persons skilled in the art Would appreciate that varia 
tions to the embodiments described above may be made 
Without departing from the spirit of the invention. The scope 
of the invention is solely de?ned by the appended claims. 

We claim: 
1. A system of redundant pair automatic protection 

sWitching at the edge of a VPLS netWork comprising: 

a redundant pair of provider edge nodes comprising: 

a ?rst provider edge node adapted to function as a 
Working node of the redundant pair; and 

a second provider edge node adapted to function as a 
protection node of the redundant pair; 

Wherein the ?rst provider edge node is adapted to upon 
a sWitchover in the redundant pair: 

send an explicit request to a third provider edge node 
Which possesses a MAC address entry that the third 
provider edge node previously learned from the ?rst 
provider edge node to ?ush said MAC address entry. 

2. A system of redundant pair automatic protection 
sWitching at the edge of a VPLS netWork according to claim 
1 Wherein the redundant pair of provider edge nodes are 
con?gured to be an APS 1+1 redundant pair. 

3. A system of redundant pair automatic protection 
sWitching at the edge of a VPLS netWork according to claim 
1 further comprising: 

an access sWitch linked to the ?rst provider edge node 
over a Working link and linked to the second provider 
edge node over a protection link; 

Wherein the access sWitch forms a Working circuit With 
the Working link and the ?rst provider edge node, and 
Wherein the access sWitch forms a protection circuit 
With the protection link and the second provider edge 
node. 

4. A system of redundant pair automatic protection 
sWitching at the edge of a VPLS netWork according to claim 
1 further comprising: 
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a ?rst tunnel linking the ?rst provider edge node With the 
third provider edge node; 

Wherein the third provider edge node possesses a MAC 
address table containing said MAC address entry, said 
Wherein said MAC address entry identi?es the ?rst 
tunnel. 

5. A system of redundant pair automatic protection 
sWitching at the edge of a VPLS netWork according to claim 
1 further comprising: 

an access sWitch linked to the ?rst provider edge node 
over a Working link and linked to the second provider 
edge node over a protection link; 

a ?rst customer premises equipment site linked to said 
access sWitch; and 

a ?rst tunnel linking the ?rst provider edge node With the 
third provider edge node; 

Wherein the redundant pair of provider edge nodes are 
con?gured to be an APS 1+1 redundant pair; Wherein 
the access sWitch forms a Working circuit With the 
Working link and the ?rst provider edge node, and 
Wherein the access sWitch forms a protection circuit 
With the protection link and the second provider edge 
node; and Wherein the third provider edge node pos 
sesses a MAC address table containing said MAC 
address entry, said Wherein said MAC address entry 
identi?es the ?rst tunnel as an access tunnel to the ?rst 
customer premises equipment site. 

6. A method of redundant pair automatic protection 
sWitching at the edge of a VPLS netWork comprising: 

sending from a ?rst provider edge node adapted to func 
tion as a Working node of a redundant pair of provider 
edge nodes, upon a sWitchover in the redundant pair, an 
explicit request to a third provider edge node to ?ush a 
?rst MAC address entry for a ?rst customer premises 
equipment that the third provider edge node previously 
learned from the ?rst provider edge node. 

7. A method of redundant pair automatic protection 
sWitching at the edge of a VPLS netWork according to claim 
6 further comprising: 

?ushing the ?rst MAC address entry from the third 
provider edge node. 

8. A method of redundant pair automatic protection 
sWitching at the edge of a VPLS netWork according to claim 
7 further comprising: 

receiving at a second provider edge node adapted to 
function as a protection node of the redundant pair of 
provider edge nodes, customer traf?c from said ?rst 
customer premises equipment; 

forWarding said customer traf?c from said second pro 
vider edge node to said third provider edge node; and 

learning at said third provider edge node a neW MAC 
address entry for said ?rst customer premises equip 
ment to replace said ?rst MAC address entry. 
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