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(57) ABSTRACT 

A network-based biometric authentication system includes a 
client computer (10), a third party server (24), and a bio 
metric authentication server (26). A user requests access to 
a Web site hosted by the third party server via the client 
computer, Wherein the third party server communicates a 
deployable object to the client computer. The client com 
puter executes the deployable object, Wherein the object 
enables the client computer to receive a user name, pass 
Word, and biometric data from the user and to communicate 
the user name, passWord, and biometric data to the biometric 
authentication server in a secure fashion. The biometric 
authentication server authenticates the user name, passWord, 
and biometric data, and communicates the user name and 
passWord to the third party server, Which attempts to verify 
the user name and passWord in a conventional manner and 
grants access to the user if the user name and passWord are 
veri?ed. 
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BIOMETRIC AUTHENTICATION SYSTEM FOR 
ENHANCING NETWORK SECURITY 

BACKGROUND OF THE INVENTION 

[0001] 
[0002] The present invention relates to the ?eld of com 
puter security. More particularly, the present invention 
involves a system for transparently enhancing secure access 
to a netWork node by validating a user’s identity using 
biometric data, Wherein biometric authentication occurs on 
a biometric authentication server and the netWork node to 
Which access is sought initiates the biometric authentication 
process. 

[0003] 2. Description of Prior Art 

1. Field of the Invention 

[0004] Providing secure Internet transactions has become 
increasingly important as use of the Internet for business, 
?nancial, and other sensitive transactions has become ubiq 
uitous. Traditionally, netWork servers hosted by businesses 
have been programmed to require a user to submit identi 
?cation information, such as a user name and a passWord, 
before alloWing the user to access ?les managed by the 
server. 

[0005] Use of such identi?cation information renders the 
server susceptible to access by unauthoriZed users Who 
obtain a valid user’s identi?cation information by, for 
example, intercepting netWork communications. Requiring a 
user’s biometric data, such as a ?ngerprint, before granting 
the user access is knoWn in the art and bene?ts from the 
added measure of security inherent in biometric authentica 
tion systems. For example, ?ngerprint data and other bio 
metric data cannot be “stolen” as easily as a user name and 

passWord, and, even if stolen, cannot be used to circumvent 
security if the system requires the user to submit fresh 
biometric data via a biometric sensor. 

[0006] While use of biometric data increases the security 
of computer netWorks, it also requires special hardWare and 
softWare to implement. For example, ?ngerprint-based bio 
metric authentication requires use of a ?ngerprint scanner, 
driver softWare for the scanner, and softWare for authenti 
cating ?ngerprint data received via the ?ngerprint scanner. 
Authenticating the ?ngerprint data may include, for 
example, comparing the data With ?ngerprint data stored in 
a database to determine Whether the received data matches 
the stored data. Thus, implementing a biometric authentica 
tion system can require signi?cant hardWare and softWare 
resources that, in some circumstances, render it impractical 
or even impossible to implement. 

[0007] Accordingly, there is a need for an improved net 
Work security system that does not suffer from the problems 
and limitations of the prior art. 

SUMMARY OF THE INVENTION 

[0008] The present invention provides an improved bio 
metric authentication system for netWork transactions. Par 
ticularly, the present invention provides a system for trans 
parently enhancing secure access to a netWork node by 
validating a user’s identity using biometric data, Wherein 
biometric authentication occurs on a biometric authentica 
tion server and the netWork node to Which access is sought 
initiates the biometric authentication process. 
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[0009] A ?rst embodiment of the invention is a computer 
program for enabling a biometric authentication system, 
Wherein at least a portion of the program is stored on a 
computer-usable medium. The computer program enables a 
?rst computer to receive biometric data and identi?cation 
information from a user and to communicate the biometric 
data and the identi?cation information to a second computer. 
The second computer creates a ?rst transaction identi?er, 
and veri?es the identi?cation information by con?rming that 
the biometric data corresponds to at least a portion of the 
identi?cation information. 

[0010] The program further enables a third computer to 
communicate to the second computer a request for at least a 
portion of the identi?cation information, Wherein the request 
includes a second transaction identi?er. The second com 
puter communicates at least a portion of the identi?cation 
information to the third computer if the ?rst transaction 
identi?er corresponds to the second transaction identi?er 
and if the biometric data corresponds to at least a portion of 
the identi?cation information. 

[0011] According to a second embodiment of the inven 
tion, the program enables a ?rst computer to communicate 
a deployable object to a second computer via a netWork 
communications medium, Wherein the deployable object 
enables the second computer to generate a ?rst token, to 
receive identi?cation information and biometric data from a 
user, to bundle the biometric data With the token and secure 
the bundle, and to communicate the ?rst token to the ?rst 
computer and the bundle to a third computer. 

[0012] The program enables the third computer to create a 
second token and to verify the ?rst token received from the 
second computer by determining Whether the ?rst token 
corresponds to the second token, and enables the third 
computer to verify the biometric data received from the 
second computer by comparing the received data to biomet 
ric data stored in a database. 

[0013] The third computer communicates the identi?ca 
tion information received from the second computer to the 
?rst computer if the second token corresponds to the ?rst 
token, if the received biometric data matches biometric data 
stored in the database, and if the biometric data corresponds 
to at least a portion of the identi?cation information. 

[0014] According to a third embodiment of the invention, 
the program enables a netWork server computer to commu 
nicate an ActiveX control to a netWork client computer via 
a netWork communications medium, Wherein the ActiveX 
control enables the client computer to generate a ?rst token, 
to receive a user name and passWord from the user, to 
control a biometric sensor and receive biometric data from 
the user via the sensor, to combine and encrypt the biometric 
data and passWord, to combine the user name With the 
encrypted biometric data and passWord to form a bundle and 
encrypt the bundle, and to communicate the ?rst token to the 
netWork server computer and the bundle to the biometric 
authentication server. 

[0015] The biometric authentication server creates a sec 
ond token and determines Whether the ?rst token corre 
sponds to the second token, determines Whether the biomet 
ric data received from the client matches biometric data 
stored in a database, and determines Whether the biometric 
data received from the client corresponds to the user name 
or the passWord. 
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[0016] The biometric authentication server communicates 
the user name and password received from the client com 
puter to the network server computer if the ?rst token 
corresponds to the second token, if the biometric data 
received from the client matches biometric data stored in a 
database, and if the biometric data received from the client 
corresponds to the user name or the password. 

[0017] These and other important aspects of the present 
invention are described more fully in the detailed description 
below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] An embodiment of the present invention is 
described in detail below with reference to the attached 
drawing ?gures, wherein: 

[0019] FIG. 1 is a schematic diagram of an exemplary 
system for implementing a computer program in accordance 
with an embodiment of the present invention; 

[0020] FIG. 2 is a ?ow diagram of certain steps performed 
by the computer program for providing transparent biomet 
ric authentication for network-based transactions; 

[0021] FIG. 3 is a ?ow diagram of certain steps performed 
by the computer program for bundling and securing identi 
?cation and biometric information for communication in a 
network-based transaction; and 

[0022] FIG. 4 is a schematic diagram of an exemplary 
communication scheme of the system of FIG. 1 involving a 
biometric authentication server, a third party server, and a 
client computer, wherein the biometric authentication server 
and the third party server are on a ?rst side of a ?rewall and 
communicate via the Internet with the client which is on a 
second side of the ?rewall. 

DETAILED DESCRIPTION 

[0023] The present invention relates to a system and 
method of enhancing network security by providing trans 
parent biometric authentication for network transactions. 
The method of the present invention is especially well-suited 
for implementation on a computer or computer network, 
such as the computer 10 illustrated in FIG. 1 that includes a 
keyboard 12, a processor console 14, a display 16, and one 
or more peripheral devices 18, such as a scanner or printer. 
The computer 10 may be a part of a computer network, such 
as the computer network 20 that includes one or more client 
computers 10,22 and one or more server computers 24,26 
interconnected via a communications system 28. The com 
munications system 28 may include, for example, a local 
area network, wide area network, the Internet, or a combi 
nation thereof. As illustrated in FIG. 4, the servers 24 and 26 
may be connected to a local area network or other local 
communication means residing on a ?rst side of a ?rewall 
and communicate with the client computer 10 residing on a 
second side of the ?rewall via the Internet 28. 

[0024] The present invention may also be implemented, in 
whole or in part, on a wireless communications system 
including, for example, a network-based wireless transmitter 
30 and one or more wireless receiving devices, such as a 
hand-held computing device 32 with wireless communica 
tion capabilities, wherein the device 32 is a client of the 
network 20 and includes a peripheral element 34. The 
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present invention will thus be generally described herein as 
a computer program. It will be appreciated, however, that the 
principles of the present invention are useful independently 
of a particular implementation or embodiment, and that one 
or more of the steps described herein may be implemented 
without the assistance of a computing device. 

[0025] The present invention can be implemented in hard 
ware, software, ?rmware, or a combination thereof. In a 
preferred embodiment, however, the invention is imple 
mented with a computer program. The computer program 
and equipment described herein are merely examples of a 
program and equipment that may be used to implement the 
present invention and may be replaced with other software 
and computer equipment without departing from the scope 
of the present invention. 

[0026] The computer program of the present invention is 
stored in or on a computer-usable medium, such as a 
computer-readable medium, residing on or accessible by a 
host computer or a plurality of host computers for instruct 
ing the host computer or computers to implement the 
method of the present invention as described herein. The 
host computer may be a server computer, such as server 
computer 24, or a network client computer, such as com 
puter 10 or device 32. The computer program preferably 
comprises an ordered listing of executable instructions for 
implementing logical functions in the host computer and 
other computing devices coupled with the host computer. 
The computer program can be embodied in any computer 
usable medium for use by or in connection with an instruc 
tion execution system, apparatus, or device, such as a 
computer-based system, processor-containing system, or 
other system that can fetch the instructions from the instruc 
tion execution system, apparatus, or device, and execute the 
instructions. 

[0027] The ordered listing of executable instructions com 
prising the computer program of the present invention will 
hereinafter be referred to simply as “the program” or “the 
computer program.” It will be understood by those skilled in 
the art that the program may comprise a single list of 
executable instructions or two or more separate lists, and 
may be stored on a single computer-readable medium or 
multiple distinct media, including multiple geographically 
separate media. The program will also be described as 
comprising various “code segments,” which may include 
one or more lists, or portions of lists, of executable instruc 
tions. Code segments may include overlapping lists of 
executable instructions, that is, a ?rst code segment may 
include instruction lists A and B, and a second code segment 
may include instruction lists B and C. 

[0028] In the context of this document, a “computer 
usable medium” can be any means that can contain, store, 
communicate, propagate or transport the program for use by 
or in connection with the instruction execution system, 
apparatus, or device. The computer-usable medium can be, 
for example, but is not limited to, an electronic, magnetic, 
optical, electromagnetic, infrared, or semi-conductor sys 
tem, apparatus, device, or propagation medium. More spe 
ci?c, although not inclusive, examples of the computer 
usable medium would include the following: an electrical 
connection having one or more wires, a portable computer 
diskette, a random access memory (RAM), a read-only 
memory (ROM), an erasable, programmable, read-only 
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memory (EPROM or Flash memory), an optical ?ber, and a 
portable compact disk read-only memory (CDROM). The 
computer-usable medium could even be paper or another 
suitable medium upon which the program is printed, as the 
program can be electronically captured, via for instance, 
optical scanning of the paper or other medium, then com 
piled, interpreted, or otherwise processed in a suitable 
manner, if necessary, and then stored in a computer memory. 
In the context of this document, an “object” is a self 
contained software entity that consists of both data and 
procedures to manipulate the data. 

[0029] In a ?rst embodiment, the present invention 
enables enhanced, transparent network security between a 
network client computer 10 and a third party network server 
24 by employing a biometric identi?cation server 26. The 
client computer 10 may be substantially any convention 
personal computer or computer workstation with access to 
the network 20, such as, for example, where the network 20 
is the Internet. Thus, the client computer 10 may be in a 
user’s home, o?ice, vehicle or another location. The client 
computer 10 includes a biometric sensor 18 operable to 
capture the user’s biometric data, such as ?ngerprint data. In 
the ?rst embodiment the biometric sensor 18 is a ?ngerprint 
scanner for capturing ?ngerprint data, but it will be appre 
ciated that substantially any biometric data may be used 
without departing from the scope of the claimed invention 
including, but not limited to, voice print data, retinal scan 
data, iris scan data, facial characteristics, and behavioral 
characteristics, such as signature data, captured and ana 
lyZed using conventional hardware and processes known in 
the art. Furthermore, the biometric data used by the claimed 
invention may be any combination of one or more types of 
such biometric data. 

[0030] The third party network server 24 is a device or 
system that manages network resources, such as network 
tra?ic or network storage devices dedicated to storing data 
?les, and may be a conventional network server computer or 
server station. More speci?cally, the third party network 
server 24 may be a World Wide Web server hosting a web 
page or a web site, wherein the server 24 requires user 
identi?cation before granting access to the web page or web 
site. The third party network server 24 may be implemented 
independently of the client computer 10 and by a third party 
not associated with the client computer 10. 

[0031] The biometric authentication server 26 may be 
similar to the third party network server 24, but is operable 
to perform a particular function. The biometric authentica 
tion server 26 is operable to store and manage user identi 
?cation information and user biometric information, such 
where the identi?cation information and the biometric infor 
mation are stored in a database that is accessible by, or 
resides on, the server 26. As explained above, the commu 
nications system 28 provides a medium through which the 
client computer 10, the third party server 24, and the 
biometric authentication server 26 communicate via any of 
various network communications protocols. 

[0032] Referring also to FIG. 2, a ?ow diagram of exem 
plary steps involved in the ?rst embodiment of the present 
invention is illustrated. The steps illustrated in FIG. 2 need 
not be executed in precisely the order shown, but a second 
step illustrated subsequent to a ?rst step may be executed 
concurrently with, or in some cased prior to, the ?rst step. 
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The steps are divided into three columns, wherein a left 
column generally includes steps performed by the biometric 
authentication server 26, the middle column generally 
includes steps performed by the client computer 10, and the 
right column generally includes steps performed by the third 
party server 24. 

[0033] First, a user requests access to the third-party server 
24 via the client computer 10, as depicted in block 36. This 
step may occur, for example, when the user desires to engage 
in online banking and requests or selects a login page from 
the bank’s web site via a web browser running on the client 
computer 10, wherein the third party server 24 requires a 
valid user name and password to grant access to the web site. 
It will be appreciated that this scenario is only exemplary in 
nature and that the third-party server 24 need not be asso 
ciated with a bank, but may be associated with any business, 
organization, group, association, or other entity. Further 
more, the user name and password discussed herein are 
exemplary types of user identi?cation information required 
by the third party server 24 before granting access to the 
user. Alternatively, the third party server 24 may require only 
the user name, only the password, or an entirely different 
form of identi?cation, such as a digital certi?cate in the form 
of a data ?le stored on the client computer 10. 

[0034] Unless otherwise noted, communications between 
the client computer 10, the third party server 24, and the 
biometric authentication server 26 are encrypted or other 
wise secured to prevent unintended recipients from opening, 
reading, or otherwise using communicated data and infor 
mation. 

[0035] When the user requests the login page from the 
third-party server 24 via the client computer 10, the third 
party server 24 communicates a deployable object to the 
client computer 10, as depicted in block 38. The deployable 
object is a software object that is generated by, resides on, 
or is retrieved by the third-party server 24, and is executed 
by the client computer 10 upon receipt thereof from the third 
party server 24 without the need for the client computer user 
to perform any installation or initiation steps. In other words, 
the client computer 10 receives and executes the deployable 
object transparently to the user. The object is “deployable” 
in that it can be communicated from a ?rst computer to a 
second computer for execution on the second computer, 
wherein the object has access to the system resources of the 
second computer necessary to allow the object to perform all 
functions contained therein. 

[0036] The client computer 10 executes the deployable 
object, which enables the client computer 10 to request a 
token seed from the biometric authentication server 26, as 
illustrated in block 40. The token seed serves as a basis to 
generate multiple identical tokens that are used as encryp 
tion and decryption keys as well as to associate a plurality 
of events or items with a single transaction. Thus, the tokens 
serve as transaction identi?ers to enable the biometric 
authentication server 26 to associate a communication from 
the third party server 24 with a communication from the 
client computer 10. This is particularly important where the 
biometric authentication server 26 is communicating with 
multiple external computers regarding multiple transactions. 
The biometric authentication server generates a token seed 
and communicates the token seed to the client computer 10, 
as depicted in block 42, and creates a ?rst token from the 
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token seed, as depicted in block 44. The ?rst token is 
retained by the biometric authentication server 26 to decrypt 
communications received from the client computer 10 and to 
associate communications from the third party server 24 and 
the biometric authentication server 26 With a single trans 
action. 

[0037] Apreferred deployable object is an ActiveX object, 
such as an ActiveX control, Wherein the ActiveX control is 
communicated from the third party server 24 to the client 
computer 10 via a Web broWser running on the client 
computer 10, Wherein the ActiveX control can access system 
resources of the netWork client computer 10 but is extin 
guished from the client computer 10 When the Web broWser 
is terminated or is no longer in communication With the third 
party server 24. 

[0038] When the client computer 10 executes the deploy 
able object, the object enables the client 10 to create a 
second token based on the token seed, as depicted in block 
46. The second token is identical to the ?rst token or is 
otherWise associated With the ?rst token such that When the 
biometric authentication server 26 receives the second token 
it can associate the ?rst token With the second token. 

[0039] The deployable object enables the client computer 
10 to receive a username, passWord, and biometric data from 
the user, as depicted in block 48. In this step, the client 
computer 10 presents a user login page that prompts the user 
to submit a username and passWord in respective username 
and passWord ?elds. The user login page Would also prompt 
the user to submit biometric data, such as ?ngerprint data via 
a ?ngerprint scanner. To enable the client computer 10 to 
receive biometric data from the user, the deployable object 
controls the biometric sensor 18 and provides a bridge 
betWeen the biometric sensor 18 and the user interface of the 
client computer 10. The deployable object may interact, for 
example, With a dynamically linked library associated With 
the biometric sensor 18 Wherein the library provides execut 
able functions and data necessary for the deployable object 
to communicate With and control the biometric sensor 18. 

[0040] Enabling the deployable object to communicate 
With and control the biometric sensor 18 reduces the risk of 
a person circumventing the biometric scanner 18 because the 
deployable object can ensure that biometric data is received 
from the biometric sensor 18 at the time the user submits the 
user name and passWord. 

[0041] The deployable object enables the client computer 
10 to bundle the user name, passWord, and biometric data 
together and secure the bundle, as depicted in block 50. A 
?owchart of steps illustrating an exemplary method of 
bundling the user name, passWord, and biometric data is 
illustrated in FIG. 3. First, the client computer 10 encrypts 
the biometric data and the passWord using the ?rst token, as 
depicted in block 52. The client computer 10 may combine 
the biometric data and the passWord prior to encryption, 
Wherein such combination may include, for example, merg 
ing the ?ngerprint data and the passWord into a single ?le, 
or creating a ?le for each of the ?ngerprint data and the 
passWord and placing the tWo ?les into a single folder. The 
client computer 10 then bundles the username With the 
encrypted biometric data and passWord, as depicted in block 
54. The client computer 10 encrypts the bundle using the 
?rst token as an encryption key, as depicted in block 58, and 
encrypts the bundle a second time using the ?rst token as an 
encryption key, as depicted in block 60. 
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[0042] Thus, the exemplary method of bundling and 
securing the user name, passWord, and biometric data com 
prises a multi-tiered encryption scheme involving three 
levels of encryption. It should also be noted that more 
sensitive data may be encrypted in a deeper layer than less 
sensitive data. The biometric data and the passWord may be 
considered more sensitive than the user name, for example, 
because the biometric data is unique to the user and cannot 
change, and the passWord may re?ect passWords employed 
by the user in other systems or situations. 

[0043] Referring again to FIG. 2, once the client computer 
10 has bundled the user name, passWord, and biometric data, 
the deployable object enables the client computer 10 to 
communicate the bundle to the biometric authentication 
server 26 and to communicate the second token to the third 
party server 24, as depicted in block 60. Blocks 40, 46, 48, 
50, and 60, illustrated inside a broken-line box, represent 
steps performed by the client computer 10 enabled by the 
deployable object. 
[0044] The third party server 24 communicates a copy of 
the second token to the biometric authentication server 26 
and requests a user name and passWord corresponding to the 
second token, as depicted in block 62. Thus, the third party 
server 24 does not receive the user name and passWord 
directly from the client computer 10, but rather from the 
biometric authentication server 26, as explained beloW. 

[0045] The biometric authentication server 26 unpacks the 
bundle received from the client 10 using the ?rst token, as 
depicted in block 64. Unpacking the bundle is accomplished 
essentially by reversing the steps illustrated in FIG.3. For 
example, the bundle is decrypted a ?rst time and a second 
time to reveal the user name, and the encrypted biometric 
data and passWord. The user name is separated from the 
encrypted biometric data and passWord, and the encrypted 
biometric data and passWord are decrypted and separated. In 
contrast to the bundling process illustrated in FIG. 3, When 
the biometric authentication server 26 unpacks the bundle, it 
performs the decryption using the second token as a decryp 
tion key. Therefore, if the ?rst token does not correspond to 
the second token, the decryption Will fail. 

[0046] The biometric authentication server 26 veri?es the 
second token received from the third part server 24 by 
comparing it With the ?rst token, Which Was created and 
retained by the biometric authentication server 26. Because 
both the ?rst token and the second token Were created from 
the same token seed, both tokens Will be identical or 
otherWise have a knoWn relationship that can be used to 
verify that both Were created from the same token seed and 
thus pertain to the same transaction. 

[0047] The biometric authentication server 26 authenti 
cates the user name, passWord, and biometric data, as 
depicted in block 66. The received biometric data is authen 
ticated by comparing it With biometric data stored in a 
database, Wherein the received biometric data is authenti 
cated if it matches biometric data stored in the database. The 
user name and passWord are authenticated if they match a 
user name and passWord that are stored in the database and 
associated With the biometric data stored in the database that 
matches the received biometric data. Alternatively, only a 
portion of the user identi?cation information may be authen 
ticated, such as only the user name, only the passWord, or a 
portion of either or both. If the user name, passWord, and 
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biometric data are thus authenticated, the biometric authen 
tication server 26 communicates the user name and the 

password to the third party server, as depicted in block 70. 
The third party server 24 receives and veri?es the user name 

and passWord in a conventional manner, as depicted in block 
72. This may involve, for example, comparing the user name 
and passWord to user names and passWords stored in a 
database and presenting the client computer 10 user With a 
home or Welcome page. Alternatively, the biometric authen 
tication server 26 may communicate only a portion of the 
identi?cation information, such as only the user name or 

only the passWord, to the third party server 24. 

[0048] In a second embodiment of the invention, the 
Wireless device 32 communicates With the third party server 
24 and the biometric authentication server 26 in addition to, 
or in place of, the client computer 10. This embodiment 
Would otherWise be substantially similar to any of the other 
embodiments described herein, except that the device 32 
Would perform substantially all of the functions described 
above in relation to the client computer 10. The user Would 
submit biometric data via the biometric sensor 34, for 
example, and Would submit identi?cation information via a 
conventional user interface (not shoWn) of the device 32 
including, for example, a keypad, LCD, or similar user 
interface element or elements. In the second embodiment, 
the deployable object may need to be adapted for use With 
the Wireless device 32, particularly if the device 32 is a 
handheld device or otherWise has limited resources. 

[0049] A third embodiment of the invention is substan 
tially similar to either the ?rst or second embodiments, 
except that the softWare contained in the deployable object 
is installed in and resides upon the client computer 10, the 
client device 32, or both, instead of being communicated 
thereto upon the initiation of a transaction. In this embodi 
ment, the program code executed by the client computer 10 
may be installed on the client 10 prior to the user requesting 
access to the third party server 24 and may reside on the 
client 10 after each transaction. The third party server 24 
Would communicate only the token seed to the client com 
puter 10, rather than the deployable object and the token 
seed. 

[0050] In a fourth embodiment of the invention, the 
deployable object is stored on or is generated by the bio 
metric authentication server 26, and is communicated from 
the biometric authentication server 26 directly to the client 
computer 10 or, alternatively, to the third party server 24, 
Which in turn communicates the object to the client com 
puter 10. 

[0051] Although the invention has been described With 
reference to the preferred embodiments illustrated in the 
attached draWings, it is noted that equivalents may be 
employed and substitutions made herein Without departing 
from the scope of the invention as recited in the claims. It 
Will be appreciated, for example, that the client computer 10, 
the third party server 24, and the biometric authentication 
server 26 may be interconnected via any of various com 
munication means including, for example, peer-to-peer com 
munication protocols. 
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Having thus described a preferred embodiment of the inven 
tion, What is claimed as neW and desired to be protected 
by Letters Patent includes the folloWing: 
1. A computer program for enabling a biometric authen 

tication system, Wherein at least a portion of the program is 
stored on a computer-usable medium, the computer program 
comprising: 

a code segment for enabling a ?rst computer to receive 
biometric data and identi?cation information from a 
user and to communicate the biometric data and the 
identi?cation information to a second computer; 

a code segment for enabling the second computer to 
create a ?rst transaction identi?er, and to verify the 
identi?cation information received from the ?rst com 
puter by con?rming that the biometric data corresponds 
to at least a portion of the identi?cation information; 

a code segment for enabling a third computer to commu 
nicate to the second computer a request for at least a 
portion of the identi?cation information, Wherein the 
request includes a second transaction identi?er; and 

a code segment for enabling the second computer to 
communicate at least a portion of the identi?cation 
information to the third computer if the ?rst transaction 
identi?er corresponds to the second transaction identi 
?er and if the biometric data corresponds to at least a 
portion of the identi?cation information. 

2. The computer program as set forth in claim 1, further 
comprising a code segment for enabling the third computer 
to communicate an object to the second computer, Wherein 
the object includes the code segment for enabling the ?rst 
computer to receive biometric data and identi?cation infor 
mation from a user and to communicate the biometric data, 
the identi?cation information to the second computer. 

3. The computer program as set forth in claim 2, Wherein 
the object is an ActiveX object. 

4. The computer program as set forth in claim 3, Wherein 
the third computer communicates the ActiveX object to the 
?rst computer in response to a user-initiated request to 
access a ?le managed by the third computer. 

5. The computer program as set forth in claim 4, Wherein 
the third computer is a netWork server that communicates 
the ActiveX object in response to a user-initiated request to 
access a Web site hosted by the third computer. 

6. The computer program as set forth in claim 1, Wherein 
the identi?cation information includes a user name and a 

passWord. 
7. The computer program as set forth in claim 6, further 

comprising a code segment for enabling the ?rst computer to 
combine and encrypt the biometric data and the passWord, to 
combine the user name With the encrypted biometric data 
and passWord to form a bundle, to encrypt the bundle, and 
to communicate the encrypted bundle to the second com 
puter. 

8. The computer program as set forth in claim 1, Wherein 
the ?rst computer is a hand-held Wireless device. 

9. The computer program as set forth in claim 1, further 
comprising: 

a code segment for enabling the ?rst computer to request 
and receive a token seed from the second computer; 

a code segment for enabling the ?rst computer to create a 
?rst token based on the token seed, Wherein the ?rst 
token forms at least part of the ?rst transaction identi 
?er; and 
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a code segment for enabling the second computer to 
create a second token based on the token seed, Wherein 
the second token forms at least part of the second 
transaction identi?er. 

10. The computer program as set forth in claim 9, further 
comprising: 

a code segment for enabling the ?rst computer to encrypt 
the biometric data and the passWord using at least a 
portion of the ?rst token, to combine the user name 
With the encrypted biometric data and pas sWord to form 
a bundle, to encrypt the bundle using at least a portion 
of the ?rst token, and to communicate the encrypted 
bundle to the second computer; and 

a code segment for enabling the second computer to 
decrypt the bundle using at least a portion of the second 
token. 

11. The computer program as set forth in claim 1, Wherein 
the biometric data is chosen from the group consisting of 
?ngerprint data, voice print data, retinal scan data, iris scan 
data, facial characteristics, and signature data. 

12. A computer program for enabling a biometric authen 
tication system, at least a portion of the program being 
stored on a computer-usable medium, the computer program 
comprising: 

a code segment for enabling a ?rst computer to commu 
nicate a deployable object to a second computer via a 
netWork communications medium, Wherein the deploy 
able object enables the second computer to generate a 
?rst token, to receive identi?cation information and 
biometric data from a user, to bundle the identi?cation 
information With the biometric data and secure the 
bundle, and to communicate the ?rst token to the ?rst 
computer and the bundle to a third computer; 

a code segment for enabling the ?rst computer to com 
municate the ?rst token to the third computer; 

a code segment for enabling the third computer to create 
a second token and to verify the ?rst token received 
from the ?rst computer by determining Whether the ?rst 
token corresponds to the second token; 

a code segment for enabling the third computer to verify 
the biometric data received from the second computer 
by comparing the received data to biometric data stored 
in a database; and 

a code segment for enabling the third computer to com 
municate the identi?cation information received from 
the second computer to the ?rst computer if the second 
token corresponds to the ?rst token, if the received 
biometric data matches biometric data stored in the 
database, and if the biometric data corresponds to at 
least a portion of the identi?cation information. 

13. The computer program as set forth in claim 12, 
Wherein the identi?cation information includes a user name 

and a passWord. 
14. The computer program as set forth in claim 13, further 

comprising a code segment for enabling the second com 
puter to combine and encrypt the biometric data and the 
passWord using the ?rst token as an encryption key, to 
combine the user name With the encrypted biometric data 
and the passWord to form a bundle, and to encrypt the bundle 
using the ?rst token as an encryption key. 
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15. The computer program as set forth in claim 12, 
Wherein the biometric data is chosen from the group con 
sisting of ?ngerprint data, voice print data, retinal scan data, 
iris scan data, facial characteristics, and signature data. 

16. The computer program as set forth in claim 12, 
Wherein the deployable object is an ActiveX object. 

17. The computer program as set forth in claim 12, 
Wherein the second computer is a handheld Wireless device. 

18. The computer program as set forth in claim 12, further 
comprising: 

a code segment for enabling the third computer to gen 
erate a token seed and to create the second token based 
at least in part on the token seed, 

Wherein the deployable object enables the second com 
puter to request and receive the token seed from the 
third computer and to generate the ?rst token based at 
least in part on the token seed. 

19. A computer program for enabling a biometric authen 
tication system, at least a portion of the program being 
stored on a computer-usable medium, the computer program 
comprising: 

a code segment for enabling a netWork server computer to 
communicate an ActiveX control to a netWork client 
computer via a netWork communications medium, 
Wherein the ActiveX control enables the client com 
puter to generate a ?rst token, to receive a user name 
and passWord from the user, to control a biometric 
sensor and receive biometric data from the user via the 
sensor, to encrypt the biometric data and passWord 
using the ?rst token as an encryption key, to combine 
the ?rst token and the user name With the encrypted 
biometric data and passWord to form a bundle and 
encrypt the bundle using the ?rst token as an encryption 
key, and to communicate the ?rst token to the netWork 
server computer and the bundle to the biometric 
authentication server; 

a code segment for enabling the netWork server computer 
to communicate the ?rst token to the biometric authen 
tication server; 

a code segment for enabling the biometric authentication 
server to create a second token and to determine 

Whether the ?rst token corresponds to the second token; 

a code segment for enabling the biometric authentication 
server to determine Whether the biometric data received 
from the client matches biometric data stored in a 

database; 
a code segment for enabling the biometric authentication 

server to determine Whether the biometric data received 
from the client corresponds to the user name or the 
passWord; and 

a code segment for enabling the biometric authentication 
server to communicate the user name and passWord 
received from the client computer to the netWork server 
computer if the ?rst token corresponds to the second 
token, if the biometric data received from the client 
matches biometric data stored in a database, and if the 
biometric data received from the client corresponds to 
the user name or the passWord. 

20. The computer program as set forth in claim 19, 
Wherein the ActiveX control enables the client computer to 
request and receive a token seed from the biometric authen 
tication server. 
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21. The computer program as set forth in claim 20 further 
comprising a code segment for enabling the biometric 
authentication server to create the token seed, to create the 
second token based on the seed, and communicate the seed 
to the client computer. 

22. The computer program as set forth in claim 20, 
Wherein the ActiveX control enables the client computer to 
generate the ?rst token based at least in part on the token 
seed. 

23. A method of providing biometric authentication to a 
netWork security system, the method comprising: 

enabling a ?rst computer to receive biometric data and 
identi?cation information from a user and to commu 

nicate the biometric data and the identi?cation infor 
mation to a second computer; 

enabling the second computer to create a ?rst transaction 
identi?er and to verify the identi?cation information by 
con?rming that the biometric data corresponds to at 
least a portion of the identi?cation information; 

communicating a request from a third computer to the 
second computer, Wherein the request is for at least a 
portion of the identi?cation information and Wherein 
the request includes a second transaction identi?er; and 

communicating from the second computer to the third 
computer at least a portion of the identi?cation infor 
mation if the ?rst transaction identi?er corresponds to 
the second transaction identi?er and if the biometric 
data corresponds to at least a portion of the identi?ca 
tion information. 

24. The method as set forth in claim 23, further compris 
ing enabling the third computer to communicate an object to 
the second computer, Wherein the object enables the ?rst 
computer to receive the biometric data and identi?cation 
information from a user and to communicate the biometric 
data and the identi?cation information to the second com 
puter. 

25. The method as set forth in claim 24, Wherein the 
object controls a biometric sensor peripheral device associ 
ated With the second computer to capture the biometric data. 

26. The method as set forth in claim 23, Wherein the 
identi?cation information includes a user name and a pass 

Word. 
27. The method as set forth in claim 26, further compris 

ing enabling the ?rst computer to combine and encrypt the 
biometric data and the passWord, to combine the user name 
With the encrypted biometric data and passWord to form a 
bundle, to encrypt the bundle, and to communicate the 
encrypted bundle to the second computer. 

28. A method of providing biometric authentication to a 
netWork security system, the method comprising: 

communicating a deployable object from a ?rst computer 
to a second computer via a netWork communications 
medium, Wherein the deployable object enables the 
second computer to create a ?rst token, to receive 
identi?cation information and biometric data from a 
user, to bundle the identi?cation information With the 
biometric data and secure the bundle, and to commu 
nicate the ?rst token to the ?rst computer and the 
bundle to a third computer; 

enabling the ?rst computer to communicate the ?rst token 
to the third computer and to request identi?cation 
information from the third computer corresponding to 
the ?rst token; 
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enabling the third computer to create a second token and 
to verify the ?rst token received from the ?rst computer 
by determining Whether the ?rst token corresponds to 
the second token; 

enabling the third computer to verify the biometric data 
received from the second computer by comparing the 
received data to biometric data stored in a database; and 

communicating the identi?cation information from the 
third computer to the ?rst computer if the second token 
corresponds to the ?rst token, if the received biometric 
data matches biometric data stored in the database, and 
if the biometric data corresponds to at least a portion of 
the identi?cation information. 

29. The method as set forth in claim 28, Wherein the 
object controls a biometric sensor peripheral device associ 
ated With the second computer to capture the biometric data. 

30. The method as set forth in claim 28, Wherein the 
identi?cation information includes a user name and a pass 

Word. 
31. The method as set forth in claim 30, Wherein the 

deployable object enables the second computer to combine 
and encrypt the biometric data and the passWord using the 
?rst token as an encryption key, to combine the user name 
With the encrypted biometric data and passWord to form the 
bundle, to encrypt the bundle using the ?rst token as an 
encryption key, and to communicate the encrypted bundle to 
the third computer. 

32. A computer program for enabling at least a portion of 
a biometric authentication system, at least a portion of the 
program being stored on a computer-usable medium, the 
computer program comprising: 

a code segment for enabling the computer to receive a 
token seed from a ?rst external location; 

a code segment for enabling the computer to create a 
token based on the token seed; 

a code segment for enabling the computer to receive 
identi?cation information and biometric data from a 

user; 

a code segment for enabling the computer to encode the 
identi?cation information and the biometric data using 
the token; 

a code segment for enabling the computer to communi 
cate the token to a second external location; and 

a code segment for enabling the computer to communi 
cate the encoded identi?cation information and biomet 
ric data to the ?rst external location. 

33. The computer program as set forth in claim 32, further 
comprising: 

a code segment for enabling the computer to receive a 
request from a user to vieW information stored at the 
second external location; and 

a code segment for enabling the computer to receive a 
deployable object from the second external location, 
the deployable object including the code segments for 
enabling the computer to receive the token seed from 
the ?rst external location, create the token based on the 
token seed, receive the identi?cation information and 
the biometric data from the user, encrypt the identi? 
cation information and the biometric data using the 
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token, communicate the token to the second external 
location, and communicate the encrypted identi?cation 
information and biometric data to the ?rst external 
location. 

34. A computer program for enabling at least a portion of 
a biometric authentication system, at least a portion of the 
program being stored on a computer-usable medium, the 
computer program comprising: 

a code segment for enabling the computer to receive a 
request for a token seed from a ?rst external location; 

a code segment for enabling the computer to communi 
cate the token seed to the ?rst external location; 

a code segment for enabling the computer to create a 
token based on the token seed; 

a code segment for enabling the computer to receive 
encoded identi?cation information and biometric data 
from the ?rst external location; 

a code segment for enabling the computer to decode the 
encoded identi?cation information and biometric data 
using the token; 

a code segment for enabling the computer to authenticate 
the identi?cation information and biometric data by 
comparing the identi?cation information and biometric 
data to stored information; and 

a code segment for enabling the computer to communi 
cate the identi?cation information and biometric data to 
a second external location if the identi?cation informa 
tion and biometric data are valid. 
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35. A computer program for enabling at least a portion of 
a biometric authentication system, at least a portion of the 
program being stored on a computer-usable medium, the 
computer program comprising: 

a code segment for enabling the computer to receive a 
request from a ?rst external location to access infor 
mation stored on the computer; 

a code segment for enabling the computer to communi 
cate a deployable object to the ?rst external location, 
the deployable object including computer-executable 
code segments for receiving a token seed, creating a 
token based on the token seed, receiving identi?cation 
information and biometric data from a user, encoding 
the identi?cation information and the biometric data 
using the token, and communicating the token to the 
computer and communicating the encoded identi?ca 
tion information and biometric data to a second exter 

nal location; 

a code segment for enabling the computer to receive the 
token; 

a code segment for enabling the computer to communi 
cate the token to the second external location and to 
request the identi?cation information and biometric 
data from the second external location; and 

a code segment for enabling the computer to receive the 
identi?cation information from the second external 
location and to verify the identi?cation information. 


