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(57) ABSTRACT 

Various techniques are disclosed for conducting promotional 
activities in a casino gaming network. In at least one 
embodiment, various incentives and/or promotions may be 
associated With selected gaming components Which are 
accessible to a given gaming machine. Such gaming com 
ponents may include, for example, paytables, denomina 
tions, game types, and/or game themes Which are accessible 
to a given gaming machine cabinet. In this Way, the loWest 
level of granularity for targeting promotional o?cers and 
incentives may be extended to selected paytables, denomi 
nations, game types, game themes, and/or other desired 
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CASINO GAMING INCENTIVES USING 
GAME THEMES, GAME TYPES, 
PAYTABLES, DENOMINATIONS 

RELATED APPLICATION DATA 

[0001] This application is a continuation-in-part of, and 
claims priority to, pursuant to 35 U.S.C. §l20, prior US. 
patent application Ser. No. 11/595,774 (Attorney Docket 
No. IGT1P334) entitled “METHOD AND APPARATUS 
FOR INTEGRATING REMOTELY-HOSTED AND 
LOCALLY RENDERED CONTENT ON A GAMING 
DEVICE” by LeMay et al., ?led on Nov. 10, 2006, Which 
claims bene?t under 35 U.S.C. ll9(e) from US. Provisional 
Patent Application No. 60/792,082 (Attorney Docket No. 
IGTlP337P), ?led Apr. 13, 2006, naming Little, et al., as 
inventors, and titled “Remote Content Management and 
Resource Sharing on a Gaming Machine,” and Which also 
claims bene?t under 35 U.S.C. ll9(e) from US. Provisional 
Patent Application No. 60/822,859 (Attorney Docket No. 
IGTlP337P2), ?led Aug. 18, 2006, naming Little, et al., as 
inventors, and titled “Remote Content Management and 
Resource Sharing on a Gaming Machine and Method of 
Implementing same.” Each of these applications is incorpo 
rated herein by reference in its entirety for all purposes. 

BACKGROUND OF THE INVENTION 

[0002] Casinos and other forms of gaming comprise a 
groWing multi-billion dollar industry both domestically and 
abroad, With electronic and microprocessor based gaming 
machines being more popular than ever. A gaming entity that 
provides gaming services may control gaming devices that 
are globally distributed in many different types of establish 
ments. For example, gaming machines may be placed in 
casinos, convenience stores, racetracks, supermarkets, bars 
and boats. Further, via a remote server, a gaming entity may 
provide gaming services in locale of a user’s choosing, such 
as on a home computer or on a mobile device carried by the 
user. 

[0003] Electronic and microprocessor based gaming 
machines can include various hardWare and software com 
ponents to provide a Wide variety of game types and game 
playing capabilities, With such hardWare and software com 
ponents being generally Well knoWn in the art. For example, 
bill validators, coin acceptors, card readers, keypads, but 
tons, levers, touch screens, displays, coin hoppers, player 
tracking units and the like are examples of hardWare that can 
be coupled to a gaming machine. SoftWare components can 
include, for example, boot and initialiZation routines, vari 
ous game play programs and subroutines, credit and payout 
routines, image and audio generation programs, security 
monitoring programs, authentication programs and a ran 
dom number generator, among others. 
[0004] The functions available on a gaming machine may 
depend on Whether the gaming machine is linked to other 
gaming devices. For instance, When connected to other 
remote gaming devices, a gaming machine may provide 
progressive jackpots, player tracking and loyalty points 
programs, cashless gaming, and bonusing among other 
items. Many of these added components, features and pro 
grams can involve the implementation of various back-end 
and/or netWorked systems, including more hardWare and 
softWare elements, as is generally knoWn. 
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[0005] In a typical casino-based electronic gaming 
machine, such as a slot machine, video poker machine, video 
keno machine or the like, a game play is initiated through a 
Wager of money or credit, Whereupon the gaming machine 
determines a game outcome, presents the game outcome to 
the player and then potentially dispenses an aWard of some 
type, including a monetary aWard, depending upon the game 
outcome. In this instance, the gaming machine is operable to 
receive, store and dispense indicia of credit or cash as Well 
as calculate a gaming outcome that could result in a large 
monetary aWard. 
[0006] A gaming entity may provide gaming services to 
tens of thousands of users. For instance, a single land-based 
casino may include thousands of gaming machines. HoW 
ever, player’s gaming interests are constantly changing, and 
the effort associated With providing fresh content to users 
may be quite costly. Accordingly, it may be desirable to 
utiliZe various mechanisms for inducing or promoting 
desired player gaming activities at the casino. 

SUMMARY OF THE INVENTION 

[0007] Various aspects of the present invention are 
directed to different methods, systems, and computer pro 
gram products for conducting promotional activities in a 
casino gaming netWork. In at least one embodiment, the 
casino gaming netWork includes a plurality of gaming 
devices operable for playing Wager-based games. At least 
one gaming component available at a ?rst gaming machine 
may be identi?ed. According to speci?c embodiments, the 
identi?ed gaming component(s) may include, for example, 
one or more of the folloWing (or combinations thereof): a 
game theme, a game type, a paytable, and a denomination. 
At least one action or operation may be initiated to identify 
a ?rst promotion that is available for the ?rst gaming 
component. The a ?rst promotional offer relating to the 
identi?ed ?rst promotion may be presented, for example, to 
one or more persons at the casino. According to a speci?c 
embodiment, the ?rst promotional offer provides an incen 
tive for a player to participate in game play at the ?rst 
gaming machine relating to the ?rst gaming component. In 
at least one embodiment, the ?rst promotional offer includes 
at least one offer relating to one or more of the folloWing (or 
combinations thereof): a game type promotional offer, a 
game theme promotional offer, a paytable promotional offer, 
and a denomination promotional offer. According to speci?c 
embodiments, a game type promotional offer provides an 
incentive for a player to participate in game play at the ?rst 
gaming machine involving a neW or different game type; a 
game theme promotional offer provides an incentive for a 
player to participate in game play at the ?rst gaming 
machine involving a neW or different game theme; a denomi 
nation promotional offer provides an incentive for a player 
to participate in game play at the ?rst gaming machine 
involving a neW or different denomination; and a paytable 
promotional offer provides an incentive for a player to 
participate in game play at the ?rst gaming machine involv 
ing a neW or different paytable. 
[0008] Various aspects of the present invention are 
directed to different methods, systems, and computer pro 
gram products for conducting promotional activities in a 
casino gaming netWork. In at least one embodiment, the 
casino gaming netWork includes a plurality of gaming 
devices operable for playing Wager-based games. At least 
one action or operation may be initiated to identify at least 
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one gaming component available for game play at the casino 
gaming network. According to various speci?c embodi 
ments, the at least one gaming component includes a ?rst 
gaming component relating to one or more of the following 
(or combinations thereof): a game theme, a game type, a 
paytable, and a denomination. A ?rst promotion may be 
identi?ed which is available for the ?rst gaming component. 
A ?rst promotional offer may be presented relating to the 
identi?ed ?rst promotion. In at least one embodiment, the 
?rst promotional offer includes an offer to provide a ?rst 
promotional reward to an olferee upon satisfaction of a ?rst 
set of conditions. In one embodiment, the ?rst set of con 
ditions includes a ?rst condition that the olferee participate 
in game play relating to the ?rst gaming component. 
[0009] Additional objects, features and advantages of the 
various aspects of the present invention will become appar 
ent from the following description of its preferred embodi 
ments, which description should be taken in conjunction 
with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] The included drawings are for illustrative purposes 
and serve only to provide examples of possible structures 
and/or process steps of the various embodiments described 
herein. 
[0011] FIG. 1 shows a speci?c example of an embodiment 
of a gaming network 100 which may be used for imple 
menting various features. 
[0012] FIG. 2 illustrates a perspective view of one 
embodiment of a gaming machine. 
[0013] FIG. 3 is a simpli?ed block diagram of an exem 
plary gaming machine 300 in accordance with a speci?c 
embodiment. 
[0014] FIG. 4 illustrates an example of an EGM state 
diagram in accordance with a speci?c embodiment. 
[0015] FIG. 5 shows an example of a ?ow diagram illus 
trating various interactions which may occur between a 
gaming device and a promotion server in accordance with a 
speci?c embodiment. 
[0016] FIG. 6 is a block diagram illustrating an interaction 
between two hosts and a gaming machine for one embodi 
ment of the present invention. 
[0017] FIG. 7 illustrates a block diagram of a gaming 
network for embodiments of the present invention. 
[0018] FIG. 8 is a ?owchart of one embodiment of the 
present invention, illustrating the remote host proving a 
player a bonus award based on the player’s gaming activity 
for the currently played gaming session. 

DETAILED DESCRIPTION 

[0019] Example embodiments will now be described in 
further detail, and accompanied by the drawings. In the 
following description, numerous speci?c details are set forth 
in order to provide a thorough understanding of example 
embodiments. It will be apparent, however, to one skilled in 
the art, that example embodiments may be practiced without 
some or all of these speci?c details. In other instances, well 
known process steps and/or structures have not been 
described in detail in order to not obscure example embodi 
ments. 

[0020] One or more different inventions may be described 
in the present application. Further, for one or more of the 
invention(s) described herein, numerous embodiments may 
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be described in this patent application, and are presented for 
illustrative purposes only. The described embodiments are 
not intended to be limiting in any sense. One or more of the 

invention(s) may be widely applicable to numerous embodi 
ments, as is readily apparent from the disclosure. These 
embodiments are described in su?icient detail to enable 
those skilled in the art to practice one or more of the 

invention(s), and it is to be understood that other embodi 
ments may be utiliZed and that structural, logical, software, 
electrical and other changes may be made without departing 
from the scope of the one or more of the invention(s). 
Accordingly, those skilled in the art will recogniZe that the 
one or more of the invention(s) may be practiced with 
various modi?cations and alterations. Particular features of 
one or more of the invention(s) may be described with 
reference to one or more particular embodiments or ?gures 
that form a part of the present disclosure, and in which are 
shown, by way of illustration, speci?c embodiments of one 
or more of the invention(s). It should be understood, how 
ever, that such features are not limited to usage in the one or 
more particular embodiments or ?gures with reference to 
which they are described. The present disclosure is neither 
a literal description of all embodiments of one or more of the 
invention(s) nor a listing of features of one or more of the 
invention(s) that must be present in all embodiments. 
[0021] Headings of sections provided in this patent appli 
cation and the title of this patent application are for conve 
nience only, and are not to be taken as limiting the disclosure 
in any way. 

[0022] Devices that are in communication with each other 
need not be in continuous communication with each other, 
unless expressly speci?ed otherwise. In addition, devices 
that are in communication with each other may communi 
cate directly or indirectly through one or more intermediar 
1es. 

[0023] A description of an embodiment with several com 
ponents in communication with each other does not imply 
that all such components are required. To the contrary, a 
variety of optional components are described to illustrate the 
wide variety of possible embodiments of one or more of the 

invention(s). 
[0024] Further, although process steps, method steps, 
algorithms or the like may be described in a sequential order, 
such processes, methods and algorithms may be con?gured 
to work in alternate orders. In other words, any sequence or 
order of steps that may be described in this patent applica 
tion does not, in and of itself, indicate a requirement that the 
steps be performed in that order. The steps of described 
processes may be performed in any order practical. Further, 
some steps may be performed simultaneously despite being 
described or implied as occurring non-simultaneously (e.g., 
because one step is described after the other step). Moreover, 
the illustration of a process by its depiction in a drawing 
does not imply that the illustrated process is exclusive of 
other variations and modi?cations thereto, does not imply 
that the illustrated process or any of its steps are necessary 
to one or more of the invention(s), and does not imply that 
the illustrated process is preferred. 
[0025] When a single device or article is described, it will 
be readily apparent that more than one device/article 
(whether or not they cooperate) may be used in place of a 
single device/article. Similarly, where more than one device 
or article is described (whether or not they cooperate), it will 
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be readily apparent that a single device/article may be used 
in place of the more than one device or article. 

[0026] The functionality and/or the features of a device 
may be alternatively embodied by one or more other devices 
that are not explicitly described as having such functionality/ 
features. Thus, other embodiments of one or more of the 
invention(s) need not include the device itself. 
[0027] Although at least one embodiment is directed pri 
marily to gaming machines and systems, it is Worth noting 
that some of the apparatuses, systems and methods disclosed 
herein might be adaptable for use in other types of devices, 
systems or environments, as applicable, such that their use 
is not restricted exclusively to gaming machines and con 
texts. Such other adaptations may become readily apparent 
upon revieW of the inventive apparatuses, systems and 
methods illustrated and discussed herein. 
[0028] In the folloWing ?gures, method and apparatus 
applicable to various gaming system con?gurations and their 
associated components are described. The gaming systems 
may comprise a netWork infrastructure for enabling one or 
more hosts to communicate With gaming machines. The 
gaming machines may be operable to provide Wagering on 
a game of chance. A plurality of gaming devices, such as 
bill/ticket validators, printers, mechanical displays, video 
displays, coin hoppers, light panels, input buttons, touch 
screens, key pads, card readers, audio output devices, etc., 
may be coupled to the gaming machine. The gaming devices 
may be controlled by a master gaming controller executing 
authenticated software to provide a gaming interface for a 
game play experience on the gaming machine. 
[0029] It Will be appreciated that many of today’s con 
ventional casino electronic gaming machines are designed to 
store gaming softWare on unalterable memory (such as, for 
example, an EPROM, a read-only CD/DVD optical disc or 
a read-only disk memory With Write capability disabled) 
located Within each gaming machine’s respective gaming 
machine cabinet. As a result, each gaming machine cabinet 
Which houses a conventional-type gaming machine archi 
tecture is typically statically precon?gured, and dedicated to 
hosting a speci?ed game theme or speci?ed set of game 
themes. 
[0030] Due, in part, to this static nature of conventional 
type gaming machine architectures, casino incentive pro 
grams and other promotional programs (e.g., programs 
offered by the casino to players to entice players to engage 
in desired gaming activities) have typically been limited to 
speci?cally selected gaming machine cabinets. Conse 
quently, the loWest level of granularity for targeting promo 
tional offers and incentives has traditionally been limited to 
individual gaming machine cabinets. 
[0031] HoWever, With the introduction of a neW gaming 
technologies such as, for example, those relating to server 
based gaming, multi-denomination Wagering, and multi 
game gaming machines, one aspect of the present invention 
is directed to techniques for o?cering incentives and/or 
promotions for selected gaming components Which are 
accessible to a given gaming machine. Such gaming com 
ponents may include, for example, paytables, denomina 
tions, game types, and/or game themes Which are accessible 
to a given gaming machine cabinet. In this Way, the loWest 
level of granularity for targeting promotional o?cers and 
incentives may be extended to selected paytables, denomi 
nations, game types, game themes, and/or other desired 
components Within (and/or accessible to) a selected gaming 
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machine cabinet. According to at least one implementation, 
components Which are considered accessible to a selected 
gaming machine cabinet may include “local” components 
(e.g., paytables, denominations, game types, game themes) 
Which are resident Within the local memory of the gaming 
machine; “con?gurable” components Which, for example, 
may be selectively con?gurable to be enabled/disabled at the 
gaming machine; “remotely-accessible” components (e.g., 
paytables, denominations, game types, game themes) Which 
are accessible to the gaming machine for doWnloading and 
installation Within the local memory of the gaming machine. 

[0032] Additionally, another aspect of the present inven 
tion is directed to techniques for alloWing casinos to market 
speci?c game types, game themes, paytables, and/or 
denominations to speci?c players and/or other patrons. 
[0033] According to at least one embodiment a “game 
type” may refer to one or more types of casino games and/or 
other types Wagering activities Which are available to play 
ers or patrons of a casino. Various di?cerent game types may 
include, but are not limited to, for example: keno, poker, 
blackjack, slots, roulette, craps, baccarat, etc. 
[0034] According to at least one embodiment a “game 
theme” may refer to one or more different types of themes 
for a given game type. Typically, game themes may be 
characterized by different criteria such as, for example, 
behavior, appearance, rules of play, bonus activity, etc. For 
example, the game type of poker may have associated 
thereWith a variety of different game themes such as, for 
example: Texas Hold’ em, Seven Card Stud, Five Card DraW, 
etc. In another example, different types of game themes may 
be associated With slot-type games, such as, for example: 
Wheel of Fortune®, Star Wars®, Megabucks®, Cleopatra®, 
etc. 

[0035] According to at least one embodiment a “denomi 
nation” may refer to a factor that determines the monetary 
value of one unit of credit. For example, conventional 
slot-type gaming machines typically have a predetermined 
denomination (e.g., $0.05, $0.025, $1) associated thereWith 
Which represents the monetary value of one unit of credit for 
each individual gaming machine. Traditionally, each gaming 
machine cabinet on the casino ?oor is statically precon?g 
ured to be associated With a speci?c, predetermined denomi 
nation for all games Which are played on that particular 
gaming machine. For example, the term “$1 slots” typically 
refers to slot-type gaming machines associated With a $1 
denomination. Conventional slot-type gaming machines of 
this type are typically not able to automatically and/or 
dynamically change their associated denomination value. 
According to at least some embodiments, the denomination 
value may be used to de?ne a minimum Wager amount or 
monetary value Which is required for initiating game play at 
a given gaming machine. 
[0036] According to at least one embodiment a paytable 
may refer to a table (or other data structure type) in Which 
pay amounts are de?ned as functions various game play 
criteria such as, for example: game play outcomes, Winning 
combinations, number of coins or credits Wagered, etc. 

[0037] According to various embodiments, promotions 
and/or incentives may be used by a casino to aWard selected 
players or patrons “promotional credits” or “free play” in 
order to trial neW game types, game themes, paytables, 
and/or denominations o?ferings. In at least some embodi 
ments, different types of promotional o?cerings or incentives 
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may be associated With different game types, game themes, 
paytables and/or denominations Within a given gaming 
machine cabinet. 
[0038] FIG. 1 shoWs a speci?c example of an embodiment 
of a gaming network 100 Which may be used for imple 
menting various features. Descriptions of at least a portion 
of the various components and/or systems shoWn in FIG. 1 
are also provided in other sections of this application. 
[0039] As illustrated in the example of FIG. 1, gaming 
netWork 100 may include one or more gaming devices 101 
for Which promotional functionality has been enabled. 
According to speci?c embodiments, examples of such gam 
ing devices may include, but are not limited to, one or more 
of the folloWing (and/or combination thereof): electronic 
gaming machines; Wireless gaming devices; mobile gaming 
devices; remote gaming devices (e.g., computer systems 
Which are operable to alloW a user to engage in casino game 
play activities via the Internet); other electronic devices 
(e.g., cell phones, PDAs, etc.) Which may be operable to 
alloW a user to engage in casino game play activities; etc. 

[0040] Depending upon particular circumstances, an 
active player 130 may or may not be actively involved in 
game play at the gaming device 101. 
[0041] According to some embodiments, such as that 
illustrated in FIG. 1, the gaming device 101 may be operable 
to communicate With various other components and/or sys 
tems of gaming netWork 100 in order, for example, to carry 
out operations relating to its various functionalities. As 
illustrated in the embodiment of FIG. 1, such other compo 
nents and/or systems may include, but are not necessarily 
limited to, one or more of the folloWing: player tracking 
system(s) 104, promotion server system(s) 104, casino lay 
out/physical environment system(s) 102, Wager tracking/ 
accounting system(s) 114, real-time data tracking system(s) 
112, game server(s) 110, bonus server(s) 108, etc. Although 
not speci?cally illustrated in the embodiment of FIG. 1, 
other components/systems of the gaming netWork may also 
be operable to communicate With various other components 
and/or systems of gaming netWork 100 in order, for 
example, to carry out operations relating to their various 
functionalities. 
[0042] In at least one embodiment, promotion server sys 
tem 106 may be operable to facilitate and/or manage a 
variety of promotion-related activities such as, for example: 
polling selected gaming devices for current state information 
and/or game history information; selecting and/or generat 
ing promotion information; facilitating promotion tracking; 
managing promotional offer database(s); entering promotion 
objectives; creating promotions or campaigns; selecting 
players, EGMs, and/or components for promotion partici 
pation; monitoring one or more promotion(s) as they are 
executed; analyZing promotion results, including, for 
example, the player and casino pro?tability and/or revenue 
impact; etc. 
[0043] As illustrated in the embodiment of FIG. 1, pro 
motion server system 106 may include various components 
or subsystems such as, for example, a promotion tracking 
component 10611, a promotional offer database 106b, etc. In 
at least one implementation, promotion tracking component 
106a may be operable to track the status (and/or other 
details) of various active promotions. Such tracking may 
include, for example, monitoring the ful?llment of various 
requirements associated With one or more active promo 
tions. 
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[0044] In at least one embodiment, promotional offer 
database 1061) may be operable to store information relating 
to different promotional offers and associated criteria. In at 
least one implementation, promotion server system 106 may 
include at least one interface for alloWing the promotional 
offer database to be populated and/or managed by various 
promotional offer providers 144. Such promotional offer 
providers may include local and/or remote entities such as, 
for example: casino employees, gaming vendors, advertis 
ers, remote servers, softWare-implemented entities, etc. In 
one implementation, promotional offers may be generated 
by electronic entities possessing some degree of arti?cial 
intelligence. For example, different types of game themes, 
game types, denominations, and/or paytables may be con 
?gured or designed to include a suf?cient amount of arti?cial 
intelligence to alloW such entities to independently generate 
one or more different promotional offers Which may be fed 
into the promotional offer database 1061). 

Example Gaming Machine Embodiments 

[0045] FIG. 2 shoWs a perspective vieW of a gaming 
machine 2 in accordance With a speci?c embodiment of 
various embodiments. The gaming devices and gaming 
functions described With respect to at least FIG. 2 may be 
incorporated as components of one or more externally 
controlled interfaces (ECIs) as described herein, for 
example. Further, the gaming devices may be operated in 
accordance With instructions received from a remote host in 
communication With the gaming machine. In some instance, 
a host-controlled process executed on the gaming machine 
may share a gaming device With a process controlled by the 
master gaming controller 46 on the gaming machine. 

[0046] As illustrated in the example of FIG. 2, machine 2 
includes a main cabinet 4, Which generally surrounds the 
machine interior and is vieWable by users. The main cabinet 
includes a main door 8 on the front of the machine, Which 
opens to provide access to the interior of the machine. 

[0047] In one embodiment, attached to the main door is at 
least one payment acceptor 28 and a bill validator 30, and a 
coin tray 38. In one embodiment, the payment acceptor may 
include a coin slot and a payment, note or bill acceptor, 
Where the player inserts money, coins or tokens. The player 
can place coins in the coin slot or paper money, a ticket or 
voucher into the payment, note or bill acceptor. In other 
embodiments, devices such as readers or validators for credit 
cards, debit cards or credit slips may accept payment. In one 
embodiment, a player may insert an identi?cation card into 
a card reader of the gaming machine. In one embodiment, 
the identi?cation card is a smart card having a programmed 
microchip or a magnetic strip coded With a player’s identi 
?cation, credit totals (or related data) and other relevant 
information. In another embodiment, a player may carry a 
portable device, such as a cell phone, a radio frequency 
identi?cation tag or any other suitable Wireless device, 
Which communicates a player’s identi?cation, credit totals 
(or related data) and other relevant information to the 
gaming machine. In one embodiment, money may be trans 
ferred to a gaming machine through electronic funds trans 
fer. When a player funds the gaming machine, the master 
gaming controller 46 or another logic device coupled to the 
gaming machine determines the amount of funds entered 
and displays the corresponding amount on the credit or other 
suitable display as described above. 
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[0048] In one embodiment attached to the main door are a 
plurality of player-input switches or buttons 32. The input 
sWitches can include any suitable devices Which enables the 
player to produce an input signal Which is received by the 
processor. In one embodiment, after appropriate funding of 
the gaming machine, the input sWitch is a game activation 
device, such as a pull arm or a play button Which is used by 
the player to start any primary game or sequence of events 
in the gaming machine. The play button can be any suitable 
play activator such as a bet one button, a max bet button or 
a repeat the bet button. In one embodiment, upon appropri 
ate funding, the gaming machine may begin the game play 
automatically. In another embodiment, upon the player 
engaging one of the play buttons, the gaming machine may 
automatically activate game play. 
[0049] In one embodiment, one input sWitch is a bet one 
button. The player places a bet by pushing the bet one 
button. The player can increase the bet by one credit each 
time the player pushes the bet one button. When the player 
pushes the bet one button, the number of credits shoWn in the 
credit display preferably decreases by one, and the number 
of credits shoWn in the bet display preferably increases by 
one. In another embodiment, one input sWitch is a bet max 
button (not shoWn), Which enables the player to bet the 
maximum Wager permitted for a game of the gaming 
machine. 
[0050] In one embodiment, one input sWitch is a cash-out 
button. The player may push the cash-out button and cash 
out to receive a cash payment or other suitable form of 
payment corresponding to the number of remaining credits. 
In one embodiment, When the player cashes out, the player 
may receive the coins or tokens in a coin payout tray. In one 
embodiment, When the player cashes out, the player may 
receive other payout mechanisms such as tickets or credit 
slips redeemable by a cashier (or other suitable redemption 
system) or funding to the player’s electronically recordable 
identi?cation card. Details of ticketing or voucher system 
that may be utiliZed With various embodiments are described 
in co-pending U.S. patent application Ser. No. 10/406,911, 
?led Apr. 2, 2003, by RoWe, et al., and entitled, “Cashless 
Transaction Clearinghouse,” Which is incorporated herein 
by reference and for all purposes. 
[0051] In one embodiment, one input sWitch is a touch 
screen coupled With a touch-screen controller, or some other 
touch-sensitive display overlay to enable for player interac 
tion With the images on the display. The touch-screen and the 
touch-screen controller may be connected to a video con 
troller. A player may make decisions and input signals into 
the gaming machine by touching the touch-screen at the 
appropriate places. One such input sWitch is a touch-screen 
button panel. 
[0052] In one embodiment, the gaming machine may 
further include a plurality of communication ports for 
enabling communication of the gaming machine processor 
With external peripherals, such as external video sources, 
expansion buses, game or other displays, an SCSI port or a 
key pad. 
[0053] As seen in FIG. 2, vieWable through the main door 
is a video display monitor 34 and an information panel 36. 
The display monitor 34 Will typically be a cathode ray tube, 
high resolution ?at-panel LCD, SED based-display, plasma 
display, a television display, a display based on light emit 
ting diodes (LED), a display based on a plurality of organic 
light-emitting diodes (OLEDs), a display based on polymer 
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light-emitting diodes (PLEDs), a display including a pro 
jected and/or re?ected image or any other suitable electronic 
device or display. The information panel 36 or belly-glass 40 
may be a static back-lit, silk screened glass panel With 
lettering to indicate general game information including, for 
example, a game denomination (e.g. $0.25 or $1) or a 
dynamic display, such as an LCD, an OLED or E-INK 
display. In another embodiment, at least one display device 
may be a mobile display device, such as a PDA or tablet PC, 
that enables play of at least a portion of the primary or 
secondary game at a location remote from the gaming 
machine. The display devices may be of any suitable siZe 
and con?guration, such as a square, a rectangle or an 
elongated rectangle. 
[0054] The display devices of the gaming machine are 
con?gured to display at least one and preferably a plurality 
of game or other suitable images, symbols and indicia such 
as any visual representation or exhibition of the movement 
of objects such as mechanical, virtual or video reels and 
Wheels, dynamic lighting, video images, images of people, 
characters, places, things and faces of cards, and the like. In 
one alternative embodiment, the symbols, images and indi 
cia displayed on or of the display device may be in mechani 
cal form. That is, the display device may include any 
electromechanical device, such as one or more mechanical 
objects, such as one or more rotatable Wheels, reels or dice, 
con?gured to display at least one or a plurality of game or 
other suitable images, symbols or indicia. In another 
embodiment, the display device may include an electrome 
chanical device adjacent to a video display, such as a video 
display positioned in front of a mechanical reel. In another 
embodiment, the display device may include dual layered 
video displays Which co-act to generate one or more images. 

[0055] The bill validator 30, player-input sWitches 32, 
video display monitor 34, and information panel are gaming 
devices that may be used to play a game on the game 
machine 2. Also, these devices may be utiliZed as part of an 
ECI provided on the gaming machine. According to a 
speci?c embodiment, the devices may be controlled by code 
executed by a master gaming controller 46 housed inside the 
main cabinet 4 of the machine 2. The master gaming 
controller may include one or more processors including 
general purpose and specialiZed processors, such as graphics 
cards, and one or more memory devices including volatile 
and non-volatile memory. The master gaming controller 46 
may periodically con?gure and/or authenticate the code 
executed on the gaming machine. 

[0056] In one embodiment, the gaming machine may 
include a sound generating device coupled to one or more 
sounds cards. In one embodiment, the sound generating 
device includes at least one and preferably a plurality of 
speakers or other sound generating hardWare and/or soft 
Ware for generating sounds, such as playing music for the 
primary and/or secondary game or for other modes of the 
gaming machine, such as an attract mode. In one embodi 
ment, the gaming machine provides dynamic sounds 
coupled With attractive multimedia images displayed on one 
or more of the display devices to provide an audio-visual 
representation or to otherWise display full-motion video With 
sound to attract players to the gaming machine. During idle 
periods, the gaming machine may display a sequence of 
audio and/or visual attraction messages to attract potential 
players to the gaming machine. The videos may also be 
customiZed for or to provide any appropriate information. 



US 2007/0243928 A1 

[0057] In one embodiment, the gaming machine may 
include a sensor, such as a camera that is selectively posi 
tioned to acquire an image of a player actively using the 
gaming machine and/or the surrounding area of the gaming 
machine. In one embodiment, the camera may be con?gured 
to selectively acquire still or moving (e.g., video) images 
and may be con?gured to acquire the images in either an 
analog, digital or other suitable format. The display devices 
may be con?gured to display the image acquired by the 
camera as Well as display the visible manifestation of the 
game in split screen or picture-in-picture fashion. For 
example, the camera may acquire an image of the player and 
the processor may incorporate that image into the primary 
and/or secondary game as a game image, symbol or indicia. 

[0058] In another embodiment, the gaming devices on the 
gaming machine may be controlled by code executed by the 
master gaming controller 46 (or another logic device 
coupled to or in communication With the gaming machine, 
such as a player tracking controller) in conjunction With 
code executed by a remote logic device in communication 
With the master gaming controller 46. In at least one 
implementation, the master gaming controller 46 may 
execute ECI processes that enable content generated and 
managed on a remote host to be output on the gaming 
machine. The gaming machine may receive and send events 
to a remote host that may affect the content output on an 
instantiation of a particular ECI. The master gaming con 
troller 46 may be con?gured to limit the resources that can 
be utiliZed by the ECI processes executing on the gaming 
machine at any given time and may constantly monitor 
resources utiliZed by the ECI processes to ensure that 
gaming experience on the gaming machine is optimal. 
[0059] Many different types of games, including mechani 
cal slot games, video slot games, video poker, video black 
jack, video pachinko and lottery, may be accessed via 
gaming machine 2. In particular, the gaming machine 2 may 
be operable to provide consecutive play or concurrent play 
of different game types, game themes, denominations, pay 
tables, etc. In at least some embodiments, the game play 
activities provided at gaming machine 2 may be differenti 
ated according to themes, sounds, graphics, type of game 
(e.g., slot game vs. card game), denomination, number of 
paylines, maximum jackpot, progressive or non-progressive, 
bonus games, etc. 

[0060] In one embodiment, the gaming machine 2 may be 
operable to enable a player to select a game of chance to play 
from a plurality of different gaming components (e. g., game 
themes, game types, denominations, paytables, etc.) avail 
able via the gaming machine. For example, the gaming 
machine may provide a menu With a list of the different 
games that are available for play on the gaming machine and 
a player may be able to select from the list a ?rst game of 
chance that they Wish to play. In one such embodiment, a 
memory device of the remote host stores different game 
programs and instructions, executable by a gaming machine 
processor, to control the gaming machine. Each executable 
game program represents a different game theme or game 
type, Which may be played on one or more of the gaming 
machines in the gaming system. Such different games may 
include the same or substantially the same game play With 
different denominations and/or paytables. In different 
embodiments, the executable game program is for a primary 
game, a secondary game or both. In another embodiment, 
the game program may be executable as a secondary game 
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to be played simultaneous With the play of a primary game 
(Which may be doWnloaded to or ?xed on the gaming 
machine) or vice versa. 
[0061] In one such embodiment, each gaming machine 
includes at least one or more display devices and/or one or 

more input sWitches for interaction With a player. A local 
processor, such as the above-described gaming machine 
processor or a processor of a local server, is operable With 
the display device(s) and/or the input sWitch(s) of one or 
more of the gaming machines. In operation, the remote host 
is operable to communicate one or more of the stored game 
programs to at least one local gaming machine processor. In 
different embodiments, the stored game programs are com 
municated or delivered by embedding the communicated 
game program in a device or a component (e. g., a microchip 
to be inserted in a gaming machine), Writing the game 
program on a disc or other media, doWnloading or streaming 
the game program over a dedicated data netWork, internet or 
a telephone line. In different embodiments, the stored game 
programs are doWnloaded in response to a player inserting 
a player tracking card, a player selecting a speci?c game 
program, a player inserting a designated Wager amount, the 
remote host communicating data to the gaming device 
regarding an upcoming tournament or promotion or any 
other suitable trigger. After the stored game programs are 
communicated from the remote host, the local gaming 
machine processor executes the communicated program to 
facilitate play of the communicated program by a player 
through the display device(s) and/or input sWitch(s) of the 
gaming machine. That is, When a game program is commu 
nicated to a local gaming machine processor, the local 
gaming machine processor changes the game or type of 
game played at the gaming machine. 
[0062] In particular embodiments, the master gaming con 
troller 46 may provide information to a remote host provid 
ing content to an ECI on the gaming machine 2 that enables 
the remote host to select graphical and audio themes for the 
ECI content that matches the theme of the game graphics 
and game sounds currently played on the gaming machine 2. 
[0063] In one embodiment, the various games available 
for play on the gaming machine 2 may be stored as game 
softWare on a mass storage device in the gaming machine. 
In one such embodiment, the memory device of the gaming 
machine stores program codes and instructions, executable 
by the gaming machine processor, to control the games 
available for play on the gaming machine. The memory 
device also stores other data such as image data, event data, 
player input data, random or pseudo-random number gen 
erators, pay-table data or information and applicable game 
rules that relate to the play of the gaming machine. In 
another embodiment, the games available for play on the 
gaming machine may be generated on a remote gaming 
device but then displayed on the gaming machine. 
[0064] In one embodiment, the gaming machine 2 may 
execute game softWare, such as but not limited to video 
streaming softWare that enables the game to be displayed on 
the gaming machine. When a game is stored on the gaming 
machine 2, it may be loaded from the mass storage device 
into a RAM for execution. In some cases, after a selection 
of a game, the game softWare that enables the selected game 
to be generated may be doWnloaded from a remote gaming 
device, such as another gaming machine. 
[0065] As illustrated in the example of FIG. 2, the gaming 
machine 2 includes a top box 6, Which sits on top of the main 
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cabinet 4. The top box 6 houses a number of devices, Which 
may be used to add features to a game being played on the 
gaming machine 2, including speakers 10, 12, 14, a ticket 
printer 18 Which prints bar-coded tickets 20, a key pad 22 for 
entering player tracking information, a display 16 (e.g., a 
video LCD display) for displaying player tracking informa 
tion, a card reader 24 for entering a magnetic striped card 
containing player tracking information, and a video display 
screen 45. The ticket printer 18 may be used to print tickets 
for a cashless ticketing system. Further, the top box 6 may 
house different or additional devices not illustrated in FIG. 
6. For example, the top box may include a bonus Wheel or 
a back-lit silk screened panel Which may be used to add 
bonus features to the game being played on the gaming 
machine. As another example, the top box may include a 
display for a progressive jackpot offered on the gaming 
machine. During a game, these devices are controlled and 
poWered, in part, by circuitry (eg a master gaming con 
troller 46) housed Within the main cabinet 4 of the machine 
2 

[0066] It Will be appreciated that gaming machine 2 is but 
one example from a Wide range of gaming machine designs 
on Which various embodiments may be implemented. For 
example, not all suitable gaming machines have top boxes or 
player tracking features. Further, some gaming machines 
have only a single game displayimechanical or video, 
While others may have multiple displays. As another 
example, a game may be generated in on a host computer 
and may be displayed on a remote terminal or a remote 
gaming device. 
[0067] In various embodiments, the remote gaming device 
may be connected to the host computer via a netWork of 
some type such as a local area netWork, a Wide area netWork, 
an intranet or the Internet. In one such embodiment, a 
plurality of the gaming machines may be capable of being 
connected together through a data netWork. In one embodi 
ment, the data netWork is a local area netWork (LAN), in 
Which one or more of the gaming machines are substantially 
proximate to each other and an on-site remote host as in, for 
example, a gaming establishment or a portion of a gaming 
establishment. In another embodiment, the data netWork is a 
Wide area netWork (WAN) in Which one or more of the 
gaming machines are in communication With at least one 
off-site remote host. In this embodiment, the plurality of 
gaming machines may be located in a different part of the 
gaming establishment or Within a different gaming estab 
lishment than the off-site remote host. Thus, the WAN may 
include an off-site remote host and an off-site gaming 
machine located Within gaming establishments in the same 
geographic area, such as a city or state. The WAN gaming 
system may be substantially identical to the LAN gaming 
system described above, although the number of gaming 
machines in each system may vary relative to each other. 

[0068] In another embodiment, the data netWork is an 
internet or intranet. In this embodiment, the operation of the 
gaming machine can be vieWed at the gaming machine With 
at least one internet broWser. In this embodiment, operation 
of the gaming machine and accumulation of credits may be 
accomplished With only a connection to the central server or 
controller (the intemet/intranet server) through a conven 
tional phone or other data transmission line, digital sub 
scriber line (DSL), T-l line, coaxial cable, ?ber optic cable, 
or other suitable connection. In this embodiment, players 
may access an internet game page from any location Where 
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an internet connection and computer, or other internet facili 
tator is available. The expansion in the number of computers 
and number and speed of internet connections in recent 
years increases opportunities for players to play from an 
ever-increasing number of remote sites. It should be appre 
ciated that enhanced bandWidth of digital Wireless commu 
nications may render such technology suitable for some or 
all communications, particularly if such communications are 
encrypted. Higher data transmission speeds may be useful 
for enhancing the sophistication and response of the display 
and interaction With the player. 
[0069] In another embodiment, the remote gaming device 
may be a portable gaming device such as but not limited to 
a cell phone, a personal digital assistant, and a Wireless game 
player. Images rendered from 3-D gaming environments 
may be displayed on portable gaming devices that are used 
to play a game of chance. Further a gaming machine or 
server may include gaming logic for commanding a remote 
gaming device to render an image from a virtual camera in 
a 3-D gaming environments stored on the remote gaming 
device and to display the rendered image on a display 
located on the remote gaming device. In addition, various 
combinations of gaming devices are possible on the gaming 
machine. For example, some gaming machine only accept 
cash, cashless vouchers or electronic fund transfers and do 
not include coin acceptors or coin hoppers. Thus, those of 
skill in the art Will understand that various embodiments, as 
described beloW, can be deployed on most any gaming 
machine noW available or hereafter developed. 

[0070] In another embodiment, the gaming machine dis 
closed herein is operable over a Wireless netWork, such as 
part of a Wireless gaming system. In this embodiment, the 
gaming machine may be a hand held device, a mobile device 
or any other suitable Wireless device that enables a player to 
play any suitable game at a variety of different locations. It 
should be appreciated that a gaming machine as disclosed 
herein may be a device that has obtained approval from a 
regulatory gaming commission or a device that has not 
obtained approval from a regulatory gaming commission. 
[0071] Some preferred gaming machines of the present 
assignee are implemented With special features and/or addi 
tional circuitry that differentiates them from general-purpose 
computers (e.g., desktop PC’s and laptops). Gaming 
machines are highly regulated to ensure fairness and, in 
many cases, gaming machines are operable to dispense 
monetary aWards of multiple millions of dollars. Therefore, 
to satisfy security and regulatory requirements in a gaming 
environment, hardWare and softWare architectures may be 
implemented in gaming machines that differ signi?cantly 
from those of general-purpose computers. A description of 
gaming machines relative to general-purpose computing 
machines and some examples of the additional (or different) 
components and features found in gaming machines are 
described beloW. 

[0072] At ?rst glance, one might think that adapting PC 
technologies to the gaming industry Would be a simple 
proposition because both PCs and gaming machines employ 
microprocessors that control a variety of devices. HoWever, 
because of such reasons as l) the regulatory requirements 
that are placed upon gaming machines, 2) the harsh envi 
ronment in Which gaming machines operate, 3) security 
requirements and 4) fault tolerance requirements, adapting 
PC technologies to a gaming machine can be quite dif?cult. 
Further, techniques and methods for solving a problem in the 
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PC industry, such as device compatibility and connectivity 
issues, might not be adequate in the gaming environment. 
For instance, a fault or a Weakness tolerated in a PC, such as 
security holes in software or frequent crashes, may not be 
tolerated in a gaming machine because in a gaming machine 
these faults can lead to a direct loss of funds from the gaming 
machine, such as stolen cash or loss of revenue When the 
gaming machine is not operating properly. 
[0073] For the purposes of illustration, a feW differences 
betWeen PC systems and gaming systems Will be described. 
A ?rst difference betWeen gaming machines and common 
PC based computers systems is that gaming machines are 
designed to be state-based systems. In a state-based system, 
the system stores and maintains its current state in a non 
volatile memory, such that, in the event of a poWer failure or 
other malfunction the gaming machine Will return to its 
current state When the poWer is restored. For instance, if a 
player Was shoWn an aWard for a game of chance and, before 
the aWard could be provided to the player the poWer failed, 
the gaming machine, upon the restoration of poWer, Would 
return to the state Where the aWard is indicated. As anyone 
Who has used a PC, knoWs, PCs are not state machines and 
a majority of data is usually lost When a malfunction occurs. 
This requirement affects the softWare and hardWare design 
on a gaming machine. 

[0074] A second important difference betWeen gaming 
machines and common PC based computer systems is that 
for regulation purposes, the softWare on the gaming machine 
used to generate the game of chance and operate the gaming 
machine has been designed to be static and monolithic to 
prevent cheating by the operator of gaming machine. For 
instance, one solution that has been employed in the gaming 
industry to prevent cheating and satisfy regulatory require 
ments has been to manufacture a gaming machine that can 
use a proprietary processor running instructions to generate 
the game of chance from an EPROM or other form of 
non-volatile memory. The coding instructions on the 
EPROM are static (non-changeable) and must be approved 
by a gaming regulators in a particular jurisdiction and 
installed in the presence of a person representing the gaming 
jurisdiction. Any changes to any part of the softWare 
required to generate the game of chance, such as adding a 
neW device driver used by the master gaming controller to 
operate a device during generation of the game of chance 
can require a neW EPROM to be burnt, approved by the 
gaming jurisdiction and reinstalled on the gaming machine 
in the presence of a gaming regulator. Regardless of Whether 
the EPROM solution is used, to gain approval in most 
gaming jurisdictions, a gaming machine must demonstrate 
su?icient safeguards that prevent an operator or player of a 
gaming machine from manipulating hardWare and softWare 
in a manner that gives them an unfair and some cases an 
illegal advantage. The gaming machine should have a means 
to determine if the code it Will execute is valid. If the code 
is not valid, the gaming machine must have a means to 
prevent the code from being executed. The code validation 
requirements in the gaming industry affect both hardWare 
and softWare designs on gaming machines. 
[0075] A third important difference betWeen gaming 
machines and common PC based computer systems is the 
number and kinds of peripheral devices used on a gaming 
machine are not as great as on PC based computer systems. 
Traditionally, in the gaming industry, gaming machines have 
been relatively simple in the sense that the number of 
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peripheral devices and the number of functions the gaming 
machine has been limited. Further, in operation, the func 
tionality of gaming machines Were relatively constant once 
the gaming machine Was deployed, i.e., neW peripherals 
devices and neW gaming softWare Were infrequently added 
to the gaming machine. This differs from a PC Where users 
Will go out and buy different combinations of devices and 
softWare from different manufacturers and connect them to 
a PC to suit their needs depending on a desired application. 
Therefore, the types of devices connected to a PC may vary 
greatly from user to user depending in their individual 
requirements and may vary signi?cantly over time. 
[0076] Although the variety of devices available for a PC 
may be greater than on a gaming machine, gaming machines 
still have unique device requirements that differ from a PC, 
such as device security requirements not usually addressed 
by PCs. For instance, monetary devices, such as coin dis 
pensers, bill validators and ticket printers and computing 
devices that are used to govern the input and output of cash 
to a gaming machine have security requirements that are not 
typically addressed in PCs. Therefore, many PC techniques 
and methods developed to facilitate device connectivity and 
device compatibility do not address the emphasis placed on 
security in the gaming industry. 
[0077] To address some of the issues described above, a 
number of hardWare/softWare components and architectures 
are utiliZed in gaming machines that are not typically found 
in general purpose computing devices, such as PCs. These 
hardWare/ software components and architectures, as 
described beloW in more detail, include but are not limited 
to Watchdog timers, voltage monitoring systems, state-based 
softWare architecture and supporting hardWare, specialiZed 
communication interfaces, security monitoring and trusted 
memory. 
[0078] For example, a Watchdog timer is normally used in 
International Game Technology (IGT) gaming machines to 
provide a softWare failure detection mechanism. In a nor 
mally operating system, the operating softWare periodically 
accesses control registers in the Watchdog timer subsystem 
to “re-trigger” the Watchdog. Should the operating softWare 
fail to access the control registers Within a preset timeframe, 
the Watchdog timer Will timeout and generate a system reset. 
Typical Watchdog timer circuits include a loadable timeout 
counter register to enable the operating softWare to set the 
timeout interval Within a certain range of time. A differen 
tiating feature of the some preferred circuits is that the 
operating softWare cannot completely disable the function of 
the Watchdog timer. In other Words, the Watchdog timer 
alWays functions from the time poWer is applied to the 
board. 

[0079] IGT gaming computer platforms preferably use 
several poWer supply voltages to operate portions of the 
computer circuitry. These can be generated in a central 
poWer supply or locally on the computer board. If any of 
these voltages falls out of the tolerance limits of the circuitry 
they poWer, unpredictable operation of the computer may 
result. Though most modern general-purpose computers 
include voltage monitoring circuitry, these types of circuits 
only report voltage status to the operating softWare. Out of 
tolerance voltages can cause softWare malfunction, creating 
a potential uncontrolled condition in the gaming computer. 
Gaming machines of the present assignee typically have 
poWer supplies With tighter voltage margins than that 
required by the operating circuitry. In addition, the voltage 
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monitoring circuitry implemented in IGT gaming computers 
typically has two thresholds of control. The ?rst threshold 
generates a software event that can be detected by the 
operating software and an error condition generated. This 
threshold is triggered when a power supply voltage falls out 
of the tolerance range of the power supply, but is still within 
the operating range of the circuitry. The second threshold is 
set when a power supply voltage falls out of the operating 
tolerance of the circuitry. In this case, the circuitry generates 
a reset, halting operation of the computer. 
[0080] The standard method of operation for IGT gaming 
machine game software is to use a state machine. Different 
functions of the game (bet, play, result, points in the graphi 
cal presentation, etc.) may be de?ned as a state. When a 
game moves from one state to another, critical data regard 
ing the game software is stored in a custom non-volatile 
memory subsystem. This is critical to ensure the player’s 
wager and credits are preserved and to minimiZe potential 
disputes in the event of a malfunction on the gaming 
machine. 

[0081] In general, the gaming machine does not advance 
from a ?rst state to a second state until critical information 
that enables the ?rst state to be reconstructed is stored. This 
feature enables the game to recover operation to the current 
state of play in the event of a malfunction, loss of power, etc 
that occurred just prior to the malfunction. After the state of 
the gaming machine is restored during the play of a game of 
chance, game play may resume and the game may be 
completed in a manner that is no different than if the 
malfunction had not occurred. Typically, battery backed 
RAM devices are used to preserve this critical data although 
other types of non-volatile memory devices may be 
employed. These memory devices are not used in typical 
general-purpose computers. 
[0082] As described in the preceding paragraph, when a 
malfunction occurs during a game of chance, the gaming 
machine may be restored to a state in the game of chance just 
prior to when the malfunction occurred. The restored state 
may include metering information and graphical informa 
tion that was displayed on the gaming machine in the state 
prior to the malfunction. For example, when the malfunction 
occurs during the play of a card game after the cards have 
been dealt, the gaming machine may be restored with the 
cards that were previously displayed as part of the card 
game. As another example, a bonus game may be triggered 
during the play of a game of chance where a player is 
required to make a number of selections on a video display 
screen. When a malfunction has occurred after the player has 
made one or more selections, the gaming machine may be 
restored to a state that shows the graphical presentation at 
the just prior to the malfunction including an indication of 
selections that have already been made by the player. In 
general, the gaming machine may be restored to any state in 
a plurality of states that occur in the game of chance that 
occurs while the game of chance is played or to states that 
occur between the play of a game of chance. 

[0083] Game history information regarding previous 
games played such as an amount wagered, the outcome of 
the game and so forth may also be stored in a non-volatile 
memory device. The information stored in the non-volatile 
memory may be detailed enough to reconstruct a portion of 
the graphical presentation that was previously presented on 
the gaming machine and the state of the gaming machine 
(e. g., credits) at the time the game of chance was played. The 
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game history information may be utiliZed in the event of a 
dispute. For example, a player may decide that in a previous 
game of chance that they did not receive credit for an award 
that they believed they won. The game history information 
may be used to reconstruct the state of the gaming machine 
prior, during and/or after the disputed game to demonstrate 
whether the player was correct or not in their assertion. 
Further details of a state based gaming system, recovery 
from malfunctions and game history are described in Us. 
Pat. No. 6,804,763, titled “High Performance Battery 
Backed RAM Interface”, U.S. Pat. No. 6,863,608, titled 
“Frame Capture of Actual Game Play,” U.S. application Ser. 
No. 10/243,104, titled, “Dynamic NV-RAM,” and Us. 
application Ser. No. 10/758,828, titled, “Frame Capture of 
Actual Game Play,” each of which is incorporated by 
reference and for all purposes. 

[0084] In particular embodiments, a state of a gaming 
device may be reconstructed from game history information 
stored in multiple locations. For instance, in one embodi 
ment, a gaming device operable to provide an ECI and a 
game interface simultaneously may not store state informa 
tion for the ECI but only for the game interface. Thus, to 
reconstruct the state of gaming device including the ECI in 
a dispute, after a malfunction or after a power-failure, game 
history information may have to be retrieved from a local 
memory source on the gaming device and a remote memory 
source located on a remote host that provides the ECI. For 
example, the remote and gaming machine may store corre 
lation information, such as timing information or referential 
information, that allows events on the gaming machine to be 
correlated to events occurring on the remote host. The 
correlation information stored at the gaming machine and/or 
remote host may be used to synchroniZe the reconstruction 
of a game state on the gaming machine. In a particular 
embodiment, a remote host that provides ECI services to a 
gaming device may provide an ECI that allows archival 
information regarding ECIs displayed on a gaming device to 
be retrieved. 

[0085] Another feature of gaming machines, such as IGT 
gaming computers, is that they often include unique inter 
faces, including serial interfaces, to connect to speci?c 
subsystems internal and external to the gaming machine. 
The serial devices may have electrical interface require 
ments that differ from the “standard” EIA 232 serial inter 
faces provided by general-purpose computers. These inter 
faces may include EIA 485, EIA 422, Fiber Optic Serial, 
optically coupled serial interfaces, current loop style serial 
interfaces, etc. In addition, to conserve serial interfaces 
internally in the gaming machine, serial devices may be 
connected in a shared, daisy-chain fashion where multiple 
peripheral devices are connected to a single serial channel. 

[0086] The serial interfaces may be used to transmit 
information using communication protocols that are unique 
to the gaming industry. For example, IGT’s Netplex is a 
proprietary communication protocol used for serial commu 
nication between gaming devices. As another example, SAS 
is a communication protocol used to transmit information, 
such as metering information, from a gaming machine to a 
remote device. Often SAS is used in conjunction with a 
player tracking system. 
[0087] IGT gaming machines may alternatively be treated 
as peripheral devices to a casino communication controller 
and connected in a shared daisy chain fashion to a single 
serial interface. In both cases, the peripheral devices are 
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preferably assigned device addresses. If so, the serial con 
troller circuitry must implement a method to generate or 
detect unique device addresses. General-purpose computer 
serial ports are not able to do this. 

[0088] Security monitoring circuits detect intrusion into 
an IGT gaming machine by monitoring security sWitches 
attached to access doors in the gaming machine cabinet. 
Preferably, access violations result in suspension of game 
play and can trigger additional security operations to pre 
serve the current state of game play. These circuits also 
function When poWer is off by use of a battery backup. In 
poWer-oif operation, these circuits continue to monitor the 
access doors of the gaming machine. When poWer is 
restored, the gaming machine can determine Whether any 
security violations occurred While poWer was off, e.g., via 
softWare for reading status registers. This can trigger event 
log entries and further data authentication operations by the 
gaming machine softWare. 
[0089] Trusted memory devices and/or trusted memory 
sources are preferably included in an IGT gaming machine 
computer to ensure the authenticity of the softWare that may 
be stored on less secure memory subsystems, such as mass 
storage devices. Trusted memory devices and controlling 
circuitry are typically designed to not enable modi?cation of 
the code and data stored in the memory device While the 
memory device is installed in the gaming machine. The code 
and data stored in these devices may include authentication 
algorithms, random number generators, authentication keys, 
operating system kernels, etc. The purpose of these trusted 
memory devices is to provide gaming regulatory authorities 
a root trusted authority Within the computing environment of 
the gaming machine that can be tracked and veri?ed as 
original. This may be accomplished via removal of the 
trusted memory device from the gaming machine computer 
and veri?cation of the secure memory device contents is a 
separate third party veri?cation device. Once the trusted 
memory device is veri?ed as authentic, and based on the 
approval of the veri?cation algorithms included in the 
trusted device, the gaming machine is enabled to verify the 
authenticity of additional code and data that may be located 
in the gaming computer assembly, such as code and data 
stored on hard disk drives. A feW details related to trusted 
memory devices that may be used in example embodiments 
are described in US. Pat. No. 6,685,567, ?led Aug. 8, 2001 
and titled “Process Veri?cation,” and US. patent application 
Ser. No. 11/221,314, titled “Data Pattern Veri?cation in a 
Gaming Machine Environment,” ?led Sep. 6, 2005, each of 
Which is incorporated herein by reference in its entirety and 
for all purposes. 
[0090] In at least one embodiment, at least a portion of the 
trusted memory devices/ sources may correspond to memory 
Which cannot easily be altered (e.g., “unalterable memory”) 
such as, for example, EPROMS, PROMS, Bios, Extended 
Bios, and/or other memory sources Which are able to be 
con?gured, veri?ed, and/or authenticated (e.g., for authen 
ticity) in a secure and controlled manner. 

[0091] According to a speci?c implementation, When a 
trusted information source is in communication With a 
remote device via a netWork, the remote device may employ 
a veri?cation scheme to verify the identity of the trusted 
information source. For example, the trusted information 
source and the remote device may exchange information 
using public and private encryption keys to verify each 
other’s identities. In another example of an embodiment, the 
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remote device and the trusted information source may 
engage in methods using Zero knoWledge proofs to authen 
ticate each of their respective identities. Details of Zero 
knoWledge proofs that may be used With example embodi 
ments are described in US publication no. 2003/0203756, by 
Jackson, ?led on Apr. 25, 2002 and entitled, “Authentication 
in a Secure Computerized Gaming System”, Which is incor 
porated herein in its entirety and for all purposes. 
[0092] Gaming devices storing trusted information may 
utiliZe apparatus or methods to detect and prevent tamper 
ing. For instance, trusted information stored in a trusted 
memory device may be encrypted to prevent its misuse. In 
addition, the trusted memory device may be secured behind 
a locked door. Further, one or more sensors may be coupled 
to the memory device to detect tampering With the memory 
device and provide some record of the tampering. In yet 
another example, the memory device storing trusted infor 
mation might be designed to detect tampering attempts and 
clear or erase itself When an attempt at tampering has been 
detected. 
[0093] Additional details relating to trusted memory 
devices/ sources are described in US. patent application Ser. 
No. 11/078,966, entitled “Secured Virtual NetWork in a 
Gaming Environment”, naming Nguyen et al. as inventors, 
?led on Mar. 10, 2005, herein incorporated in its entirety and 
for all purposes. 
[0094] Mass storage devices used in a general purpose 
computer typically enable code and data to be read from and 
Written to the mass storage device. In a gaming machine 
environment, modi?cation of the gaming code stored on a 
mass storage device is strictly controlled and Would only be 
enabled under speci?c maintenance type events With elec 
tronic and physical enablers required. Though this level of 
security could be provided by softWare, IGT gaming com 
puters that include mass storage devices preferably include 
hardWare level mass storage data protection circuitry that 
operates at the circuit level to monitor attempts to modify 
data on the mass storage device and Will generate both 
softWare and hardWare error triggers should a data modi? 
cation be attempted Without the proper electronic and physi 
cal enablers being present. Details using a mass storage 
device that may be used With example embodiments are 
described, for example, in US. Pat. No. 6,149,522, herein 
incorporated by reference in its entirety for all purposes. 
[0095] Returning to the example of FIG. 2, When a user 
Wishes to play the gaming machine 2, he or she inserts a 
ticket or cash through the payment or coin acceptor 28 or bill 
validator 30. Additionally, the bill validator may accept a 
printed ticket voucher Which may be accepted by the bill 
validator 30 as an indicia of credit When a cashless ticketing 
system is used. At the start of the game, the player may enter 
playing tracking information using the card reader 24, the 
keypad 22, and the ?orescent display 16. Further, other game 
preferences of the player playing the game may be read from 
a card inserted into the card reader. During the game, the 
player vieWs game information using the video display 34. 
Other game and priZe information may also be displayed in 
the video display screen 45 located in the top box. 

[0096] During the course of a game, a player may be 
required to make a number of decisions, which affect the 
outcome of the game. For example, a player may vary his or 
her Wager on a particular game, select a prize for a particular 
game selected from a priZe server, or make game decisions 
which affect the outcome of a particular game. The player 
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may make these choices using the player-input switches 32, 
the video display screen 34 or using some other device 
Which enables a player to input information into the gaming 
machine. In some embodiments, the player may be able to 
access various game services such as concierge services and 
entertainment content services using the video display 
screen 34 and one more input devices. 

[0097] During certain game events, the gaming machine 2 
may display visual and auditory effects that can be perceived 
by the player. These effects add to the excitement of a game, 
Which makes a player more likely to continue playing. 
Auditory effects include various sounds that are projected by 
the speakers 10, 12, 14. Visual effects include ?ashing lights, 
strobing lights or other patterns displayed from lights on the 
gaming machine 2 or from lights behind the belly glass 40. 
After the player has completed a game, the player may 
receive game tokens from the coin tray 38 or the ticket 20 
from the printer 18, Which may be used for further games or 
to redeem a prize. Further, the player may receive a ticket 20 
for food, merchandise, or games from the printer 18. 
[0098] In one embodiment, as described above, the gam 
ing machine can incorporate any suitable Wagering primary 
or base game. The gaming machine or device may include 
some or all of the features of conventional gaming machines 
or devices. The primary or base game may comprise any 
suitable reel-type game, card game, cascading or falling 
symbol game, number game or other game of chance 
susceptible to representation in an electronic or electrome 
chanical form, Which in one embodiment produces a random 
outcome based on probability data at the time of or after 
placement of a Wager. That is, different primary Wagering 
games, such as video poker games, video blackjack games, 
video keno, video bingo or any other suitable primary or 
base game may be implemented. 
[0099] FIG. 3 is a simpli?ed block diagram of an exem 
plary gaming machine 300 in accordance With a speci?c 
embodiment. As illustrated in the embodiment of FIG. 3, 
gaming machine 300 includes at least one processor 310, at 
least one interface 306, and memory 316. 

[0100] In one implementation, processor 310 and master 
game controller 312 are included in a logic device 313 
enclosed in a logic device housing. The processor 310 may 
include any conventional processor or logic device con?g 
ured to execute softWare alloWing various con?guration and 
recon?guration tasks such as, for example: a) communicat 
ing With a remote source via communication interface 306, 
such as a server that stores authentication information or 

games; b) converting signals read by an interface to a format 
corresponding to that used by softWare or memory in the 
gaming machine; c) accessing memory to con?gure or 
recon?gure game parameters in the memory according to 
indicia read from the device; d) communicating With inter 
faces, various peripheral devices 322 and/or I/O devices; e) 
operating peripheral devices 322 such as, for example, card 
readers, paper ticket readers, etc.; f) operating various I/O 
devices such as, for example, displays 335, input devices 
330; etc. For instance, the processor 310 may send messages 
including game play information to the displays 335 to 
inform players of cards dealt, Wagering information, and/or 
other desired information. 

[0101] The gaming machine 300 also includes memory 
316 Which may include, for example, volatile memory (e. g., 
RAM 309), non-volatile memory 319 (e.g., disk memory, 
FLASH memory, EPROMs, etc.), unalterable memory (e.g., 
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EPROMs 308), etc.. The memory may be con?gured or 
designed to store, for example: 1) con?guration softWare 
314 such as all the parameters and settings for a game 
playable on the gaming machine; 2) associations 318 
betWeen con?guration indicia read from a device With one or 
more parameters and settings; 3) communication protocols 
alloWing the processor 310 to communicate With peripheral 
devices 322 and I/O devices 311; 4) a secondary memory 
storage device 315 such as a non-volatile memory device, 
con?gured to store gaming softWare related information (the 
gaming softWare related information and memory may be 
used to store various audio ?les and games not currently 
being used and invoked in a con?guration or recon?gura 
tion); 5) communication transport protocols (such as, for 
example, TCP/IP, USB, FireWire, IEEE1394, Bluetooth, 
IEEE 802.11x (IEEE 802.11 standards), hiperlan/2, Hom 
eRF, etc.) for alloWing the gaming machine to communicate 
With local and non-local devices using such protocols; etc. 
In one implementation, the master game controller 312 
communicates using a serial communication protocol. A feW 
examples of serial communication protocols that may be 
used to communicate With the master game controller 
include but are not limited to USB, RS-232 and Netplex (a 
proprietary protocol developed by IGT, Reno, Nev.). 
[0102] A plurality of device drivers 342 may be stored in 
memory 316. Example of different types of device drivers 
may include device drivers for gaming components, device 
drivers for peripheral components 322, etc. Typically, the 
device drivers 342 utiliZe a communication protocol of some 
type that enables communication With a particular physical 
device. The device driver abstracts the hardWare implemen 
tation of a device. For example, a device drive may be 
Written for each type of card reader that may be potentially 
connected to the gaming machine. Examples of communi 
cation protocols used to implement the device drivers 
include Netplex, USB, Serial, Ethernet 375, FireWire, I/O 
debouncer, direct memory map, serial, PCI, parallel, RF, 
BluetoothTM, near-?eld communications (e.g., using near 
?eld magnetics), 802.11 (WiFi), etc. Netplex is a proprietary 
IGT standard While the others are open standards. According 
to a speci?c embodiment, When one type of a particular 
device is exchanged for another type of the particular device, 
a neW device driver may be loaded from the memory 316 by 
the processor 310 to alloW communication With the device. 
For instance, one type of card reader in gaming machine 300 
may be replaced With a second type of card reader Where 
device drivers for both card readers are stored in the memory 
316. 

[0103] In some embodiments, the softWare units stored in 
the memory 316 may be upgraded as needed. For instance, 
When the memory 316 is a hard drive, neW games, game 
options, various neW parameters, neW settings for existing 
parameters, neW settings for neW parameters, device drivers, 
and neW communication protocols may be uploaded to the 
memory from the master game controller 312 or from some 
other external device. As another example, When the 
memory 316 includes a CD/DVD drive including a 
CD/DVD designed or con?gured to store game options, 
parameters, and settings, the softWare stored in the memory 
may be upgraded by replacing a ?rst CD/ DVD With a second 
CD/DVD. In yet another example, When the memory 316 
uses one or more ?ash memory 319 or EPROM 308 units 

designed or con?gured to store games, game options, param 
eters, settings, the softWare stored in the ?ash and/or 








































