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MEDICAL DIAGNOSTIC SYSTEM INTERFACE 

BACKGROUND 

[0001] The present invention relates generally to the 
remote interaction With a medical diagnostic system. More 
speci?cally, the present invention relates to the remote 
con?guration, remote operation, and/or remote servicing of 
a medical diagnostic system While prohibiting remote imple 
mentation of certain functions of the system. 

[0002] A Wide variety of medical diagnostic systems, 
including but not limited to imaging technologies such as 
digital X-ray, tomosynthesis, X-ray mammography, com 
puted tomography (CT), positron emission tomography 
(PET), electron beam tomography (EBT), magnetic reso 
nance imaging (MRI), and so forth, have become common 
place at both large and small medical facilities. Though the 
number of medical diagnostic systems has increased, the 
number of personnel quali?ed to service these systems or to 
instruct neW technicians in their use has not increased at the 

same rate. Furthermore, because medical imaging systems 
have become more commonplace at rural or less centraliZed 

locations, it may be costly to support a traveling technicians, 
instructors, nurses, or physicians, and so on. 

[0003] One alternative solution is to alloW engineers, 
physicians, nurses, technicians, and/or instructors to interact 
With imaging systems and facility personnel remotely. In this 
manner, travel time and costs associated With servicing 
remote, or even local, medical facilities may be reduced or 
eliminated. For example, a remote engineer may access the 
imaging system to perform diagnostic routines, to con?gure 
the settings used to acquire an image, to vieW problem 
images generated by facility personnel, and so forth. Simi 
larly, a remote instructor may access the imaging system to 
demonstrate the settings appropriate for particular patient 
conditions or to demonstrate the effect of varying particular 
system settings in response to image irregularities or arti 
facts. Further, Where safe and appropriate, a technician, 
nurse, or physician may participate remotely in the operation 
of the medical device. 

[0004] This alternative may be unacceptable, hoWever, 
due to problems associated With remote access to the imag 
ing system. For example, a remote engineer or instructor 
may be able to see the user interface for the imaging system 
remotely, but Will not be able to see the imaging device or 
scanner itself or the location of patients or facility personnel 
in relation to the device or scanner. As a result, a remote 

engineer or instructor may improperly move a component of 
the imaging system, such as a CT table or gantry, or initiate 
the emission of radiation or the generation of a magnetic 
?eld When the patient or personnel are not properly posi 
tioned. Therefore, in certain cases, it is desirable to alloW 
remote servicing and instruction to be performed on a 
medical diagnostic system, (e.g., medical imaging system) 
While limiting the possibility of remote movement or par 
ticular operational aspects of the system. In general, What 
commands are permitted locally may be decided on a 
case-by-cases basis, depending on the particular circum 
stances of the needs, the application, and the safety consid 
erations. 

Oct. 4, 2007 

BRIEF DESCRIPTION 

[0005] The present invention relates generally to provid 
ing a limited interface to remote service engineers, techni 
cians, nurses, physicians, and/or instructors to alloW remote 
action on a medical imaging system or other system. The 
technique provides for partially or completely masking 
portions of the system interface Which the remote operator 
may not operate or does not need to see. In addition, actions 
taken by the remote operator in the prohibited or limited 
portions of the interface may be ?ltered upon transmission 
to the system, thereby preventing inadvertent or intentional 
execution of a limited or prohibited action. In this manner, 
information that the remote operator does not need for 
service or instructional purposes, such as private patient 
information, may be masked from the remote operator. 
Similarly, the remote operator may be prevented from taking 
actions reserved to a local operator Who can visually oversee 
the procedure. For example, actions such as moving com 
ponents of the imaging system, initiating radiation emis 
sions, and/or generating poWerful magnetic ?elds may be 
reserved for a local operator. HoWever, again, it should be 
emphasiZed that the operational aspects accessible or not 
accessible to remote operation my change depending on the 
particular circumstances. 

[0006] The present technique generally provides for lim 
iting or guarding a remote display of a medical diagnostic 
system user interface. One or more interface regions of the 
system user interface may be designated as limited remote 
access interface regions. The limited remote access interface 
regions present in screen data sent to a remote operator 
Workstation for display may be modi?ed such that, When 
displayed, they visually differ from respective unmodi?ed 
interface regions. The modi?ed interface regions may be 
displayed at the remote operator Workstation for vieWing by 
a remote operator. Systems and computer programs that 
afford functionality of the type de?ned by this method are 
also provided by the present technique. 

[0007] Embodiments of the present technique relate to a 
medical diagnostic system/method employing a medical 
diagnostic-system application con?gured to generate a user 
interface screen comprising a plurality of interface items of 
the medical diagnostic system. A con?guration ?le stored on 
the medical diagnostic system contains identi?cation data of 
the interface items, as Well as a guarded designation for at 
least one guarded item. A dynamic link library is con?gured 
to receive the identi?cation data and the guarded designation 
from the con?guration ?le. A server is operative on the 
system for serving the user-interface screen of the medical 
diagnostic system to a remote client. Based on the identi? 
cation data and guarded designation data received, the 
guarded item of the user-interface screen served to the 
remote client may have an altered appearance to the remote 
client and/or may be inoperable to the remote client. 

DRAWINGS 

[0008] The foregoing and other advantages and features of 
the invention Will become apparent upon reading the fol 
loWing detailed description and upon reference to the draW 
ings in Which: 

[0009] FIG. 1 is a diagrammatical representation of certain 
functional components of an exemplary generic imaging 
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system con?gured for remote operation in accordance With 
embodiments of the present technique; 

[0010] FIG. 2 is diagrammatical representation of local 
and remote Workstations, the remote Workstation having 
limited access via a guard interface in accordance With 
embodiments of the present technique; 

[0011] FIG. 3 is a diagrammatical representation of an 
exemplary remote screen in accordance With embodiments 
of the present technique; 

[0012] FIG. 4 is a diagrammatical representation of an 
exemplary remote screen in accordance With embodiments 
of the present technique; and 

[0013] FIG. 5 is a diagrammatical representation of an 
exemplary remote screen in accordance With embodiments 
of the present technique. 

DETAILED DESCRIPTION 

[0014] Turning noW to the drawings, and referring ?rst to 
FIG. 1, an exemplary medical imaging system 10 is 
depicted. Such systems are typically complex and require 
periodic maintenance of the system 10 and/or periodic 
instruction of the technicians or personnel using the system 
10. The availability of quali?ed service engineers and/or 
instructors may be limited, hoWever. The limited numbers of 
quali?ed personnel and the prevalence of the imaging sys 
tems 10 may, therefore, make remote service or instruction 
desirable Where possible. HoWever, it may also be desirable 
to limit the possible actions such a remote operator is 
alloWed to perform, such as to prevent remote actions 
leading to the motion of moving components, the emission 
of X-rays, and/or the generation of strong magnetic ?elds. 
These various factors, alone or in combination, contribute to 
the challenges posed by remote operation of many types of 
medical imaging systems 10. Such challenges are addressed 
in the present technique. In accordance With aspects of the 
technique, a remote operator, such as a service engineer 
and/or instructor, may be provided With a limited visual 
interface and/or a limited input interface. In this manner, the 
remote operator is only presented With information or 
options corresponding to the desired scope of the remote 
task. 

[0015] For example, returning to FIG. 1, an exemplary 
medical imaging system 10 is depicted. Generally the imag 
ing system 10 includes some type of imager 12 that detects 
signals and converts the signals to useful data. As described 
more fully beloW, the imager 12 may operate in accordance 
With various physical principles for creating the image data. 
In general, hoWever, the imager 12 creates image data 
indicative of regions of interest in a patient 14 either in a 
conventional support, such as photographic ?lm, or in a 
digital medium. 

[0016] The imager 12 operates under the control of system 
control circuitry 16. The system control circuitry 16 may 
include a Wide range of circuits, such as radiation source 
control circuits, timing circuits, circuits for coordinating 
data acquisition in conjunction With patient or table move 
ments, circuits for controlling the position of radiation 
sources and detectors, and so forth. In the present context, 
the system control circuitry 16 may also include memory 
elements for storing programs and routines executed by the 
system control circuitry 16 or by associated components of 
the system 10. 
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[0017] The imager 12, folloWing acquisition of the image 
data or signals, may process the signals, such as for con 
version to digital values, and forWard the image data to data 
acquisition circuitry 18. In the case of analog media, such as 
photographic ?lm, the data acquisition system may gener 
ally include supports for the ?lm, as Well as equipment for 
developing the ?lm and producing hard copies that may be 
subsequently digitiZed. For digital systems, the data acqui 
sition circuitry 18 may perform a Wide range of initial 
processing functions, such as adjustment of digital dynamic 
ranges, smoothing or sharpening of data, as Well as com 
piling of data streams and ?les, Where desired. The data may 
then be transferred to data processing circuitry 20 Where 
additional processing and analysis are performed. For con 
ventional media such as photographic ?lm, the data pro 
cessing system may apply textual information to ?lms, as 
Well as attach certain notes or patient-identifying informa 
tion. For the various digital imaging systems available, the 
data processing circuitry 20 perform substantial analyses of 
data, ordering of data, sharpening, smoothing, feature rec 
ognition, and so forth. The acquired images or image data 
may be stored in short or long-term storage devices, such as 
picture archiving communication systems, Which may be 
comprised Within or remote from the imaging system 10. 

[0018] The above-described operations and functions of 
the imaging system 10 may be controlled by a local operator 
Workstation 22, Which typically interfaces With the system 
control circuitry 16. The local operator Workstation 22 may 
include one or more general purpose or application speci?c 
computers 28 or processor-based components. The local 
operator Workstation 22 may include a monitor 30 or other 
visual display and one or more input devices 32. The 
monitor 30 and input devices 32 may be used for vieWing 
and inputting con?guration information or for operating the 
imaging system 10, in accordance With the techniques 
discussed herein. As With the system control circuitry 16, the 
local operator interface station 22 may comprise or com 
municate With a memory or data storage component for 
storing programs and routines executed by the local inter 
face station 22 or by associated components of the system 
10. It should be understood that any type of computer 
accessible memory or storage device capable of storing the 
desired amount of data and/or code may be accessed by the 
local operator Workstation 22. Moreover, the memory or 
storage device may comprise one or more memory devices, 
such as magnetic or optical devices, of similar or different 
types, Which may be local and/or remote to the system 10. 

[0019] It should be noted that more than a single local 
operator Workstation 22 may be provided. For example, an 
imaging scanner or station may include an interface Which 
permits regulation of the parameters involved in the image 
data acquisition procedure, Whereas a different operator 
interface may be provided for manipulating, enhancing, and 
vieWing resulting reconstructed images. 

[0020] In addition, a remote operator Workstation 24 may 
communicate With the imaging system 10, such as via a 
netWork 26. The netWork 26 may be a local intranet Within 
the medical facility, a service netWork betWeen the facility 
and a service provider, a direct communication line betWeen 
the imaging system 10 and the remote Workstation 24, a 
virtual private netWork established over the Internet, the 
Internet itself, and so forth. In general, the netWork 26 
alloWs data exchange betWeen the remote Workstation 24 
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and one or more components of the imaging station 10. As 
Will be appreciated by those skilled in the art, any suitable 
circuitry, such as modems, servers, ?reWalls, VPN’s and so 
forth may be included Within the netWork 26. 

[0021] The remote operator Workstation 24 includes many, 
if not all, of the similar components of the local operator 
Workstation 22, such as a processor-based computer 34, 
monitor 36, and input devices 38. On the other hand, the 
remote operator Workstation may be a mobile computer or 
laptop, for example. The Workstation 24 may also be a 
computer or Workstation located at a remote servicing 
center, for example. The remote operator Workstation 24 
alloWs a remote operator to access elements of the imaging 
station 10 via the netWork 26. In particular, the remote 
operator Workstation 24 may alloW a remote operator to 
con?gure parameters associated With a scanning operation, 
to access or initiate service operations, to con?gure the 
processing of acquired scan data, and so forth. 

[0022] HoWever, it may be desirable to limit the access 
alloWed a remote operator. In particular, because a remote 
operator cannot visually monitor the physical location of the 
imaging system 10, it may be desirable to prevent the remote 
operator from taking actions affecting the site. For example, 
absent some mechanism for visual monitoring, it may be 
desirable to prevent a remote operator from moving com 
ponents of the imaging system 10, such as tables, gantries, 
mechanical arms, and so forth, and from generating radia 
tion or magnetic ?elds at the site. Similarly, it may be 
desirable to limit the patient data provided to a remote 
operator to data relevant to the remote operation. For 
example, a service engineer or instructor Who is assisting in 
a patient scan may need to knoW certain medically relevant 
facts to facilitate the procedure. HoWever, other information, 
such as patient name, unrelated medical history, demo 
graphic information, billing information, insurance, and so 
forth, may be irrelevant to the functions performed by the 
remote operator. 

[0023] It may therefore be desirable to include a guarding 
system to monitor and/or modify communication betWeen 
the remote operator Workstation 24 and the imaging station 
10. The guarding system may include one or more routines 
executed by a portion of the netWork 26 or by the imaging 
system 10. For example, the guarding system may include 
one or more routines run on a server or component of the 

netWork 26 Which is in the communications path betWeen 
the remote interface station 24 and the imaging station 10. 
Similarly, the guarding system may include one or more 
routines run on one or more components of the imaging 
station 10 Which are in the communication path to the 
remote interface station 24, such as the local interface station 
22 or the system control circuitry 16. Indeed, the routines 
comprising the guarding system 50 may even be stored and 
executed on the remote interface station 24 if desired. For 
example, the guarding system may be implemented on a 
service server Within the communication path of the netWork 
26. The service server may be a Within the service netWork 
provided by the service or instruction provider, such as at a 
remote service facility, or may be Within the local netWork 
or intranet of the medical facility. 

[0024] The guarding system may alloW different limita 
tions or security to be placed on the remotely accessible 
data. For example, one or more routines comprising the 
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guarding system may be implemented on the service server 
or other platform at the medical facility that processes 
communication With the remote operator Workstation 24. 
The guarding system may communicate With applications on 
the imaging station 10 and/or the remote operator Worksta 
tion 24 via one or more speci?c communication interfaces, 
such as a Unix named pipe interface. The guarding system 
may act on the named pipe interface or other communication 
interface to affect control over What data is sent to and/or 
What data is received from the remote operator Workstation 
24. 

[0025] For example, the guarding system may alloW por 
tions of the user display screen to be speci?ed for monitoring 
or for modi?cation When displayed remotely. Based on the 
graphical user interface (GUI) utiliZed by the softWare and 
control programs of the imaging system 10, portions of the 
display screen may be designated for modi?cation, masking, 
monitoring, and so forth based on the selected communica 
tion pipe, i.e., local or remote connections. In particular, 
portions of the display screen corresponding to user inter 
face elements, such as buttons, menu selections, sliders, and 
so forth, or data screens, such as patient name, may be so 
designated. For example, a limited command interface, 
typically local to the imaging system 10, may be present 
Which alloWs an operator to designate user interface ele 
ments for special handling by the guarding system. In this 
Way, restricted user interface elements of the imaging system 
10 may be designated at the limited command interface, 
allowing differential processing of the local and remote user 
interfaces by the guarding system. The designation of the 
user interface elements at the limited command interface 
may be by identi?cation of particular pixels or Cartesian 
coordinates corresponding to a portion of the screen to be 
regulated. Alternatively, the restricted status may be a prop 
erty of standardiZed objects, depending on the GUI 
employed, Which may be set to restrict remote access. 

[0026] The unique location or identifying designation of 
restricted objects, pixels, or screen locations may be referred 
to as interface regions and may be established at the guard 
ing system for differential handling of remote vieWing and 
operations. In addition, Where cascading screens may be 
employed or Where parent screens may give rise to child 
screens, depending on the GUI employed, provision may be 
made in the guarding system for dynamically adjusting to 
accommodate for WindoWs Which are moved or rescaled. 
Similarly, functions or options in a child screen Which are 
related to a restricted interface region in the parent screen 
may be con?gured to inherit the restrictions of the parent. In 
this manner, the protections provided by the guarding sys 
tem may not be obviated or circumvented by moving or 
resiZing a WindoW of the GUI or by accessing a restricted 
function or data via a child WindoW. 

[0027] Examples of the types of differential handling that 
may be implemented by the guarding system include block 
ing and guarding functions. For example, blocking an inter 
face region Would prevent the display of the interface region 
on the remote operator Workstation 24 and Would prevent 
user action in the interface region, i.e., selecting or clicking 
on a masked button. Similarly, guarding an interface region 
Would prevent user action in the interface region, hoWever 
the contents of the guarded interface region may be visible 
to the remote operator. HoWever, to alloW a remote operator 
to knoW that an interface region is guarded, the guarded 
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interface region may be visually differentiated, such as by 
differential coloring, tinting, brightness, patterning, hatch 
ing, shading, and so forth. 

[0028] In a particular example, a service interface to a 
medical diagnostic system or device alloWs operation of the 
diagnostic system (e.g., scanner) from a remote location, 
using a set of user interface controls that are similar or 
duplicative (or a partial duplicate) of the local operator 
console controls. In one embodiment, this feature of pro 
viding a remote duplicate interface is labeled “Remote 
Console Observation and Control” or RCOC. Using the 
RCOC, a Workstation desktop of the medical diagnostic 
system (e.g., medical scanner) can be vieWed on a remote 
machine, thus providing for sharing of the desktop for 
various purposes, such as for training of applications, and so 
on. 

[0029] In order to provide for the safe and appropriate 
operation of the medical diagnostic system or modality, 
guard features may be implemented in the guarding system 
(e.g., RCOC) Whereby parts or portions of the desktop are 
guarded at the remote location so that the remote user cannot 
operate the commands underlying those guarded portions of 
the desktop. This guard or lockout feature may prohibit, for 
example, the remote user from deleting patient information 
stored Within the diagnostic system or from moving certain 
hardWare parts via the softWare buttons on the desktop, etc. 
It should be noted that While the remote operator cannot 
employ the guarded commands these guarding or lockout 
features can be applied in such a Way as not to signi?cantly 
disturb the clinical ef?cacy of the medical diagnostic device 
When operated remotely. 

[0030] These guarding or lockout features may be imple 
mented in both Unix (e.g., Unix/X) and/or WindoWs, for 
example. The features can be con?gured using the WindoW/ 
command identi?cation numbers or through the WindoW/ 
command signatures. Such approaches may in WindoWs 
platforms generally obtain a softWare application’ s handle or 
its child command’s handle as a runtime activity. Com 
monly, WindoW/command handles are allotted at runtime 
and are typically unique Within the application of the diag 
nostic system or modality application. 

[0031] In this context in the WindoWs platform, there are 
a variety of options to guard or block the WindoWs/com 
mands on a remote interface using a guarding system (e.g., 
RCOC). One option is to link to a guarding library at 
compile time and runtime, call the guard application pro 
gram interfaces (API’s) inside the diagnostic-system appli 
cation, and then run the application. Unfortunately, the 
medical diagnostic system/modality application is con?g 
ured or revised to call the guarding API’s Within its code. A 
concern With this approach is that the diagnostic-system 
application may be more prone to fail With guard API’ s links 
Written into their code. In other Words, the Writing of code 
into the modality application to link to the guarding API 
library could cause failure of the modality application if 
there is a failure in the guard API library, for example. 

[0032] Another option of guarding WindoWs/ commands in 
the WindoWs platform is to have a separate application 
running in the background that places guards on the Win 
doWs/commands based on position or geometry by sending 
a diagram packet to the medical facility server coupled to the 
modality application. In this option, the guards may be 
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implemented using a geometric system (x, y coordinates, 
Width, height of the Widget). A concern With this approach 
is the overhead associated With running a process in the 
background, errors in determining the external application 
WindoW/commands geometry, and so forth. 

[0033] Further improvements provide for Writing a con 
?guration ?le having the WindoW class name and the Win 
doW title names. To apply a guard to particular WindoW or 
command of the remote desktop, the modality application 
places the class name and title name of the WindoW/com 
mand in a WindoWs con?guration ?le. A guard system or 
process (e. g., RCOC) reads the con?guration ?le and applies 
the guard on the WindoWs/commands of the remote screen 
vieW. Such guards can be applied automatically. 

[0034] In certain embodiments, API’s of the WindoWs 
softWare development kit (SDK) can be utiliZed. As appre 
ciated by those skilled in the art, the SDK is generally a set 
of WindoWs operating system libraries. Examples of such 
API’s provided by the SDK in the WindoWs platform and 
employable by embodiments of the present technique are 
EnumWindoWs( ), EnumChildWindoWs( ), and so on. These 
API’s generally iterate through the WindoWs and the child 
WindoWs of the modality application on a given desktop, 
facilitating application of guards on the WindoWs/commands 
(e.g., via the RCOC). Advantageously, the medical diagnos 
tic-system application may avoid incorporating guarding 
code directly. Instead, guarding is achieved by placing the 
class name and/or title name of the Window/command into 
the external con?guration ?le. As a result, the guarding 
feature does not disturb the clinical applications(s) because 
the code is separated by a robust WindoWs interface. 

[0035] FIG. 2 depicts the local operator Workstation 22 
and the remote operator Workstation couple by the netWork 
26. As indicated, both Workstations 22 and 24 include inputs 
devices 32 and 38 (e.g., mouse, keyboard, etc.). The medi 
cal-diagnostic system hardWare 40 and a local screen vieW 
42 for the modality system application 44 are depicted at the 
local operator Workstation 22. 

[0036] The remote screen vieW 46 is observed by the 
remote client 48 or user Who may input commands via 
remote input device(s) 38 and virtual netWork computer 
(VNC) softWare. The VNC may employ a remote frame 
buffer protocol and format the input data 50, for example. 
Such sharing systems, Which may be platform independent, 
may transmit the keyboard presses and mouse clicks as input 
data 50 (e.g., TCP/IP packets) over the netWork 26 and 
through a guard interface 52 to the server 54, and ultimately 
to the system application 44. Such sharing systems may be 
platform independent. Generally, multiple remote clients 48 
may connect to a VNC server. 

[0037] The guard interface 52 may ?lter the input data 50 
to remove or eliminate remote inputs Which originated from 
a selection by the remote client 48 Within a guarded or 
blocked interface region. The resulting ?ltered inputs How to 
the system application 44 of the medical diagnostic system 
via the server 54, for example. The present technique alloWs 
a remote operator, such as an engineer or technician, to 
remotely access the system application 44 in a controlled 
manner While preserving patient con?dentiality and any 
desired local control over the physical site. The guard 
interface 52 and serer 54 may incorporate be a C++ server, 
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for example, running at or external to the medical diagnostic 
system. Indeed, in certain embodiments, the server 54 is a 
C++ server. 

[0038] Screen updates may transmit from the system 
application 44 to the remote screen vieW 46 in the reverse 
path. The guard interface 52 may place an overlay 55 (e.g., 
transparent overlay) on the remote screen vieW 46. The 
overlay may color the guarded items or buttons on the 
remote screen vieW 46, for example, to guard and indicate 
the blocked access of those items to the remote client 48. 
The remote screen vieW 46, complete With guards and 
blocks, may be displayed on the remote operator Worksta 
tion 24 for vieWing or manipulation by the remote operator. 
The remote operator may interact With unguarded and 
unblocked interface regions of the remote screen vieW 46 to 
generate remote user inputs 50 directed to system applica 
tion 44 of the medical diagnostic system (e.g., imaging 
system). 

[0039] In certain implementations, a dynamic link library 
(DLL) 56 coupled to the guard interface via the server 54 
and receives input from a con?guration ?le 58 having the 
identi?cation data, guard designation data, and so on, of the 
system application 44. The con?guration ?le 58 may contain 
the identi?cation or locations of items or buttons to be 
colored, guarded, blocked, and so forth, of the remote screen 
vieW 46 at the remote client 48. For example, the con?gu 
ration ?le 58 may designate the buttons or items to be 
guarded by coordinates (i.e., of the WindoW or desktop), 
identi?cation number or data, name of the item, and so on. 
In operation, the DLL 56 receives input (e.g., WindoW 
identi?cation, location, and measurement) from the con?gu 
ration ?le 58. The DLL 56 may contain locations of items 
and Will generally provide information (identi?cation num 
ber, name, coordinates, dimensions, and/or guard labels, 
etc.) to the guard interface 52 and server 54. 

[0040] The con?guration ?le 58 may be created external to 
the system application 44 and may generally be repro 
grammed, as needed. In some examples, the system appli 
cation is restarted to implement the changes to the con?gu 
ration ?le. The guard interface 52 creates the transparent 
overlay 55 With a colored guard (e.g., in green or red). In 
certain cases, the color guard may only appear as the cursor 
passes over the guarded item. On the other hand, the items 
or buttons may remain colored or depicted as guarded in 
some manner, Whether or not the cursor is on the button or 

item. Moreover, the guard interface 52 may involve both a 
static guard process (i.e., in the con?guration ?le 58) and a 
dynamic guard process Which can be implemented on the ?y, 
e.g., by right-clicking on the guard or by other means. 

[0041] In sum, in these embodiments, the guard interface 
52 combine With a server 54 (e.g., C++ server) at the system 
application 44. The server 54 may be generated separate 
from the application softWare of the system application 44. 
The guard interface 52 having the server 54 may provide for 
coordinates, identi?cation number, name of the region to be 
guarded, and the like, to guard buttons or items. Such 
information may be received from a con?guration ?le 58 
prepared separately from the system application 44. The 
con?guration ?le 58 may identify What buttons or items 
and/or What coordinates of the desktop to guard (e.g., to 
color or alter the appearance in other manners, and to block 
access to the remote client 48). The server 54 or guard 
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interface 52 links to a DLL 56 Which may be Written 
separately from the system application 44, such as by the 
manufacturer or a service group of the medical diagnostic 
system. It should be readily apparent that it may be advan 
tageous for a service group to be able to prepare the 
con?guration ?le 58 substantially independent of the appli 
cation 44. Lastly, based on input from the con?guration ?le 
58, the server 54 or guard interface 52 creates an overlay to 
guard items or buttons (e.g., shoWn as colored When the 
cursor is dragged over the guarded item or button). There 
fore, this example employs more than straight UNIX, rely 
ing on the WindoWs con?guration ?le 58 to guard WindoWs. 

[0042] FIG. 3 depicts an exemplary representative screen 
shot of a remote (vieW) display 70 of an application desktop 
of a medical imaging system or scanner in accordance With 
the present technique. The remote display 70 has a guard 
overlay. In this embodiment, the display provides ?ve but 
tons 72 operable to the local user Who is positioned locally 
at the medical diagnostic system. HoWever, the service 
button 74 and the poWer button 76 are inoperable to the 
remote user, as indicated by the discoloration. These tWo 
buttons have a colored (e.g., green) transparent guard. 
Therefore, only the three buttons 78 along the top roW are 
operable to the remote user. 

[0043] In this example, the service button 74 may be 
depressed to initiate service of the medical diagnostic sys 
tem (e.g., scanner). The poWer button 76 is an on/olf button 
used to shutdoWn and poWer up the system. These tWo 
buttons 74 and 76 are not operational at the remote computer 
because, in this particular case, the remote user does not 
knoW or cannot recogniZe Whether a patient is situated in the 
scanner. Therefore, the remote user is not permitted these 
tWo shielded buttons 74 and 76 With his mouse or keyboard. 
Accordingly, in this example, the remote user Will not be 
able to turn off the scanner or to service it remotely because 
of the static or dynamic guarding applied by the guarding 
system (e.g., RCOC). 
[0044] The remote display 70 may have multiple addi 
tional WindoWs 80 and 82 active and in vieW. Such WindoWs 
may contain a variety of information related to the scanner, 
patient, images, data, current session, and so forth. Further, 
the desktop may contain typical scroll bars 84 for manipu 
lating the vieWs of the various WindoWs. 

[0045] FIG. 4 depicts a representative screenshot of a 
remote display 90 of a medical diagnostic system. The 
remote display 90 presents a pop-up WindoW 92 that is 
guarded from the remote user in accordance With the present 
technique. In this embodiment, the pop-up WindoW 92 
(Remove Image) appears on top of a main WindoW 94 and 
is guarded by a dynamic guard. As a result, the remote user 
cannot delete a patient speci?c data (e.g., images, prescrip 
tions, etc.). In particular, the remote user in this example 
cannot click the con?rm button to con?rm the pop-up 
WindoW 92 With the mouse/cursor because the con?rm 
button on the pop-up WindoW 92 is inoperable (and colored) 
to the remote user. 

[0046] FIG. 5 depicts a representative screenshot of a 
remote display 100 of a user interface of a medical diag 
nostic system for a training mode. In this example, the 
WindoW 102 (e. g., of the RCOC) has a teacher icon. The tWo 
buttons (pause and exit) on the WindoW 102 are colored and 
inoperable to the remote user in accordance With the present 
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technique. The remote user in the case cannot pause or 
cancel the training session by clicking on the RCOC user 
interface button “pause TVA” or “Exit TVA,” respectfully. It 
should be noted that portions of the desktop 104 or other 
WindoWs 106, 108, and 110 can also be guarded, either 
statically or dynamically. Further, such guards may or may 
not be related to operation or training With regard to the 
medical diagnostic system. 

[0047] Though the present technique has been discussed in 
regard to general imaging technologies, one of ordinary skill 
in the art Will readily appreciate hoW it may be adapted to 
speci?c imaging modalities. For example, the present tech 
nique may be applied to computed tomography (CT) sys 
tems to alloW remote con?guration and access to the imag 
ing system While preventing remote movement of the gantry 
or patient table and remote activation of the X-ray source. 
Another example of an imaging system 10 is a magnetic 
resonance imaging (MRI) system. The MR system control 
ler Will generally permit some amount of adaptation or 
con?guration of the examination sequence by means of a 
local operator interface 22 or remote operator interface 24, 
in accordance With the technique described herein. 

[0048] As in the case of the foregoing imaging systems, 
MR image data may be vieWed locally at a scanner location, 
or may be transmitted to remote locations, such as the 
remote operator interface 24, both Within an institution and 
remote from an institution such as via netWork 26. In 
addition, con?guration and operation commands and 
instructions may be provided to MR system controller via 
the local or remote operator interfaces 22, 24. As discussed 
herein, a portion of the data transmitted to and instruction 
received from the remote interface 24 may be blocked or 
guarded via the guard interface 52 operating betWeen the 
remote interface 24 and the respective components of the 
MR system. 

[0049] In addition to MR and CT systems, other medical 
imaging modalities may bene?t from the present technique, 
as Will be appreciated by one of ordinary skill in the art. For 
example, tomosynthesis, electron beam tomography (EBT), 
positron emission tomography (PET), and nuclear medicine 
systems may bene?t from limited remote operator access for 
service or instruction. The movement of system components 
or the operation of the respective radiation sources, hoWever, 
may be guarded or blocked in accordance With the present 
technique to limit remotely initiated actions. 

[0050] The technique disclosed herein, hoWever, is not 
limited to the speci?c applications described, but may be 
applied in other contexts as Well. For instance, the technique 
may be employed With imaging devices outside the medical 
?eld, such as in part inspection, baggage inspection, and 
quality control. Indeed, the technique may be employed With 
any device that may bene?t from the implementation of 
limited or regulated remote access, such as for training or 
service, in Which certain functionalities of the device are to 
remain under local control. 

[0051] While the invention may be susceptible to various 
modi?cations and alternative forms, speci?c embodiments 
have been shoWn by Way of example in the draWings and 
have been described in detail herein. HoWever, it should be 
understood that the invention is not intended to be limited to 
the particular forms disclosed. Rather, the invention is to 
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cover all modi?cations, equivalents, and alternatives falling 
Within the spirit and scope of the invention as de?ned by the 
folloWing appended claims. 

1. A method of guarding an item in a remote display of an 
interface of a medical diagnostic system, comprising: 

Writing a con?guration ?le comprising identi?cation 
information of displayed items of the interface in the 
remote display; 

storing a guard designation in the con?guration ?le for at 
least one guarded item of the interface in the remote 
display; and 

creating a dynamic link library con?gured to receive the 
identi?cation data and the guard designation from the 
con?guration ?le. 

2. The method as recited in claim 1, comprising installing 
a server to receive input from the dynamic link library, 
Wherein the server is con?gured to serve the remote display 
so that the guarded item comprises an altered appearance on 
the remote display. 

3. The method as recited in claim 1, comprising installing 
a server to receive input from the dynamic link library, 
Wherein the server is con?gured to serve the remote display 
so that the guarded item is inoperable via the remote display. 

4. The method as recited in claim 1, comprising coupling 
the remote display to an application of the medical diag 
nostic system via virtual netWork computer softWare. 

5. The method as recited in claim 1, Wherein the medical 
diagnostic system comprises a medical imaging system. 

6. A method of operating a medical diagnostic system, 
comprising: 

receiving information from a con?guration ?le to a 
dynamic link library, Wherein the information com 
prises identi?cation information of an item to be 
guarded on a remote display; and 

receiving input from the dynamic link library to a server 
coupled to the medical diagnostic system. 

7. The method as recited in claim 6, comprising serving 
the remote display via the server. 

8. The method as claim 7, comprising altering the appear 
ance of the guarded item on the remote display via the server 
based on the input received from the dynamic link library. 

9. The method as recited in claim 7, comprising guarding 
access to the guarded item on the remote display by a ?lter 
implemented by the server based on the input received from 
the dynamic link library. 

10. The method as recited claim 9, Wherein guarding 
access comprises applying a guard to the guarded item via 
a tool of the WindoWs standard development kit (SDK). 

11. The method as recited in claim 6, Wherein the server 
comprises a C++ server. 

12. A medical diagnostic system comprising: 

an application con?gured to generate a user-interface 
screen comprising a plurality of interface items; 

a con?guration ?le stored on the system and including 
identi?cation data of the items and a guarded designa 
tion for at least one guarded item; 

a dynamic link library con?gured to receive the identi? 
cation data and the guarded designation from the con 
?guration ?le; and 



US 2007/0234219 A1 

a server operative on the system for serving the user 
interface screen to a remote client. 

13. The method as recited in claim 12, Wherein the 
guarded item of the user-interface screen served to the 
remote client has an altered appearance to the remote client. 

14. The method as recited in claim 12, Wherein the altered 
appearance is based upon the identi?cation data and the 
guarded designation. 

15. The method as recited in claim 13, Wherein the 
medical diagnostic system comprises a scanner. 

16. A medical diagnostic system comprising: 

an application con?gured to generate a user-interface 
screen comprising a plurality of interface items; 

a con?guration ?le stored on the system and including 
identi?cation data of the items and a guarded designa 
tion for at least one guarded item; 

a dynamic link library con?gured to receive the identi? 
cation data and the guarded designation from the con 
?guration ?le; and 
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a server con?gured to server the screen to a remote client 

and to receive inputs from the remote client based upon 
the screen. 

17. The method as recited in claim 16, Wherein the server 
is con?gured to disalloW functions of the application corre 
sponding to the guarded item. 

18. The method as recited in claim 16, Wherein the server 
comprises a C++ server. 

19. The method as recited in claim 16, Wherein the 
medical diagnostic system comprises a medical imaging 
system. 

20. The remote vieWing system as recited in claim 19, 
Wherein the medical imaging system comprises one of a CT 
imaging system, an MRI imaging system, a tomosynthesis 
system, an EBT imaging system, a PET imaging system, or 
a digital X-ray imaging system. 


