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(57) ABSTRACT 

A relay device requests a status noti?cation of another relay 
device to a server device. When the relay device is noti?ed 
that the other relay device is under a logged-out status, the 
relay device stands by. When the relay device is noti?ed that 
the other relay device has logged in, the relay device 
transmits a connection request to the server device. The 
server device relays the connection request to the other relay 
device. A response is transmitted from the other relay device 
to the server device, and further relayed to the relay device. 
Accordingly, a TCP connection is established between the 
relay device and the other relay device. A communication 
device connected to a different network can transmit and 
receive data to and from the relay device via the other relay 
device. 
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FIG. 2 

RELAY DEVICE DATABASE 3_5_1_ 

IP 
RELAY DEVICE NAME URL ADDRESS STATUS 

RELAY DEVICE A Relayserver1@sample.net 200.1 .1.1 LOGIN 

RELAY DEVICE B Relayserver2@sample.net 2002.2.2 LOGIN 

RELAY DEVICEC Relayserver3@sample.net 200.3.3.3 LOGOUT 
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FIG. 4 
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FIG. 8 

RELAY CONNECTION DATABASE 1_5l 

CLIENT RELAY IP CONNECTION GENERATED 
DESTINATION URL ADDRESS NUMBER TIME 

ClientX Relayserver1@sample.net 200.1.1.1 49583 08:00:15 

ClientY Relayserver2@sample.net 200222 54682 08:32:42 
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FIG. 9 
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FIG. 12 
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RELAY DEVICE AND COMMUNICATION 
SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 
[0002] The present invention relates to technology for 
relaying data transmitted and received betWeen communi 
cation devices. 
[0003] 2. Description of the Related Art 
[0004] By using technology such as a Virtual Private 
Network (VPN) and tunneling, data transmitted from a 
terminal located inside a private netWork can be relayed to 
a terminal located in another private netWork via the Inter 
net. For example, by establishing a connection betWeen a 
Local Area Network (LAN) of a headquarter o?ice and a 
LAN of a branch office via the VPN, data can be relayed 
betWeen terminals connected to different LANs via the 
Internet. 
[0005] According to knoWn technology, data is relayed 
betWeen local systems connected via the Internet. According 
to this technology, each terminal located Within a local 
system accesses a relay server on the Internet to establish a 

Transmission Control Protocol (TCP) connection, and uses 
the established TCP connection to transmit and receive data 
betWeen the local systems. 
[0006] By using the technology of the VPN and the 
tunneling, data can be transmitted and received betWeen 
different LANs connected via the Internet. HoWever, such 
technology provides a system Which is constructed by a 
?xed setting. That is, a relay device provided on the Internet 
betWeen the LANs carries out a ?xed connection setting 
betWeen the LANs. Therefore, there is no problem When a 
VPN connection is preferably established constantly 
betWeen a headquarter of?ce and a branch o?ice of a 
company, for example. HoWever, the above-described tech 
nology cannot support a case in Which a connection is to be 
established dynamically betWeen different private netWorks. 
[0007] The technology such as the VPN is basically tech 
nology for establishing a connection betWeen netWorks, for 
example, betWeen a LAN and a LAN, and is not technology 
for establishing a connection betWeen individual terminals. 
Therefore, the technology such as the VPN is technology for 
enabling communication to be carried out betWeen netWorks 
in Which the VPN is developed as an infrastructure, and is 
not technology for supporting a case in Which an individual 
personally demands a communication With a speci?c net 
Work. 
[0008] MeanWhile, When constructing a system in Which a 
connection is established betWeen netWorks in response to a 
request from individual terminals, performance of a relay 
device may decrease due to a fact that resources may 
become insu?icient When a plurality of connections are 
generated according to the request from terminals. 

SUMMARY OF THE INVENTION 

[0009] In order to overcome the problems described 
above, preferred embodiments of the present invention pro 
vide a system in Which relaying of data betWeen netWorks 
connected via the Internet can be set dynamically. 
[0010] Preferred embodiments of the present invention 
also provide a system in Which relaying of data betWeen 
netWorks connected via the Internet can be set dynamically 
according to a request of each terminal. 
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[0011] According to an aspect of the present invention, a 
relay device can carry out communication With a ?rst 
communication device, and includes a relay unit and a 
holding unit. The relay unit relays data received from the 
?rst communication device to another relay device. The 
holding unit inquires a status of the other relay device to a 
server device. When the other relay device is capable of 
accepting a connection, the holding unit carries out a con 
nection request to the other relay device, dynamically estab 
lishes a relay connection With the other relay device, and 
holds the established relay connection. The other relay 
device can carry out communication With a second commu 
nication device. The relay device relays the data received 
from the ?rst communication device to the other relay 
device to further relay the data to the second communication 
device. 
[0012] The holding unit also establishes relay connections 
With a plurality of relay devices, and the relay unit uses the 
plurality of the relay connections to relay the data to the 
plurality of the relay devices. 
[0013] The holding unit can separately disconnect the 
relay connections held With the plurality of the relay devices. 
[0014] According to another aspect of the present inven 
tion, a communication system for relaying data betWeen 
terminals includes a ?rst relay device that can carry out 
communication With a ?rst communication device, a server 
device, and a second relay device that can carry out com 
munication With a second communication device. The ?rst 
relay device includes a holding unit. When the holding unit 
inquires a status of the second relay device to the server 
device and the second relay device is capable of accepting 
a connection, the holding unit carries out a connection 
request to the second relay device, dynamically establishes 
a relay connection With the second relay device, and holds 
the established relay connection. The ?rst relay device relays 
data received from the ?rst communication device to the 
second relay device, and the second relay device further 
relays the data to the second communication device. 
[0015] The ?rst communication device and the second 
communication device are respectively provided in different 
private netWorks. Accordingly, a connection request for a 
TCP connection cannot be carried out to the ?rst commu 
nication device and the second communication device from 
an external netWork. 

[0016] According to another aspect of the present inven 
tion, a relay device can carry out communication With a ?rst 
communication device. The relay device includes an accept 
ing unit and a holding unit. The accepting unit accepts a 
relay transmission instruction designating another relay 
device from the ?rst communication device. The holding 
unit inquires a status of the other relay device to the server 
device. When the other relay device is capable of accepting 
a connection, the holding unit carries out a connection 
request to the other relay device, dynamically establishes a 
relay connection With the other relay device, and holds the 
established relay connection. The other relay device can 
carry out communication With a second communication 
device. The relay device relays data received from the ?rst 
communication device to the other relay device, and the 
other relay device further relays the data to the second 
communication device. 
[0017] When the other relay device is incapable of accept 
ing a connection, the holding unit noti?es such a connection 
impossible state to the ?rst communication device. When the 
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holding unit receives a noti?cation from the server device 
that the other relay device has become capable of accepting 
a connection, the holding unit noti?es a connection possible 
state to the ?rst communication device. 

[0018] Only data, Which has the ?rst communication 
device as a transmitter or a transmission destination, is 
relayed over the relay connection held by the holding unit. 
[0019] According to another aspect of the present inven 
tion, a communication system for relaying data betWeen 
terminals includes a ?rst relay device that can carry out 
communication With a ?rst communication device, a server 
device, and a second relay device that can carry out com 
munication With a second communication device. The ?rst 
relay device includes an accepting unit and a holding unit. 
The accepting unit accepts a relay instruction of data des 
ignating the second relay device from the ?rst communica 
tion device. The holding unit inquires a status of the second 
relay device to the server device. When the second relay 
device is capable of accepting a connection, the holding unit 
carries out a connection request to the second relay device, 
dynamically establishes a relay connection With the second 
relay device, and holds the established relay connection. The 
?rst relay device relays data received from the ?rst com 
munication device to the second relay device so that the 
second relay device can further relay the data to the second 
communication device. 
[0020] The ?rst communication device and the second 
communication device are respectively provided in different 
private networks. A connection request for a TCP connection 
cannot be carried out to the ?rst communication device and 
the second communication device from an external netWork. 

[0021] According to another aspect of the present inven 
tion a relay device can carry out communication With a ?rst 
communication device. The relay device includes an accept 
ing unit and a holding unit. The accepting unit accepts a 
relay transmission instruction designating another relay 
device from the ?rst communication device. When a relay 
connection has not been established yet With the other relay 
device, the holding unit inquires a status of the other relay 
device to the server device. When the other relay device is 
capable of accepting a connection, the holding unit dynami 
cally establishes a relay connection With the other relay 
device, and holds the established relay connection. When a 
relay connection is already established With the other relay 
device, the holding unit sets such relay connection to be 
shared With the ?rst communication device. The other relay 
device can carry out communication With the second com 
munication device. The relay device relays data received 
from the ?rst communication device to the other relay 
device, and the other relay device further relays the data to 
the second communication device. 
[0022] When receiving a noti?cation from the ?rst com 
munication device to terminate the relay transmission to the 
other relay device, if the other communication device is 
carrying out a relay transmission to the other relay device, 
the relay connection established betWeen the relay device 
and the other relay device is maintained. When none of the 
communication devices is carrying out a relay transmission 
to the other relay device, the holding unit disconnects the 
relay connection held With the other relay device. 
[0023] According to another aspect of the present inven 
tion, a communication system for relaying data betWeen 
terminals includes a ?rst relay device that can carry out 
communication With a ?rst communication device, a server 
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device, and a second relay device that can carry out com 
munication With the second communication device. The ?rst 
relay device includes an accepting unit and a holding unit. 
The accepting unit accepts a relay transmission instruction 
of data designating the second relay device from the ?rst 
communication device. When a relay connection is yet to be 
established With the second relay device, the holding unit 
inquires a status of the second relay device to the server 
device. When the second relay device is capable of accept 
ing a connection, the holding unit dynamically establishes a 
relay connection With the second relay device and holds the 
established relay connection. When a relay connection is 
already established With the second relay device, the holding 
unit sets such relay connection to be shared With the ?rst 
communication device. The ?rst relay device relays data 
received from the ?rst communication device to the second 
relay device, and the second relay device further relays the 
data to the second communication device. 

[0024] The ?rst communication device and the second 
communication device are respectively provided in different 
private netWorks. A connection request for a TCP connection 
cannot be carried out to the ?rst communication device and 
the second communication device from an external netWork. 

[0025] The relay device of the present invention inquires 
a status of another relay device to the server device. When 
the other relay device is capable of accepting a connection, 
the relay device carries out a connection request, and estab 
lishes and holds a relay connection With the other relay 
device. Therefore, a communication device, Which can carry 
out communication With the relay device, can carry out 
communication via the private netWork With a communica 
tion device, Which can carry out communication With the 
other relay device. 
[0026] The relay device of the present invention can 
establish a relay connection With a plurality of relay devices, 
and hold the established relay connections. Therefore, When 
communication devices to Which communication is to be 
carried out belong to different netWorks, a plurality of 
connections can be generated independently. 
[0027] The relay device of the present invention can 
independently disconnect each of the relay connections 
being held With a plurality of the relay devices. Therefore, 
the relay device of the present invention can maintain only 
the connections that are necessary for communication, and 
resources can be utiliZed ef?ciently. 

[0028] The relay device of the present invention accepts a 
relay transmission instruction designating the other relay 
device from the ?rst communication device, and inquires a 
status of the other relay device to the server device. When 
the other relay device is capable of accepting a connection, 
the relay device dynamically establishes a relay connection 
With the other relay device and holds the established relay 
connection. Therefore, by carrying out a request designating 
a relay destination to the relay device of the present inven 
tion, a communication device, Which can carry out commu 
nication With the relay device of the present invention, can 
carry out communication With a communication device, 
Which can carry out communication With the other relay 
device. Since a connection is established betWeen the relay 
devices according to a request from the communication 
device, a netWork of a communication destination can be 
selected and a connection can be established more dynami 
cally. 
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[0029] When receiving a noti?cation from the server 
device that the other relay device has become capable of 
accepting a connection, the relay device noti?es a connec 
tion possible state to the ?rst communication device. 
Accordingly, at a point of time when a preparation is 
completed at the relay destination, a relay transmission can 
be started immediately. 
[0030] Only the data having the ?rst communication 
device as a transmitter or a transmission destination is 

relayed over the relay connection held by the holding unit. 
Therefore, a terminal, which has carried out a connection 
request to the relay device, can exclusively use the estab 
lished connection. 
[0031] The relay device of the present invention accepts a 
relay transmission instruction designating another relay 
device from the ?rst communication device. When a relay 
connection is already established between the relay device 
of the present invention and the other relay device, the relay 
device of the present invention sets the ?rst communication 
device to share the already established relay connection. 
Therefore, by carrying out a request designating a relay 
destination to the relay device of the present invention, a 
communication device, which can carry out communication 
with the relay device of the present invention, can carry out 
communication with a communication device, which can 
carry out communication with the other relay device. When 
a relay connection is already established between the relay 
device of the present invention and the designated relay 
device, the already established relay connection is shared. 
Therefore, processing load for establishing a connection can 
be reduced, and resources can be saved. 
[0032] When receiving a noti?cation from the ?rst com 
munication device to terminate the relay transmission to the 
other relay device, if the other communication device is 
carrying out a relay transmission to the other relay device, 
the relay connection established with the other relay device 
is maintained. Accordingly, an end of communication of one 
communication device does not in?uence a communication 
of another communication device. A communication device 
sharing the relay connection can use the relay connection 
until the communication of the communication device itself 
is completed. 
[0033] Other features, elements, processes, steps, charac 
teristics and advantages of the present invention will become 
more apparent from the following detailed description of 
preferred embodiments of the present invention with refer 
ence to the attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0034] FIG. 1 illustrates a con?guration of a communica 
tion system according to a ?rst preferred embodiment of the 
present invention. 
[0035] FIG. 2 illustrates a registration example of a relay 
device database. 
[0036] FIG. 3 is a ?owchart illustrating a processing 
carried out in the communication system according to the 
?rst preferred embodiment of the present invention. 
[0037] FIG. 4 is a ?owchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 
[0038] FIG. 5 is a ?owchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 
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[0039] FIG. 6 illustrates an imaginary state in which a 
plurality of relay connections are established. 
[0040] FIG. 7 illustrates a con?guration of a communica 
tion system according to a second preferred embodiment of 
the present invention. 
[0041] FIG. 8 illustrates a registration example of a relay 
connection database. 
[0042] FIG. 9 is a ?owchart illustrating a processing 
carried out in the communication system according to the 
second preferred embodiment of the present invention. 
[0043] FIG. 10 is a ?owchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 
[0044] FIG. 11 is a ?owchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 
[0045] FIG. 12 illustrates a registration example of a relay 
connection database. 
[0046] FIG. 13 is a ?owchart illustrating a processing 
carried out in a communication system according to a third 
preferred embodiment of the present invention. 
[0047] FIG. 14 is a ?owchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 
[0048] FIG. 15 is a ?owchart illustrating a processing 
carried out in the communication system focusing on a relay 
device. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

First Preferred Embodiment 

[0049] Preferred embodiments of the present invention 
will be described with reference to the accompanying draw 
ings. FIG. 1 illustrates a con?guration of a communication 
system according to a ?rst preferred embodiment. In the 
communication system of the ?rst preferred embodiment, 
two Local Area Networks (LANs) 10 and 20 are connected 
via a Wide Area Network (WAN) 30. For example, the 
LANs 10 and 20 are an in-house LAN of a company, and the 
WAN 30 is a public network such as the Internet. That is, 
two different private LANs 10 and 20 are connected via a 
public network such as the Internet. 
[0050] As illustrated in FIG. 1, two communication 
devices 11 and 12 and a relay device 15 are connected in the 
LAN 10. The LAN 10 is connected to the WAN 30 via a 
gateway (GW) 16. Two communication devices 21 and 22 
and a relay device 25 are connected in the LAN 20. The 
LAN 20 is connected to the WAN 30 via a gateway 26. 
[0051] The communication devices 11 and 12 are termi 
nals such as personal computers, and include a network 
function. Speci?cally, each of the communication devices 11 
and 12 includes a Transmission Control Protocol/Intemet 
Protocol (TCP/IP), and uses the TCP/IP to carry out com 
munication with the relay device 15 and other computers or 
the like connected to the LAN 10. In the same manner, each 
of the communication devices 21 and 22 includes a TCP/IP, 
and uses the TCP/IP to carry out communication with the 
relay device 25 and other computers or the like connected to 
the LAN 20. The relay devices 15 and 25 and the gateways 
16 and 26 can also carry out communication by the TCP/IP. 
[0052] A server device 35 is connected to the WAN 30. As 
described above, the WAN 30 is a public network such as the 
Internet. Therefore, a terminal connected to the LAN 10, the 
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LAN 20, or the WAN 30 can establish a TCP connection by 
designating a global IP address of the server device 35. 
[0053] A private IP address is assigned to the communi 
cation devices 11 and 12 and the relay device 15 connected 
to the LAN 10 and the communication devices 21 and 22 
and the relay device 25 connected to the LAN 20. The 
gateWays 16 and 26 function as a ?reWall, and a connection 
cannot be established directly from an external netWork by 
designating a terminal located inside of the netWork. There 
fore, a terminal or the like connected to the WAN 30 has 
restrictions When carrying out a TCP connection request to 
the relay device 15 or 25. In the ?rst preferred embodiment, 
since the server device 35 functions as a Session Initiation 
Protocol (SIP) server (a proxy server and a registered server 
of the SIP) as to be described hereinafter, the gateWays 16 
and 26 are set such that communication designating a 
speci?c port corresponding to the relay servers 15 and 25 
can be carried out to the gateWays 16 and 26, respectively. 
[0054] FIG. 2 illustrates a registration example of a relay 
device database 351 managed by the server device 35. In the 
example illustrated in FIG. 2, three relay devices A, B, and 
C are registered. The relay devices A, B, and C are device 
names that are assigned to the relay device 15 or the relay 
device 25, for example. Flags of a Uniform Resource 
Locator (URL), an IP address, and a login status are set for 
each of the relay devices A, B, and C. 
[0055] An IP address of each of the relay devices regis 
tered in the relay device database 351 is not an IP address in 
a private network, but is a global IP address converted by a 
gateWay by a function such as a NetWork Address Transla 
tion (NAT) or an IP masquerade. For example, the relay 
device 15 is assigned With a private address in the LAN 10. 
When the relay device 15 accesses the server device 35, the 
IP address assigned to the relay device 15 is converted into 
a global IP address by the gateWay 16. 
[0056] Each of the relay devices A through C establishes 
a connection With the server device 35, and logs into the 
server device 35. A “status” ?eld of the relay device database 
351 stores information indicating Whether each of the relay 
devices A through C is currently under a logged-in status or 
a logged-out status With respect to the server device 35. 
When each of the relay devices is under a logged-in status, 
the server device 35 determines that a TCP connection is 
prepared to be established betWeen the logged-in relay 
devices. In other Words, a status in Which the relay device is 
logged in the server device 35 indicates a status in Which the 
relay device is capable of accepting a TCP connection 
request transmitted from another terminal. 
[0057] With reference to FIG. 3 through FIG. 5, a descrip 
tion Will be made of a How of a communication processing 
in the above-described communication system. FIG. 3 illus 
trates a How of the processing of the entire communication 
system including the relay devices 15 and 25 and the server 
device 35. Further, in the folloWing description, a Session 
Initiation Protocol (SIP) is used for communication betWeen 
the relay device 15 and the server device 35, and betWeen the 
relay device 25 and the server device 35. HoWever, other 
protocols may also be used. 
[0058] Each of the relay devices 15 and 25 transmits a 
“REGISTER request message” of the SIP to the server 
device 35 at initialization or periodically to notify position 
information (for example, an IP address, and/or a port 
number) of the relay device to the server device 35. The 
server device 35 manages the relay device database 351 
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illustrated in FIG. 2 according to the noti?ed position 
information. The server device 35 can carry out communi 
cation With each of the relay devices over the gateWay 
according to the position information. In FIG. 3, under an 
initial state, the relay device 15 and the relay device 25 are 
logged in the server device 35. First, the relay device 25 
noti?es logout status information to the server device 35 
(step S101), and the server device 35 responds to the 
noti?cation (step S102). The server device 35 executes a 
logout processing of the relay device 25, and updates the 
“status” ?eld of the relay device 25 in the relay device 
database 351 to “logout”. 
[0059] Under this state, When the relay device 15 carries 
out a noti?cation request of the status information to the 
server device 35 (step S103), the server device 35 carries out 
a response (step S104), and noti?es that the relay device 25 
is logged-out (step S105). The relay device 15 responds to 
this noti?cation (step S106). 
[0060] Next, the relay device 25 noti?es login status 
information to the server device 35 (step S107), and the 
server device 35 responds to the noti?cation (step S108). 
The server device 35 executes the login processing of the 
relay device 25, and updates the “status” ?eld of the relay 
device database 351 to “login”. Furthermore, the server 
device 35 noti?es the relay device 15 that the relay device 
25 has logged in (step S109). The relay device 15 responds 
to this noti?cation (step S110). 
[0061] When the relay device 15 receives a noti?cation 
that the relay device 25 has logged in, the relay device 15 
transmits a connection request for the relay device 25 to the 
server device 35 (step S111). As illustrated in FIG. 3, this 
connection request is an “INVITE request message” of the 
SIP, and includes TCP connection information in a body 
portion folloWing a blank line. In the illustrated example, the 
connection request includes an IP address (20011.1) and a 
TCP port number (6109) or the like of the relay device 15 
(transmitter). The server device 35 relays the connection 
request to the relay device 25 (step S112). The relay device 
25, Which has received the connection request, transmits a 
response to the server device 35 to permit a connection (step 
S113). As illustrated in FIG. 3, this response is “200 OK 
response message” of the SIP, and includes TCP connection 
information in a body portion folloWing a blank line. In the 
illustrated example, the response includes an IP address 
(200.222) and a TCP port number (7109) or the like of the 
relay device 25 (transmitter). The server device 35 relays the 
response to the relay device 15 (step S114). As described 
above, the relay device 15 and the relay device 25 use the 
INVITE request and the OK response of the SIP to exchange 
TCP connection information, and carry out a negotiation for 
establishing a TCP connection. When the relay device 15 
receives the response, the relay device 15 transmits a TCP 
connection request to the relay device 25 (step S115). 
Accordingly, a TCP connection is established betWeen the 
relay device 15 and the relay device 25. 
[0062] The above-described processing is executed by a 
netWork administrator of the LAN 10 or the LAN 20, for 
example. That is, in order to prepare such that a connection 
With another LAN can be carried out dynamically, a relay 
device in a netWork is logged into the server device 35 by the 
netWork administrator as illustrated at step S107. Accord 
ingly, a preparation is completed for receiving a TCP con 
nection request from another relay device. When the net 
Work administrator Wishes to carry out a connection With 
















